401 - SECURITY SOLUTION EXPERT
EXAM BLUEPRINT

201 - TMOS TECHNOLOGY SPECIALIST
EXAM BLUEPRINT

ABOUT THE 401-SECURITY SOLUTION EXPERT EXAM.
The 401-Security Solution Expert exam is required to achieve Certified F5 Solution Expert
status in Security.
Successful completion of the 401-Security Solution Expert exam acknowledges the skills and
understanding to discover business requirements regarding security and articulate technical
requirements driven by the business. Candidates can also apply F5 solutions to meet technical
requirements for a security solution and articulate the value of the solution (v12).

WHAT IS THE 401-SECURITY SOLUTION EXPERT EXAM BLUEPRINT?
F5 Certified Exam Blueprints list all the objectives an exam has to measure, much like a
syllabus for the exam itself. The blueprint provides the detailed breakdown of the skills and
knowledge a candidate should have to pass the exam. Blueprints can be used to identify areas
for additional study.
PREREQUISITES:
F5-CA, 301a/301b, 302, 303, and 304 Technology Specialist Exams
CREDENTIAL AWARDED:
F5 Certified Solution Expert, Security (F5-CSE, Security)
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Cognitive
Complexity

Section 1:

Assess requirements

Objective 1.01

Explain how common business objectives map to technical capabilities

U/A

Objective 1.02

Explain how security domain requirement considerations relate to security
solutions

U/A

Objective 1.03

Explain the relationship among risks, threats, and vulnerabilities

U/A

Objective 1.04

Assess the security posture of a new application in the context of a risk
analysis

A/E

Objective 1.05

Translate legal, regulatory, and compliance standards into security
requirements (e.g., ISO 27001, privacy laws, payment card industry)

U/A

Objective 1.06

Predict how usability is affected by security controls

A/E

Objective 1.07

Evaluate network and application architectures to determine appropriate
security controls

A/E

Section 2:

Design a unified solution that includes multiple security
modules

Cognitive
Complexity

Objective 2.01

Determine a combination of features and functionality necessary to mitigate
accessibility risks within an application architecture.* (e.g., APM, LTM, AFM,
ASM, IPI, iRules, Silverline)

A/E

Objective 2.02

Determine a combination of features and functionality necessary to mitigate
availability risks within an application architecture. *(e.g., LTM, GTM, ASM,
AFM, IPI, iRules, Silverline)

A/E

Cognitive Complexity Key:
R=Remember
A/E=Analyze/Evaluate
C=Create

401 - SECURITY Solution Expert exam blueprint | 2

401 - SECURITY SOLUTION EXPERT
EXAM BLUEPRINT

A/E
Objective 2.03

Determine a combination of features and functionality necessary to mitigate
confidentiality and privacy risks within an application architecture. *(e.g., LTM,
APM, ASM, SWG, AFM, GTM, iRules, FPS)

Objective 2.04

Determine a combination of features and functionality necessary to mitigate
integrity risks within an application architecture.*(e.g., LTM, APM, ASM, SWG,
AFM, GTM, iRules, FPS)

A/E

Objective 2.05

Differentiate security features and functionality required to address resourcebased and volumetric availability risks within an application architecture

A/E

Objective 2.06

Explain features and benefits of AFM (e.g., network firewall, anti-DDoS)

U/A

Objective 2.07

Explain features and benefits of SWG (e.g.URLF, anti-Malware)

U/A

Objective 2.08

Determine the most appropriate deployment method (e.g., global, route
domain, virtual server) for a given AFM policy and application architecture

A/E

Objective 2.09

Explain the uses of application framework components

U/A

Objective 2.10

Analyze web services components to establish or locate client security zones,
application security zones, and common workflows

A/E

Objective 2.11

Determine BIG-IP deployment methodology (e.g., Bridge, Routed, One Arm,
Reverse Proxy) as it relates to network topologies/segments, security zones,
and protocols

U/A

Objective 2.12

Assess traffic profile to recommend class of platform (e.g., VE, small
appliance, large appliance, chassis)

U/A
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Objective 2.13

Determine network architectural requirements to accommodate capacity
requirements or changes (e.g., growth)

U/A

Objective 2.14

Establish strategies of a comprehensive management plan to address
operational and compliance requirements

U/A

Section 3:

Build security solution

Objective 3.01

Explain how to configure a combination of features and functionality
necessary to mitigate accessibility risks within an application architecture.*
(e.g., APM, LTM, AFM, ASM, IPI, iRules)

A/E

Objective 3.02

Explain how to configure a combination of features and functionality
necessary to mitigate availability risks within an application architecture.
*(e.g., LTM, GTM, ASM, AFM, IPI, iRules)

A/E

Objective 3.03

Explain how to configure a combination of features and functionality
necessary to mitigate confidentiality and privacy risks within an application
architecture. *(e.g., LTM, APM)

A/E

Objective 3.04

Explain how to configure a combination of features and functionality
necessary to mitigate integrity risks within an application architecture.*(e.g.,
iRules, ASM, FPS)

A/E

Objective 3.05

Explain how to configure a solution for third-party integration to leverage
extended capabilities

A/E

Objective 3.06

Determine appropriate testing strategies for a multi-module solution

U/A

Objective 3.07

Leverage effectiveness tool (e.g., vulnerability scanner, load tester) and
testing outputs (reporting) to determine whether associated features and
functionalities are being implemented effectively and appropriately to mitigate
risk

A/E

Cognitive Complexity Key:
R=Remember
A/E=Analyze/Evaluate
C=Create

Cognitive
Complexity

401 - SECURITY Solution Expert exam blueprint | 4

401 - SECURITY SOLUTION EXPERT
EXAM BLUEPRINT

Cognitive
Complexity

Section 4:

Maintain security solution/Ongoing maintenance

Objective 4.01

Leverage log and diagnostic tool outputs to determine whether associated
features and functionalities are being implemented effectively and
appropriately to mitigate risk

A/E

Objective 4.02

Determine remediation necessary to address security vulnerabilities identified
through scan, test, log, diagnostic tool, or other source outputs

U/A

Objective 4.03

Prioritize newly identified vulnerabilities by risk and severity

A/E

Objective 4.04

Determine necessary system, policy, and product updates to address security
risks

U/A

Objective 4.05

Determine security posture through the use of correlation options (e.g., APM
user activity reports, ASM violation reports, AFM network access) available
with the use of multiple security modules

U/A

Section 5:

Identify, diagnose, and resolve security solutions issues

Objective 5.01

Determine the root cause of issues related to the functionality of a multimodule solution

A/E

Objective 5.02

Determine a resolution for issues related to the functionality of a multi-module
solution

A/E

Objective 5.03

Determine the root cause of issues related to the connectivity of a multimodule solution

A/E

Objective 5.04

Determine a resolution for issues related to the connectivity of a multi-module
solution

A/E
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Objective 5.05

Determine the root cause of issues related to the performance of a multimodule solution

A/E

Objective 5.06

Determine a resolution for issues related to the performance of a multimodule solution

A/E

Objective 5.07

Determine the root cause of issues in a multi-module solution that includes
third-party integration

A/E

Objective 5.08

Determine a resolution for issues in a multi-module solution that includes
third-party integration

A/E
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Cognitive Complexity Descriptions
Lower Order Thinking Skills

Higher Order Thinking Skills

Remember

Understand/Apply

Analyze/Evaluate

Create

Information
retrieval

Knowledge transfer

Critical thinking and
reasoning

Innovation or
Creative thinking

Rote
memorization

Comprehension or
Ability to apply
knowledge to a
standard process

Determine how
parts relate to
whole or Knowledge
integration and
application to new
situation(s)

Forming an original
work product

Retrieve relevant
knowledge from
long-term memory

Construct meaning
from information

Make judgments
based on criteria

Combine or reorganize
parts to form a new
pattern or structure

e.g., recall, retrieve,
recognize

e.g., interpret, classify,
compare, explain,
implement

e.g., troubleshoot,
attribute, diagnose,
critique

e.g., generate, plan,
produce

Alpine Testing Solutions’ suggested cognitive complexity levels and associated verb references consider multiple
approaches to defining cognitive processing (e.g., Anderson et al., Webb, Bloom, Frisbie). Above material created with
assistance from Alpine and distributed with Alpine’s permission as an attachment to certification test blueprints.

Alpine Testing Solutions, Inc. (Alpine) gives F5 Networks permission to distribute the PDF “Cognitive Complexity Description 20130418.pdf” as an attachment to
certification test blueprints created with assistance from Alpine into the exam blueprint.
©2016 F5 Networks, Inc. All rights reserved. F5, F5 Networks, and the F5 logo are trademarks of F5 Networks, Inc. in the U.S. and in certain other countries.
Other F5 trademarks are identified at f5.com. Any other products, services, or company names referenced herein may be trademarks of their respective
owners with no endorsement or affiliation, express or implied, claimed by F5.
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