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Legal Notices

Copyright

F5 Networks, Inc. (F5) believes the information it furnishes to be accurate and reliable. However, F5 assumes no
responsibility for the use of this information, nor any infringement of patents or other rights of third parties

which may result from its use. No license is granted by implication or otherwise under any patent, copyright, or
other intellectual property right of F5 except as specifically described herein. F5 reserves the right to change
specifications at any time without notice.

Copyright 1997-2000, F5 Networks, Inc. All rights reserved.

Trademarks

F5, BIG-IP, and 3-DNS are registered trademarks of F5 Networks, Inc. SEE-IT, GLOBAL-SITE, EDGE-FX,
and FireGuard are trademarks of F5 Networks, Inc. Other product and company names are registered trademarks
or trademarks of their respective holders.

Export Regulation Notice

The BIG-IP® FireGuard™ Controller may include cryptographic software. Under the Export Administration
Act, the United States government may consider it a criminal offense to export this BIG-IP® FireGuard™
Controller from the United States.

Export Warning

This is a Class A product. In a domestic environment this product may cause radio interference in which case the
user may be required to take adequate measures.

FCC Comepliance

This equipment generates, uses, and may emit radio frequency energy. The equipment has been type tested and
found to comply with the limits for a Class A digital device pursuant to Part 15 of FCC rules, which are designed
to provide reasonable protection against such radio frequency interference.

Operation of this equipment in a residential area may cause interference, in which case the user at his own
expense will be required to take whatever measures may be required to correct the interference.

Any madifications to this device, unless expressly approved by the manufacturer, can void the user's authority to
operate this equipment under part 15 of the FCC rules.

Canadian Regulatory Compliance

This class A digital apparatus complies with Canadian | CES-003.

Standards Compliance
The product conforms to ANSI/UL Std 1950 and Certified to CAN/CSA Std. C22.2 No. 950.
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F5 Networks Limited Warranty

This warranty will apply to any sale of goods or services or license of software (collectively, "Products") from F5
Networks, Inc. ("F5"). Any additional or different terms including terms in any purchase order or order
confirmation will have no effect unless expressly agreed to in writing by F5. Any software provided to a
Customer is subject to the terms of the End User License Agreement delivered with the Product.

Limited Warranty

Software. F5 warrants that for a period of 90 days from the date of shipment: (a) the media on which the
software is furnished will be free of defects in materials and workmanship under normal use; and (b) the software
substantially conforms to its published specifications. Except for the foregoing, the software is provided AS IS.

In no event does F5 warrant that the Software is error free, that the Product will operate with any software or
hardware other than that provided by F5 or specified in the documentation, or that the Product will satisfy
Purchaser's own specific requirements.

Hardware.F5 warrants that the hardware component of any Product will, for a period of one year from the date
of shipment from F5, be free from defects in material and workmanship under normal use.

Remedy. Purchaser's exclusive remedy and the entire liability of F5 under this limited warranty and any other
guarantee made by F5 is, at F5's option, to repair or replace any Product or component that fails during the
warranty period at no cost to Purchaser. Products returned to F5 must be pre-authorized by F5 with a Return
Material Authorization (RMA) number marked on the outside of the package, and sent prepaid, insured, and
packaged appropriately for safe shipment. The repaired or replaced item will be shipped to Purchaser, at F5's
expense, no later than 7 days after receipt by F5. Title to any returned Products or components will transfer to F5
upon receipt. F5 will replace defective media or documentation or, at its option, undertake reasonable efforts to
modify the software to correct any substantial non-conformance with the specifications.

Restrictions. The foregoing limited warranties extend only to the original Purchaser, and do not apply if a
Product (a) has been altered, except by F5, (b) has not been installed, operated, repaired, or maintained in
accordance with F5's instructions, (c) has been subjected to abnormal physical or electrical stress, misuse,
negligence, or accident, or (d) has been operated outside of the environmental specifications for the Product.
F5's limited software warranty does not apply to software corrections or upgrades.

Support, Upgradesk5 provides software telephone support services at no charge for 90 days following the
installation of any Product: Monday through Friday, from 6 a.m. to 6 p.m. Pacific time, excluding F5's holidays.
Such support will consist of responding to trouble calls as reasonably required to make the Product perform as
described in the Specifications. For advisory help requests, which are calls of a more consultative nature than a
standard trouble call, F5 will provide up to two hours of telephone service at no charge. Additional service for
advisory help requests may be purchased at F5 Networks' then-current standard service fee. During this initial 90
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day period, Customer is entitled, at no charge, to updated versions of covered software such as bug fixes, and
incremental enhancements as designated by minor revision increases. In addition, Customer will receive special
pricing on upgraded versions of covered Products such as new clients, new modules, and major enhancements
designated by major revision increases. Customer may purchase a Maintenance Agreement for enhanced
maintenance and support services.

DISCLAIMER; LIMITATION OF REMEDY: EXCEPT FOR THE WARRANTIES SPECIFICALLY
DESCRIBED HEREIN, F5 DOES NOT MAKE ANY GUARANTEE OR WARRANTY, EXPRESS OR
IMPLIED, WITH RESPECT TO PRODUCTS, SPECIFICATIONS, SUPPORT, SERVICE, OR ANYTHING
ELSE. F5 HAS NOT AUTHORIZED ANYONE TO MAKE ANY REPRESENTATION OR WARRANTY
OTHER THAN AS PROVIDED ABOVE. F5 DISCLAIMS ANY AND ALL WARRANTIES AND
GUARANTEES, EXPRESS, IMPLIED, OR OTHERWISE, ARISING WITH RESPECT TO THE PRODUCTS
OR SERVICES DELIVERED HEREUNDER, INCLUDING BUT NOT LIMITED TO THE WARRANTY OF
MERCHANTABILITY, THE WARRANTY OF FITNESS FOR A PARTICULAR PURPOSE, AND ANY
WARRANTY OF NON-INFRINGEMENT OF THE INTELLECTUAL PROPERTY RIGHTS OF ANY
THIRD PARTY. F5 WILL HAVE NO OBLIGATION OR LIABILITY, WHETHER ARISING IN

CONTRACT (INCLUDING WARRANTY), TORT (INCLUDING ACTIVE, PASSIVE, OR IMPUTED
NEGLIGENCE, STRICT LIABILITY, OR PRODUCT LIABILITY), OR OTHERWISE FOR ANY SPECIAL,
INCIDENTAL, CONSEQUENTIAL, OR INDIRECT DAMAGES INCLUDING BUT NOT LIMITED TO
LOSS OF USE, LOSS OF DATA, BUSINESS INTERRUPTION, LOSS OF REVENUE, LOSS OF
BUSINESS, OR OTHER FINANCIAL LOSS ARISING OUT OF OR IN CONNECTION WITH ANY OF THE
PRODUCTS OR OTHER GOODS OR SERVICES FURNISHED TO CUSTOMER BY F5, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

End-user Software License

IMPORTANT - READ BEFORE INSTALLING OR OPERATING THIS PRODUCT

CAREFULLY READ THE TERMS AND CONDITIONS OF THIS LICENSE BEFORE INSTALLING OR
OPERATING THIS PRODUCT - BY INSTALLING, OPERATING OR KEEPING THIS PRODUCT FOR
MORE THAN THIRTY DAYS AFTER DELIVERY YOU INDICATE YOUR ACCEPTANCE OF THESE
TERMS AND CONDITIONS. IF YOU DO NOT AGREE WITH THE TERMS AND CONDITIONS OF THIS
AGREEMENT, PROMPTLY CONTACT F5 NETWORKS, INC. ("F5") TO ARRANGE FOR RETURN OF
THE PRODUCT FOR A REFUND.

1. Scope.This License applies to the software component ("Software") of the F5 product identified above
("Product”) and any corrections, updates, new releases and new versions of such software. This License
is a legal agreement between F5 and the single entity ("Licensee") that has acquired Software from F5
under applicable terms and conditions.

2. License GrantSubject to the terms of this License, F5 grants to Licensee a non-exclusive,
non-transferable license to use the Software in object code form with an unlimited number of servers.
Other than as specifically described herein, no right or license is granted to Licensee to any of F5's
trademarks, copyrights, or other intellectual property rights. The Software incorporates certain third
party software, which is used subject to licenses from the respective owners. The protections given to
F5 under this License also apply to the suppliers of this third party software, who are intended third party
beneficiaries of this License.

3. Restrictions.The Software, documentation, and the associated copyrights and other intellectual
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property rights are owned by F5 or its licensors, and are protected by law and international treaties.
Licensee may not copy or reproduce the Software, and may not copy or translate the written materials
without F5's prior, written consent. Licensee may not copy, modify, reverse compile, or reverse
engineer the Software, or sell, sub-license, rent, or transfer the Software or any associated
documentation to any third party.

Export Control. F5's standard Software incorporates cryptographic software. Licensee agrees to
comply with the Export Administration Act, the Export Control Act, all regulations promulgated under
such Acts, and all other US government regulations relating to the export of technical data and
equipment and products produced therefrom, which are applicable to Licensee. In countries other than
the US, Licensee agrees to comply with the local regulations regarding importing, exporting, or using
cryptographic software.

Limited Warranty. F5 warrants that for a period of 90 days from the date of shipment: (i) the media on
which the Software is furnished will be free of defects in materials and workmanship under normal use;
and (i) the Software substantially conforms to its published specifications. Except for the foregoing, the
Software is provided AS IS. In no event does F5 warrant that the Software is error free, that it will
operate with any software or hardware other than that provided by F5 or specified in the documentation,
or that the Software will satisfy Licensee's own specific requirements.

a. Remedylicensee's exclusive remedy and the entire liability of F5 under this limited warranty and
any other guarantee made by F5 is, at F5's option, to repair or replace any Software that fails during
the warranty period at no cost to Licensee. Any Product returned to F5 must be pre-authorized by F5
with a Return Material Authorization (RMA) number marked on the outside of the package, and sent
prepaid, insured and packaged appropriately for safe shipment. The repaired or replaced item will be
shipped to Licensee, at F5's expense, no later than 7 days after receipt by F5. Title to any returned
Products or components will transfer to F5 upon receipt. F5 will replace defective media or
documentation or, at its option, undertake reasonable efforts to modify the Software to correct any
substantial non-conformance with the specifications.

b. RestrictionsThe foregoing limited warranties extend only to the original Licensee, and do not apply
if the Software or the Product (a) has been altered, except by F5, (b) has not been installed, operated,
repaired, or maintained in accordance with F5's instructions, (c) has been subjected to abnormal
physical or electrical stress, misuse, negligence or accident or (d) has been operated outside of the
environmental specifications for the Product. F5's limited software warranty does not apply to
software corrections or upgrades.

Infringement IndemnityF5 will, at its expense, defend any suit brought against Licensee based upon a
claim that the Software as delivered by F5 directly infringes a valid patent or copyright. F5 will pay
costs and damages finally awarded against Licensee directly attributable to any such claim, but only on
condition that (a) F5 is notified in writing of such claim within ten days following receipt by Licensee;

(b) F5 has sole control of the defense and settlement negotiations, (c) Licensee provides F5 all
information and communications received by Licensee concerning such claim, and (d) Licensee
provides reasonable assistance to F5 when requested. F5 will have the right, at its option and expense,
(i) to obtain for Licensee rights to use the Software, (ii) to replace or modify the Software so it becomes
non-infringing , or (iii) to accept return of the Software in exchange or for a credit not to exceed the
purchase price paid by Licensee for such Software. The foregoing, subject to the following restrictions,
states the exclusive liability of F5 to Licensee concerning infringement.

a. RestrictionsF5 will have no liability for any claim of infringement based on: (i) use of a superseded
or altered release of the Software, (ii) use of the Software in combination with equipment or software
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not supplied or specified by F5 in the Software documentation where the Software would not itself
be infringing, (iii) use of the Software in an application or environment not described in the Software
Documentation or (iv) Software that has been altered or modified in any way by anyone other than F5
or according to F5's instructions.

7. U.S. Government Restricted Righffhe Software was developed at private expense and is provided
with "RESTRICTED RIGHTS." Use, duplication or disclosure by the government is subject to
restrictions as set forth in FAR 52.227-14 and DFARS 252.227-7013 et. seq. or its successor. The use of
this Software by the government constitutes acknowledgment of F5's and its licensors' rights in the
Software.

8. DISCLAIMER; LIMITATION OF REMEDY. EXCEPT FOR THE WARRANTIES SPECIFICALLY
DESCRIBED HEREIN, F5 AND ITS THIRD PARTY LICENSORS DO NOT MAKE ANY
GUARANTEE OR WARRANTY, EXPRESS OR IMPLIED, WITH RESPECT TO THE SOFTWARE,
SPECIFICATIONS, SUPPORT, SERVICE OR ANYTHING ELSE. NEITHER F5 NOR ITS THIRD
PARTY LICENSORS HAVE AUTHORIZED ANYONE TO MAKE ANY REPRESENTATIONS OR
WARRANTIES OTHER THAN AS PROVIDED ABOVE. F5 AND ITS THIRD PARTY LICENSORS
DISCLAIM ANY AND ALL WARRANTIES AND GUARANTEES, EXPRESS, IMPLIED OR
OTHERWISE, ARISING, WITH RESPECT TO THE SOFTWARE OR SERVICES DELIVERED
HEREUNDER, INCLUDING BUT NOT LIMITED TO THE WARRANTY OF
MERCHANTABILITY, THE WARRANTY OF FITNESS FOR A PARTICULAR PURPOSE, AND
ANY WARRANTY OF NON-INFRINGEMENT OF THE INTELLECTUAL PROPERTY RIGHTS
OF ANY THIRD PARTY. THE COLLECTIVE LIABILITY OF F5 AND ITS THIRD PARTY
LICENSORS UNDER THIS LICENSE WILL BE LIMITED TO THE AMOUNT PAID FOR THE
PRODUCT. F5 AND ITS THIRD PARTY LICENSORS WILL HAVE NO OBLIGATION OR
LIABILITY, WHETHER ARISING IN CONTRACT (INCLUDING WARRANTY), TORT
(INCLUDING ACTIVE, PASSIVE OR IMPUTED NEGLIGENCE, STRICT LIABILITY OR
PRODUCT LIABILITY) OR OTHERWISE FOR ANY SPECIAL, INCIDENTAL,

CONSEQUENTIAL OR INDIRECT DAMAGES INCLUDING BUT NOT LIMITED TO LOSS OF
USE, LOSS OF DATA, BUSINESS INTERRUPTION, LOSS OF REVENUE, LOSS OF BUSINESS
OR OTHER FINANCIAL LOSS ARISING OUT OF OR IN CONNECTION WITH THE SOFTWARE
OR OTHER GOODS OR SERVICES FURNISHED TO LICENSEE BY F5, EVEN IF ADVISED OF
THE POSSIBILITY OF SUCH DAMAGES.

9. Termination.The license granted in Section 2 is effective until terminated, and will automatically
terminate if Licensee fails to comply with any of its provisions. Upon termination, Licensee will destroy
the Software and documentation and all copies or portions thereof.

10. MiscellaneousThis Agreement will be governed by the laws of the State of Washington, USA without
regard to its choice of law rules. The provisions of the U.N. Convention for the International Sale of
Goods will not apply. Any provisions found to be unenforceable will not affect the enforceability of the
other provisions contained herein, but will instead be replaced with a provision as similar in meaning to
the original as possible. This Agreement constitutes the entire agreement between the parties with
regard to its subject matter. No modification will be binding unless in writing and signed by the parties.
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Introduction

Getting started

Before you start installing the controller, we recommend that you
browse the Administrator Guide and find the load balancing
solution that most closely addresses your needs. Briefly review the
basic configuration tasks and the few pieces of information you
should gather in preparation for completing the tasks, such as IP
addresses and host names.

Once you find your solution and gather the necessary network
information, turn to the Installation Guide for hardware installation
instructions, and then return to the Administrator Guide to follow
the steps for setting up your chosen solution.

Choosing a solution

Most firewall configurations are of one of four types, each of which
is described below. In this guide, you can find a chapter devoted to
each one of the common configurations that includes:

< An overview of the configuration

< A task summary, itemizing the tasks you must follow to
implement the configuration

< A diagram depicting a sample implementation of the
configuration, with sample IP addresses and device names

4 Detailed instructions for the configuration tasks

Balancing traffic outbound to the Internet

This chapter describes load balancing a set of firewalls where
clients in a network behind the firewall set request information
from Internet servers.

Balancing traffic inbound to enterprise servers

This chapter describes a load balancing solution where clients on
the Internet request information from a pair of enterprise servers
behind the enterprise’s set of firewalls.
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Firewall load balancing for two-way traffic

This chapter discusses a unique load balancing scenario where
BIG-IP Controllers load balance both inboun and outbound firewall
traffic. In this scenario, clients on the Internet request information
from an intranet behind the enterprise’s set of firewalls, generating
inbound traffic, and users behind the firewalls request information
from Internet servers, generating outbound traffic.

Incorporating destination processing into two-way traffic firewall load balancing

This chapter also discusses load balancing for two-way traffic
through firewalls, but it incorporates the destination processing
feature, and it also uses a redundant system to load balance inbound
traffic from the firewalls to the enterprise servers. In this scenario,
clients on the Internet request information from a pair of enterprise
servers behind the enterprise’s set of firewalls, and users behind the
firewalls request information from Internet servers.

Choosing a configuration tool

The BIG-IP Controller platform offers both web-based and
command line configuration tools, so that users can work in the
environment that they are most comfortable with.

The First-Time Boot utility

All users will use the First-Time Boot utility, a wizard that walks

you through the initial system set up. The First-Time Boot utility
automatically starts the first time you turn the controller on, and it
prompts you to enter basic system information including a root
password and the IP addresses that will be assigned to the network
interfaces. The Installation Guide provides detailed information
about the specific pieces of information that the First-Time Boot
utility prompts you to enter.
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Introduction

The Configuration utility

The Configuration utility is a web-based administrative application
that you use to configure and monitor the load balancing setup on
the BIG-IP Controller. In the Configuration utility, you can view,
change, or add any setting supported by the BIG-IP Controller.
You can also monitor current system performance, and download
administrative tools such as the SNMP MIB or the SSH client. The
Configuration utility requires Netscape Navigator version 4.7 or
later, or Microsoft Internet Explorer version 4.1 or later.

The bigpipe and bigtop command line utilities

The bigpipe™ utility is the command line counter-part to the
Configuration utility. Usingbigpipe commands, you can configure
virtual servers, open ports to network traffic, and configure a wide
variety of features. To monitor the BIG-IP Controller, you can use
certainbigpipe commands, or you can use the bigtop™ utility,
which provides real-time system monitoring. You can use the
command line utilities directly on the BIG-IP Controller, or you can
execute commands via a remote shell, such as the SSH client
(included with the global release only), or a Telnet client (for
countries restricted by cryptography export laws). The BIG-IP
Controller Reference Guide provides detailed information about
command line syntax.

Using the Administrator Kit

TheBIG-IP® Controller Administrator Kitprovides simple steps

for quick, basic configuration, and also provides detailed
information about more advanced features and tools, such as the
bigpipe command line utility. The information is organized into
the guides described below.

% Installation Guide
The Installation Guide walks you through the basic steps needed
to get the hardware plugged in and the system connected to the
network. Most users turn to this guide only the first time that
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they set up a BIG-IP Controller. The Installation Guide also
covers general network administration issues, such as setting up
common network administration tools including Sendmail.

< Administrator Guide
The Administrator Guide provides examples of common load
balancing solutions supported by the particular type of BIG-IP
Controller you purchased. For example, in the BIG-IP HA
Controller Administrator Guide, you can find everything from a
basic web server load balancing solution to a firewall load
balancing solution.

< Reference Guide
The Reference Guide provides basic descriptions of individual
BIG-IP objects, such as pools, nodes, and virtual servers. It also
provides syntax information fdsigpipe commands,
configuration utilities, configuration files, and system utilities.

% F-Secure SSH User Guide
This guide is distributed only with BIG-IP Controllers that
support the F-Secure SSH client (a tool used for remote
command line access). It provides information about setting up
and using the SSH client.

Stylistic conventions

To help you easily identify and understand certain types of
information, all F5 Networks administrative documentation uses
the stylistic conventions described below.

4 WARNING

All examples in F5 Networks documentation use only non-routable
IP addresses. When you set up the solutions we describe, you must
use IP addresses suitable to your own network in place of our
sample addresses.

Identifying new terms

When we first define a new term, the term is shown in bold italic
text. For example, girtual serveris a the combination of an IP
address and port that maps to a set of back-end servers.
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Identifying references to objects, names, and commands

We apply bold text to a variety of items to help you easily pick

them out of a block of text. These items include web addresses, IP
addresses, utility names, and portions of commands, such as
variables and keywords. For example, bigpipe vip command
requires that you include at least oneode>variable.

Identifying references to other documents

We use italic text to denote a reference to another document. In
references where we provide the name of a book as well as a
specific chapter or section in the book, we show the book name in
bold, italic text, and the chapter/section name in italic text to help
quickly differentiate the two. For example, you can find
information about bigpipe commands in thigpipe Command
Referene section of théBIG-IP Controller Reference Guide

Identifying command syntax

We show actual, complete commands in bold Courier text. Note
that we do not include the corresponding screen prompt, unless the
command is shown in a figure that depicts an entire command line
screen. For example, the following command sets the BIG-IP
Controller load balancing mode to Round Robin:

bigpipe b rr
Table 1 explains additional special conventions used in command
line syntax.
Item in text Description
\ Continue to the next line without typing a line break.
<> You enter text for the enclosed item. For example, if the command has <your

name>, type in your name.
| Separates parts of a command.
[] Syntax inside the square brackets is optional.

Indicates that you can type a series of items.

Table 1Command line syntax conventions
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Finding additional help and technical support resources

Introduction - 6

In addition to this administrator guide, you can find technical
documentation about the BIG-IP Controller in the following
locations:

<+ Release notes

The release note for the current version of the BIG-IP Controller
is available from the web server on the BIG-IP Controller. The
release note contains the latest information for the current
version, including a list of new features and enhancements, a list
of fixes, and, in some cases, a list of known issues.

< Online help for BIG-IP Controller features

You can find help online in three different locations:

* The web server on the BIG-IP Controller has PDF versions of
the guides included in the Administrator Kit. BIG-IP
Controller upgrades replace these guides with updated versions
as appropriate.

» The web-based Configuration utility has online help for each
screen. Simply click thélelp button in the toolbar.

« Individual bigpipe commands have online help, including
command syntax and examples, in standard UNIX man page
format. Simply type the command followed by the question
mark option ¢?), and the BIG-IP Controller displays the
syntax and usage associated with the command.

4 Third-party documentation for software add-ons

The web server on the BIG-IP Controller contains online
documentation for all third-party software included with the
BIG-IP Controller, such as GateD.

4 Technical support via the World Wide Web

The F5 Networks Technical Support web site,

http://tech.F5.com, provides the latest technical notes, answers

to frequently asked questions, updates for administrator guides
(in PDF format), and the Ask F5 natural language question and
answer engine. To access this site, you need to obtain a customer
ID and a password from the F5 Help Desk.
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What’s new in version 3.3

The BIG-IP Controller offers the following major new features in
version 3.3, in addition to many smaller enhancements.

BIG-IP e-Commerce Controller

The BIG-IP e-Commerce Controller is a new member of the

BIG-IP product family. You can use the BIG-IP e-Commerce
Controller to process SSL connections to your network. This
controller contains a specific set of software and hardware features
that accelerate SSL connections.

BIG-IP Cache Load Balancer

This version of the BIG-IP Controller is available as the BIG-IP
Cache Controller. The BIG-IP Cache Controller version contains a
specific set of features from the BIG-IP Controller that maximizes
the efficiency of caches in your network. In addition to the load
balancing features available with this controller, this version of the
controller has new rule syntax that provides the ability to redirect
HTTP requests to caches in your network. These features include:

< Cacheable content determination
This feature enables you to determine the type of content you
cache on the basis of any combination of elements in the header
of an HTTP request.

4 Content affinity
This feature assures that the same cache serves the same content
subset even when caches become temporarily unavailable or
when caches are added to or deleted from the cache pool.

4 Hot content load balancing
When configured, this feature identifies highly requested content
and redirects these requests to a hot pool for load balancing.

4 Intelligent cache population
When configured, this feature allows caches to retrieve content
from other caches in addition to the origin web server.
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Performance enhancements

This version of the BIG-IP Controller includes internal
performance enhancements. These enhancements improve the
overall performance of the BIG-IP Controller.

Learning more about the BIG-IP Controller
product family

The BIG-IP Controller platform offers many different software
systems. These systems can be stand-alone, or can run in redundant
pairs, with the exception of the BIG-IP e-Commerce Controller,
which is only available as a stand-alone system. You can easily
upgrade from any special-purpose BIG-IP Controller to the BIG-IP
HA Controller, which supports all BIG-IP Controller features.

< The BIG-IP LB Controller
The BIG-IP LB Controller provides basic load balancing
features.

< The BIG-IP FireGuard Controller
The BIG-IP FireGuard Controller provides load balancing
features that maximize the efficiency and performance of a group
of firewalls.

< The BIG-IP Cache Controller
The BIG-IP Cache Controller uses content-aware traffic direction
to maximize the efficiency and performance of a group of cache
servers.

< The BIG-IP e-Commerce Controller
The BIG-IP e-Commerce Controller uses SSL acceleration
technology to increase the speed and reliability of the secure
connections that drive e-commerce sites.
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< The BIG-IP HA Controller
The BIG-IP HA Controller provides all features from the basic
BIG-IP LB Controller to the advanced BIG-IP FireGuard,
BIG-IP Cache Controller, and BIG-IP e-Commerce Controller
products.

‘ Note

BIG-IP Controllers distributed outside of the United States to a
select few countries, regardless of system type, do not support
encrypted communications. They do not include the F-Secure SSH
client, nor do they support SSL connections to the BIG-IP web
server. Instead, you can use the standard Telnet, FTP, and HTTP
protocols to connect to the unit and perform administrative
functions.
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Balancing Traffic Outbound to the Internet

Introducing firewall load balancing for outbound

traffic

This chapter explains how to set up a configuration in which users
behind a set of firewalls request information from Internet servers.
Such a configuration is common for any enterprise that wants to
provide users on its intranet access to the Internet, but wants to deny
Internet users access to its intranet.

The job of the BIG-IP FireGuard redundant system is to load
balance the firewalls so that they perform as efficiently and
effectively as possible. You can also use the BIG-IP FireGuard
redundant system to limit outbound traffic to specific ports, thereby
enhancing security.

This type of configuration requires you to configure network
address translation (NAT) on your firewalls. Before attempting to
implement this configuration, verify that your firewalls can perform
NAT.

Figure 1.1, following, illustrates this type of scenario, and provides
an example configuration for this entire chapter. Remember that
this is just a sample: when creating your own configuration, you

must use IP addresses, host names, and so on, that are applicable to
your own network.
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Figure 1.1 Balancing outbound traffic
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Configuration tasks

To configure firewall load balancing for outbound traffic, you need
to complete the following tasks in order:

< Verify user network routing.
4 Create a load balancing pool for the firewalls.

4 Create a wildcard virtual server that references the load balancing
pool, so that outbound traffic is load balanced across the firewalls
and forwarded to the Internet.

< Configure interfaces on the BIG-IP FireGuard redundant system.
4 Configure address translation on the firewalls.

< Create a route on the firewalls for return traffic to the user
network.

Each of the following sections explains one of these tasks, and
shows how you perform the task in order to implement a
configuration typical for an enterprise that wants to provide users
limited access to the Internet, as shown in Figure 1.1.

‘ Note

The procedures in this chapter detail how to configure a single
BIG-IP FireGuard. In order to complete your configuration,
synchronize the configured BIG-IP FireGuard with the other
BIG-IP FireGuard in your BIG-IP FireGuard redundant system, as
detailed in Synchronizing configurations between controllers, on
page 5-37.

Verifying user network routing

Verify that the default route on the router between your client
network and the BIG-IP FireGuard redundant system is the internal
shared alias for the BIG-IP FireGuard redundant system. This alias
is configured during setup, using the First-Time Boot utility. For
more information about this utility, séeunning the First Time Boot
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utility in the BIG-IP Installation Guide. For more information
about routing, seAddressing routing issués the BIG-IP
Installation Guide.

To implement the example configuration shown in Figure 1.1,
make sure that the router between network 10.10.40.0/24 and the
BIG-IP FireGuard redundant system is configured to point to
10.10.30.1.

‘ Note

The router in Figurel.lis optional. If the client network is on the
same network as the BIG-IP FireGuard redundant system, then you
can use the BIG-IP FireGuard internal shared alias as a default
gateway for the client network.

Creating a pool for the firewalls

To use this configuration, you must create a load balangoal A
pool is a group of devices that you want the BIG-IP FireGuard
redundant system to load balance. The devices you want to load
balance are your firewalls, so you create a pool containing the
inside interfaces of these firewalls. For more information about
pools, refer taConfiguring a poal on page 5-5.

You can use either the Configuration utility or thigpipe pool
command to create the pool.

To create a pool using the Configuration utility

1. Inthe navigation pane, clidRools
The Pools screen opens.

2. Inthe toolbar, click thé\dd Pool button.
The Add Pool screen opens.

3. Inthe Add Pool screen, configure the attributes required for
the firewalls you want to add to the pool.
For additional information about creating a pool, click the
Help button.
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Configuration notes
To create the configuration shown in Figure 1.1:

» Create a pool namefitewalls.

» Add each firewall from the exampl&0.10.20.4
10.10.20.5and10.10.20.6to the pool. For each
firewall you add to the pool, specify pddtwhich means
this firewall accepts traffic on all ports.

To create the pool from the command line

Use thebigpipe poolcommand to create the pool:

bigpipe pool <pool name> { Ib_method <xx> member <Firewall1>:0
member <Firewall2>:0 member <Firewall3>:0 }

In the command, replace the parameters with the appropriate
information.

4 <pool name> is a 1-31 character identifier for the pool.

% <Firewall1>, <Firewall2>, and<Firewall3> are the inside IP
addresses of your respective firewalls.

4 lb_method <xx> designates the load balancing method. For
more information, refer t&nderstanding individual load
balancing methods BIG-IP Reference Guide

In Figure 1.1, for example, the pool for the inside addresses is
firewalls, the inside addresses &r8.10.20.410.10.20.5and
10.10.20.6and the load balancing method is Round Robin. Thus,
the command to implement this configuration would be:

bigpipe pool firewalls { Ib_method rr member 10.10.20.4:0 member
10.10.20.5:0 member 10.10.20.6:0 }

Creating a wildcard virtual server

To configure the BIG-IP FireGuard redundant system for outbound
connections, you must createvéldcard virtual server that is, a
virtual server that accepts all traffic from the user network, then
load balances the traffic across the firewalls.
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To create a wildcard virtual server using the
Configuration utility

1. Inthe navigation pane, clickirtual Servers.

2. On the toolbar, clickAdd Virtual Server.
The Add Virtual Server screen opens.

3. Inthe Add Virtual Server screen, configure the attributes
required for the virtual server you want to add.
For additional information about creating a pool, click the
Help button.

Configuration notes
To create the configuration shown in Figure 1.1:

» Add avirtual server with addre€s0.0.0and port0 (this
designates a wildcard virtual server).

» Inthe Pool list, seledirewalls (having created the
firewalls pool in Creating a pool for the firewallson
page 1-4).

To create a wildcard virtual server from the command

line

Use thebigpipe vip command to configure the virtual server to use
the pool that contains the outside addresses of the firewalls:

bigpipe vip 0.0.0.0:0 <interface> use pool <pool name>

In the command, replace the parameters with the appropriate
information:

4 <interface> is the interface on the BIG-IP on which you want to
create this virtual server.

4 <pool name> is the name of the pool you want this virtual server
to use.

Repeat this command for each service you want to configure.

To implement the example configuration shown in Figure 1.1, the
command is:

bigpipe vip 0.0.0.0:0 none use pool firewalls
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Enhancing security

To supplement the security offered by your firewalls, you may want
to limit the types of traffic that can pass outbound to the Internet.
You can usgort-specific wildcard virtual serverto restrict traffic

in this manner. While a standard wildcard virtual server forwards
all traffic, a port-specific wildcard virtual server forwards traffic
specific to only the specified port. For more information, see
Defining wildcard virtual serverson page 5-8.

You can use either the Configuration utility or thgpipe vip
command to create the virtual server.

To create a port-specific wildcard server using the
Configuration utility

Follow the instructions detailed ifo create a wildcard virtual

server using the Configuration utilitpn page 1-6. In step 3, when

you configure théPort attribute, choose the port to which you want
outgoing traffic to be limited for that virtual server. Complete the
rest of the directions as detailed on page 1-6, then repeat the process
for any other ports you want to be accessible to outgoing traffic.

To implement the example configuration shown in Figure 1.1, to
limit the traffic forwarded to HTTP and FTP, you would complete
the steps irnfo create a wildcard virtual server using the
Configuration utilitythree times (that is, once for each of three
port-specific virtual servers). For theort attribute, you would
enter80 for the HTTP service, and0 and21 for the FTP service.

To create a port-specific wildcard server from the
command line

To create a port-specific wildcard server, use tiggpipe vip
command as you did ifio create a wildcard virtual server from the
command lingon page 1-6. Substitute the number of the port to
which you want to limit access.

To limit the traffic forwarded to HTTP and FTP in the configuration
shown in Figure 1.1, you would replace the commandidrcreate

a wildcard virtual server from the command limgth the following
commands:

bigpipe vip 0.0.0.0:80 none use pool firewall
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bigpipe vip 0.0.0.0:20 none use pool firewall
bigpipe vip 0.0.0.0:21 none use pool firewall

Configuring interfaces

Typically, a BIG-IP FireGuard has two interfaces:

< An external interface, typically set for destination processing. In
Figure 1.1, the external interfacedgpQ.

< An internal interface, typically set for source processing. In
Figure 1.1, the internal interface éxpl

For this configuration, you set, or reset, interface processing so that
the internal interface only processes destination addresses. This
enables the wildcard virtual server you create€ieating a

wildcard virtual serveyon page 1-5, to process outbound user
requests.

You must also set, or reset, interface processing on the external
interface, so that this interface only processes source addresses.
When the result of a user request returns from the Internet to the
external interface, source processing looks up the connection
established by the wildcard virtual server on the destination
processing (internal) interface, then sends the result to the user.

To configure source and destination processing using the
Configuration utility

1. Inthe navigation pane, clidkICs.

2. The Network Interface Cards screen opens. You can view
the current settings for each interface in the Network
Interface Card table.

In the Network Interface Card table, click the name of the
interface you want to configure. The Network Interface
Card Properties screen opens.

3. Inthe Network Interface Card Properties screen, configure
the attributes required for the interface. For additional
information about creating a pool, click tielp button.
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Configuration notes
To create the configuration shown in Figure 1.1:

» Forexp0 make sure th&nable Source Processing
check box is checked.

» Forexpl, make sure thEnable Destination Processing
check box is checked.

To configure source processing from the command line
Use thebigpipe interface command with thesourcekeyword to
turn source processing on or off for an interface:

bigpipe interface <interface> source [ <enable> | <disable> ]

where<interface> is the identifier for the internal interface of a
BIG-IP FireGuard.

To implement the example configuration shown in Figure 1.1, you
use the commands:
bigpipe interface exp0 source enable

bigpipe interface expl source disable

To configure destination processing from the command
line

Use thebigpipe interface command with thelestkeyword to turn
destination processing on for an interface:
bigpipe interface <interface> dest [ <enable> | <disable> ]

where<interface> is the identifier for the external interface of a
BIG-IP FireGuard.

For the example configuration shown in Figure 1.1, you would use
the command:

bigpipe interface expl dest enable
bigpipe interface expO dest disable
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Configuring network address translation on

firewalls

This example configuration includes a single BIG-IP FireGuard
redundant system on the inside of your firewalls. In this respectitis
different from other configurations in this guide, which include
BIG-IP FireGuard redundant pairs on both sides of your firewalls.
Although the use of one BIG-IP FireGuard redundant pair
simplifies some aspects of the configuration, it also requires
additional work from your firewalls.

Specifically, you must configure your firewalls so that they perform
network address translation (NAT). This ensures that, in situations
where a firewall opens and maintains a connection for a user,
packets sent back to that user return to the user through that
firewall. Refer to your firewall documentation for instructions on
NAT configuration.

Creating a route for return traffic

1-10

For outbound traffic, the virtual server you createdireating a
wildcard virtual serveron page 1-5, determines thexthop; that

is, the next device to which a request should be sent in order to
reach its ultimate destination. Therefore, no special routing is
required. However, in order to provide a route back to your internal
network, you must add a route on your firewalls to this network,
using the external shared alias of the BIG-IP FireGuard redundant
system as a gateway.

In Figure 1.1, the external shared alias of the BIG-IP FireGuard
system is 10.10.20.1 and the internal network is 10.10.40.0/24.
Thus, a command to configure this routing might be:

route add -net 10.10.40.0 -gateway 10.10.20.1

The exact syntax of this command depends on the type of router.
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Balancing Traffic Inbound to Enterprise Servers

Introducing firewall load balancing for inbound

traffic

This chapter explains how to load balance a configuration in which
users on the Internet request information from a pair of enterprise
servers behind the enterprise’s set of firewalls. Such a
configuration is appropriate for any enterprise that wants to provide
information by way of the Internet, but also wants to limit traffic to
specific services.

In this configuration, both the set of firewalls and the pair of
servers require load balancing. This necessitates two BIG-IP
FireGuard redundant systems:

< A BIG-IP FireGuard redundant system on the outside (that is, the
side nearest the Internet) of the firewalls, to balance traffic
inbound across the firewalls.

< A BIG-IP FireGuard redundant system on the inside (that is, the
side nearest the enterprise servers) of the firewalls, to balance
traffic from the firewalls to the servers.

Collectively, this is known as a firewall sandwich configuration,
because the BIG-IP FireGuard redundant systems sandwich the
firewalls. Figure 2.1, following, illustrates this type of scenario,
and provides an example configuration for this entire chapter.
Remember that this is just a sample: when creating your own
configuration, you must use IP addresses, host names, and so on,
that are applicable to your own network.
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( Internet |

10.10.10.0/24

]
External shared alias

10.10.10.2 10'1“0'1 10.10.10.3

exp0

expl L=
10.10.20.2 ! 10.10.20.3
Internal shared alias

10.10.20.1

10.10.20.0/24

1 1 1
10.10.20.4 10.10.20.5 10.10.20.6

Frewalt | Frewall2| | Firewalls

| | 1
10.10.30.4 10.10.30.5 10.10.30.6

10.10.30.0/24

1
External shared alias
1010302 1010301 4940303

———— exp0

= [af

10.10.40.2 10.10.40.3

expi exp1

Internal shared alias
10.10.40.1

10.10.40.0/24

v 4

\
10.10.40.4 ‘ 10.10.405
|
|

Server Server2

Figure 2.1 Balancing inbound traffic

2-2 Administrator Guide



Balancing Traffic Inbound to Enterprise Servers

Configuration tasks

Configuring

To load balance traffic to enterprise servers across a set of firewalls
using a firewall sandwich, you need to complete the following tasks
in order:

4 Configure routing to the internal network.
4 Create load balancing pools for firewalls and servers.
< Create virtual servers for the firewall sandwich.

< Configure BIG-IP FireGuard interfaces for source and
destination processing

4 Configure administrative routing

Each of the following sections explains one of the tasks, and shows
how you would perform the task in order to implement the example
configuration shown in Figure 2.1.

‘ Note

The procedures in this chapter detail how to configure a single
BIG-IP FireGuard. In order to complete your configuration,
synchronize the configured BIG-IP FireGuard with the other
BIG-IP FireGuard in your BIG-IP FireGuard redundant system, as
detailed in Synchronizing configurations between controllers, on
page 5-37.

routing to the internal network

The external router should include a route for traffic bound for the
network that includes the external interfaces of the internal BIG-IP
FireGuard redundant system (that is, the redundant system that load
balances the enterprise servers). This route should be by way of the
external shared alias of the external BIG-IP FireGuard redundant
system.
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For example, in Figure 2.1, the network on which the internal
BIG-IP FireGuard redundant system resides is 10.10.30.0, and the
external shared alias of the external BIG-IP FireGuard redundant
system is 10.10.10.1. Thus, a command to configure this routing
might be:

route add -net 10.10.30.0 -gateway 10.10.10.1

The exact syntax of this command depends on the type of router.

Creating pools for firewalls and servers

To use this configuration, you must create load balanpiogls A
pool is a group of devices that you want a BIG-IP FireGuard
redundant system to load balance. You need to create three pools:

4 To load balance incoming requests across the external interfaces
of your firewalls, you will create a pool that includes these
interfaces. You create this pool on the outside BIG-IP FireGuard
redundant system (1a and 1b in Figure 2.1).

4 Requests that pass through the firewalls must be load balanced to
the enterprise servers, so you create a pool that includes these
servers. You create this pool on the inside BIG-IP FireGuard
redundant system (2a and 2b in Figure 2.1).

< When a server responds to a request, the outgoing request must
return by way of the internal interface of the firewall through
which it originally came, so you create a pool that includes the
internal interfaces of the firewalls. You create this pool on the
inside BIG-IP FireGuard redundant system (2a and 2b in Figure
2.1).

Creating a pool for outside firewall interfaces

First, create the pool for the outside addresses of the firewalls on the
outside BIG-IP FireGuard redundant system.

To implement the configuration shown in Figure 2.1, you would
create this pool on BIG-IP FireGuard redundant system 1a and 1b.
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To create the pool using the Configuration utility

1. Inthe navigation pane, clidRools
The Pools screen opens.

2. Inthe toolbar, click thédd Pool button.
The Add Pool screen opens.

3. Configure the following attributes on the Add Pool screen.
For additional information about creating a pool, click the
Help button.

Configuration notes
To create the configuration shown in Figure 2.1:

» Create a pool namefitewalls.

» Add each firewall from the exampl&0.10.20.4
10.10.20.5and10.10.20.6to the pool. For each
firewall you add to the pool, specify pddt

To create the pool from the command line

Use thebigpipe poolcommand to create the pool:
bigpipe pool <pool name> { Ib_method <xx> member <Firewall1>:0
member <Firewall2>:0 member <Firewall3>:0 }

In the command, replace the parameters with the appropriate
information.

4 <pool name> is a 1-31 character identifier for the pool.

% <Firewalll >, <Firewall2 >, and<Firewall3 > are the IP
addresses of the outside interfaces of your respective servers.

4 lb_method <xx> designates the load balancing method. For
more information, refer t&nderstanding individual load
balancing methods BIG-IP Reference Guide

In Figure 2.1, for example, the pool for the outside addresses is
firewalls_outside, the outside addresses are 10.10.20.4, 10.10.20.5,
and 10.10.20.6, and the load balancing method is Round Robin.
Thus, the command would be:

bigpipe pool firewalls_outside { Ib_method rr member 10.10.20.4:0
member 10.10.20.5:0 member 10.10.20.6:0 }
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Creating a pool for servers

Finally, create the pool for the nodes that handle requests to your
enterprise servers on the inside BIG-IP FireGuard redundant
system. Use the Configuration utility, or thégpipe pool

command, as you did to create the firewall pools. Choose a pool
name appropriate for this pool.

To create the pool using the Configuration utility

1. Inthe navigation pane, clidRools
The Pools screen opens.

2. Inthe toolbar, click thédd Pool button.
The Add Pool screen opens.

3. Configure the following attributes on the Add Pool screen.
For additional information about creating a pool, click the
Help button.

Configuration notes
To create the configuration shown in Figure 2.1:
» Create a pool nameskrvers
» Add the serverd40.10.40.4and10.10.40.50 the pool.
For each server, specify p@0.
To create the pool from the command line

Use thebigpipe poolcommand to create the pool:

bigpipe pool <pool name> { Ib_method <xx> member <Serverl>:0 member

<Server2>:0 }

In the command, replace the parameters with the appropriate
information.

4 <pool name> is a 1-31 character identifier for the pool.

4 <Serverl>and<Server2>are the |P addresses of your
enterprise servers.

4 lb_method <xx> designates the load balancing method. For
more information, refer t&nderstanding individual load
balancing methods BIG-IP Reference Guide
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To implement the configuration shown in Figure 2.1, you would
create this pool on BIG-IP FireGuard redundant systems 2a and 2b.
In this example, the pool for the server addressagisers,the
server addresses are 10.10.40.4 and 10.10.40.5, and the load
balancing method is Round Robin. Thus, the command to
implement this configuration is:

bigpipe pool servers { Ib_method rr member 10.10.40.4:80 member

10.10.40.5:80 }

Creating a pool for inside firewall interfaces

Next, create a pool for the internal addresses of your firewalls on
the inside BIG-IP FireGuard redundant system. Use the
Configuration utility, or thebigpipe poolcommand, as you did to
create the pool for the outside firewall addresses. Choose a pool
name appropriate for this pool.

To create the pool using the Configuration utility

1. Inthe navigation pane, clidRools
The Pools screen opens.

2. Inthe toolbar, click thé\dd Pool button.
The Add Pool screen opens.

3. Configure the following attributes on the Add Pool screen.
For additional information about creating a pool, click the
Help button.

Configuration notes
To create the configuration shown in Figure 2.1:
» Create a pool namefitewalls.

» Add each firewall from the exampl&0.10.30.4
10.10.30.5and10.10.30.6to the pool. For each
firewall you add to the pool, specify pddt

To create the pool from the command line

Use thebigpipe poolcommand to create the pool:
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bigpipe pool <pool name> { Ib_method <xx> member <Firewall1l>:0
member <Firewall2>:0 member <Firewall3>:0 }

In the command, replace the parameters with the appropriate
information.

4 <pool name> is a 1-31 character identifier for the pool.

< <Firewall1>, <Firewall2>, and<Firewall3> are the IP
addresses of the inside interfaces of your respective firewalls.

Ib_method <xx> designates the load balancing method. For more
information, refer tdJnderstanding individual load balancing
methodsn the Reference Guide

To implement the configuration shown in Figure 2.1, you would
create this pool on BIG-IP FireGuard redundant systems 2a and 2b.
In this example, the pool for the inside addresses is firewalls_inside,
the inside addresses are 10.10.30.4, 10.10.30.5, and 10.10.30.6, and
the load balancing method is Round Robin. Thus the command to
implement this configuration would be:

bigpipe pool firewalls_inside { Ib_method rr member 10.10.30.4:0
member 10.10.30.5:0 member 10.10.30.6:0 }

Creating virtual servers for the firewall sandwich

After you define the pools for the internal and external interfaces of
the firewalls, you can define the virtual servers for the BIG-IP
FireGuard redundant systems. You will create a wildcard virtual
server on the outside BIG-IP FireGuards (1a and 1b in Figure 2.1)
to load balance the firewalls, and a standard virtual server on the
inside BIG-IP FireGuards (2a and 2b in Figure 2.1) to load balance
the enterprise servers.

2-8 Administrator Guide
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Creating a wildcard virtual server to load balance the outside
firewall interfaces

The outside BIG-IP FireGuard redundant system load balances
inbound connections across the outside interfaces of the firewalls.
Therefore, you need to create a wildcard virtual server on this
system (1a and 1b in Figure 2.1). The wildcard virtual server
should reference the pool you createdireating a pool for outside
firewall interfaces on page 2-4that contains the outside interfaces
of the firewalls.

To create a wildcard virtual server using the
Configuration utility

1. Inthe navigation pane, clickirtual Servers.

2. On the toolbar, clickAdd Virtual Server.
The Add Virtual Server screen opens.

3. Configure the appropriate attributes on the Add Virtual
Server screen. For additional information about
configuring a virtual server, click thidelp button.

Configuration notes
To create the configuration shown in Figure 2.1:

» Add a virtual server with addre€50.0.0.and port0
(this designates a wildcard virtual server).

» Inthe Pool list, seledirewalls_outside (having created
thefirewalls_outsidepool in Creating a pool for outside
firewall interfaces on page 2-4).

» Selectnonefor interface.
To create a wildcard virtual server from the command
line

Use thebigpipe vip command to configure the virtual server to use
the pool that contains the outside addresses of the firewalls:

bigpipe vip 0.0.0.0:0 <interface> use pool <pool name>

In the command, replace the parameters with the appropriate
information:
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% <virtual server> is an IP address appropriate to your network.

4 <service>is a service you want to configure, suchHETP;
FTP, or Telnet.

< <interface>is the interface on the BIG-IP FireGuard on which
you want to create this virtual server.

4 <pool name> is the name of the pool you want this virtual server
to use.

Repeat this command for each service you want to configure. For
example the command to implement the configuration shown in
Figure 2.1 would be:

bigpipe vip 0.0.0.0:0 none use pool firewalls_outside

Enhancing security

To supplement the security offered by your firewalls, you may want
to create a port-specific wildcard virtual server, or a standard virtual
server, rather than a wildcard virtual server. In this configuration, a
port-specific wildcard virtual server would reduce the number of
accessible IP ports from 65,553 ports on all addresses to one port
(and one service) on all addresses. A standard virtual server
reduces the security exposure to one port on one address.

You can create a port-specific wildcard or standard virtual server to
enhance the security of the configuration shown in Figure 2.1 using
either the Configuration utility or the command line.

4 To create a port-specific wildcard virtual server using the
Configuration utility, follow the instructions ifto create a
wildcard virtual server using the Configuration utilitgn page
2-9, using80 for theport attribute.

4 To create a port-specific wildcard virtual server from the
command line, use thigigipe vip command as explained ifo
create a wildcard virtual server from the command lioa page
2-9. The command is:

bigpipe vip 0.0.0.0:80 no