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Introduction

Getting started

Before you start configuring the BIG-IP Link Controller, we recommend
that you browse this guide to find the solution that most closely addresses
your needs. Briefly review the basic configuration tasks and the few pieces
of information, such as IP addresses and host names, that you should gather
in preparation for completing the tasks.

Once you find your solution and gather the necessary network information,
turn to the Configuration Worksheet and Platform Guide for hardware
installation instructions, and then return to this guide to follow the steps for
setting up your chosen solution.

Choosing a configuration tool

The Setup utility

The Link Controller offers both web-based and command line configuration
tools, so that users can work in the environment with which they are most
comfortable.

All users need to use the Setup utility (formerly known as First-Time Boot
utility). This utility walks you through the initial system set up. Y ou can run
the Setup utility from the command line, or from aweb browser. The Setup
utility prompts you to enter basic system information including ar oot
password, and the | P addresses that will be assigned to the network
interfaces. For more information, see Chapter 2, Using the Setup Utility, in
the BI G-I P Reference Guide.

The Configuration utility

The Configuration utility isaweb-based application that you use to
configure and monitor the setup on the Link Controller. Once you complete
the installation instructions described in this guide, you can use the
Configuration utility to perform the configuration steps necessary for your
chosen load balancing solution. In the Configuration utility, you can also
monitor current system performance, and download administrative tools
such asthe SNMP MIB or the SSH client. The Configuration utility is best
viewed with the following browsers: Netscape® Navigator version 4.7x, or
Microsoft® Internet Explorer version 5.0, 5.5, or 6.0.

The bigpipe and bigtop command line utilities

The bigpipe™ utility is the command line counterpart to the Configuration
utility. Using bigpipe commands, you can configure virtual servers, open
ports to network traffic, and configure awide variety of features. To monitor
the Link Controller, you can use certain bigpipe commands, or you can use
the bigtop™ utility, which provides real-time system monitoring. Y ou can
use the command line utilities directly on the Link Controller console, or
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you can run commands using a remote shell, such asthe SSH client
(encrypted communications only), or a Telnet client (if you are restricted by
cryptography export laws). For detailed information about the command line
syntax, see Appendix A in the BI G-1P Reference Guide.

Using the Administrator Kit

The Link Controller Administrator Kit provides al of the documentation
you need to work with the BIG-IP Link Controller. The Link Controller
includes the following printed documentation:

o Configuration Worksheet
This worksheet provides you with a place to plan the basic configuration
for the BIG-IP system.

The following guides are available in PDF format from the CD-ROM
provided with the BIG-IP system. These guides are also available from the
home screen when you first log in to the Configuration utility on the BIG-IP
system.

o Platform Guide
This guide includes information about the BIG-IP unit. It also contains
important environmental warnings.

0 BIG-IPLink Controller Solutions Guide
This guide provides examples of common link load balancing solutions
using the Link Controller. Before you begin configuring the Link
Controller, we recommend that you browse this guide to find the load
balancing solution that works best for you.

0 BIG-IP Reference Guide
This guide provides detailed configuration information for al BIG-IP
systems, including the Link Controller. It aso provides syntax
information for bigpipe commands, other command line utilities,
configuration files, system utilities, and monitoring and administration
information.

Stylistic conventions

To help you easily identify and understand important information, this
section describes the stylistic conventions used in our documentation.

Using the solution examples

All examplesin this documentation use only non-routable IP addresses.
When you set up the solutions we describe, you must use | P addresses
suitable to your own network in place of our sample addresses.

Intro - 2
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Identifying new terms

To help you identify sections where aterm is defined, we show the term
itself in bold italic text. For example, avirtual server is a specific
combination of avirtual address and virtual port, associated with a content
site that is managed by aLink Controller or other type of host server.

|dentifying references to objects, names, and commands

We apply bold text to avariety of itemsto help you easily pick them out of a
block of text. These items include web addresses, |P addresses, utility
names, and portions of commands, such as variables and keywords. For
example, with the bigpipe pool <pool_name> show command, you can
specify aspecific pool to show by specifying a pool name for the
<pool_name> variable.

|dentifying references to other documents

We use italic text to denote a reference to another document. I n references
where we provide the name of abook aswell as a specific chapter or section
in the book, we show the book name in bold, italic text, and the
chapter/section namein italic text to help quickly differentiate the two. For
example, you can find information about bigpipe commandsin the Bl G-I P
Reference Guide, Appendix A, bigpipe Command Reference.

|dentifying command syntax

We show complete commands in bold Courier text. Note that we do not
include the corresponding screen prompt, unless the command isshownin a
figure that depicts an entire command line screen. For example, the
following commands show the configuration of the specified pool name:

bi gpi pe pool <pool _name> show
or

b pool <pool _name> show

Table Intro.1 explains additional special conventions used in command line
syntax.

Item in text Description
\ Indicates that the command continues on the following line, and that users should type the entire
command without typing a line break.
< >

Identifies a user-defined parameter. For example, if the command has <your name>, type in your
name, but do not include the brackets.

Separates parts of a command.

TableIntro.1 Command line syntax conventions
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Item in text Description

[1] Indicates that syntax inside the brackets is optional.

Indicates that you can type a series of items.

TableIntro.1 Command line syntax conventions
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Finding additional help and technical support
resources

Y ou can find additional technical information about this product using the
following resources:

0 Release notes
Release notes for the current version of this product are available from
the product web server home page, and are also available on the technical
support site. The release notes contain the latest information for the
current version, including alist of new features and enhancements, alist
of fixes, and, in some cases, alist of known issues.

o Onlinehelp
Y ou can find help online in three different locations:

e Theweb server on the product has PDF versions of the guides
included in the Administrator Kit.

* Theweb-based Configuration utility has online help for each screen.
Simply click the Help button.

« Individua bigpipe commands have online help, including command
syntax and examples, in standard UNIX™ man page format. Simply
type the command followed by the word help, and the Link Controller
displays the syntax and usage associated with the command.

o Third-party documentation for software add-ons
The Welcome screen in the Configuration utility and the resource
CD-ROM both contain online documentation for all third-party software,
such as Namesurfer.

o Technical support through the World Wide Web
The F5 Networks Technical Support web site, http://tech.f5.com,
providesthe latest technical notes, answersto frequently asked questions,
updates for Administrator Kit guides (in PDF format) and Release Notes,
and the Ask F5 natural language question and answer engine. Y ou need a
user ID and password to access this site. If you do not aready have a user
ID and password, you can register at http://tech.f5.com and get
immediate access to the site.

@ Note

All referencesto hardware platformsin this guide refer specifically to
systems supplied by F5 Networks, Inc. If your hardware was supplied by
another vendor and you have hardware-related questions, please refer to
the documentation from that vendor.
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Learning more about the BIG-IP product family

The BIG-1P platform offers many different software systems. These systems
can be stand-alone, or can run in redundant systems, with the exception of
the BIG-IP e-Commerce Controller, which is only available as a stand-alone
system. Y ou can easily upgrade from any special-purpose BIG-IP system to
the BIG-IP HA software, which supports all BIG-1P features.

o TheBIG-IP system
The BIG-IPHA, HA+, and 5000 software provides the full suite of local
areaload balancing functionality. The BIG-IP unit also has an optional
3-DNS software module which supports wide-areaload balancing.

o TheBIG-IPLink Controller
The complete version of the BIG-IP software provides the full suite of
local areaload balancing functionality. The BIG-1P unit also has an
optional 3-DNS software module which supports wide-area load
balancing.

o TheBIG-IP e-Commerce Controller
The BIG-IP e-Commerce Controller uses SSL accel eration technology to
increase the speed and reliability of the secure connections that drive
e-commerce sites.

o TheBIG-IP special purpose products
The special purpose BIG-IP system provides the ability to choose from
three different BIG-IP feature sets. When you run the Setup utility, you
specify one of three types:

* TheBIG-IP Load Balancer

The BIG-IP Load Balancer provides basic load balancing features.
e TheBIG-IP FireGuard

The BIG-IP FireGuard provides load balancing features that

maximize the efficiency and performance of a group of firewalls.
* TheBIG-IP Cache Controller

The BIG-IP Cache Controller uses content-aware traffic direction to
maximize the efficiency and performance of a group of cache servers.
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Introducing the Link Controller

What is the BIG-IP Link Controller?

The BIG-IP Link Controller is adedicated I P Application Switch that
manages bi-directional traffic to a site across multiple links, regardless of
connection type or provider. The Link Controller provides granular traffic
control for Internet gateways, so that users can define how trafficis
distributed across their links in away that meets their business priorities.
The Link Controller transparently monitors the availability and health of
links to optimally direct traffic across the best available link.

The Link Controller includes the following features:

o Dynamic load balancing, based on the following link attributes:
» Tota available bandwidth of the link
» The costs of purchased incremental bandwidth segments
« Inbound link capacity and resource limits
e Outbound link capacity and resource limits
o Router monitoring, to ensure high availability and continuous uptime

o Internet Link Evaluator, to view current Internet connectivity metrics

@ Note

The Link Controller is also available as a module on the BIG-IP system.

Understanding link load balancing

Link load balancing is defined as managing traffic across multiple Internet
or WAN gateways. Link load balancing ensures high availability in the
network, and improves the performance of aweb site or data center. Link
load balancing provides a method by which an organization can reliably
manage a multi-homed network. A multi-homed network is composed of
one or more data centers that have more than one gateway, or link, to the
Internet.

As enterprises increase their reliance on the Internet for delivering
mission-critical applications and services, using only onelink and ISP
provider to access the public network represents a single point of failure.
Link Load balancing, with the BIG-IP Link Controller, removes the risk of
this single point of failure by enabling enterprises to control and monitor
multiple links for their Internet connectivity.

The BIG-IP Link Controller:

» Guaranteesreliable network connections and eliminates downtime by
detecting any type of connection outage, and transparently directing
traffic away from malfunctioning or unavailable links.

 Distributes traffic to optimize the capacity of each connection by
monitoring line throughput so that links do not become over-saturated.

BIG-IP® Link Controller Solutions Guide 1-1
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Link management

Link monitoring

» Increases user and site performance. The BIG-IP Link Controller
measures and directs users over the best performing link to increase end
user and site response times.

» Directstraffic over the least expensive link. Administrators can define
the price of links and tiered pricing schemes. The BIG-IP Link Controller
can direct traffic to the least expensive connection, lowering bandwidth
costs.

» Traffic control to match business priorities. Organizations can define
traffic policiesto direct traffic over specified connections.

» Providesthe Internet Link Evaluator, so that you can evaluate link
performance, over time, to help you choose the Internet service providers
that can best serve your customers.

» Providesintegrated firewall load balancing, and enables customers to
doubletheir firewall performance through intelligent traffic management
to redundant firewall configurations.

With the Link Controller, you can manage both inbound and outbound
traffic over multiple links. Y ou can distribute traffic based on performance,
bandwidth cost, and bandwidth availability. The metrics you can specify are
the limits on bandwidth usage, and the pricing structure of your purchased
bandwidth. When you specify the limits and pricing metrics for your links,
the Link Controller then load balances the links based on those metrics.

Y ou can monitor severa aspects of your managed links using the following
tools:

o Link Statistics
The Link Statistics screen, in the Configuration utility, displays
information about the status, bandwidth usage, bandwidth limits, and
bandwidth costs for each of the links managed by the Link Controller.
For moreinformation on link statistics, review Chapter 16, Working with
Link Configuration, in the BI G-I P Reference Guide.

0 Internet Link Evaluator
The Internet Link Evaluator shows the average round trip times,
completion rates, and router hops over the links managed by the Link
Controller for any of the seven continents. Y ou can use the Internet Link
Evaluator to determine which links best serve a particular global region.
Y ou can aso use the Internet Link Evaluator to compare link
performance to a particular global region.
For more information on the Link Evaluator, review Chapter 15, Internet
Link Evaluator, in the BI G-I P Reference Guide.
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o Transparent monitoring
Transparent monitoring provides the health status of the routers for the
managed links.
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Configuring Links for Simple ISP Load Balancing

Introducing simple ISP load balancing

Y ou can configure the Link Controller to provide high availability for
incoming and outgoing traffic with multiple Internet service providers
(ISPs). This configuration eliminates the possibility that if one ISP
connection fails, your entire web site or Internet connectivity fails.
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Figure 2.1 An example of simple ISP load balancing.

@ Note

This type of configuration assumes that you have completed the base
configuration created by the Setup utility. For more information, see the

Bl G-1P Reference Guide, Chapter 2, Using the Setup Utility. To use this
configuration, you must configure at least three VLANs when you create the
initial configuration: one VLAN for each | SP, and one VLAN for theinternal
network.

The I P addresses used in this example are for demonstration only. You
should substitute | P addresses appropriate for your network.
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Configuring ISP load balancing

When you set up ISP, or link, load balancing, you have several tasksto
complete on the Link Controller:

o Configurethelinks
Complete the following tasks to configure the links.

« Verify that the default gateway pool that contains the | P address of
each ISP, or link, is configured correctly.

« Addthelinksto the configuration.

» Create transparent monitorsto verify that the path to or through ISP is
available.

o Createtwo load balancing pools
Y ou must define one pool that load balances the content servers. The
other pool, the default_gateway pooal, is created when you add the P
addresses of the links while setting the default gateways in the Setup
utility.

o Configurevirtual servers
Y ou need to configure avirtual server in the network of the link for each
ISP to load balance inbound connections across the servers. Y ou also
configure one wildcard virtual server (0.0.0.0:0) to load balance
outbound connections across the routers.

o Add awidelP for inbound load balancing
Add awide IP to handle inbound DNS requests for each pair of virtual
servers you add for each link.

o Managelinks
Additional configuration options are available for each link.

Defining the pools for an additional Internet connection

First, define one pool that load balances the content servers, and one pool to
load balance the routers. Figure 2.2, on page 2-3 is an example of how the
network devices and servers are grouped into pools.
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Figure 2.2 The poolsrequired for link load balancing

To create the inbound load balancing pool using the
Configuration utility

1. Inthe navigation pane, click Pools.
The Pools screen opens.

2. Click the Add button.
The Add Pool screen opens.

3. For each pool, enter the pool name and member addressesin the
Add Pool screen. (For additional information about configuring a
pool, click the Help button.)

Configuration notes
For the examplein Figure 2.1:

Create the pool server_pool containing the members 10.1.1.1:80
10.1.1.2:80, and 10.1.1.3:80.
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To create the default gateway pool using the Configuration
utility

If you configured more than one default gateway in the Setup utility, the
Link Controller already created adefault_gateway_pool pool. Y ou can skip

this step. If you do not have a default_gateway pool, create one by
completing the following task.

1. Inthe navigation pane, click Pools.
The Pools screen opens.

2. Click the Add button.
The Add Pool screen opens.

3. For each pool, enter the pool name and member addressesin the
Add Pool screen. (For additional information about configuring a
pool, click the Help button.)

Configuration notes
For the examplein Figure 2.1:

Create the pool default_gateway pool containing the router inside
addresses 192.168.100.1:0 and 192.168.200.1:0.

Defining the virtual servers for an additional Internet connection

After you create the pools, you configure the virtual servers, one for each
link that load balances inbound connections across the servers. You also
configure one wildcard virtual server to load balance outbound connections
acrosstherouters. Each of the virtual serversyou create references either the
default_gateway pool or the server_pool in the configuration.

To define the virtual servers for inbound traffic using the
Configuration utility

1. Inthe navigation pane, click Virtual Servers.
The Virtual Servers Screen opens.

2. Click the Add button.
The Add Virtual Server screen opens.

3. For each virtual server, enter the virtual server address and pool
name. (For additional information about configuring a virtual
server, click the Help button.)

Configuration notes
For the examplein Figure 2.1:

Note that you must create a virtual server for each link. For this
example, create the virtual servers 192.168.100.20:80 and
192.168.200.20: 80, and use pool server_pool.
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To define a wildcard virtual server for outbound traffic
using the Configuration utility

1. Inthe navigation pane, click Virtual Servers.
The Virtual Servers Screen opens.

2. Click the Add button.
The Add Virtual Server screen opens.

3. For awildcard virtual server, use the following settings:
» For the virtual server address, type 0.0.0.0.
» For the service, type O or select any from the list.
» Forthe VLAN, select All.
 For the pool, select default_gateway pool.
4. Click Done.

Click Help for details on the settings on the Add Virtual Server
screens.

Setting the default gateway pool

If aLink Controller does not have a predefined route for network traffic, the
unit automatically sendstraffic to the pool that you define as the default
gateway pool. Think of the default gateway pool as a pool of default routes.

InaLink Controller configuration, the default gateway pool must contain
two or more gateway |P addresses, or 1SPs. If agateway in the default
gateway pool becomes inactive, existing connections through the inactive
gateway are routed through another gateway in the default gateway pool.

@ Note

If you configure more than one default gateway in the Setup utility, the Link
Controller automatically creates a default_gateway _pool pool.

To set the default gateway pool from the Configuration
utility
1. Inthe navigation pane, click System.
The System screen opens.

2. Click the Propertiestab.
The Properties screen opens.

3. From the Default Gateway Pool list, select the pool that contains
the internal 1P addresses of the gateway routers.
In the example in this document, thisisthe default_gateway pool
pool.

4. Click Apply.
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@ WARNING

Default gateway |P addresses must have a corresponding self IP
address/netmask combination on the Link Controller.

Using SNAT automap for outbound traffic

Secure network address trandlation (SNAT) automap is automatically
configured for outbound traffic so that clients receive replies through the
same | SP that their requests originated from. Figure 2.3 is an example of the
SNAT automap configuration for link load balancing.
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Figure 2.3 SNAT automap feature on self IP addresses and on internal
VLANS.

Adding a wide IP for inbound load balancing

To complete the link load balancing configuration, you must configure a
wide IP and wide I P pool for each pair of virtual serversyou created for
each link. Each wide IP in your configuration has a pool of virtual servers
that the Link Controller load balances incoming DNS requests to. The wide
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IP pool is made up of only virtual servers managed by the Link Controller.
When you configure the wide I P pool, you specify the load balancing
methods that the Link Controller applies to the incoming DNS requests.

To add a new wide IP for inbound load balancing using the
Configuration utility

1. Inthenavigation pane, click Link Configuration, and then click
Inbound LB.
The Wide IPs list screen opens.

2. Click the Add button.
The Define Wide IP (Step 1 of 2) screen opens.

3. Add the wide IP name and port settings, and click Next.
The Define Wide IP (Step 2 of 2) screen opens.

4. IntheAvailableligt, click the virtua serversthat you want to add to
the pool, and click the Add (-->>) button.
Thevirtual servers become part of the Memberslist for the wide I P.

5. Click Finish.
The wide IPis added to your configuration.

Configuring transparent monitors for the links

When you create the default gateway pool, the Link Controller
automatically creates simple |CMP monitors that check to make sure the IP
addresses in the default gateway pool are available to the Link Controller. In
addition to the default ICMP monitors, you can configure transparent
monitors that verify the path taken by traffic through each link. Y ou can use
transparent monitorsto check the availability of adevicein an ISP network
or on the Internet.

To configure a transparent monitor using the Configuration
utility
1. Inthe navigation pane, expand the Link Configuration item, and

then click Links.
The Link List screen opens.

2. Click the name of the link that you want to modify.
The Link Properties tab opens.

3. Click the Link Monitor tab.
The Monitor screen opens.

4. Typeinthe name of your monitor, for example LinkMonitor (it
must be different from the monitor template name), and select the
tcp_echo monitor template.

5. Click the Next button.
The Configure Basic Properties screen opens. The default value for
interval and timeout should be sufficient.
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6. Check the Transparent box, and click the Next button.
The Configure Destination | P and Service (Alias) screen opens.

7. Inthe Destination I P box, type the IP address of a network device
on the other side of the router that you want to monitor.

« If you are monitoring a device at the ISP, you should contact the
ISP for more information about how to configure this monitor.

« If you are monitoring a device in an | SP network, you must
configure a separate monitor, with a specific IP and port
combination for the device, for each ISP network.

« If you are monitoring a device on the public Internet, you can
create one monitor that is applicable for all links.

8. Inthe Destination Service box, type the service number you want
to monitor. For example, if Telnet is enabled on the destination
device, type 23.

9. When you have finished configuring the monitor, click Apply.

@ Note

You can also set up ICMP transparent monitors. When your | SP does not
allow TCP monitoring, use ICMP monitoring instead.

To associate the monitor with the members of the default
gateway pool

After you create the monitors to check the availability of the links, you must
associate the monitors with the routers in the default gateway pool.

1. Inthe navigation pane, click Monitors.
The Monitors screen opens.

2. Click the Node Associations tab.
The Node Association screen opens.

3. From the Choose Monitor list, select the monitor you created to
monitor links.

4. Click the Add button (>>) to move the monitor into the M onitor
Rule box.

5. Inthenodelist table, in the Associate Current Monitor Rule
column, check the check box for each node address that isin the
default gateway pool.

6. Click the Apply button.
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Monitoring link performance

After you complete the Link Controller configuration, you can monitor the
performance of the links by using one or more of the following toolsin the
Configuration utility:

* Internet Link Evauator
* Link Statistics screens
» Link Report screens

Y ou can use the screensto analyze the traffic patternsin your network so
that you can adjust the Link Controller configuration to best meet your link
management obj ectives. The following sections describe the screens and
how to view them.

Working with the Internet Link Evaluator

The Internet Link Evaluator displays the average round trip times, the
average completion rates, and the average router hops for the links in your
configuration. Y ou can use the Internet Link Evaluator to compare actual
performance between links and between 1SPs.

To view the Internet Link Evaluator

1. Inthe navigation pane, expand the Link Statistics item, and then
click Link Evaluator.
The Internet Link Evaluator screen opens.

2. For more information about interpreting the data on this screen,
click the Help button.

@ Note

For additional information on the Link Evaluator, refer to Chapter 15,
Internet Link Evaluator, in the BI G-1P Reference Guide.

Working with the link statistics screens

Thelink statistics screens display current data for the physical and logical
elements of the configuration. Each link statistics screen displaysa
particular aspect of your configuration.

To view the Link Statistics screens

1. Inthe navigation pane, expand the Link Statistics item, and then
click one of the link statistics objects.
The statistics screen opens for the object you selected.

2. For more information about alink statistics screen, click the Help
button.
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Working with the Link Report screen

The Link Report screen displays performance graphs for three time
intervals: 30 minutes, 6 hours, and 24 hours. The graphsillustrate the
volume of inbound and outbound traffic over alink during the specified
timeinterval. The graphs also indicate any bandwidth pricing levels you
have set for alink. You can view aLink Report screen for al thelinksin the
configuration, or for a particular link in the configuration.

To view the Link Report screen for all links

1. Inthe navigation pane, expand the Link Statistics item, and then
click Links.
The Link Statistics screen opens.

2. Click the Graph Link Summary button.
The Link Report for All Links screen opens, where you can review
the bandwidth usage for al links in the most recent 30-minute,
6-hour, and 24-hour intervals.

To view the Link Report screen for a particular link

1. Inthe navigation pane, expand the Link Statisticsitem, and then
click Links.
The Link Statistics screen opens.

2. Click the Graph Link Detail button for the link whose data you
want to review.
The Link Report screen opens, where you can review the bandwidth
usage for the particular link in the most recent 30-minute, 6-hour,
and 24-hour intervals.

Additional configuration options

Whenever you configure a Link Controller, you have a number of options:

* You havetheoptioninall configurations to configure a Link Controller
redundant system for fail-over. Refer to Chapter 13, Configuring a
Redundant System, in the BI G-I P Reference Guide.

 All configurations have health monitoring options. Refer to Chapter 11,
Monitors, in the BI G-I P Reference Guide.

» When you create a pool, there is an option to set up persistence, and a
choice of load balancing methods. Refer to Chapter 4, Pools, in the
BIG-1P Reference Guide.

» When you create alink, you have severa advanced configuration
options. Refer to Chapter 16, Working with Link Configuration, in the
BI G-I P Reference Guide.
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Introducing cost-based ISP load balancing

Y ou can configure the Link Controller to load balance traffic based on the
costs associated with traffic on each link. This configuration provides high
availability and helps you control how links are used, based on the pricing
structure of each link’ s bandwidth.

Inbrmet
i

' . - I 54 - AMibps — 22,300
Thibps — £200 I5P ' igP2 ! '
L U M A aod 0-154Mops - $1,000

162 168.100.1 Rautar | 450 158 200.1

L||'||'. ool ‘j
virtual sarvar: 192 16810020 virlual senvar: 1892 163.200 210

salf IP 152 168 100,10 salf IP 152 168 200 180
wildcard siriual sareer. 000.0:0

A
« AN

Sarvar! S
10.1.1.1:80 13,11

Clients

e ary
2480 10.1.1.3:680
Figure 3.1 An example of cost-based ISP load balancing

In the example in Figure 3.1, | SP1 handles up to .7 Mbps for $200/Mbps.
The second ISP, 1 SP2, has two pricing tiers. From 0 to 1.54 Mbps, traffic
costs $1000/Mbps. From 1.54 to 3 Mbps, traffic costs $2200/Mbps. In this
scenario, the Link Controller directstraffic to I SP1 if 1 SP2 is unavailable,
or if traffic spikes above the 3 Mbps level.

Another way to configure the Link Controller in this situation would be to
direct traffic to 1 SP1 if the traffic on | SP2 exceeds 1.54 Mbps. To do this,
you could set acost limit on the I SP2 link.

@ Note

This type of configuration assumes that you have completed the base
configuration created by the Setup utility. For more information, see
Chapter 2, Using the Setup Utility, in the Bl G-I P Reference Guide. To use
this configuration, you must configure at least three VLANs when you create
theinitial configuration: one VLAN for each ISP, and one VLAN for the
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internal network. The IP addresses used in this example are for
demonstration only. You should substitute | P addresses appropriate for your
network.

Configuring cost-based ISP load balancing

When you set up cost-based ISP, or link, load balancing, you have several
tasks to complete on the Link Controller:

0

Configurethelinks
Complete the following tasks to configure the links.

» Verify that the default gateway pool that contains the | P address of
each ISP, or link, is configured correctly.

« Add thelinksto the configuration.

 Create transparent monitorsto verify that the path to or through ISP is
available.

Create two load balancing pools

Y ou must define one pool that |oad bal ances the content servers. The
other pool, the default_gateway pooal, is created when you add the IP
addresses of the links while setting the default gatewaysin the Setup
utility.

Configurevirtual servers

Y ou need to configure avirtual server in the network of the link for each
ISP to load balance inbound connections across the servers. You also
configure one wildcard virtual server (0.0.0.0:0) to load balance
outbound connections across the routers.

Add awide P for inbound load balancing
Add awide IP to handle inbound DNS requests for each pair of virtual
servers you add for each link.

Configurethe price weighting for each link

Configure the price weighting you want to associate with each link. The
Link Controller uses the price weighting to direct traffic to a particular
link.

Manage links
Additional configuration options are available for each link.

Defining the pools for an additional Internet connection

First, define one pool that load balances the content servers, and one pool to
load balance the routers. Figure 3.2 is an example of how the network
devices and servers are grouped into poals.
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Figure 3.2 The poolsrequired for link load balancing

To create the inbound load balancing pool using the
Configuration utility

1. Inthe navigation pane, click Pools.
The Pools screen opens.

2. Click the Add button.
The Add Pool screen opens.

3. For each pool, enter the pool hame and member addresses. (For
additional information about configuring a pooal, click the Help
button.)

Configuration notes
For the examplein Figure 3.1:

Create the pool server_pool containing the members 10.1.1.1:80
10.1.1.2:80, and 10.1.1.3:80.
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To create the default gateway pool using the Configuration
utility

If you configured more than one default gateway in the Setup utility, the
Link Controller already created adefault_gateway_pool pool. Y ou can skip

this step. If you do not have a default_gateway pool, create one by
completing the following task.

1. Inthe navigation pane, click Pools.
The Pools screen opens.

2. Click the Add button.
The Add Pool screen opens.

3. For each pool, enter the pool nhame and member addresses. (For
additional information about configuring a pooal, click the Help
button.)

Configuration notes
For the example in Figure 3.1:

Create the pool default_gateway pool containing the router inside
addresses 192.168.100.1:0 and 192.168.200.1:0.

Defining the virtual servers for an additional Internet connection

After you create the pools, you configure the virtual servers, one for each
link that load balances inbound connections across the servers. You also
configure one wildcard virtual server to load balance outbound connections
acrosstherouters. Each of the virtual serversyou create references either the
default_gateway pool or the server_pool in the configuration.

To define the virtual servers for inbound traffic using the
Configuration utility

1. Inthe navigation pane, click Virtual Servers.
The Virtual Servers Screen opens.

2. Click the Add button.
The Add Virtual Server screen opens.

3. For each virtual server, enter the virtual server address and pool
name. (For additional information about configuring a virtual
server, click the Help button.)

Configuration notes
For the examplein Figure 3.1:

Note that you must create a virtual server for each link. For this
example, create the virtual servers 192.168.100.20:80 and
192.168.200.20: 80, and use the pool, server_pool.
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To define a wildcard virtual server for outbound traffic
using the Configuration utility

1. Inthe navigation pane, click Virtual Servers.
The Virtual Servers Screen opens.

2. Click the Add button.
The Add Virtual Server screen opens.
3. For awildcard virtual server, use the following settings:
 For thevirtual server address, type 0.0.0.0.
» For the service, type 0, or select any from the list.
» Forthe VLAN, select All.
 For the pool, select default_gateway pool.
4. Click Done.

Click Help for details on the settings on the Add Virtual Server
screens.

Setting the default gateway pool

If aLink Controller does not have a predefined route for network traffic, the
unit automatically sendstraffic to the pool that you define as the default
gateway pool. Think of the default gateway pool as a pool of default routes.
InaLink Controller configuration, the default gateway pool must contain
two or more gateway |P addresses, or links. If a gateway in the default
gateway pool becomes inactive, existing connections through the inactive
gateway are routed through another gateway in the default gateway pool.

@ Note

If you configure more than one default gateway in the Setup utility, the Link
Controller automatically creates a default_gateway _pool pool.

To set the default gateway pool using the Configuration
utility
1. Inthe navigation pane, click System.
The System screen opens.

2. Click the Propertiestab.
The Properties screen opens.

3. From the Default Gateway Pool list, select the pool that contains
the internal 1P addresses of the gateway routers.
In this chapter’s example, thisis the default_gateway pooal pool.

4. Click Apply.

€ WARNING

Default gateway | P addresses must have a corresponding self IP
address/netmask combination.
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Using SNAT automap for outbound traffic

Secure network address translation (SNAT) automap is automatically
configured for outbound traffic so that clients receive replies through the
same | SP that their requests originated from. Figure 3.3 is an example of the
SNAT automap configuration for link load balancing.
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Figure 3.3 SNAT automap feature on self IP addresses and on internal
VLANSs

Adding a wide IP for inbound load balancing

To complete the link load balancing configuration, you must configure a
wide IP and wide IP pool for each pair of virtual serversyou created for
each link. Each wide IP in your configuration has a pool of virtual servers
that the Link Controller load balances incoming DNS requests to. Note that
the wide IP pool is made up of only virtual servers managed by the Link
Controller. When you configure the wide I P pool, you specify the load
balancing methods that the Link Controller appliesto incoming DNS
requests.
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To add a new wide IP in the Configuration utility

1.

In the navigation pane, click Link Configuration, and then click
Inbound LB.
The Wide IPs List screen opens.

Click the Add button.
The Define Wide IP (Step 1 of 2) screen opens, where you add the
basic properties for the wide I P.

3. Inthe Wide I P Name box, type aname for the wide I P.

In the Wide | P Port box, type a port number to associate with the
wide IP. Alternately, you can select a service, or type O to indicate
any port.

Click Next.
The Define Wide IP (Step 2 of 2) screen opens, where you add the
virtual serversto thewide IP.

In the Availableligt, click the virtual serversthat you want to add to
this pool, and click the Add (-->>) button. To select more than one
virtual server at atime, hold down the CTRL key on your keyboard.
Note that you should include a virtual server for each link in the
pool.

Click Finish.
The Wide IP List screen opens, and you see the newly-created wide
IPinthelist.

Configuring price weighting for each link

After you configure the wide I P, you can set the price weighting that you
want the Link Controller to use when loa