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Overview

Overview

The ARX

This manual contains instructions and best practices for troubleshooting and
maintaining the Adaptive Resource Switch (ARX®) after it is fully
connected to the network and running storage services. These instructions
focus on the Command-Line Interface (CLI).

Use this book after the ARX is installed, connected to the IP network, and
serving clients. The platform’s Hardware Installation manual explains how
to install the ARX. You can set up basic networking through a GUI wizard,

or work with the more-advanced CLI features described in ARX® CLI
Network-Management Guide. The GUI provides wizards for configuring

most of the storage features in the ARX; the ARX® CLI
Storage-Management Guide provides procedures and best-practices for
configuring all of them through the CLI.

The Adaptive Resource Switch (ARX®) is a highly available and scalable
solution that brings resource awareness to a file storage infrastructure, and
adapts these resources to meet the demands of users and applications in real
time. The ARX provides a file-virtualization layer that aggregates the total
capacity and performance of your file storage. A namespace provides
location-independent, transparent mapping of user requests onto the
appropriate storage resource. You can configure policies that the switch
enforces for the placement, replication and migration of files. Through
policy configuration, the ARX adapts to the real-time demands of users and
applications. The ARX thereby serves as a resource proxy for the files and
services behind it.

Back-end Storage and Servers

The Adaptive Resource Switch aggregates heterogeneous file systems and
storage into a unified pool of file storage resources. Through this
unification, you can manage these resources to adapt to user demands and
client applications. File storage assets can be differentiated based on
user-defined attributes, enabling a class-of-storage model. You can reclaim
stranded capacity through policy implementation for more effective storage
utilization, and you can add capacity without disruption. Back-end resources
are monitored for availability and performance, as well as user-access
patterns that drive policy decisions.
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Front-end Services

Policy

The Adaptive Resource Switch acts as an in-band file proxy for the Network
File System (NFS) and Microsoft's Common Internet File System (CIFS)
protocols.

Front-end services provide the file virtualization layer that masks the
physical file storage from the user and application. The switch becomes the
file access point, as opposed to the actual physical resource, providing file
access through a namespace. Users and applications maintain a single
consistent file path that is transparently mapped to the proper physical
resource where the information resides.

The Adaptive Resource Switch provides policy-based resource switching.
Through policy configuration, you can optimize the placement of files onto
the appropriate storage resources and automatically adapt these resources
based on user and application demand. The ARX performs file replication
and migration based on performance, usage or other life-cycle
characteristics, enabling you to implement a flexible file services strategy.
Examples of policies include: migrating files to reclaim stranded capacity;
migrating files across different tiers of storage based on access patterns
and/or value; and replicating frequently accessed files for performance. The
result is more efficient utilization and greater flexibility in file storage
management.

Resilient Overlay Network (RON)

You can connect multiple ARXes with a Resilient Overlay Network (RON),
which can reside on top of any IP network. This provides a network for
distributing and accessing file storage. ARXes can replicate storage to other
switches in the same RON, updating the replicas periodically as the writable
master files change. This is called a shadow copy, where a source volume on
one switch periodically copies its files to one or more shadow volumes on
other switches. Clients can access the shadow volumes at multiple
geographic locations, independent to where the source volume resides.

Audience for this Manual

This manual is intended for

* network technicians responsible for layer 1 and 2 networks,

* network engineers responsible for the Internet Protocol (IP) layer (layer
3),




Using this Manual

* storage engineers who design and manage storage systems (SANs,
NASes, and DASes), and

* crypto officers who manage all of the Critical Security Parameters
(CSPs) of a network.

The text presumes that all readers are comfortable with a command-line
interface (CLI), especially one based on the Cisco I0S.

Using this Manual

This manual contains instructions for maintaining an ARX after it has been
fully installed, it has been fully provisioned, and it has provided service to
your clients. Other manuals explain installation and provisioning. The
Hardware Installation Guide contains instructions to install the switch, set
up its management IP, and prepare it for CLI provisioning. After a
successful installation, a network engineer can then use the ARX Manager
or the ARX® CLI Network-Management Guide to set up all networking
parameters. Finally, a storage engineer can use the GUI wizards or the

ARX® CLI Storage-Management Guide to aggregate storage and set up
storage policies.

The chapters in this manual contain maintenance instructions, such as
1. backing up and restoring client files through the ARX,

2. backing up configuration data with show running-config and similar
commands,

3. performing software upgrades,
4. maintaining the metadata used by managed volumes,

5. reading the syslog and working with other basic-maintenance
facilities,

6. using some network-troubleshooting tools (such as ping),
7. taking down and repairing managed volumes, and

8. powering down the switch for a planned outage.

Document Conventions

This manual uses the following conventions:

this font represents screen input and output;

* bold text represents input, and

* italic text appears for variable input or output.
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this font is used for command-syntax definitions, which use the same rules
for bold and italic.

Command-syntax definitions also use the following symbols:
* [optional-argument] - square brackets ([ ]) surround optional arguments;
» choicet | choice2 - the vertical bar ( | ) separates argument choices;

» {choice1 | choice2| choice3} - curly braces ({ }) surround a required
choice;
* [choicel | choice2]” - an asterisk (*) means that you can choose none of

them, or as many as desired (for example, “choice1 choice2” chooses
both);

» {choice1| choice2}+ - a plus sign (+) means that you must choose one or
more.
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CLI Overview

Exec Mode

Global Commands

Priv-exec Mode

Cfg Mode

Gbl Mode

The Command-Line Interface (CLI) has its commands grouped into modes.

Modes are structured as a tree with a single root, exec mode. This section
summarizes the mode structure and explains some CLI conventions.

When you log into the CLI, you begin in exec mode. If the hostname is

“bstnA,” the prompt appears as shown below:
bstnA>

You can access all global commands (such as show commands) from exec

mode, and you can use the enable command to enter priv-exec mode.
bstnA> enable

You can access global commands from any mode, not just exec. Global
commands include all show commands and terminal-control commands.

Priv-exec mode has the following prompt:
bstnA#

Priv-exec mode contains chassis-management commands, clock commands,
and other commands that require privileges but do not change the network
or storage configuration.

Priv-exec has two sub modes, cfg and gbl.

To enter cfg mode, use the config command:
bstnA# config
bstnA(cfg)#

Config mode contains all modes and commands for changing the
configuration of the local switch, such as network configuration.

To enter gbl mode, use the global command:
bstnA# global
bstnA(gbl)#

Gbl mode controls all parameters that are shared in a redundant pair, such as
namespaces and global servers.
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Exiting a Mode

Prompts

From any mode, use the exit command to return to its parent mode. From
priv-exec mode, this command exits the CLI; to go from priv-exec mode
back to exec mode, use the no enable command.

From any submode of cfg or gbl mode, you can return immediately to
priv-exec mode by using the end command or pressing <Ctrl-z>.

Prompts contain information about your position in the mode hierarchy as
well as the name of the object you are configuring. For example, suppose

you use the following command in gbl mode:
bstnA(gbl)# namespace wwmed
bstnA(gbl-ns[wwmed])#

This command places you into a new mode, as indicated by the new CLI
prompt. The prompt shows the name of the mode, “gbl-ns,” and the name of
the configuration object, a namespace called “wwmed.” Abbreviations are
used for mode names (for example, “ns” instead of “namespace”) to
conserve space on the command line.

When you descend to lower modes in the config tree, the prompt offers
more information. To extend the previous example, suppose you enter the
following command to configure the “/local” volume in the wwmed
namespace:

bstnA(gbl-ns[wwmed])# volume /local
bstnA(gbl-ns-vol[wwmed~/local])#

The tilde character (~) separates a parent object from its child:
“wwmed~/local” shows that you are in the *“/local” volume under the
“wwmed” namespace.

The no Convention

Most config commands have the option to use the “no” keyword to negate
the command. For commands that create an object, the no form removes the
object. For commands that change a default setting, the no form reverts back

to the default. As an example,
bstnA(gbl-ns[wwmed])# no volume /local

removes the “/local” volume from the “wwmed” namespace.

The enable/no enable Convention

Many objects and configurations require you to enable them using the
enable command before they can take effect. Likewise, many objects and
configurations require you to first disable them using the no enable
command before you can complete a related command or function. The no
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enable command does not remove an object; it only disables it until you
re-enable it. The enable/no enable commands exist in many modes and
submodes in the CLI.

For example, the following command sequence enables the namespace
named “wwmed:”

bstnA(gbl)# namespace wwmed

bstnA(gbl-ns[wwmed])# enable

bstnA(gbl-ns[wwmed])# ...

For the initial login, refer to the instructions for booting and configuring the

switch in the appropriate Hardware Installation Guide.
For subsequent logins, use the following steps to log into the F5 CLI:

1. If you are on-site, you can connect a serial line to the serial console
port. This port is labeled ‘Console’ or ‘10101’ (depending on your
ARX platform). By default, the port is set for 9600 baud, 8, N, 1.

You can also telnet to the switch’s management interface. For
example:

telnet 10.10.10.10

In either case, a login prompt appears:
Username:

2. Enter your username and password. For example:
Username: admin
Password: acopia

The CLI prompt appears:
SWITCH>

The name, “SWITCH,” is the default hostname. The hostname is

reset as part of the initial-boot process, so it is likely that yours will
differ.

Entering Cfg or Gbl Mode

The CLI contains two major configuration modes: cfg and gbl. The cfg
mode contains submodes for configuring locally-scoped parameters, only
applicable to the local ARX. These parameters include layer-2, layer-3, and
chassis configuration. Gbl mode applies to configuration that is shared
among both switches in a redundant pair, such as namespaces and global
servers.

After you log into the CLI, use the config command to enter cfg mode:
SWITCH> enable

SWITCH# configure

SWITCH(cfg)#
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To enter gbl mode, use the global command instead:
SWITCH> enable

SWITCH# global

SWITCH(gbl)#

The command sequences in this manual all begin either in cfg mode or gbl
mode.
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The examples in this manual draw from a single, fictitious network. This
section shows the topology of the network and the placement of the ARX.

The environment is assumed to be a three-tiered network in a large data
center. The first tier is core routers that provide connectivity to a campus or
WAN. The second tier has redundant distribution switches that distribute all
data-center traffic between the access switches; the access switches
constitute the third tier of the network. All LAN clients, back-end servers,
and back-end filers connect to the access switches, which are layer-2
bridges. Through the access switches and distribution switches, LAN clients
connect to all back-end servers/storage, to one another, and to the WAN.

WAN/campus

!’-‘—
L2 switch

COTE

back-end filers and servers

o
clients

The sample network has redundant ARXes connected at each of the
distribution switches. Physically, this is a one-armed connection;
conceptually, the ARX has front-end clients in front of it and back-end
servers and filers behind it. To simplify the examples, the access switches
are removed from the remaining illustrations in the book.
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The network filers all live on a class-C subnet at 192.168.25.x. These filers
are called back-end filers, since they are the storage behind the front-end
services of the ARX. The filers can be heterogeneous: NAS devices and file
servers (possibly with additional DAS) need only support CIFS or NFS to
be on the back end of the ARX.

DAS

=
192.168.25.0/24 | .
DAS
— ‘

LAN/WAN

clients
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Contacting Customer Service

You can use the following methods to contact F5 Networks Customer
Service:

F5 Networks Online
Knowledge Base

Online repository of answers
to frequently-asked questions.

http://support.f5.com

F5 Networks Services
Support Online

Online customer support
request system

https://websupport.f5.com

Telephone Follow this link for a list of Support
numbers:
http://www.f5.com/support/support-serv
ices/contact/
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Overview

Overview

An ARX volume can support regular snapshots, or copies from a particular
point in time, of its client files and directories.

Most Microsoft Windows clients can view these snapshots with Windows
Explorer: they can click Properties on any file or directory and select the
Previous Versions tab. The snapshots appear as instances of the same file
or directory with progressively-older time stamps. This is called the Volume
Shadow-copy Service, or VSS, for shared folders:

labs on medical histories and records (10.58.8... @El

General | Previous Versions | Customize

v Toview a previous version of a folder, selact the
‘i wersion from the following list and then click Wiew. ‘You
can also save a folder to a different location or restors
a previous wersion of a folder.

Folder wersions:

Name Time:
Gl labs Today, April 09, 2008, 11.00 AM
o labs Today, April 09, 2008, 10:00 AM
Toda) 10 &4
o labs Today, Apil 09, 2008, 4:00 4M k
Gl labs Today, April 09, 2008, 12:59 AM
o labs Today, April 09, 2008, 12:58 AM

[ view [ Co. ][ Pestae ]

A Windows client can recover an older version of any file or subdirectory
through the VSS interface.

NEFS clients can access snapshots via the “.snapshot” directory in every
directory in a managed volume. This “.snapshot” directory is populated with
a subdirectory for each snapshot that is present, with each snapshot being of
the tree at that location in the managed volume.

The ARX volume coordinates snapshots on multiple back-end filers by
issuing snapshot commands to each of the filers. At least one of the filers
behind the volume must be properly configured to accept the volume’s
snapshot commands, as described below.

The ARX presents only snapshots that it created or that were imported using
the manage snapshot command.

‘ Note

If you add snapshot support to a volume that already has active CIFS
clients, those CIFS clients must close all instances of Windows Explorer for
the Previous Versions tab to appear. Windows Explorer only checks its
network shares for snapshot support during startup.

CLI Maintenance Guide



Chapter 2
Configuring Volume Snapshots

Before You Begin

The ARX volume must be backed by NetApp filers, Windows servers, Data
Domain systems, and/or EMC Celerra servers that support snapshots or
checkpoints. The Release Notes show the specific releases supported by
ARX snapshots. The volume can also be backed by filers that do not support
snapshots, though shares from these filers are excluded from the
coordinated-ARX snapshot.

Given at least one back-end filer running a supported release, use the
instructions in this section to prepare the filer(s) for snapshot support.

NetApp Configuration

To support ARX snapshots, each NetApp volume must have the nosnapdir
option turned off. From the NetApp CLI, use the vol options command on
each NetApp volume behind the ARX:

vol options vol-name nosnapdir off
where vol-name identifies the NetApp volume.

For example, the following commands access a NetApp filer named “nas10”
through SSH, and then permit snapshots in two volumes:

juser@mgmtl7:~$ ssh root@192.168.25.49
root@192.168.25.49°s password: password

nasl0*> vol options datavoll nosnapdir off
nasle*> vol options datavol2 nosnapdir off
nasle*> ...

WinRM on Windows

The ARX uses the Windows Remote Management (WinRM) service to
manage snapshots on a Windows server. WinRM must be installed on any
Windows server behind a snapshot-supporting volume, and a WinRM
listener must be listening on HTTP port 80.

For a Windows 2003 R2 server, you must add the WinRM service through
the Add/Remove Programs interface, and it installs with an incompatible
default. Configure WinRM on the server to allow for HTTP unencrypted
negotiation. Encrypted HTTP is not supported on this version of the
Windows server. To ensure a high level of security, the ARX uses Kerberos
authentication over HTTP.

To support this Kerberos authentication, the ARX must understand the
Windows-domain hierarchy in the local Active-Directory (AD) forest. See
Discovering the Active-Directory Forest (Kerberos), on page 3-9 of the

ARX® CLI Storage-Management Guide.
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EMC Celerra Best Practices

We recommend that your ARX volumes contain no more than two EMC
volumes (called “file systems” in EMC documentation) behind any one
EMC management station. EMC-Celerra checkpoints typically take 5-10
seconds when the Celerra is under moderate load, where NetApp snapshots
rarely take longer than 5 seconds. Further, the EMC management station
serializes its checkpoints; if a given management station needs a checkpoint
from file-server A and file-server B at the same time, the file-server-A
checkpoint must finish before the file-server B checkpoint can begin.

EMC Data Domain Best Practices

EMC Data Domain servers provide a unique presentation to NFS clients;
they are only accessible from volume root’s .snapshot directory. The
.snapshot directory under each lower directory does not include the Data
Domain snapshots.

This limitation does not apply to CIFS clients, which can access the
Data-Domain snapshots in every .snapshot directory.

You can avoid this NFS limitation if every directory on the Data Domain
server(s) is striped to another filer type. To ensure universal striping,
migrate all directories in the volume to a share from a different vendor and
promote them to “master:”

* create a filename-fileset that recursively matches everything in the
volume (using path exact / and recurse),

* create a place-rule, and

 use the from (gbl-ns-vol-plc) command to have that fileset match
directories and promote them.

In a tiered volume, you can use this place rule to migrate all master
directories to a Tier 1 share. This is a best practice for Tier 1 volumes.

Creating a Proxy User for Accessing the Filer’s CLI

To invoke snapshots at the back-end filer, the ARX volume requires
administrative privileges at the filer’s CLI. You add the proper
administrative username and password as a proxy user, which typically
holds Windows-client credentials.

For EMC Celerra, EMC Data Domain, and NetApp equipment, these are
UNIX credentials that do not require a Windows domain; they are for SSH
or RSH logins only.

For Windows servers, these credentials require a Windows domain with a
full FQDN, so that they can authenticate with Kerberos.

For example, this command sequence adds a proxy user named
“nas_admin:”
bstnA(gbl)# proxy-user nas_admin
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bstnA(gbl-proxy-user[nas_admin])# user root
Password: rootpasswd

Validate Password: rootpasswd
bstnA(gbl-proxy-user[nas_admin])# exit
bstnA(gbl)# ...

As another example, this command sequence adds a proxy user named
“cifs_admin” for logging into Windows servers:

bstnA(gbl)# proxy-user cifs_admin
bstnA(gbl-proxy-user[cifs_admin])# user Administrator

Password: adminpasswd

Validate Password: adminpasswd
bstnA(gbl-proxy-user[cifs_admin])# windows-domain MEDARCH.ORG
bstnA(gbl-proxy-user[cifs_admin])# exit

bstnA(gbl)# .

For details on these proxy-user commands and others, see Adding a Proxy
User, on page 3-4 of the ARX® CcLI Storage-Management Guide.

Preparing an External-Filer Configuration

The ARX requires parameters for using the CLI or API at each
snapshot-supporting filer. This includes the type of filer (a vendor name)
and proper login credentials for the filer’s CLI or API. The commands for
setting these parameters are described in Preparing the Filer for

ARX-Snapshot Support, on page 6-12 of the ARX® CLI
Storage-Management Guide.

For example, the following command sequence sets up snapshot access for

the “nas10” filer:
bstnA(gbl)# external-filer nas1@
bstnA(gbl-filer[nasl1e])# filer-type network-appliance management-protocol rsh
bstnA(gbl-filer[nasl1@])# proxy-user nas_admin
bstnA(gbl-filer[nas10])# manage snapshots
bstnA(gbl-filer[nasle])# exit
bstnA(gbl)# ...

As another example, this command sequence sets up snapshot access for the

“fs2” filer, a Windows server:

bstnA(gbl)# external-filer fs2
bstnA(gbl-filer[fs2])# filer-type windows
bstnA(gbl-filer[fs2])# proxy-user cifs_admin
bstnA(gbl-filer[fs2])# manage snapshots
bstnA(gbl-filer[fs2])# exit

bstnA(gbl)# ...

Creating a Snapshot Rule

An ARX volume can create snapshots on a scheduled basis, so you set it up
as a rule. You can create snapshot rules in managed or direct volumes;
snapshot rules do not require metadata, so direct volumes can support them.
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However, direct volumes do not support the VSS-client interface;
direct-volume clients access their snapshots through a special “~snapshot”
directory described later in the chapter.

From gbl-ns-vol mode, use the snapshot rule command to create a new
snapshot rule:

snapshot rule name

where name (1-64 characters) is a name you choose for the rule. This
name is used in the names of the rule’s individual snapshots, which can
be viewed by ARX clients.

The CLI prompts for confirmation before creating a new snapshot rule; enter
yes to continue. This puts you into gbl-ns-vol-snap mode, where you enable
the new rule. There are also some optional commands you can invoke from
this mode, such as applying a schedule.

For example, the following command sequence creates an empty snapshot
rule, “dailySnap,” for the volume, “medarcv~/lab_equipment:”

bstnA(gbl)# namespace medarcv volume /lab_equipment
bstnA(gbl-ns-vol[medarcv~/lab_equipment])# snapshot rule dailySnap

This will create a new policy object.

Create object 'dailySnap'? [yes/no] yes
bstnA(gbl-ns-vol-snap[medarcv~/lab_equipment~dailySnap])# ...

Changing the Name of the Snapshot Directory (optional)

If the “.snapshot” directory that is created by default in each directory in the
volume is not named to your liking, you can rename it.

These commands rename the hidden .snapshot directory in every directory
in the current volume:

snapshot directory cifs-name

snapshot directory nfs-name

The syntax is:

snapshot directory cifs-name newdirname

snapshot directory nfs-name newdirname

where newdirname is the name that will be substituted for .snapshot in every
directory in the current volume.

For example,

snapshot directory nfs-name ~ckpt

This will substitute the name “~ckpt” for “.snapshot” in every directory in
the current volume.

Take care to avoid specifying a directory name that users might want to use
for regular files or directories.
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Changing the Number of Retained Snapshots (optional)

The ARX volume retains a limited number of snapshots for each snapshot
rule. This conserves disk space on each back-end filer. The default is three
snapshots. From gbl-ns-vol-snap mode, use the retain command to change
the number of retained snapshots:

retain number

where number (1-1024) is the number of snapshots to retain. If you
choose a number lower than the current number of snapshots, the
volume removes any excess snapshots the next time the rule runs.

For example, the following command sequence causes the “dailySnap” rule
to retain 5 snapshots:
bstnA(gbl)# namespace medarcv volume /lab_equipment
bstnA(gbl-ns-vol[medarcv~/lab_equipment])# snapshot rule dailySnap
bstnA(gbl-ns-vol-snap[medarcv~/lab_equipment~dailySnap])# retain 5
bstnA(gbl-ns-vol-snap[medarcv~/lab_equipment~dailySnap])# ...

Reverting to the Default

Use no retain to keep the default number of snapshots for this rule (three):

no retain

For example:
bstnA(gbl)# namespace medarcv volume /lab_equipment
bstnA(gbl-ns-vol[medarcv~/lab_equipment])# snapshot rule hourlySnap
bstnA(gbl-ns-vol-snap[medarcv~/lab_equipment~hourlySnap])# no retain
bstnA(gbl-ns-vol-snap[medarcv~/lab_equipment~hourlySnap])# ...

Excluding a Share (optional)

The volume may contain one or more shares that should be excluded from
the coordinated snapshot. For example, a share could be backed by a
back-end volume that is approaching a size limit, though the filer has other
volumes where snapshots are permissible. To exclude a single share from
the current snapshot rule, use the exclude command from gbl-ns-vol-snap
mode:

exclude share-name

where share-name (1-64 characters) identifies the volume share to
exclude. Use the share name from the ARX-volume configuration, not
from the filer configuration; type ? in place of the share-name for a
valid list of share names.

For example, the following command sequence excludes the “backlots”

share from the “hourlySnap” rule:
bstnA(gbl)# namespace medarcv volume /lab_equipment
bstnA(gbl-ns-vol[medarcv~/lab_equipment])# snapshot rule hourlySnap
bstnA(gbl-ns-vol-snap[medarcv~/lab_equipment~hourlySnap])# exclude backlots
bstnA(gbl-ns-vol-snap[medarcv~/lab_equipment~hourlySnap])# ...
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Including a Formerly-Excluded Share

For a share that was previously excluded, you can use the no exclude
command to include it in future runs of the snapshot rule:

no exclude share-name

where share-name (1-64 characters) identifies the volume share to
include in future snapshots.

For example, this command sequence ensures that the “leased” share is
included in all future snapshots from the “hourlySnap” rule:

bstnA(gbl)# namespace medarcv volume /lab_equipment
bstnA(gbl-ns-vol[medarcv~/lab_equipment])# snapshot rule hourlySnap
bstnA(gbl-ns-vol-snap[medarcv~/lab_equipment~hourlySnap])# no exclude leased
bstnA(gbl-ns-vol-snap[medarcv~/lab_equipment~hourlySnap])# ...

Sparse Snapshots

A sparse snapshot is a coordinated snapshot with at least one component
snapshot missing. A snapshot rule creates a sparse snapshot if any of the
following conditions exist when the rule runs:

* the rule has any exclude share,
 the volume uses an external-filer with no manage snapshots, or

* the back-end share is unresponsive to snapshot commands.

All of the files on the excluded shares appear to be missing from the client
view of a sparse snapshot. For example, if a file named
“\mydir\mysub\file.txt” is on Share A and another file named
“\mydir\mysub\otherFile.txt” is on an excluded share, a coordinated
snapshot only contains ‘“\mydir\mysub\file.txt” from the included share.
You can use file-placement rules to ensure that files that should be backed
up reside on the volume’s included shares: refer to in Placing Files on

Particular Shares, on page 14-4 of the ARX® CLI Storage-Management
Guide for instructions on creating file-placement rules.

Applying a Schedule (optional)

The ARX volume can create snapshots on a fixed schedule. A schedule is
not required because you can invoke a snapshot rule manually (as described
later in the chapter).

To create a schedule, use the gbl schedule command (refer to Appendix 12,

Creating a Policy Schedule of the ARX® CLI Storage-Management Guide
for details). To apply a schedule to the snapshot rule, use the schedule
command in gbl-ns-vol-snap mode:

schedule name

where name (1-64 characters) identifies the schedule. Use the show
schedule command to list all schedules.
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For example, the following command sequence applies a schedule,
“daily4am,” to the “dailySnap” rule:
bstnA(gbl)# namespace medarcv volume /lab_equipment
bstnA(gbl-ns-vol[medarcv~/lab_equipment])# snapshot rule dailySnap
bstnA(gbl-ns-vol-snap[medarcv~/lab_equipment~dailySnap])# schedule daily4am
bstnA(gbl-ns-vol-snap[medarcv~/lab_equipment~dailySnap])# ...

You can change to a new schedule by re-running the command.

If the schedule has no specific start time, it starts when you first enable the
snapshot rule (as described later in this section). That is, it takes its first
snapshot at enable time. For instructions on setting the schedule’s start time,

see Setting the Start Time (optional), on page 12-7 of the ARX® CLI
Storage-Management Guide.

Snapshot Grouping

If two or more snapshot rules use the same schedule, the ARX performs all
of their back-end snapshots in a single group. This ensures that there are no
redundant snapshots on any back-end volumes.

Two different schedules with the same timing (for example, two weekly
schedules with the same start times) do not have the same effect on their
snapshot rules.

‘ Important

Snapshot grouping can be problematic for EMC-Celerra-backed volumes.
As mentioned in EMC Celerra Best Practices, on page 2-5, EMC servers
serialize their snapshots (called “checkpoints” in EMC documentation). If
multiple ARX volumes have the same snapshot schedule and use shares from
multiple file systems on an EMC, the ARX waits for the EMC to perform its
checkpoints serially.

For example, suppose 12 ARX volumes have the same snapshot schedule
and are backed by 2 different EMC file systems each (for a total of 24 EMC
file systems). Further suppose that all 24 EMC file systems reside on a
single EMC file server. The EMC server waits for each checkpoint to
complete before it begins the next one. The ARX-snapshot operation is not
complete until all 24 EMC checkpoints are finished, even though each ARX
volume requires only 2 EMC checkpoints.

Removing the Schedule

If you remove the schedule, you can only invoke snapshots manually. Use
no schedule to remove the schedule from the current snapshot rule:

no schedule

For example:
bstnA(gbl)# namespace medarcv volume /lab_equipment
bstnA(gbl-ns-vol[medarcv~/lab_equipment])# snapshot rule test_snap
bstnA(gbl-ns-vol-snap[medarcv~/lab_equipment~test_snap])# no schedule
bstnA(gbl-ns-vol-snap[medarcv~/lab_equipment~test_snap])# ...
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Configuring a Progress Report (optional)

A progress reports shows all the milestones and results of a snapshot. We
recommend this to verify that all filer snapshots succeeded, or to diagnose
problems if one of them failed. From gbl-ns-vol-snap mode, use the report
command to generate this report every time the rule creates a snapshot:

report prefix

where prefix (1-1024 characters) is the prefix to be used for the report.
The report has a name in the following format:
prefix_0_create_YearMonthDayHourMinuteSecondsMilliseconds.rpt
(for example, mySnap_0_create_20071112133047318.rpt for a report
with the “mySnap” prefix).

We recommend some common characters at the start of all your
snapshot-report prefixes, to prepare for snapshot reconstitution
(described later). For example, three snapshot rules could have the
following report prefixes: “snapHourly,” “snapDaily,” and
“snapWeekly.”

Use the show reports command for a list of all reports, or show reports type
Snapshot for a list of snapshot reports. Use show reports report-name to
read the report, show reports status report-name to get a one-line summary
of the report, grep to search through the full report, or tail reports
report-name follow to follow a report as it is being written.

For example, the following command sequence enables a report for the
“dailySnap” rule:
bstnA(gbl)# namespace medarcv volume /lab_equipment
bstnA(gbl-ns-vol[medarcv~/lab_equipment])# snapshot rule dailySnap
bstnA(gbl-ns-vol-snap[medarcv~/lab_equipment~dailySnap])# report snap_daily
bstnA(gbl-ns-vol-snap[medarcv~/lab_equipment~dailySnap])# ...

Generating a Report Only When an Error Occurs

To save space on the ARX’s internal disks, you can make the rule skip the
report for snapshots that succeed. To accomplish this, use the optional
error-only flag at the end of the report command:

report prefix error-only
where prefix is explained above.

For example, the following commands cause the hourlySnap rule to
generate no reports unless there is an error:
bstnA(gbl)# namespace medarcv volume /lab_equipment
bstnA(gbl-ns-vol[medarcv~/lab_equipment])# snapshot rule hourlySnap
bstnA(gbl-ns-vol-snap[medarcv~/lab_equipment~hourlySnap])# report snap error-only
bstnA(gbl-ns-vol-snap[medarcv~/lab_equipment~hourlySnap])# ...

Disabling Reports

From gbl-ns-vol-snap mode, use no report to prevent the snapshot rule from
generating reports:

no report
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For example, the following command sequence disables reporting for the
rule, “test_snap:”

bstnA(gbl)# namespace medarcv volume /lab_equipment
bstnA(gbl-ns-vol[medarcv~/lab_equipment])# snapshot rule test_snap
bstnA(gbl-ns-vol-snap[medarcv~/lab_equipment~test_snap])# no report
bstnA(gbl-ns-vol-snap[medarcv~/lab_equipment~test_snap])# ...

Sample Snapshot-Create Report

The snapshot-create report contains configuration details for each rule,
followed by details about the particular snapshot. The configuration details
are in the first two tables in the report, “Snapshot Summary” and “Snapshot

Properties.” The “Snapshot Summary” table identifies the namespace,
volume, and snapshot rule. The “Snapshot Properties” table shows the
configuration settings for the rule. The “Snapshot Summary - rule-name_0”
table shows timestamps and the status of the coordinated snapshot. The
“Included Shares” section has a separate table for each snapshot on each
back-end share: these show the snapshots’ back-end locations. An
“Excluded Shares” section and/or “Offline Shares” section appears for a
sparse snapshot; these sections list all shares that were not used in the
snapshot operation.

For example, this shows a snapshot-create report from the “dailySnap” rule:

Snapshot Rule Summary

bstnA(gbl)# show reports snap_daily 0_create_20120411005104661.rpt

Namespace Name: medarcv
Volume Name: /lab_equipment
Snapshot Rule Name: dailySnap
Snapshot Properties
Snapshots Enabled: Yes
Guarantee Consistency: Disabled
Retain Count: 7
Schedule: daily4am
CIFS Directory Name: ~snapshot
Directory Display: All Exports
Hidden File Attribute: Not Set
Restricted Access Configured: Yes
VSS Mode: None
Contents:
Metadata: No
Volume Configuration: No
User Snapshots: Yes
Archive:
Total Archive Operations: 0
Total Successful Operations: @
Total Failed Operations: 0
Total Saved Metadata: 0B
Total Saved Volume Config: 0B
Average Copy Rate: 0 b/s

Snapshot Summary - dailySnap_©

Snapshot Name:

dailySnap_o
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Snapshot Operation:
Result:

Time Requested:
Time Created:

Last Time Verified:
Request:

Snapshot State:
Snapshot Origin:
Report Name:

Included Shares
Share Name:
Filer:

Name:
CIFS Share:
Volume:

Filer Snapshot:

Share Name:
Filer:
Name:
CIFS Share:
Volume:

Filer Snapshot:

Share Name:
Filer:
Name:
CIFS Share:
Volume:

Filer Snapshot:

Time Created:

Excluded Shares
Share Name:
Filer:

Name:
CIFS Share:
Reason:

Create
Success
04/11/2012 00:51:04 -0400
04/11/2012 00:51:04 -0400

Create
Sparse
Manual
snap_daily @ create_20120411005104661.rpt

equip (user data)

nasle

equipment

vol2
acopia_1_201204110451_d9bdece8-9866-11d8-91e3-f48e42637d58_vol2

leased (user data)

nasle

for_lease

voll
acopia_1_201204110451_d9bdece8-9866-11d8-91e3-f48e42637d58_voll

backlots (user data)

fs2

backlot_records

E:\
{0db33dfa-b2f9-45el1-bb35-b061c03dd732}
04/11/2012 00:51:07 -0400

scanners

fs5
XraysScanners
Snapshots were not supported on this type of back-end filer.

Snapshot Naming on the Filer

The Volume Snapshot fields in the “Included Shares” section show the
names of the snapshot directories on the back-end filers. On EMC servers,
Data Domain systems, and NetApp filers, these are created with the
following format:

acopia_id_time-stamp_uuid_filer-volume

where

id is an integer that the snapshot software uses internally.

time-stamp is in yyyymmddHHMM format. This is the time that the
snapshot was created.

CLI Maintenance Guide
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uuid is the Universally-Unique ID that identifies the ARX. In a
redundant pair, this is the UUID for the peer that was originally
configured as senior/active, no matter which peer is currently active. An
ARX’s UUID appears in the output of the show chassis chassinfo
command.

filer-volume is the name of the filer’s volume.

A Windows server uses a UUID surrounded by curly braces ({}) to identify

each of its snapshots. For example:
{d316724d-1e31-478a-853a-1f7d4418c599}

Enabling the Snapshot Rule

The final step in configuring a snapshot rule is to enable it. By default, the
rule is disabled and ignored by policy software. You must enable the rule to
run snapshots on a schedule or to invoke the snapshots manually. Use the
enable command to enable the rule:

enable

For example, the following command sequence enables the “dailySnap”
rule:
bstnA(gbl)# namespace medarcv volume /lab_equipment
bstnA(gbl-ns-vol[medarcv~/lab_equipment])# snapshot rule dailySnap
bstnA(gbl-ns-vol-snap[medarcv~/lab_equipment~dailySnap])# enable
bstnA(gbl-ns-vol-snap[medarcv~/lab_equipment~dailySnap])# ...

Disabling the Rule

Disabling the rule prevents it from creating any snapshots. Use no enable
from gbl-ns-vol-snap mode to disable a snapshot rule:

no enable

For example, the following command sequence disables the “test_snap”
rule:
bstnA(gbl)# namespace medarcv volume /lab_equipment
bstnA(gbl-ns-vol[medarcv~/lab_equipment])# snapshot rule test_snap
bstnA(gbl-ns-vol-snap[medarcv~/lab_equipment~test_snap])# no enable
bstnA(gbl-ns-vol-snap[medarcv~/lab_equipment~test_snap])# ...

Removing all Snapshots Behind a Rule

You can use the priv-exec command, snapshot remove, to delete all of the
back-end snapshots behind a snapshot rule, without removing the rule
configuration. You can use this to clear snapshots from several filers at
once. From priv-exec mode, use the snapshot remove command to remove
the filer snapshots and/or checkpoints behind a snapshot rule:

snapshot remove namespace vol-path rule
where

namespace (1-30 characters) is the namespace,
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vol-path (1-1024 characters) selects the ARX volume, and
rule (1-64 characters) is the snapshot rule.

The CLI prompts for confirmation before removing the snapshots and/or
checkpoints from the back-end filers. Enter yes to proceed with the snapshot
removal. Then it displays the names of one or more removal reports, one per
ARX snapshot, which show the results of each removal operation. Use show
reports report-name to view any report, or tail reports report-name follow to
watch the removal operation as it progresses.

For example, this command sequence exits to priv-exec mode and removes

all snapshots behind the “hourlySnap” rule:
bstnA(gbl)# end
bstnA# snapshot remove medarcv /lab_equipment hourlySnap

Confirmation of this command results in the removal all snapshots associated with snapshot rule
"hourlySnap' in namespace 'medarcv' volume '/lab_equipment'. The snapshot rule is not deleted.

Proceed? [yes/no] yes

Starting snapshot operation in volume /lab_equipment, report name:
snap_hourly_2_remove_20090326082729516.rpt

Starting snapshot operation in volume /lab_equipment, report name:
snap_hourly_1_remove_20090326082729516.rpt

Starting snapshot operation in volume /lab_equipment, report name:
snap_hourly 0 remove_20090326082729516.rpt

bstnA(gbl)# ...

Removing the Filer Snapshots Behind One ARX Snapshot

You can remove the back-end snapshots from behind a single ARX-volume
snapshot. Add the name of a specific snapshot to the end of the snapshot
remove command:

snapshot remove namespace vol-path rule snapshot

where
namespace vol-path, and rule are described above, and

snapshot (1-68 characters) is the specific snapshot to remove.
Snapshots are typically named rule-name_n, where rule-name is
the same as rule and n is the number of the specific snapshot (for
example, “hourlySnap_2"). Type ? for a complete list of snapshots
in the current snapshot rule.

The CLI prompts for confirmation before removing the snapshots and/or
checkpoints from the back-end filer(s). Enter yes to proceed with the
snapshot removal. Then it displays the name of the removal report, which
shows the results of the removal operation.

For example, this command sequence exits to priv-exec mode and removes
all filer snapshots behind “dailySnap_2,” an ARX-volume snapshot:
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bstnA(gbl)# end
bstnA# snapshot remove medarcv /lab_equipment dailySnap dailySnap_2

Confirmation of this command results in the removal of snapshot 'dailySnap_2' created by snapshot
rule 'dailySnap' in namespace 'medarcv' volume '/lab_equipment'.

Proceed? [yes/no] yes

Starting snapshot operation in volume /lab_equipment, report name:
snap_daily_2_ remove_20090326095909994.rpt

bstnA# ...

Sample Snapshot-Remove Report

The snapshot-remove report has a similar format to the snapshot-create
report, shown in Sample Snapshot-Create Report, on page 2-12. This report
contains configuration details for each rule, followed by details about the
particular ARX-snapshot removal. The configuration details are in the first
two tables in the report, “Snapshot Summary” and “Snapshot Properties.”
The “Snapshot Summary” table shows identifies the namespace, volume,
and snapshot rule. The “Snapshot Properties” table shows the configuration
settings for the rule. The “Snapshot Summary - rule-name_0” table shows
timestamps and the status of the overall snapshot removal. The “Included
Shares” section has a separate table for each snapshot on each back-end
share: these show the results and timing of each filer-snapshot removal. If
any of the volume’s shares were administratively excluded from the
snapshot, an “Excluded Shares” section lists them. Similarly, an “Offline
Shares” section appears if any of the volume’s shares were unreachable
when the original snapshot was taken.

For example, this shows a snapshot-remove report from the removal of the
“dailySnap_2" snapshot:
bstnA(gbl)# show reports snap_daily_ 2_remove_20120411005258066.rpt

Snapshot Rule Summary

Namespace Name: medarcv
Volume Name: /lab_equipment
Snapshot Rule Name: dailySnap

Snapshot Properties

Snapshots Enabled: Yes
Guarantee Consistency: Disabled
Retain Count: 7
Schedule: daily4am
CIFS Directory Name: ~snapshot
Directory Display: All Exports
Hidden File Attribute: Not Set
Restricted Access Configured: Yes
VSS Mode: None
Contents:

Metadata: No

Volume Configuration: No

User Snapshots: Yes
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Archive:

Total Archive Operations:
Total Successful Operations:
Total Failed Operations:

Total Saved Metadata:

Total Saved Volume Config:

Average Copy Rate:

Snapshot Summary - dailySnap_2

Snapshot Name:
Snapshot Operation:
Result:

Time Requested:
Time Created:

Last Time Verified:
Request:

Snapshot State:
Snapshot Origin:
Report Name:

Included Shares
Share Name:
Filer:
Name:
CIFS Share:
Volume:
Filer Snapshot:

Share Name:
Filer:
Name:
CIFS Share:
Volume:
Filer Snapshot:

Share Name:
Filer:
Name:
CIFS Share:
Volume:
Filer Snapshot:
Time Created:

Excluded Shares
Share Name:
Filer:

Name:
CIFS Share:
Reason:

bstnA# ...

[ORCRE G RO GRR ]
C T @

dailySnap_2

Delete

Success

04/11/2012 00:51:04 -0400
04/11/2012 00:51:04 -0400

Delete

Manual
snap_daily_2_ remove_20120411005258066.rpt

equip (user data)

nasle

equipment

vol2

acopia_1 201204110451 _d9bdece8-9866-11d8-91e3-f48e42637d58_vol2

leased (user data)

nasle

for_lease

voll
acopia_1_201204110451_d9bdece8-9866-11d8-91e3-f48e42637d58 voll

backlots (user data)

fs2

backlot_records

E:\
{@db33dfa-b2f9-45el1-bb35-b061c03dd732}
04/11/2012 00:51:07 -0400

scanners

fs5
XraysScanners
Snapshots were not supported on this type of back-end filer.
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Removing a Snapshot Rule

Removing a snapshot rule deletes its configuration from the ARX without
affecting any back-end snapshots. This also removes the Previous
Versions tab from the client-side view of the ARX volume.

From gbl-ns-vol mode, use the no snapshot rule command to remove a
snapshot rule from the current volume:

no snapshot rule name
where name (1-64 characters) identifies the rule to remove.

The CLI prompts for confirmation before deleting the snapshot rule. The
confirmation prompt shows all of the individual snapshots that will remain
on the filers after the rule is gone. You will need to access the filer directly if
you decide to remove these snapshots later. Enter yes to continue.

For example, the following command sequence removes the “test_snap”
rule from the “medarcv~/lab_equipment” volume:

bstnA(gbl)# namespace medarcv volume /lab_equipment

bstnA(gbl-ns-vol[medarcv~/lab_equipment])# no snapshot rule test_snap

The following snapshots are being managed by the rule 'test_snap':
test_snap_2(acopia_7_200707101300_501f705c-8735-11d8-8936-a58a9e4556df_datavol2)
test_snap_l1(acopia_8_200707101400_501f705c-8735-11d8-8936-a58a9e4556df_datavol2)
test_snap_©(acopia_10_ 200707101500 501f705c-8735-11d8-8936-a58a9e4556df_datavol2)

If this command is confirmed, the rule is deleted and all associated data related to the
aforementioned snapshots will be removed from the switch. The snapshots on the filers will not be
removed.

Proceed? [yes/no] yes

bstnA(gbl-ns-vol[medarcv~/lab_equipment])# ...

Incorporating a Pre-Existing Snapshot

You can incorporate an existing, back-end snapshot into a snapshot rule.
After incorporating all of the pre-existing snapshots into the ARX volume,
Windows clients can access them as they did before the introduction of the
ARX. From priv-exec mode, use the snapshot manage command to import
a back-end snapshot into a snapshot rule:

snapshot manage namespace vol-path share rule filer-snap created-on date-time
where
namespace (1-30 characters) is the namespace,
vol-path (1-1024 characters) selects the ARX volume, and

share (1-64 characters) is the ARX share. The volume software
seeks the back-end snapshot on the filer behind this share.

rule (1-1024 characters) is the snapshot rule to accept the back-end
snapshot.
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filer-snap (1-255 characters) is name of the snapshot or checkpoint
at the back-end filer or file server.

date-time is the date and time that the ARX snapshot was created,
in mm/dd/yyyy:HH:MM:SS format. This identifies a particular ARX
snapshot from the above rule. You can use show snapshots
(described later) to see the time stamps for existing snapshots. If no
ARX snapshot exists for the given time, this command creates a
new one.

This command runs synchronously; the CLI prompt does not return until the
snapshot import is complete. If it fails, a report name appears. You can use

show reports report-name to examine the report and find the cause of the
failure.

For example, this command sequence exits to priv-exec mode and imports
an existing snapshot (“weekly.1” on the filer behind the “leased” share) into

a rule named “weekly_snap” in the “medarcv~/lab_equipment” volume:
bstnA(gbl)# end

bstnA# snapshot manage medarcv /lab_equipment leased weekly_snap weekly.1l created-on
03/30/2009:01:05:24
bstnA# ...

Using a Different Prefix for the Error Report

In case of an error, the CLI creates a report. By default, the report name
follows this format:

snapshot-manage-namespace-volume-rule-yyyymmddHHMM .rpt.

To change the “snapshot-manage” prefix, you can use the report-prefix
option at the end of the snapshot-manage command:

snapshot manage namespace ... rule filer-snap created-on date-time [report-prefix prefix]

where
all options are described above except

prefix (optional, 1-64 characters), which is the new prefix for the
report name.

For example, this command uses a report prefix of “getWk3” for a
manage-snapshot operation, though no report is generated when the

operation succeeds:
bstnA(gbl)# end

bstnA# snapshot manage medarcv /lab_equipment leased weekly_snap weekly.3 created-on
03/16/2009:01:05:22 report-prefix getWk3
bstnA# ...

Generating a Report When the Operation Succeeds

The volume software only creates a report when the snapshot manage
operation fails, by default. To create a report whether or not the operation
fails, you can use the verbose option at the end of the command:
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snapshot manage namespace ... filer-snap created-on date-time [report-prefix prefix] [verbose]

The CLI shows the report name after you enter the command. For example:
bstnA(gbl)# end
bstnA# snapshot manage medarcv /lab_equipment leased weekly snap weekly.3 created-on
03/16/2009:01:05:22 verbose
Results for this operation will be written to the report file
snapshot-manage-medarcv-/lab_equipment-weekly snap-200803171422.rpt
bstnA# ...

Clearing the Snapshot from the ARX Configuration

If you mismatched the back-end snapshot with its ARX counterpart, you can
use a command to disassociate the snapshot from the ARX configuration.
From priv-exec mode, the clear snapshot command clears one or more
back-end snapshots from the ARX:

snapshot clear namespace [vol-path [rule [snapshot snap-name [share share-name]]]]
where

namespace (1-30 characters) identifies the namespace where you
want to clear at least one snapshot record.

vol-path (optional, 1-1024 characters) focuses on one ARX
volume. The command clears all snapshot records in the above
namespace if you omit this.

rule (optional, 1-64 characters) is a snapshot rule with one or more
snapshots to clear. If omitted, the command clears all of the
volume’s filer-snapshot records.

snap-name (optional, 1-255 characters) identifies a particular ARX
snapshot where you want to clear filer-snapshot associations. If you
omit this, the command clears the filer-snapshot records for all
retained snapshots in the above rule.

share (optional, 1-64 characters) focuses the command on a single
ARX share. This causes the command to clear the single record of
a particular snapshot on this share. You can use the show
shapshots command to see the exact name of the snapshot on this
share. If you omit this, the command clears the records of all the
filer snapshots associated with the chosen ARX snapshot, and
therefore removes this particular ARX snapshot from the rule.

The CLI prompts for confirmation before clearing any back-end snapshots
from the ARX configuration; enter yes to proceed. This does not affect the
back-end snapshots themselves, nor does it affect the configuration of any
snapshot rule.

For example, the following command clears all of the filer snapshot records

from the “dailySnap_2" snapshot.
bstnA# snapshot clear medarcv /lab_equipment dailySnap snapshot dailySnap_2

Confirmation of this command results in the clearing of snapshot 'dailySnap_2' associated with
snapshot rule 'dailySnap’' in namespace 'medarcv' volume '/lab_equipment'. This command does not
remove the snapshot(s) from the filer(s) in the volume.
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Proceed? [no] yes
bstnA# ..

As a result, the “dailySnap_2” snapshot is entirely cleared from the ARX
database (though the rule configuration is unaffected):
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Supporting VSS for Pre-XP Clients

This section only applies to a managed volume; direct volumes do not
support VSS for their clients. Skip to the next section if you are configuring
a direct volume.

Windows-2000 client machines use an older software protocol for
exchanging snapshot data, one that requires more server-side processing to
support the “Previous Versions” view of snapshots. Windows XP and later
clients use a newer protocol that simplifies processing for the CIFS server.
To avoid extra processing at the CIFS service, volumes do not support
pre-Windows-XP clients by default. From gbl-ns-vol mode, you can use the
following command to support Windows 2000 clients as well as some later
versions of Windows:

snapshot vss-mode pre-xp

’ Note

This option makes VSS unusable for Windows 7 or later clients. Use this
option only if you have Windows 2000 clients and no Windows 7 or later
clients.

For example, the following command sequence supports VSS for Windows
2000 clients of the “medarcv~/lab_equipment” volume:
bstnA(gbl)# namespace medarcv volume /lab_equipment
bstnA(gbl-ns-vol[medarcv~/lab_equipment])# snapshot vss-mode pre-xp
bstnA(gbl-ns-vol[medarcv~/lab_equipment])# ...

Restricting VSS Support to XP and Later Clients

As mentioned above, support of the VSS interface (the Previous Versions
tab in file/directory Properties) incurs a slight performance penalty if
extended to Windows 2000 clients. By default, a volume only supports VSS
for releases after Windows 2000, such as Windows XP and Windows 2003.
Use the following command (also in gbl-ns-vol mode) to return to this
default:

snapshot vss-mode xp

‘ Note

There is another method for the volume’s Windows-2000 clients to access
snapshots. The volume offers snapshots through a pseudo directory,
“~snapshot.” This directory is described later in the chapter.

For example, the following command sequence edits the “access~/G”
volume and stops VSS support from pre-Windows-XP clients:
bstnA(gbl)# namespace access volume /G
bstnA(gbl-ns-vol[access~/G])# snapshot vss-mode xp
bstnA(gbl-ns-vol[access~/G])# ...
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Restricting Access to Snapshots

You have several options for restricting snapshot access:

o For CIFS clients, you can identify the administrative clients in a
Windows-Management-Authorization (WMA) group, and limit snapshot
access to those clients.

+ Also for CIFS clients, you can stop supporting the VSS (“Previous
Versions”) interface altogether.

¢ Leave the “~snapshot” pseudo directory as the only means to access
snapshots. This is the ordinary practice for NFS clients, but may not be
for CIFS clients. This directory exists in every directory in the volume,
but it is not displayed by default. There are four methods for managing
the visibility of the ~snapshot directory:

» For CIFS shares, use WMA groups.

* For NFS or CIFS, display the ~snapshot directory in the root of any
share.

e For NFS or CIFS, Display the ~snapshot directory only in shares that
export the volume root.

* For CIFS shares, use the “Hidden” flag on the ~snapshot directory.

Direct volumes do not support VSS. The ~snapshot directory is the only
means that direct-volume clients have for accessing their snapshots.

You can use any or all of these management options, as described in the
subsections below.

Client-Based Access Control: WMA Groups

You can use a Windows-Management-Authorization (WMA) group to
restrict snapshot access to a limited number of clients, such as
administrators. A WMA group is typically used to identify users who can
use MMC and similar management tools in a namespace. Authorizing

Windows-Management (MM C/Snapshot) Access, on page 3-25 of the ARX®
CLI Storage-Management Guide describes how to create a WMA group,
and Opening Windows-Management Access (optional, MM C/Snapshots), on
page 7-16 describes how to assign one to a namespace. You can create a
WMA group for authorized snapshot clients, permit access to snapshots for
that group, assign it to the volume’s namespace, and then enforce the WMA
group for snapshots in the current volume. All of these steps are described
below.
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Adding a WMA Group for Snapshots

From gbl mode, you can use the windows-mgmt-auth command to create a
new WMA group. This places you into gbl-mgmt-auth mode, where you can
use the user command once for each Windows client in the WMA group,
and the permit snapshot command to allow them access to snapshots. For

example, this creates a WMA group named “snapViewers” with two users:
bstnA(gbl)# windows-mgmt-auth snapViewers
bstnA(gbl-mgmt-auth[snapViewers])# user juser windows-domain MEDARCH.ORG
bstnA(gbl-mgmt-auth[snapViewers])# user jquser windows-domain MEDARCH.ORG
bstnA(gbl-mgmt-auth[snapViewers])# permit snapshot monitor
bstnA(gbl-mgmt-auth[snapViewers])# exit
bstnA(gbl)# .

These commands are detailed in Authorizing Windows-Management

(MMC/Snapshot) Access, on page 3-25 of the ARX® CLI
Storage-Management Guide.

Assigning the WMA Group to the Namespace

From gbl-ns mode, you can use another windows-mgmt-auth command to
assign a WMA group to your namespace. For example, this command
sequence assigns the “snapViewers” WMA group to the “medarcv”
namespace:

bstnA(gbl)# namespace medarcv

bstnA(gbl-ns[medarcv])# windows-mgmt-auth snapViewers
bstnA(gbl-ns[medarcv])# ..

This is described in detail in Opening Windows-Management Access

(optional, MM C/Snapshots), on page 7-16 of the ARX® CLI
Storage-Management Guide.

Restricting Snapshot Access to Members of the WMA Group

The snapshot processes ignore the namespace’s WMA group(s) by default.
From gbl-ns-vol-snap mode, use the snapshot privileged access command
to restrict all snapshot access to privileged Windows users (that is, to users
in a WMA group with permit snapshot monitor):

snapshot privileged-access

For example, the following command sequence restricts access to all

snapshots in “medarcv~/lab_equipment:”
bstnA(gbl-ns[medarcv])# volume /lab_equipment
bstnA(gbl-ns-vol[medarcv~/lab_equipment])# snapshot privileged-access
bstnA(gbl-ns-vol[medarcv~/lab_equipment])# ...

Re-Opening Snapshot Access

Use no snapshot privileged-access to allow all users to access the volume’s
snapshots:

no snapshot privileged-access

This is the default.
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For example, this allows any Windows client to access the snapshots in
“access~/G:”

bstnA(gbl)# namespace access volume /G

bstnA(gbl-ns-vol[access~/G])# no snapshot privileged-access

bstnA(gbl-ns-vol[access~/G])# ...

Shutting Down Support for the VSS Interface

You can also limit client access to snapshots by shutting down support for
the VSS interface.

Well-informed clients always have access to the ~snapshot directory, which
is not displayed by default. The ~snapshot directory is a pseudo directory
under every directory of the volume. Each subdirectory under ~snapshot is
one snapshot for the directory, named rule-name_n (such as hourlySnap_0,
hourlySnap_1, and so on). Administrators can traverse these ~snapshot
directories and recover files as needed.

From gbl-ns-vol mode, use the snapshot vss-mode none command to
shut down support for VSS (the “Previous Versions” interface), leaving only
the obscure ~snapshot directory for accessing snapshots:

snapshot vss-mode none

For example, this command sequence stops VSS access to snapshots in the

“medarcv~/lab_equipment” volume:
bstnA(gbl)# namespace medarcv volume /lab_equipment
bstnA(gbl-ns-vol[medarcv~/lab_equipment])# snapshot vss-mode none
bstnA(gbl-ns-vol[medarcv~/lab_equipment])# ...

Then use one of the snapshot directory display commands to display the
root ~snapshot directory to administrators. The following subsections
describe these commands.

Displaying the Root ~snapshot Directory

Well-informed clients can use the special ~snapshot directory to access their
snapshots. This is a subdirectory under every directory in the volume. The
volume does not display these pseudo directories by default, but they are
accessible to any user that knows their exact path names.

’ Note

Direct volumes do not support VSS, so the ~snapshot directory is the only
method that direct-volume clients can use to access their snapshots.

From gbl-ns-vol mode, use the following command to display the ~snapshot
directory in the root of any CIFS share:

snapshot directory display all-exports
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If the volume has snapshot privileged-access, described earlier, only
privileged clients can see or access the ~snapshot directories. The ~snapshot
directory appears on the next CIFS dir command or the next refresh of the
graphical view.

For example, the following command sequence shows the ~snapshot
directory in all exports of the “/lab_equipment” volume:

bstnA(gbl)# namespace medarcv volume /lab_equipment
bstnA(gbl-ns-vol[medarcv~/lab_equipment])# snapshot directory display all-exports
bstnA(gbl-ns-vol[medarcv~/lab_equipment])# ...

Contents of the ~snapshot Directory

The ~snapshot directory contains one subdirectory for each snapshot. Its
subdirectories are named rulename_n, where n is the number of the
snapshot. Snapshot O (zero) is the most-recent snapshot, and the numbers are
progressively higher for older snapshots. For example, clients of the
“medarcv~/lab_equipment” volume with the “dailySnap” rule would see
snapshots in directories named dailySnap_0, dailySnap_1, and so on. Every
time the rule runs, it creates a new snapshot and moves it to the “..._0”
directory (dailySnap_0), moves all the intermediate directories (the earlier
dailySnap_0 moves to dailySnap_1, dailySnap_1 moves to dailySnap_2,
and so on), and removes the oldest snapshot. The “Date Modified” stamp for
each directory is the time the snapshot was created.

Displaying ~snapshot Only in Volume-Root Exports

Some installations share out directories below the root of the volume (such
as “lab_equipment\incubators,” “lab_equipment\miscDiags,” and
“lab_equipment\chemlab”) to their CIFS clients, and share out the root of
the volume, “lab_equipment,” to administrators only. This is particularly
popular for home directories. Administrators can use the volume-root export
to maintain all of the clients’ lower-level exports. At these sites, you can
limit access to the snapshot directory by showing it only in the volume-root
export. Administrators who use the volume-root export can see the
“~snapshot” directory, but clients with other exports cannot.

From gbl-ns-vol mode, use the following command to show the snapshot
directory in root exports only:

snapshot directory display volume-root-only

As above, this change is visible to clients (that is, the ~snapshot directory

appears) on the client’s next CIFS dir command (or the next refresh of the
graphical view).

For example, the following command sequence restricts snapshots to
volume-root exports of the “medarcv~/lab_equipment” volume:

bstnA(gbl)# namespace medarcv volume /lab_equipment
bstnA(gbl-ns-vol[medarcv~/lab_equipment])# snapshot directory display volume-root-only
bstnA(gbl-ns-vol[medarcv~/lab_equipment])# ...




Restricting Access to Snapshots

Setting the “Hidden” Flag for the Snapshot Directory

You can further obscure the snapshot directory by raising its DOS “hidden”
flag. Windows clients who are configured to view this type of “hidden”
directory can see it, while other clients cannot.

~snapshot Properties
General |
@ | ~snapshot
Type: File Folder
Location: 1410.59.80. 108} abs
Size: 824 ME (864,968,252 bytes)
Sizeondiski 828 ME (958,220,928 bytes)
Containsi 1,645 Files, 308 Folders
Created: Today, July 09, 2007, 3:22106 AM
Attributes: ¥ Read-only
¥ Hidden
I~ Archive %
o« | el | w |

Add the optional hidden argument to the end of the snapshot directory
display command to raise the DOS “hidden” flag for the ~snapshot
directory:

snapshot directory display {all-exports | volume-root-only} hidden

If the volume is active when you run this command, the snapshot directory
disappears from client view on the next CIFS dir command (or the next
refresh of the graphical view).

For example, the following command reveals the ~snapshot directory to the
client application for all exports of “medarcv~/lab_equipment,” but instructs
the client applications to hide the directory from users:

bstnA(gbl)# namespace medarcv volume /lab_equipment
bstnA(gbl-ns-vol[medarcv~/lab_equipment])# snapshot directory display all-exports hidden
bstnA(gbl-ns-vol[medarcv~/lab_equipment])# ...

Lowering the “Hidden” Flag

By default, the ~snapshot directory does not have the “hidden” flag raised.
All clients can see the directory at the root of the CIFS share. To lower the
“hidden” flag, re-run the snapshot directory display command without the
hidden argument at the end:

snapshot directory display {all-exports | volume-root-only}

As above, the ~snapshot directory appears on the client’s next CIFS dir
command, or the next refresh of the graphical view.

For example, the following command sequence removes the “hidden” flag
from the “/lab_equipment” volume’s snapshots:
bstnA(gbl)# namespace medarcv volume /lab_equipment
bstnA(gbl-ns-vol[medarcv~/lab_equipment])# snapshot directory display all-exports
bstnA(gbl-ns-vol[medarcv~/lab_equipment])# ...
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Changing the Name of the ~snapshot Directory

The “~snapshot” directories contain subdirectories with one or more
snapshots:

&0, %, 10.58.80.106" labs', ~snapshot

| Fie Edt View Favoites Took Help

| wBack - = - 71| @oeach [Fodes (| B W X v | E-

| adcress [ 1132.168.25 15abst =snapshot EC
= = Hame_* | Size | Tupe [ Modfied |
"D L (1 daiySnap_0 File Folder 7/6/2007 4:00 4M
L 1 houlySnap_0 File Folder 7/6/2007 1:00 PM
“snapshot N (23 hourlySnap_1 File Folder 7/6/2007 12:00 P
LE 1 houlySnap_2 File Folder T46/2007 11:00 M

Thiz folder iz Online.

dailySnap_0
File Folder

Modified: 7/6/2007 4:00 A

Attributes: Read-only

1 object(s) selected [ '@ Intemet v

From gbl-ns-vol mode, you can use the snapshot directory name command
to change the name of the volume’s ~snapshot directories:

snapshot directory name new-name

where new-name (1-32 characters) is the new name for this volume’s
snapshot directory. Avoid any characters that are not supported in CIFS
(any control character, /, \, :, *, >, <, 7, |, or 7). Also avoid any name that
might already be in use by clients.

For example, the following command sequence uses “~checkpt” as the
directory container for snapshots in “medarcv~/lab_equipment:”

bstnA(gbl)# namespace medarcv volume /lab_equipment
bstnA(gbl-ns-vol[medarcv~/lab_equipment])# snapshot directory name ~checkpt
bstnA(gbl-ns-vol[medarcv~/lab_equipment])# ...

Reverting to the Default Directory Name

Use no snapshot directory name to return to the default name, “~snapshot:”

no snapshot directory name

For example:
bstnA(gbl)# namespace medarcv volume /lab_equipment
bstnA(gbl-ns-vol[medarcv~/lab_equipment])# no snapshot directory name
bstnA(gbl-ns-vol[medarcv~/lab_equipment])# ...




Enabling Snapshot Consistency

Enabling Snapshot Consistency

Use the snapshot consistency command to guarantee snapshot consistency
in the current volume. A consistent snapshot is one with no file or directory
changes between the start and end of the coordinated-snapshot operation.
Consistency is achieved through a VIP fence, which momentarily blocks
client access to the volume’s VIP while the back-end filers perform their
snapshot and checkpoint operations. The fence remains up until the last filer
indicates that its snapshot is complete, or until a timeout expires, whichever
comes first.

‘ Important

This affects all volumes behind the volume’s VIP(s). This is only
recommended for databases or similar applications that need it; consult F5
Support for guidance.

This causes the volume’s next snapshot operation to raise the VIP fence:

snapshot consistency

For example, the following command sequence enables snapshot
consistency in the “medarcv~/lab_equipment” volume:

bstnA(gbl)# namespace medarcv volume /lab_equipment
bstnA(gbl-ns-vol[medarcv~/lab_equipment])# snapshot consistency
bstnA(gbl-ns-vol[medarcv~/lab_equipment])# ...

Fencing Timeouts

The VIP fence stops when the last filer snapshot is finished, or after the
coordinated snapshot times out. The timeout occurs in 1 minute plus 80
seconds per filer snapshot.

If multiple snapshot rules use the same schedule, the ARX invokes their filer
snapshots in a group. This protects against duplicate snapshots on back-end
filers. However, it also extends the fencing timeout, and the time that clients
cannot access any ARX volumes behind the VIP(s). This can be
time-consuming for volumes backed by EMC Celerra servers, as discussed
earlier (recall Snapshot Grouping, on page 2-10).

Disabling VIP Fencing (and Consistency)

You have the option to disable VIP fencing in the volume, thereby also
disabling snapshot consistency. Without fencing, it is possible for a client to
make changes on one back-end filer while another filer is still taking its
snapshot. This may not be crucial for your installation; for example,
consistency is rarely an issue at a site where clients use snapshots to recover
one or two files at a time.

The policy engine always pauses for a volume during a coordinated
snapshot, whether or not consistency is enabled.
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For volumes where snapshot consistency is not required, you can use the no
snapshot consistency command to disable VIP fencing:

no snapshot consistency

For example, the following command sequence disables snapshot

consistency in the “medarcv~/lab_equipment” volume:
bstnA(gbl)# namespace medarcv volume /lab_equipment
bstnA(gbl-ns-vol[medarcv~/lab_equipment])# no snapshot consistency
bstnA(gbl-ns-vol[medarcv~/lab_equipment])# ...




Creating a Manual Snapshot

Creating a Manual Snapshot

bstnA(gbl)# end

You can manually invoke a snapshot rule and create a coordinated snapshot
at any time. From priv-exec mode, use the snapshot create command to
manually invoke a snapshot rule:

snapshot create namespace vol-path rule [name]
where
namespace (1-30 characters) is the namespace,
vol-path (1-1024 characters) selects the volume, and
rule (1-64 characters) is the snapshot rule to invoke.

name (optional; 1-68 characters) is a name you choose for this
snapshot. By default, the name is rule_0 (for example,
“dailySnap_07). You cannot choose the name of an existing
snapshot.

The CLI prompts for confirmation. If the rule has a schedule assigned to it
(recall Applying a Schedule (optional), on page 2-9), the confirmation
notifies you that the unscheduled snapshot affects the rule’s retained
snapshots. For a rule with a full count of retained snapshots, this removes
the oldest retained snapshot and creates a new snapshot to replace it. This
breaks the scheduled chain of snapshots, so it is only recommended for
situations where the most-recent snapshot failed.

Enter yes at the prompt in order to proceed with the snapshot. The CLI then
displays the name of the snapshot report; use show reports report-name to
view this report, which contains details about the snapshot operation.

For example, this command sequence exits to priv-exec mode and manually
runs the “dailySnap” rule in the “medarcv~/lab_equipment” volume:

bstnA# snapshot create medarcv /lab_equipment dailySnap

Snapshot rule 'dailySnap' in namespace 'medarcv' volume '/lab_equipment' has a schedule

associated with it.

Running this rule may cause existing snapshots to be

removed if the retain count is exceeded by this request.

Proceed? [yes/no] yes

Starting snapshot operation in volume /lab_equipment, report name:
snap_daily @ create_20090327005716287.rpt

bstnA# ...
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Verifying a Rule’s Snapshots

bstnA(gbl)# end

It is possible for a back-end filer or file server to automatically delete one of
its snapshots or checkpoints, thus corrupting the aggregated snapshot in the
ARX volume. To verify that all snapshots and/or checkpoints still exist
behind a snapshot rule, use the priv-exec snapshot verify command:

snapshot verify namespace vol-path rule
where
namespace (1-30 characters) is the namespace,
vol-path (1-1024 characters) selects the volume, and
rule (1-64 characters) is the snapshot rule to verify.

The CLI displays the name of the verification report(s), one per snapshot.
Each report contains the results of one snapshot verification. Use show
reports report-name to view any report.

For example, this command sequence exits to priv-exec mode, verifies all of
the snapshots for the “hourlySnap” rule, and shows the report for “snap_0,”
the most-recent snapshot. The report shows that the verification succeeded.

bstnA# snapshot verify medarcv /lab_equipment hourlySnap

Starting snapshot operation in volume /lab_equipment, report name:
snap_hourly_ 2 verify_20091006020708453.rpt

Starting snapshot operation in volume /lab_equipment, report name:
snap_hourly_1_verify_20091006020708453.rpt

Starting snapshot operation in volume /lab_equipment, report name:
snap_hourly 0 verify 20091006020708453.rpt

bstnA# show reports snap_hourly_0_verify_20091006020708453.rpt

Snapshot Summary
Namespace Name:
Volume Name:
Snapshot Rule Name:

Snapshot Properties
Snapshots Enabled:
Guarantee Consistency:
Retain Count:
Schedule:

Directory Name:
Directory Display:
Hidden File Attribute:

medarcv
/lab_equipment
hourlySnap

Yes
Disabled

3

hourly
~snapshot
All Exports
Not Set

Restricted Access Configured: Yes

VSS Mode:
Contents:
Metadata:
Volume Configuration:

None

No
No




Verifying a Rule’s Snapshots

User Snapshots: Yes
Archive:
Total Archive Operations: 2]
Total Successful Operations: @
Total Failed Operations: 0
Total Saved Metadata: 0B
Total Saved Volume Config: 0B
Average Copy Rate: 0 b/s
Snapshot Summary - hourlySnap_©
Snapshot Name: hourlySnap_©
Snapshot Operation: Verify
Result: Success
Time Requested: Tue Oct 6 ©2:07:08 2009
Time Created: Tue Oct 6 ©02:00:00 2009
Last Time Verified: Tue Oct 6 02:07:12 2009
Request: Verify
Snapshot State: Sparse
Snapshot Origin: Schedule
Report Name: snap_hourly 0 verify 20091006020708453.rpt
Included Shares
Share Name: equip (user data)
Filer:
Name: nas1e
CIFS Share: equipment
Volume: vol2
Filer Snapshot: acopia_9_200910060600_d9bdece8-9866-11d8-91e3-f48e42637d58_vol2
Share Name: backlots (user data)
Filer:
Name: fs2
CIFS Share: backlot_records
Volume: E:\
Filer Snapshot: {7435cc35-80d5-472f-a090-1a32946b3dbd}
Time Created: Tue Oct 6 02:00:01 2009
Share Name: leased (user data)
Filer:
Name: nasle
CIFS Share: for_lease
Volume: voll
Filer Snapshot: acopia_9_200910060600_d9bdece8-9866-11d8-91e3-f48e42637d58_voll
Excluded Shares
Share Name: scanners
Filer:
Name: fs5
CIFS Share: XraysScanners
Reason: Snapshots were not supported on this type of back-end filer.

bstnA# ...
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Verifying a Single Snapshot

To focus on a single snapshot, you can add the name of the snapshot to the
end of the snapshot verify command:

snapshot verify namespace vol-path rule snapshot

where
namespace vol-path, and rule are described above, and

snapshot (1-68 characters) is a specific snapshot. Snapshots are
typically named rule-name_n, where rule-name is the same as rule
and n is the number of the specific snapshot (for example,
“hourlySnap_2”). The n is 0 (zero) for the newest snapshot and
progressively higher for older snapshots. Type ? for a complete list
of snapshots for the current snapshot rule.

The CLI displays the name of the verification report after you enter the
command.

For example, this command sequence exits to priv-exec mode and verifies
“dailySnap_0" snapshot:

bstnA(gbl)# end

bstnA# snapshot verify medarcv /lab_equipment dailySnap dailySnap_6©

Starting snapshot operation in volume /lab_equipment, report name:
snap_daily @ verify 20091006020708676.rpt

bstnA# ...

Running Snapshot Operations from a Remote Host

From any remote host that supports the Secure Shell (SSH) protocol, you
can run snapshot create, snapshot remove, or snapshot verify and see the
report(s). Use the following syntax with ssh:

ssh admin-user@mip “snapshot ...”

where

admin-user is the username for a valid administrative account at
the ARX (use show users to list all of them, as shown in Listing All

Administrative Users, on page 2-14 of the ARX® CLI
Network-Management Guide),

mip is a management-IP address for the ARX (use show interface
mgmt to show the out-of-band management interface, or show
interface vlan to show all in-band management interfaces), and

snapshot ... is the desired snapshot command, described above.
Surround this with quotation marks (““‘).

The output of the CLI command appears in the local shell. This also works
with all show commands.




Running Snapshot Operations from a Remote Host

For example, the following command sequence runs the snapshot create

command from a remote machine, “mgmt17.”
juser@mgmtl7:~$ ssh admin@1@.1.1.7 “snapshot create medarcv /lab_equipment dailySnap”
Command>snapshot create medarcv /lab_equipment dailySnap

Starting snapshot operation in volume /lab_equipment, report name:
snap_daily_©_create_20090327005822216.rpt

juser@mgmtl7:~$ ssh admin@10.1.1.7 “show reports snap_daily @_create_20120423012706913.rpt”
Command>show reports snap_daily_©_create_20120423012706913.rpt

Snapshot Rule Summary

Namespace Name: medarcv
Volume Name: /lab_equipment
Snapshot Rule Name: dailySnap

Snapshot Properties

Snapshots Enabled: Yes
Guarantee Consistency: Disabled
Retain Count: 7
Schedule: daily4am
CIFS Directory Name: ~snapshot
Directory Display: All Exports
Hidden File Attribute: Not Set
Restricted Access Configured: Yes
VSS Mode: None
Contents:
Metadata: No
Volume Configuration: No
User Snapshots: Yes
Archive:
Total Archive Operations: 0
Total Successful Operations: @
Total Failed Operations: 2]
Total Saved Metadata: 0B
Total Saved Volume Config: 0B
Average Copy Rate: 0 b/s
Snapshot Summary - dailySnap_©
Snapshot Name: dailySnap_o©
Snapshot Operation: Create
Result: Success
Time Requested: 04/23/2012 01:27:06 -0400
Time Created: 04/23/2012 01:27:07 -0400
Last Time Verified:
Request: Create
Snapshot State: Sparse
Snapshot Origin: Manual
Report Name: snap_daily @ create_20120423012706913.rpt
Included Shares
Share Name: equip (user data)
Filer:
Name: nasl1e
CIFS Share: equipment
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Volume: vol2

Filer Snapshot: acopia_1 201204230527_d9bdece8-9866-11d8-91e3-f48e42637d58_vol2
Share Name: leased (user data)
Filer:

Name: nasle

CIFS Share: for_lease

Volume: voll

Filer Snapshot: acopia_1 201204230527_d9bdece8-9866-11d8-91e3-f48e42637d58_voll
Share Name: backlots (user data)
Filer:

Name: fs2

CIFS Share: backlot_records

Volume: E:\

Filer Snapshot: {306db370-8318-4ad4-9d58-39d80b215e2a}

Time Created: 04/23/2012 01:27:09 -0400

Excluded Shares

Share Name: scanners
Filer:
Name: fs5
CIFS Share: xraysScanners
Reason: Snapshots were not supported on this type of back-end filer.

juser@mgmtl7:~$




Showing All ARX Snapshots

Showing All ARX Snapshots

bstnA(gbl)# show snapshots

Namespace:
Volume:

Namespace:
Volume:

Namespace:
Volume:

Namespace:
Volume:

hourlySnap
hourlySnap
dailySnap
dailySnap
mirrorSnap
mirrorSnap

Namespace:
Volume:

To see the high-level status of all ARX snapshots, use the show snapshots
command:

show snapshots

This shows a separate table of snapshots for every ARX volume. The table
contains one row per snapshot, with the name of the snapshot rule, the name
of the particular ARX snapshot, the time the snapshot was created (or a
status indicator for a failed or in-progress snapshot), and the source of the
snapshot (either a “Schedule” from a snapshot rule or a “Manual”
invocation). The table is empty for volumes without any snapshots. If a
status indicator appears for the Created time (such as “Incomplete”), you
can use the snapshot report (show reports type Snapshot) to localize the
problem.

For example, this shows that the current switch has had four successful
snapshots in the “medarcv~/lab_equipment” volume:

medco
/vol
Type Name Created Source
wwmed
/acct
Type Name Created Source
medarcv
/rcrds
Type Name Created Source
medarcv
/lab_equipment
Type Name Created Source
Snapshot hourlySnap_© 03/14/2012 00:48:57 -0400 Manual
Snapshot hourlySnap_1 03/14/2012 00:48:27 -0400 Manual
Snapshot dailySnap_© 03/14/2012 00:46:59 -0400 Manual
Snapshot dailySnap_1 03/14/2012 00:46:29 -0400 Manual
Replica mirrorSnap_0 03/14/2012 00:52:40 -0400 Manual
Replica mirrorSnap_1 03/14/2012 00:51:52 -0400 Manual
medarcv
/test_results
Type Name Created Source

Namespace:
Volume:

insur
/claims
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Rule Type
mpHourlySnap Snapshot
mpHourlySnap Snapshot
bstnA(gbl)# ...

Name Created Source
mpHourlySnap_© 03/14/2012 01:06:47 -0400 Manual
mpHourlySnap_1 03/14/2012 01:04:33 -0400 Manual

Focusing on a Single Namespace, Volume, or Rule

You can add some options to show a smaller set of snapshots:

show snapshots [namespace [vol-path [rule]]]

where
namespace (1-30 characters) selects a namespace,

vol-path (1-1024 characters) narrows the scope to a specific
volume, and

rule (1-1024 characters) narrows the scope further, to a specific
snapshot rule in the volume (for example, ‘dailySnap’).

If you select a particular rule, the output shows the rule’s configuration
details. After the rule has run at least once, its output contains a “Snapshot
Summary - rule-name_n" section for each retained snapshot. The top table
in the Snapshot-summary section shows the time and overall state of the
coordinated snapshot. The “Included Shares” table shows each back-end
share with a component snapshot and the location of the snapshot on that
share. The “Excluded Shares” section shows all shares in the volume that

were administratively excluded from this coordinated snapshot, if there were
any. The “Offline Shares” section, shows all shares that were unreachable at
the time of the snapshot, if there were any. (The “Excluded Shares” and

“Offline Shares” sections only appear if any such shares were omitted from

the snapshot.)

For example, this command focuses on the “hourlySnap” rule, which has
retained two snapshots so far:
bstnA(gbl)# show snapshots medarcv /lab_equipment hourlySnap

Snapshot Rule Summary
Namespace Name:
Volume Name:
Snapshot Rule Name:

Snapshot Properties
Snapshots Enabled:
Guarantee Consistency:
Retain Count:
Schedule:

CIFS Directory Name:
Directory Display:
Hidden File Attribute:

Restricted Access Configured:

VSS Mode:

medarcv
/lab_equipment
hourlySnap

Yes
Disabled

3

hourly
~snapshot
All Exports
Not Set

Yes

None




Showing All ARX Snapshots

Contents:
Metadata: No
Volume Configuration: No
User Snapshots: Yes
Archive:
Total Archive Operations: 0
Total Successful Operations: @
Total Failed Operations: 0
Total Saved Metadata: 0B
Total Saved Volume Config: 0B
Average Copy Rate: 0 b/s
Snapshot Summary - hourlySnap_©
Snapshot Name: hourlySnap_©
Time Requested: ©03/14/2012 00:48:57 -0400
Time Created: 03/14/2012 00:48:57 -0400
Last Time Verified:
Request: Idle
Snapshot State: Complete
Snapshot Origin: Manual
Report Name: snap_hourly 0 create_20120314004857655.rpt
Included Shares
Share Name: equip (user data)
Filer:
Name: nasl1e
CIFS Share: equipment
Volume: vol2
Filer Snapshot: acopia_5_201203140448_d9bdece8-9866-11d8-91e3-f48e42637d58_vol2
Share Name: leased (user data)
Filer:
Name: nasle
CIFS Share: for_lease
Volume: voll
Filer Snapshot: acopia_5_201203140448_d9bdece8-9866-11d8-91e3-f48e42637d58_voll
Share Name: backlots (user data)
Filer:
Name: fs2
CIFS Share: backlot_records
Volume: E:\
Filer Snapshot: {8bd8cb9e-409f-4362-a710-b770c85c6cb9}
Time Created: 03/14/2012 00:48:59 -0400
Excluded Shares
Share Name: scanners
Filer:
Name: fs5
CIFS Share: xraysScanners
Reason: Snapshots were not supported on this type of back-end filer.
Snapshot Summary - hourlySnap_1
Snapshot Name: hourlySnap_1
Time Requested: 03/14/2012 00:48:27 -0400
Time Created: 03/14/2012 00:48:27 -0400
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Last Time Verified:

Request: Idle

Snapshot State: Complete

Snapshot Origin: Manual

Report Name: snap_hourly_0_ create_20120314004827354.rpt

Included Shares

Share Name: equip (user data)
Filer:

Name: nasl1e

CIFS Share: equipment

Volume: vol2

Filer Snapshot: acopia_4_201203140448_d9bdece8-9866-11d8-91e3-f48e42637d58_vol2
Share Name: leased (user data)
Filer:

Name: nasle

CIFS Share: for_lease

Volume: voll

Filer Snapshot: acopia_4_201203140448_d9bdece8-9866-11d8-91e3-f48e42637d58_voll
Share Name: backlots (user data)
Filer:

Name: fs2

CIFS Share: backlot_records

Volume: E:\

Filer Snapshot: {e671c2e5-9217-4b62-903f-78b39€012c96}

Time Created: 03/14/2012 00:48:28 -0400

Excluded Shares

Share Name: scanners
Filer:
Name: fs5
CIFS Share: XraysScanners
Reason: Snapshots were not supported on this type of back-end filer.

bstnA(gbl)# ...




Preparing for Snapshot Reconstitution

Preparing for Snapshot Reconstitution

There may be situations where back-end snapshots become disassociated
with their ARX snapshots. For example, someone could accidentally
remove a snapshot rule and want to re-incorporate the back-end snapshots
into a new instance of the rule. As another example, a primary site with an
ARX may fail, and a disaster-recovery site with another ARX would need to
incorporate snapshots in the same way as was done at the primary site.
Re-associating filer snapshots with ARX snapshots is called snapshot
reconstitution.

Snapshot reconstitution is implemented with snapshot reports and a special
Perl script that is provided with ARX software. Copy all of these to an
external device to prepare for reconstitution at a later date. The snapshot
reports contain the names and snapshot times for the back-end snapshots;
these names and times can change with each ARX snapshot, so they should
be copied after each snapshot operation. You can use the at command,
together with some form of the copy command, to regularly send copies of

your snapshot reports to an external host. The ARX® CLI Reference
describes both of these commands in detail.

Copy the reports so that they are converted to XML format; use the format
xml option at the end of the copy command to accomplish this.

Choose a destination host that supports Perl scripts, and that has the
XML::Simple Perl module installed. You can download the Perl module
from the CPAN site:

http://search.cpan.org

For an example of the ARX-CLI syntax, this command sequence sends all
reports that begin with “snap” to a host at 172.16.100.183:
bstnA(gbl)# end
bstnA# config
bstnA(cfg)# at 17:32:51 every 1 day do "copy reports snap*
ftp://ftpuser:*@172.16.100.183//var/arxSnapRpts/ format xml"
bstnA(cfg)# ...

You also require a copy of the snap-recon.pl script, provided in the
“software” directory on the ARX. To continue the example, this copies the
script to the same host and directory:

bstnA(cfg)# end

bstnA# copy software snap-recon.pl ftp://ftpuser:ftpuser@172.16.100.183//var/arxSnapRpts/

bstnA# ...

Maintaining the Repository for Snapshot Reports

The above commands add progressively more reports to the above share, so
you may need to perform occasional maintenance. All snapshot reports have
time stamps in their names, so that they are unique; new reports do not
overwrite the previous versions. The reports are small (roughly 3 Kbytes),
but the share may accumulate very large numbers of them in the fullness of
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time. The snap-recon.pl script only requires the most-recent set of reports.
We recommend a periodic script or maintenance process to regularly
remove the unnecessary reports.

Reconstituting ARX Snapshots

To reconstitute an ARX snapshot from your snapshot reports, you create a
CLI script, copy it to the ARX, and run it in the ARX CLI. This process
begins on the filer share with the reports, where you build the CLI script by
running the snap-recon.pl script:
snap-recon.pl --report-dir path

[--namespace ns [--volume vol-path [--rule rule-name

[--target-ns t-ns --target-vol t-vol --target-rule t-rule]]l]l]
[--output-script script-name] [--report-prefix prefix] [--verbose]

where

path is the path to the snapshot reports. This can be a relative path
(such as “../arxReports™) or an absolute path (such as
“/var/arxReports”).

ns (optional) focuses on the snapshots in the given ARX
namespace. From the ARX CLI, you can use Show namespace
for a complete list of namespaces, volumes, and snapshot rules.

vol-path (optional if you entered a namespace) focuses on the
snapshots in the given ARX volume. Specify the volume by its
path name, starting with a slash (/); for example, “/rcrds” or
“lacct.”

rule-name (optional if you entered a volume) takes only the
snapshots for a given ARX rule.

--target-ns f-ns --target-vol ¢-vol --target-rule ¢-rule (optional if
you entered a rule) edits the final output:

*  t-ns replaces all instances of the --namespace name with this
name. Use this if you want to incorporate the filer snapshots in
a new namespace.

*  t-vol replaces all instances of the --volume path with the path
you enter here.

*  t-rule replaces the rule name selected with the --rule option.

script-name (optional) sets a name for the output script. By default,
the output script is named “snapRecon.cli.”

prefix (optional) changes the report prefixes in the output script.
These are the prefixes used in the output script’s snapshot
manage commands.

verbose (optional) adds the verbose option to all of the output
script’s snapshot manage commands.

The output of this script is an ARX-CLI script, named “snapRecon.cli” by
default.




Preparing for Snapshot Reconstitution

For example, this command sequence runs the snap-recon.pl test from a
Unix host and lists the files in the current directory. The new

“snapRecon.cli” file is shown in bold:
juser@lnx2:/var/arxSnapRpts$ 1ls
snap_daily_©_create_20090408013001026.xml1 snap_hourly_ 0 create_20090408013234784.xml
snap_daily @ create_20090408013036393.xml snap_hourly @ create_20090408013305227.xml
snap_daily_©_create_20090408013106820.xml1 snap-recon.pl
snap_daily_2_ remove_20090408013154370.xml
juser@lnx2:/var/arxSnapRpts$ ./snap-recon.pl --report-dir .
juser@lnx2:/var/arxSnapRpts$ 1ls
snap_daily_©_create_20090408013001026.xml1 snap_hourly_ 0 create_20090408013234784.xml
snap_daily @ create_20090408013036393.xml snap_hourly @ create_20090408013305227.xml
snap_daily_©_create_20090408013106820.xm1 snapRecon.cli
snap_daily_2_remove_20090408013154370.xml1 snap-recon.pl
juser@dlnx2:/var/arxSnapRpts$ ...

Viewing the ARX-CLI Script

Here is a sample of the CLI file, a commented list of snapshot manage
commands that re-incorporate the back-end snapshots into their ARX

snapshots:
juser@dlnx2:/var/arxSnapRpts$ cat snapRecon.cli
H
;Snapshot Reconstruction Commands
5
;F5 Networks, Inc.
;Copyright (c) 2009
;All Rights Reserved

E}

;Report: snap_daily_ @ create_20090408013036393.rpt

;Created: 04/08/2009:01:30:36

;Namespace: medarcv

;Volume: /lab_equipment

;Rule: dailySnap

snapshot manage medarcv /lab_equipment equip dailySnap

acopia_2_ 200904080530 3a5700b6-6bd6-11d8-85d5-a96dcef11607_vol2 created-on 04/08/2009:01:30:36
snapshot manage medarcv /lab_equipment backlots dailySnap {b0263932-0ebf-49ed-ae92-f2f8eaadae64}
created-on 04/08/2009:01:30:36

snapshot manage medarcv /lab_equipment leased dailySnap
acopia_2_200904080530_3a5700b6-6bd6-11d8-85d5-a96dcef11607_vol2 created-on 04/08/2009:01:30:36

;Report: snap_daily @ create_20090408013106820.rpt

;Created: 04/08/2009:01:31:06

;Namespace: medarcv

;Volume: /lab_equipment

;Rule: dailySnap

snapshot manage medarcv /lab_equipment equip dailySnap

acopia_3_ 200904080531 3a5700b6-6bd6-11d8-85d5-a96dcef11607_vol2 created-on 04/08/2009:01:31:06
snapshot manage medarcv /lab_equipment backlots dailySnap {@d37ab58-7674-456a-89ac-75af2b1047c2}
created-on 04/08/2009:01:31:06

snapshot manage medarcv /lab_equipment leased dailySnap

acopia_3_200904080531_ 3a5700b6-6bd6-11d8-85d5-a96dcef11607_vol2 created-on 04/08/2009:01:31:06

;Report: snap_hourly @ create_20090408013234784.rpt
;Created: 04/08/2009:01:32:34

;Namespace: medarcv

;Volume: /lab_equipment

;Rule: hourlySnap
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snapshot manage medarcv /lab_equipment equip hourlySnap
acopia_4_200904080532_3a5700b6-6bd6-11d8-85d5-a96dcef11607_vol2 created-on 04/08/2009:01:32:34
snapshot manage medarcv /lab_equipment backlots hourlySnap {f351ebf6-2167-4368-92fa-6b83b90079ce}
created-on 04/08/2009:01:32:34

snapshot manage medarcv /lab_equipment leased hourlySnap

acopia_4_ 200904080532 3a5700b6-6bd6-11d8-85d5-a96dcef11607_vol2 created-on 04/08/2009:01:32:34

;Report: snap_hourly 0 create_20090408013305227.rpt

;Created: 04/08/2009:01:33:05

;Namespace: medarcv

;Volume: /lab_equipment

;Rule: hourlySnap

snapshot manage medarcv /lab_equipment equip hourlySnap

acopia_5_200904080533 3a5700b6-6bd6-11d8-85d5-a96dcef11607_vol2 created-on 04/08/2009:01:33:05
snapshot manage medarcv /lab_equipment backlots hourlySnap {228cc6a@-0577-4afa-95c2-345020d1311f}
created-on 04/08/2009:01:33:05

snapshot manage medarcv /lab_equipment leased hourlySnap

acopia_5_ 200904080533 3a5700b6-6bd6-11d8-85d5-a96dcef11607_vol2 created-on 04/08/2009:01:33:05

E}

;END Snapshot Reconstruction Commands

)
juser@dlnx2:/var/arxSnapRpts$ ...

Running the ARX-CLI Script

After you review the CLI script, you copy it to the ARX and run it. From the
ARX CLI, use the copy command to download the script from your external
host to the ARX’s “scripts” directory. For example, this uses FTP to

download the snapRecon.cli script that we created above:
bstnA(cfg)# end
bstnA# copy ftp://ftpuser:ftpuser@172.16.100.183//var/arxSnapRpts/snapRecon.cli scripts
snapRecon.cli
bstnA# ...

Once it is copied to the “scripts” directory, use the priv-exec run command

to run it and reconstitute your snapshots. The ARX® CLI Reference
describes the run command in detail. For example, this command runs the

above script:
bstnA# run scripts snapRecon.cli
bstnA# ...

Correcting Any Snapshot Mismatches

A large CLI script may contain errors that mismatch one or more back-end
snapshots with their counterparts on the ARX. To correct this issue, you can
use the snapshot clear command to remove the ARX records for one or
more back-end snapshots, then you can edit and re-run the ARX-CLI script.
For details on the snapshot clear command, recall Clearing the Snapshot
from the ARX Configuration, on page 2-20.




Replica Snapshot Shares

Replica Snapshot Shares

Replica snapshot shares (referred to from here on as “replica-snap shares”)
enable you to create snapshots for data that has been replicated from data on
tier-1 filers. Since the replica snapshots do not occupy storage in the
managed volume on the tier-1 filer, a larger number of snapshots can be
retained, and for longer periods of time, than would be desirable on a tier-1
filer.

Replica-snap shares are supported on Data Domain, EMC, NetApp, and
Windows filers. Replica-snap shares are presented via managed volumes,
and are not supported for direct volumes. They are managed using policy
rules, schedules, and snapshot commands.

Define a replica-snap share by setting the replica-snap attribute for a share
and configuring a rule to populate it with snapshot data.

Replica-Snap Share Configuration

Create a replica-snap share by setting the replica-snap attribute for an
existing share. This attribute can be set only if the share is not enabled.

In gbl-ns-vol-shr mode, the command syntax to set the attribute for the share
is:

replica-snap

For example:

bstnA(gbl-ns-vol-shr[wwmed~/acct~budget])# replica-snap

Executing the no replica-snap command removes the replica-snap
attribute, disabling the share’s capacity for containing replica snapshots.

Replica-Snap Rule Configuration

Configure a rule for populating a replica-snap share using the snapshot
replica-snap-rule CLI command in gbl-ns-vol mode. This command opens
gbl-ns-vol-replica-snap mode, which provides commands for defining the
rule.

The command syntax is:

snapshot replica-snap-rule name
where name identifies the rule that you are defining (up to 1024 characters).

For example, the following command creates a replica snapshot rule named
“acctsnaps” and opens gbl-ns-vol-replica-snap mode:
bstnA(gbl-ns-vol[wwmed~/acct])# snapshot replica-snap-rule acctsnaps

The “no” form of the command, no snapshot replica-snap-rule name,
disables the specified snapshot rule.
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Replica Snapshot Mode

The gbl-ns-vol-replica-snap CLI command mode provides the following
commands for defining a replica-snap rule:

» enable: This activates the current replica-snap rule. The command
syntax is:

enable

For example:
bstnA(gbl-ns-vol-replica-snap[wwmed~/acct~acctsnaps])# enable
bstnA(gbl-ns-vol-replica-snap[wwmed~/acct~acctsnaps])#
Executing the no enable command de-activates the replica-snap rule.

» exclude: Specify a share to exclude from the snapshots created by this
rule. The command syntax is:

exclude sharename
where sharename identifies a share in the current volume.

For example, the following command excludes a share named “bills”:

bstnA(gbl-ns-vol-replica-snap[wwmed~/acct~acctsnaps])# exclude
bills

bstnA(gbl-ns-vol-replica-snap[wwmed~/acct~acctsnaps])#
Executing the no exclude sharename negates the exclusion of the
specified share, enabling it to be included in replica-snap shares.

* report: Enable reporting for a specified report prefix for the current
replica-snap rule. The command syntax is:
report reportprefix
where reportprefix is a prefix to include in the names of the resulting
reports to help identify them. The optional error-only argument causes a

report to be generated only if an error occurs during the operation of the
snapshot.

For example, the following command enables the generation of reports
with a prefix of “snapShareError_" when an error occurs during snapshot
creation:

bstnA(gbl-ns-vol-replica-snap[wwmed~/acct~acctsnaps])# report
snapShareError_ error-only

bstnA(gbl-ns-vol-replica-snap[wwmed~/acct~acctsnaps])#

Executing the no report command disables reporting for the current
replica-snap rule.

* retain: Specify the number of snapshots to retain for a the current
replica-snap rule.

The command syntax is:

retain number

where number is the maximum number of snapshots to keep on the share,
up to a maximum of 1024.

For example, the following command causes 30 snapshots to be kept:
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bstnA(gbl-ns-vol-replica-snap[wwmed~/acct~acctsnaps])# retain 30
bstnA(gbl-ns-vol-replica-snap[wwmed~/acct~acctsnaps])#

Executing no retain reverts the retention of replica snapshots to the
default.

» schedule: Specify an existing schedule to associate with the current
replica-snap rule.
The command syntax is:

schedule name

where name identifies a previously-defined schedule.

For example, the following command associates the schedule named
“daily” with the current replica-snap rule:

bstnA(gbl-ns-vol-replica-snap[wwmed~/acct~acctsnaps])# schedule
daily

bstnA(gbl-ns-vol-replica-snap[wwmed~/acct~acctsnaps])#

Executing no schedule dissociates the current replica-snap rule from
any schedule.

Displaying Replica Snapshot Information

Execute the show snapshots command to see the current status of one or
more replica-snap rules.

Behavioral Considerations For Replica Snapshot Shares

Replica-snap shares exhibit a number of different characteristics which
should be kept in mind during their use.

General Considerations

The following considerations pertain generally to replica-snap shares in all
circumstances:

* Replica-snap shares are counted toward the ARX’s 64 share per volume
limit. However, the free space on the replica-snap shares is not counted
toward the volume’s total free space.

* At least one managed share must be configured and enabled in a volume
before that volume can be used.

* From a policy standpoint, a managed volume is considered online once
all the managed shares in the volume have completed import, are
enabled, and are online. Replica-snap shares are not considered when
determining this status, regardless of whether they are online or offline,
enabled or disabled.

* Replica-snap shares are marked as such in all reports containing share
summaries.
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Replica-snap shares can be removed from the configuration using the no
share command in global-namespace-volume mode. For replica-snap
shares, the no share command does not require or accept the
relocate-dirs, force, or remove-files-entries options. This is the same
as executing a No share command on a direct share. A no share
command can be executed on a replica-snap share whether it is enabled
or not.

The remove share migrate and remove share no-migrate commands
work if given a replica-snap share as the share being removed. They
ignore any specified relocate and force options, skip the migration step,
and implement the same functionality as the no share command.

When a replica-snap share is removed from a volume, a
shareRemoveComplete trap is sent to provide notification of the removal
of the share, and to clear any outstanding notifications in the show
health display.

Some filer-replication applications are volume-level, and copy the entire
contents of the back-end share to the replica-snap share, including the
filer snapshots. This would overwrite any snapshots that the ARX takes
at the replica-snap share, and defeat the snapshot replica-snap-rule. Do
not use volume-level replication to copy the source share’s contents to
the replica-snap share.

CIFS Considerations For Replica-Snap Shares

Subshares

The following considerations pertain to replica-snap shares in CIFS
environments:

Replica-snap shares are accessed using the same authorization protocols
specified for the namespace in which they reside.

To be used with constrained delegation, all filers hosting replica-snap
shares need to be in the same domain as the VIP presenting the
containing volume.

When replica-snap shares are used with constrained delegation, the same
domain controller configuration must exist for the replica-snap filers as
for filers containing the managed shares.

The following considerations pertain to replica-snap shares and subshares:

Subshares are replicated to the replica-snap share during the snapshot
process. If some subshares cannot be replicated to the replica-snap
shares, an entry is added to the subshare report noting the failure, but the
operation is still considered successful, and the snapshot still executes.

In order for snapshots that reside on replica-snap shares to be available
via subshares, subshares that exist on the volume being replicated must
be replicated to the replica-snap shares. Since the target file system is
likely to be read-only, the ARX cannot create directories on the
replica-snap shares, only the subshares themselves. The ARX relies on
the replication process to create the directories on the replica-snap shares
that are pointed to by the subshares.
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If a subshare is created via the export command while a volume
containing replica-snap shares is enabled, the subshare subsystem
attempts to create the subshare on all shares, including the replica-snap
share. If the directory does not exist, or the creation fails on any of the
replica-snap share, the failure is noted in the associated subshares report,
but the operation is still considered a success. This provides access to the
snapshot data as soon as possible if the target directory has already been
replicated to the replica-snap share. Since subshares are synchronized at
each snapshot attempt, any failed subshares synchronizations are
resolved during later snapshot attempts.

The promote subshares and sync subshares functionality also
ignores failures on replica-snap shares, and returns success if the failures
only occur on replica-snap shares.

Access Based Enumeration (ABE)

Attribute Replication

Policy Considerations

The following considerations pertain to replica-snap shares and ABE:

ABE settings are not captured in snapshots, so any updates to ABE
settings on the shares affects the display of the contents of snapshots
taken when different ABE settings were in effect.

The ABE setting on the volume is synchronized to the replica-snap
shares as part of the share enable process, the same as with managed
shares.

The cifs access-based-enum <ns> <vol> [force] command also
synchronizes the ABE setting to all replica-snap shares in the volume.

The following considerations pertain to replica-snap shares and attribute
replication:

Depending on the particular replication mechanism used to replicate the
data from the managed shares to the replica-snap shares, security
descriptors and other attribute settings may not be preserved on the
replica-snap share.

The following considerations pertain to replica-snap shares and policy:

Replica snapshots are controlled by their own snapshot rules, known as
“snapshot replica-snap rules.” Snapshot replica-snap rules can be
managed using the same set of commands that pertain to ordinary
snapshots.

The maximum retention count for virtual snapshots is 1024.

A separate type of snapshot rule supports taking snapshots of
replica-snap shares. This is the “snapshot replica-snap-rule”. All
handling and processing of the snapshots is done in the same manner as
for other snapshot rules. Management of the snapshots is performed
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Snapshot Rules

using the regular snapshot commands, and a snapshot replica-snap rule
can be specified as an argument to these commands, as well as the
regular snapshot rule they accept.

Snapshots on shares excluded from the rule, after snapshots have been
created on that share, stay visible in the snapshot presentation until the
virtual snapshot retention count is hit, and those snapshots are removed
as part of removing the associated virtual snapshots. If the snapshot limit
is hit on an individual filer, the creation of the snapshot on that filer fails,
and is indicated in the snapshot report.

Rule names for regular snapshot rules and snapshot replica-snap rules
cannot overlap. This is necessary to make snapshot reconstitution work.

Since snapshot replica-snap rules are targeting shares that are not being
changed by the user, it is not necessary to fence the VIP when creating
snapshots on replica-snap shares. It is desirable to have the schedules for
regular snapshots and replica-snap rules execute at different times to
keep the fence up for as little time as possible.

All replica-snap shares must be able to take and present snapshots, so
sparse snapshot support is not an issue for replica-snap shares.
Replica-snap shares can be used in a managed volume with managed
shares that do not support snapshots.

Shadow replication ignores snapshot only-shares in the shadow source.
None of the data on the replica-snap shares in the source is replicated to
the target shadow volumes.

Share-farms reject replica-snap shares as arguments to the “share”
command. Place rules reject replica-snap shares are arguments to the
“source” and “dest” commands.

The following considerations pertain to replica-snap shares and snapshot
rules:

Snapshot replica-snap rule

Replica-snap shares are not included in regular snapshots, and therefore
do not need to be excluded explicitly from those snapshot rules.

The following considerations pertain to replica-snap shares and replica-snap
rules:

The snapshot replica-snap rule causes the automatic skipping of managed
shares during the snapshot process, in the same manner that the snapshot
rule skips the replica-snap shares. You can enter exclude commands for
replica-snap shares in the volume if they wish to put only a subset of the
replica-snap shares into a snapshot replica-snap rule.

For snapshot replica-snap rules, it is only the user data that ever has a
snapshot taken of it. Also, an archive location cannot be specified in a
snapshot replica-snap rule, as these shares are not used as part of file
tracking, as they have no associated metadata.
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Snapshot Reconstitution

Snapshot Grouping

Subshare Synchronization

File History Archive

The following considerations pertain to replica-snap shares and snapshot
reconstitution:

Snapshot reconstitution is done via the same mechanism used for
snapshot rules. Each snapshot must be manually programmed into the
ARX via the snapshot manage command. Snapshot reports for
replica-snap shares need to be archived by the user, in the same manner
as reports for snapshots on managed shares. This is necessary for the
snapshot reconstitution script to work correctly.

The following considerations pertain to replica-snap shares and snapshot
grouping:

When taking snapshots of replica-snap shares, it is not necessary to raise
the VIP fence.

The snapshot grouping code determines when a group of snapshots is
only done on replica-snap shares, and does not raise the VIP fence in that
case, regardless of the fence setting in the volume. If replica-snap share
snapshots are grouped with snaps on managed shares, the fence is raised
according to the volume settings.

The following considerations pertain to replica-snap shares and subshare
synchronization:

The snapshot daemon synchronizes the subshares on replica-snap shares
before executing the snapshots. If any of the replica-snap shares fail
synchronization, this is noted in the subshare synchronization report, but
it is not considered a failure. Even if synchronization of the subshares to
the replica-snap shares fails, the snapshots of the replica-snap shares are
still taken, but access to snapshots on the replica-snap shares is blocked
for the failed subshare.

A report is generated by the subshares synchronization, and the name of
the subshares synchronization report is included in the snapshot report.

The following considerations pertain to replica-snap shares and file history
archives:

Replica-snap shares are not included in the XML configuration output
created for the file-history archive functionality.
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Overview

Overview

This chapter only applies to managed volumes. Skip this chapter if your site
only supports direct volumes.

File tracking is the process of periodically archiving the back-end locations
of your files so that you can learn where any file was stored on any given
day. Some sites back up and restore their files directly from their back-end
filers, behind the ARX and its managed volumes. These sites use a
data-protection device, called a backup server in this manual, to coordinate
NDMP backups and restores between filers and backup tapes. If a managed
volume migrates files since the most-recent backup operation, you may not
know the filer where the files were backed up. You can use file tracking to
keep records of files as they migrate, and to identify the filer that held any
given file at any given time.

File tracking uses periodic ARX snapshots of a volume’s metadata and
configuration. A volume’s metadata filer must therefore support ARX
snapshots before the volume can support file tracking.

Before You Begin

The managed volume must have its metadata share on a back-end filer that
supports snapshots or checkpoints. The Release Notes show the specific
filers and filer releases supported by ARX snapshots. This section
summarizes the configuration necessary to prepare your metadata share and
its back-end filer.

NetApp Configuration

To support ARX snapshots, each NetApp volume must have the nosnapdir
option turned off. From the NetApp CLI, use the vol options command on
each NetApp volume behind the ARX:

vol options vol-name nosnapdir off
where vol-name identifies the NetApp volume.

For example, the following commands access a NetApp filer named “nas1”
through SSH, and then permit snapshots in one volume:

juser@mgmtl7:~$ ssh root@192.168.25.21

root@192.168.25.21°s password: password

nasl*> vol options voll nosnapdir off
nasl*> ...
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EMC Celerra Best Practices

For each EMC management station behind your collective ARX volumes,
we recommend that you use no more than two EMC volumes (called “file
systems” in EMC documentation). For example, if some of your ARX
volumes use client shares and/or metadata shares from the EMC
management station at 1.2.3.4, those ARX shares should draw from two
EMC file systems at most. EMC-Celerra checkpoints typically take 5-10
seconds per file system when the Celerra is under moderate load, where
NetApp snapshots rarely take longer than 5 seconds. Further, the EMC
management station serializes its checkpoints; if a given management
station needs a checkpoint from file-server A and file-server B at the same
time, the file-server-A checkpoint must finish before the file-server B
checkpoint can begin.

Two or more ARX-snapshot rules with the same schedule perform snapshot
grouping, described in Snapshot Grouping, on page 2-10. That is, the ARX
determines the fewest-possible back-end snapshots that it can take to satisfy
all of the concurrent rules. This improves snapshot performance. However,
any single back-end snapshot may end up in a larger group, and may have to
wait for the EMC serialization described in this section.

Creating a Proxy User for Managing the Filer

To invoke snapshots at the volume’s metadata filer, the ARX volume
requires administrative privileges at the filer’s CLI. You enter the proper
administrative username and password as a proxy user. If the metadata
share is hosted by a NetApp or EMC device, these are UNIX credentials for
RSH or SSH logins; they do not require a Windows domain. If the metadata
share is hosted by a Windows Server, the volume uses WinRM to access it:
in this case, the proxy user must have an FQDN to facilitate Kerberos
authentication.

For example, this command sequence creates a proxy user named

“nas_admin” for SSH or RSH logins:
bstnA(gbl)# proxy-user nas_admin
bstnA(gbl-proxy-user[nas_admin])# user root
Password: rootpasswd

Validate Password: rootpasswd
bstnA(gbl-proxy-user[nas_admin])# exit
bstnA(gbl)# ...

For details on these proxy-user commands and others, see Adding a Proxy
User, on page 3-4 of the ARX® CLI Storage-Management Guide.

Preparing an External-Filer Configuration

The ARX logs into the CLI at the metadata share’s filer, and requires
parameters for doing so. These parameters include the type of filer
(identified by vendor) and assignment of the proxy-user credentials from
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above. The commands for setting these parameters are described in

Preparing the Filer for ARX-Snapshot Support, on page 6-12 of the ARX®
CLI Storage-Management Guide.

For example, the following command sequence sets up snapshot access for
the “nas1” filer:

bstnA(gbl)# external-filer nasl

bstnA(gbl-filer[nasl])# filer-type network-appliance
bstnA(gbl-filer[nasl])# proxy-user nas_admin

bstnA(gbl-filer[nasl])# manage snapshots

bstnA(gbl-filer[nasl])# exit

bstnA(gbl)# ...

Preparing External Filers Behind the Volume’s Shares

The ARX can also use CLI access for all of the filers behind the managed
volume, the filers that store client data. The managed-volume software uses
this access to find the actual file-system path of the filer’s shares, as opposed
to a CIFS-share name or a virtual NFS-export path that may be used in the
ARX-volume configuration. Standard backup servers use only file-system
paths to identify client files and directories. Therefore, file-tracking software
finds and records real file-system paths. You can use the actual file-system
paths to retrieve backed-up files from your backup servers.

For external filers where the ARX tracks files, use the filer-type command
and the proxy-user command. It is unnecessary to use the manage
shapshots command to support this path-retrieval process:

bstnA(gbl)# external-filer fs2

bstnA(gbl-filer[fs2])# filer-type windows

bstnA(gbl-filer[fs2])# proxy-user cifs_admin

bstnA(gbl-filer[fs2])# exit

bstnA(gbl)# ...

Best Effort for Path Retrieval

The above instructions are a best practice, not a requirement. They ensure
that the file-tracking reports have an actual file-system path for files on
these shares. Without CLI access, the file-tracking software uses a “best
guess” for paths, based on the following:

o For CIFS shares, the file-tracking software sends a query to its storage
filer(s), and the query requires Administrator privileges. Specifically, the
proxy user assigned to the namespace must belong to the Administrators
group. Without adequate privileges, the path is blank. For details on
assigning a proxy user to the namespace, see Choosing a CIFS Proxy

User, on page 7-15 of the ARX® CLI Storage-Management Guide.

& For NFS shares, each path includes the back-end-export path used in the
gbl-ns-shr filer command. This may be a virtual path on the filer, not an
actual part of the physical file system, so you may need to translate it to
use it with your backup server. For information on the filer command, see

Identifying the Filer and Share, on page 9-34 of the ARX® CLI
Storage-Management Guide.

CLI Maintenance Guide



Chapter 3

Tracking Files on Your Back-End Storage

Creating a File-History Archive

To track files, an ARX volume periodically records its current state in an
archive. The volume’s current state is defined here as

* acopy of the volume’s configuration, and (typically)

* a snapshot of the volume’s metadata from the same time.

You can search this archive later with various file-tracking queries. The
archive resides on a filer or a managed volume, which requires sufficient
storage space for up to seven years of these file-history records. The filer or

volume that stores these records does not require snapshot or checkpoint
capabilities. It only keeps a copy of the snapshot/configuration records.

From gbl mode, use the file-history archive command to start the process
of configuring one:
file-history archive name

where name (1-64 characters) is a name you choose for the archive
configuration.

The CLI prompts for confirmation before creating a new archive object;
enter yes to continue. This puts you into gbl-archive mode, where you
choose a filer or managed volume to hold the archive records.

You can create up to 24 file-history archives on an ARX.

For example, the following command sequence creates an empty archive

object, “fileRecordsMed:”
bstnA(gbl)# file-history archive fileRecordsMed

This will create a new archive.

Create archive 'fileRecordsMed'? [yes/no] yes
bstnA(gbl-archive[fileRecordsMed])# ..

Choosing a Location for the Archive Data

The most-important step in creating a file-history archive is choosing a
storage location. As mentioned above, the archive can hold up to 7 years of
records. Choose a filer with a large storage capacity. (You can alternatively
choose a volume on this ARX as an archive location; skip to the subsection
below if this is preferable.)

From gbl-archive mode, use the location filer command to choose an
external filer where the archive will reside. The following syntax selects an
NEFS export to store the archive:

location filer ext-filer {nfs3tcp | nfs3} share-name [path path]
where

ext-filer (1-64 characters) identifies the filer where the archive will
reside. This is the external-filer name for the filer; use show
external-filer for a complete list of configured filers on the ARX.
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nfs3tcp | nfs3 are a required choice. The nfs3tcp option is NFSv3
over TCP, and the nfs3 option is NFSv3 over UDP.

share-name (1-64 characters) is the name of the back-end NFS
export where the archive will reside.

path path (optional, 1-1024 characters) chooses a subdirectory to
store the archive.
This syntax chooses a CIFS share for archive storage:

location filer ext-filer cifs share-name proxy-user proxy [path path]
where
ext-filer (1-64 characters) identifies a CIFS-supporting filer.
cifs is a required keyword.

share-name (1-64 characters) is the name of the back-end CIFS
share where the archive will reside.

proxy (1-32 characters) is the name of a proxy-user configuration

(see Adding a Proxy User, on page 3-4 of the ARX® CLI
Storage-Management Guide). The CLI uses the proxy-user
credentials to store archive files on the share-name share. These
credentials require read and write permission at the share; they do
not require Backup Operator or Administrator privileges. Use show
proxy-user for a full list of all proxy users.

path path (optional, 1-1024 characters) chooses a subdirectory to
store the archive.

For example, the following command sequence stores the “fileRecordsMed”
archive on a CIFS share:

bstnA(gbl)# file-history archive fileRecordsMed
bstnA(gbl-archive[fileRecordsMed])# location filer fs4 cifs arx_file_archv proxy-user acoProxy2
bstnA(gbl-archive[fileRecordsMed])# ...

Storing the Archive in an ARX Volume

You can store the file-history archive in an ARX volume instead of a
particular external filer. If you select a managed volume, the archive can be
distributed among the its back-end filers according to your migration
policies. This can provide an efficient use of space for your expanding
archive.

’ Note

If you export this archive to clients who do not understand its purpose, the
clients may inadvertently delete important records. We recommend using an

ARX volume or directory that is accessible to management personnel only.
Management access may not even be necessary except on rare occasions.
For instructions on exporting volume storage to clients, see Sharing a
Namespace Volume, on page 11-15 and Exporting a Namespace Volume,

on page 11-4 of the ARX® CLI Storage-Management Guide.
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Use the location namespace command to store the archive on one of the
ARX’s volumes. The file-access protocol(s) and the proxy user are part of
the namespace configuration, so they are not required in this form of the
command:

location namespace name volume vol-path [path path]

where

name (1-30 characters) is a namespace on the current ARX. Use
show namespace for a list of all available namespaces. If you

choose a multi-protocol (NFS and CIFS) namespace, the archive
uses NFS to store its records.

vol-path (1-1024 characters) selects a volume from the above
namespace. Type a ? character for a list of the namespace’s
volumes.

path path (optional, 1-1024 characters) chooses a subdirectory to
store the archive.

For example, the following command sequence stores the “testFA” archive
on subdirectory of the “wwmed~/acct” volume:

bstnA(gbl)# file-history archive testFA
bstnA(gbl-archive[testFA])# location namespace wwmed volume /acct path /fileArchs
bstnA(gbl-archive[testFA])# ...

Archive File Structure on the Location Filer

The ARX stores its file-history records with the following directory
structure:
/acopia_file_history

/ARX-name-ARX-GUID

1yyyy
/mm
/dd
/namespace-name
/volume-name
/namespace-name
/volume-name
/dd

/mm
1yyyy
This structure starts at the path given by the location command, described

above. If there is no path, this starts in the root of the ARX volume or filer
share.
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For example, the following structure contains 4 days of file records, for
January 28 through January 31:

= ;_;" arx_file_archwy
= |1 acopia_file_history
= ) bstnaak-501F7050-5735-11d5-5936-2
= 5 zo09
= = 01
= ) 28
=l 120 medarcy
1 _lab_equiprment
1 _rcrds
= ) 29
=l I medarcy
' _rerds
= ) 30
=l 1) medarcy
# ) _lab_equipment
# | _rcrds
= 5 351
=l | medarcy
+ () _rords

Moving the Location

As time goes on, a location filer may run low on disk space. For this
situation, you can move the location to a larger filer or to a managed
volume. You begin by using the no location command, which stops the
ARX from writing to the current archive location:

no location

Then manually copy or move the “acopia_file_history” folder to the
destination filer or volume. To complete the migration, run the location
command with the new filer or volume location.

For example, this command sequence removes the location for the
“FHinsur” archive:

bstnA(gbl)# file-history archive FHinsur

bstnA(gbl-archive[FHinsur])# no location

bstnA(gbl-archive[FHinsur])# ...

To continue the example, assume that the administrator logs onto a
management station and moves the “acopia_file_history” directory from the
current archive filer to a CIFS share on the ARX. Suppose that the ARX
share is backed by a new managed volume on the ARX,
“medarcv~/thStore.” This command moves the location to the root of that
volume:

bstnA(gbl)# file-history archive FHinsur

bstnA(gbl-archive[FHinsur])# location namespace medarcv volume /fhStore
bstnA(gbl-archive[FHinsur])# ...
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Setting a Description for the Archive

You can add a description to the archive for use in some of the show
commands described below. The description can differentiate the archive
from others. From gbl-archive mode, use the description command to add a
description string:

description text
where text is 1-255 characters. Quote the text if it contains any spaces.

For example:

bstnA(gbl)# file-history archive fileRecordsMed
bstnA(gbl-archive[fileRecordsMed])# description “archive share for ARX file histories”
bstnA(gbl-archive[fileRecordsMed])# ...

Removing the Description

From gbl-archive mode, use no description to remove the description string
from the current file-history archive:

no description

For example:

bstnA(gbl)# file-history archive testFA
bstnA(gbl-archive[testFA])# no description
bstnA(gbl-archive[testFA])# ...

Listing All File-History Archives

Use the show file-history archive command to display a list of all the
archives on the current ARX. You can enter this command from any CLI
mode:

show file-history archive
The output is a table with one row per archive. For example, this shows a

single archive:
bstnA(gbl)# show file-history archive

Archive Name Description
fileRecordsMed archive share for ARX file histories
bstnA(gbl)# .

Showing One File-History Archive, with Details

For a detailed view of a single file-history archive, identify the archive at the
end of the command:

show file-history archive name

where name (1-64 characters) identifies the desired archive.
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The output contains some configuration details followed by a table of the
managed volumes that use this archive. (Later sections explain how to
configure a managed volume to store its file-history in an archive). For
example, this command shows details for the “fileRecordsMed” archive. No
managed volumes use this archive yet:

bstnA(gbl)# show file-history archive fileRecordsMed

Name: fileRecordsMed

Location: \\192.168.25.29\arx_file_archv
Description: archive share for ARX file histories
Path: /

Protocol: CIFS

Proxy User: acoProxy2

Status: Online

FreeSpace: 1.1 GB

In use by:

Namespace Volume Snapshot Rule
bstnA(gbl)# .

Showing All Archive Configurations

Use the show global-config archive command to show the full
configuration for all archives on the ARX:

show global-config archive

The output is a list of CLI commands that you can use to create each
archive. For example, this shows the CLI commands required to recreate the

“fileRecordsMed” archive:
bstnA(gbl)# show global-config archive
;================================ archive =======================z===z======
file-history archive fileRecordsMed
description "archive share for ARX file histories”
location filer fs4 cifs arx_file_archive proxy-user acoProxy2 path /
exit

bstnA(gbl)# .

Showing the Configuration for a Particular Archive

To focus on a single file-history archive (on an ARX with several of them),
add the name of the archive to the end of the command:

show global-config archive name

where name (1-64 characters) identifies the archive to display.

Removing an Archive

If no volumes currently use this archive, you can remove it from the ARX.
From gbl mode, use the no file-history archive command to remove an
archive from the ARX configuration:

no file-history archive name
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where name (1-64 characters) identifies the archive to remove.

For example, the following command removes the “testFA” archive:
bstnA(gbl)# no file-history archive testFA
bstnA(gbl)# ...

Storing File History in the Archive

The next step in keeping your file history is to create snapshots of your
volume’s metadata and configuration, and to store those snapshots in your
file-history archive. You can set up a snapshot rule to take these types of
snapshots on a regular basis. An earlier chapter explained the CLI
commands for configuring snapshots; recall Appendix 2, Configuring
Volume Snapshots. This section explains the CLI commands for setting up a
snapshot rule for file tracking.

You begin by creating a snapshot rule in the volume where you want to
track files. If a snapshot rule already exists in the volume (for client data),
you can augment that rule to support file tracking. As described above, the
volume must be a managed volume, and its metadata share must reside on a
filer that supports snapshots.

’ Note

The volume itself may or may not support snapshots for its clients. There is
no requirement for snapshot support on any share except the volume’s
metadata share.

For example, this command sequence enters the “medarcv~/rcrds” volume

and creates a new snapshot rule, “rcrdsArchive:”
bstnA(gbl)# namespace medarcv volume /rcrds
bstnA(gbl-ns-vol[medarcv~/rcrds])# snapshot rule rcrdsArchive

This will create a new policy object.

Create object 'rcrdsArchive'? [yes/no] yes
bstnA(gbl-ns-vol-snap[medarcv~/rcrds~rcrdsArchive])# ...

Choosing a File-History Archive

From gbl-ns-vol-snap mode, use the archive command to select a
file-history archive for the current snapshot rule:

archive name
where name (1-64 characters) selects an existing archive.
This is the storage depot for up to seven years of file-history data.

For example, the following command sequence selects the
“fileRecordsMed” archive for the “rcrdsArchive” rule:

bstnA(gbl)# namespace medarcv volume /rcrds
bstnA(gbl-ns-vol[medarcv~/rcrds])# snapshot rule rcrdsArchive
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bstnA(gbl-ns-vol-snap[medarcv~/rcrds~rcrdsArchive])# archive fileRecordsMed
bstnA(gbl-ns-vol-snap[medarcv~/rcrds~rcrdsArchive])# ...

Removing the File-History Archive from the Rule

You can disconnect the current snapshot rule from its file-history archive
with the no archive command. This prevents future snapshots from tracking
any file history. This is the default for a typical snapshot rule, one
configured only for client-data snapshots.

no archive

For example, the following command sequence removes the file-history
archive from a snapshot rule in the “/lab_equipment” volume:

bstnA(gbl)# namespace medarcv volume /lab_equipment
bstnA(gbl-ns-vol[medarcv~/lab_equipment])# snapshot rule hourlySnap
bstnA(gbl-ns-vol-snap[medarcv~/lab_equipment~hourlySnap])# no archive
bstnA(gbl-ns-vol-snap[medarcv~/lab_equipment~hourlySnap])# ...

Selecting the Contents of the Snapshot

A snapshot can contain one or two forms of data:

e user (client) data and/or

* volume-configuration data, possibly with volume metadata.

A snapshot includes user data by default. This is client-accessible data, and
it is not necessary for file-tracking. Volume-configuration data and volume

metadata are the file-history records that you can store in a file-history
archive.

From gbl-ns-vol-snap mode, use the contents command to determine the
contents of this rule’s snapshots:

contents {user-data | volume-config [metadata]}
where

user-data selects client-viewable files and directories. This is the
default for a snapshot rule.

volume-config selects the current configuration of the volume.
This stores the mappings of front-end shares to back-end paths.

metadata (optional) chooses the volume’s metadata, too. The
metadata contains the locations of all client files and directories in
the volume.

For a typical file-tracking installation, the snapshot rule contains both the
configuration and the metadata. For example, the following command
sequence selects these contents for the “rcrdsArchive” rule:

bstnA(gbl)# namespace medarcv volume /rcrds

bstnA(gbl-ns-vol[medarcv~/rcrds])# snapshot rule rcrdsArchive
bstnA(gbl-ns-vol-snap[medarcv~/rcrds~rcrdsArchive])# contents volume-config metadata
bstnA(gbl-ns-vol-snap[medarcv~/rcrds~rcrdsArchive])# ...

CLI Maintenance Guide
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Excluding Contents from the Snapshot

You can use N0 contents to remove either user data or the volume
configuration from this rule’s snapshots:

no contents {user-data | volume-config}
where

user-data removes client-viewable files and directories from the
rule’s snapshots.

volume-config removes the volume configuration and metadata
from future snapshots.

A file-tracking application does not require any user data in its snapshots. A
snapshot rule never sends user data to the file-history archive.

For example, the following command sequence removes user data from the
“rcrdsArchive” rule’s snapshots:

bstnA(gbl)# namespace medarcv volume /rcrds
bstnA(gbl-ns-vol[medarcv~/rcrds])# snapshot rule rcrdsArchive
bstnA(gbl-ns-vol-snap[medarcv~/rcrds~rcrdsArchive])# no contents user-data
bstnA(gbl-ns-vol-snap[medarcv~/rcrds~rcrdsArchive])# ...

Effects on the Metadata Filer

A snapshot rule typically cleans up its metadata snapshot after successfully
copying it to the archive. That is, the rule removes the snapshot from the
filer behind the metadata share. This conserves space on the metadata filer.

If a snapshot rule includes user-data as well as volume metadata, the
metadata filer keeps the same number of snapshots as the user-data filers.
The total number of snapshots is controlled by the rule’s retain directive,
described in Changing the Number of Retained Snapshots (optional), on
page 2-8.

Applying a Schedule (optional)

As described in the chapter about snapshots, the ARX volume can create
snapshots on a regular schedule. A schedule is not required because you can
invoke a snapshot rule manually (recall Creating a Manual Snapshot, on
page 2-31). However, it is recommended for file tracking.

To create a schedule, use the gbl schedule command (refer to Appendix 12,

Creating a Policy Schedule in the ARX® CLI Storage-Management Guide
for details). To apply a schedule to the snapshot rule, use the schedule
command in gbl-ns-vol-snap mode.

The best practice for scheduling is to configure daily snapshots; one
file-tracking record per day is sufficient for most installations. Another good
practice is to choose a non-busy hour for the snapshot. Client access is
blocked by a VIP fence while the snapshot is taking place, and other
volumes in the same namespace may also be blocked. The VIP fence is
discussed in more detail below.
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For example, the following command sequence applies an early-morning

schedule, “daily4am,” to the “rcrdsArchive” rule:
bstnA(gbl)# namespace medarcv volume /rcrds
bstnA(gbl-ns-vol[medarcv~/rcrds])# snapshot rule rcrdsArchive
bstnA(gbl-ns-vol-snap[medarcv~/rcrds~rcrdsArchive])# schedule daily4am
bstnA(gbl-ns-vol-snap[medarcv~/rcrds~rcrdsArchive])# ...

For detailed instructions on using a schedule in a snapshot rule, refer back to
Applying a Schedule (optional), on page 2-9.

Configuring a Progress Report (optional)

A progress reports shows all the milestones and results of a snapshot. We

recommend this to verify that all filer snapshots succeeded, or to diagnose
problems if one of them failed. From gbl-ns-vol-snap mode, use the report
command to generate this report every time the rule creates a snapshot, or
only when a snapshot has an error:

report prefix [error-only]

where error-only (optional) causes the snapshot rule to generate reports
if there is an error in the snapshot operation. This is not recommended
for snapshots with client data, as it makes snapshot reconstitution
impossible for client shares. This option is acceptable for snapshots that
are limited to volume configuration and/or metadata, because those
snapshots are archived and do not require reconstitution.

Use the show reports command for a list of all reports, or show reports type
Snapshot for a list of snapshot reports. Use show reports report-name to
read the report, show reports status report-name to get a one-line summary
of the report, grep to search through the full report, or tail reports
report-name follow to follow a report as it is being written.

For example, the following command sequence enables reports for the
“rcrdsArchive” rule, but only for snapshot operations that encounter an
€ITor:
bstnA(gbl)# namespace medarcv volume /rcrds
bstnA(gbl-ns-vol[medarcv~/rcrds])# snapshot rule rcrdsArchive
bstnA(gbl-ns-vol-snap[medarcv~/rcrds~rcrdsArchive])# report FA_rcrds error-only
bstnA(gbl-ns-vol-snap[medarcv~/rcrds~rcrdsArchive])# ...

For details about snapshot reports, including sample reports, refer back to
Configuring a Progress Report (optional), on page 2-11.

Enabling the Snapshot Rule

The final step in configuring any snapshot rule is to enable it. By default, the
rule is disabled and ignored by policy software. You must enable the rule to
run snapshots on a schedule or to invoke the snapshots manually. As
described in Enabling the Snapshot Rule, on page 2-14, you use the enable
command to enable the rule. For example, the following command sequence
enables the “rcrdsArchive” rule:

bstnA(gbl)# namespace medarcv volume /rcrds
bstnA(gbl-ns-vol[medarcv~/rcrds])# snapshot rule rcrdsArchive
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bstnA(gbl-ns-vol-snap[medarcv~/rcrds~rcrdsArchive])# enable
bstnA(gbl-ns-vol-snap[medarcv~/rcrds~rcrdsArchive])# ...

Client Access During an Archive Operation: the VIP Fence

When the snapshot rule takes a snapshot of the volume’s metadata, the
volume’s clients are unable to modify the metadata until the snapshot is
complete. This raises a VIP fence, which is discussed in Enabling Snapshot
Consistency, on page 2-29. Every VIP that exports this volume puts up a
VIP fence, thus blocking client access to any other volumes behind the same
VIP or VIPs.

We recommend that you choose a metadata filer that can perform fast
snapshot operations. If multiple volumes send their snapshots to a file
archive, we recommend that they have all of their metadata shares backed
by the same filer volume (or a small set of filer volumes), and that the ARX
volumes share the same schedule for their snapshot rules. With the same
schedule and the same filer volume(s), you can take advantage of snapshot
grouping, discussed in Snapshot Grouping, on page 2-10.

Canceling an Archive Operation

You may have a situation where you want to cancel an archive operation.
For example, the target filer may become unresponsive while the snapshot
rule attempts to copy the volume’s metadata.

’ Note

This command cancels only the archive operation, which copies the volume
configuration and/or metadata to the file-history archive. This has no effect
on the snapshot operation that may be occurring on the volume’s metadata
share.

From priv-exec mode, you can use the cancel snapshot archive command
to cancel an archiving process that is currently underway:

cancel snapshot archive namespace ns volume vol-path rule rule-name
where
ns (1-30 characters) selects the namespace,
vol-path (1-1024 characters) is the managed volume, and

rule-name (1-1024 characters) identifies the snapshot rule that is
currently running the archive operation.

The CLI prompts for confirmation before canceling the archive operation.
Enter yes to proceed.

For example, the following command sequence exits to priv-exec mode and

cancels a snapshot-archive that is currently underway:
bstnA(gbl)# end
bstnA# cancel snapshot archive namespace medarcv volume /rcrds rule rcrdsArchive
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Confirming this command will cause all archiving operations in namespace '‘'medarcv'' volume
>?/rcrds”'!

associated with rule
bstnA# ...

'rcrdsArchive’' to be cancelled. Proceed? [yes/no] yes

Removing all Snapshots Behind a Rule

You can use the snapshot remove command to delete all of the back-end
snapshots behind a snapshot rule. If this snapshot rule includes user data as
well as metadata, this also removes any metadata snapshots on the volume’s
metadata filer. This command only removes filer snapshots, not the rule
configuration.

You can skip this section if the snapshot rule only includes volume
configuration and/or metadata (recall Selecting the Contents of the Snapshot,
on page 3-13). If the snapshot rule does not include any user data, the rule
deletes the metadata snapshot as soon as it is successfully copied to the
archive. This prevents the metadata filer from accumulating unnecessary
snapshots.

From priv-exec mode, use the snapshot remove command to remove the
filer snapshots and/or checkpoints behind a snapshot rule and the volume’s
metadata share. Removing all Snapshots Behind a Rule, on page 2-14,
describes this command in detail.

For example, this command sequence exits to priv-exec mode and removes
all snapshots (including any on the metadata share) behind the
“dailyArchive” rule in the “/lab_equipment” volume:

bstnA(gbl)# end
bstnA# snapshot remove medarcv /lab_equipment dailyArchive

Confirmation of this command results in the removal all snapshots associated with snapshot rule
‘dailyArchive' in namespace 'medarcv' volume '/lab_equipment'. The snapshot rule is not deleted.

Proceed? [yes/no] yes

Starting snapshot operation in volume /lab_equipment, report name:
fileArchive_1 remove_20090106204139315.rpt

Starting snapshot operation in volume /lab_equipment, report name:

fileArchive_0_remove_20090106204139315.rpt

bstnA# ...

Removing a Snapshot Rule

Removing a snapshot rule deletes its configuration from the ARX without
affecting any back-end snapshots. If the rule is dedicated to volume
configuration and metadata, the volume’s clients detect no change when it is
removed.
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From gbl-ns-vol mode, use the no snapshot rule command to remove a
snapshot rule from the current volume. For details on this command, see
Removing a Snapshot Rule, on page 2-18.

For example, the following command sequence removes the “test_tha” rule
from the “medarcv~/lab_equipment” volume:

bstnA(gbl)# namespace medarcv volume /lab_equipment
bstnA(gbl-ns-vol[medarcv~/lab_equipment])# no snapshot rule test_fha

The following snapshots are being managed by the rule 'test_fra':
test_fha_2(acopia_3_ 200707101300 501f705c-8735-11d8-8936-a58a9e4556df_datavols)
test_fha_1(acopia_14 200707101400 501f705c-8735-11d8-8936-a58a9e4556df_datavols)

If this command is confirmed, the rule is deleted and all associated data related to the
aforementioned snapshots will be removed from the switch. The snapshots on the filers will not be
removed.

Proceed? [yes/no] yes
bstnA(gbl-ns-vol[medarcv~/lab_equipment])# ...
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Showing Historical Configurations

ARX installations add and change front-end services and back-end filers as
they grow, so that file-history queries for today’s services may not apply to
configurations from the past. For example, suppose that the
“srv1.family.org” service expands into two services in two new domains,
“srv.brother.org” and “srv.sister.org.” Assume this service split occurs in
March. The “srv.sister.org” service did not exist until March, so a later
query about the files “in srv.sister.org as of January 20” cannot succeed.
Before you make a query about January’s services, you need to know which
services existed in January.

For situations where the configuration has remained stable since before the
times you want to query, you can skip to the next section.

For situations where you are unsure of the earlier configuration, you can use
the show virtual path-history command from any mode. This command
only functions after one or more snapshots have archived the volume’s
configuration:

show virtual path-history time-frame [report rpt-prefix] [archive arch-name] [verbose]
where

time-frame establishes the date(s) for your query. This takes
several forms, discussed in the subsections below.

report rpt-prefix (optional, 1-255 characters) sends the output to a
report. Without this option, the output appears at the CLI prompt.
The report name is in rpt-prefix_archive-name_date-time.rpt
format; the exact name appears after you enter the command. You
can use show reports to list all reports, and show reports
report-name to view any report.

archive arch-name (optional, 1-64 characters) specifies a
particular file-history archive.

verbose (optional) expands the output with further details.

The following subsections describe the options for querying various time
frames.

For a Particular Day
The most straightforward time-frame is a single date, shown in this syntax:
show virtual path-history date {today | date} [report rpt-prefix] [archive arch-name] [verbose]
where

today | date indicates that you want the configuration from a single
day. Use mm/dd/yyyy format for a date.

The remaining options are explained above.
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The output contains a block of information for each archived snapshot in the
given time-frame. Each block has a heading, “As of date time,” and contains
configuration information followed by two tables. The configuration
information identifies the file-history archive, the ARX, the global server
that clients accessed to reach their files, and the particular namespace and
volume containing the files. The first table contains one row per volume
share, with the ARX-share name in one column and the share’s back-end
location in the other column. The second table has one row per front-end
export, and maps the name of the client-visible export to its root directory in
the ARX volume.

‘ Note

The ARX volume uses a filer’s CLI to find its back-end-share locations. The
volume software uses CLI-access parameters to find those paths, which are
provided in the external-filer configuration. Recall Preparing External
Filers Behind the Volume’s Shares, on page 3-5. As explained in that
section, the paths are reduced to “best guesses” for any volume shares
where the ARX has no CLI access.

For example, the following command shows the full path history for a single
day, 9/14/2009. This shows an archived snapshot for the
“medarcv~/lab_equipment” volume, followed by another archived snapshot
for the “medarcv~/rcrds” volume. From the Export tables in this output, we
find that the “acl.medarch.org” has a share named “labs” along with two
other shares, and that it has several additional shares (“ARCHIVES,”
Y2005,” and more) backed by the “/rcrds” volume. These data points will be
useful later, and are shown in bold below:

bstnA(gbl-ns-vol[medarcv~/lab_equipment])# show virtual path-history date ©9/14/2009

Query Parameters

Start date: Sep 14 2009
End date: Sep 14 2009
Archive: All
Verbose: No

As of Sep 14 2009 01:02:00

Archive: fileRecordsMed

Hosting Switch: bstnA (d9bdece8-9866-11d8-91e3-f48e42637d58)
Global Server: acl.medarch.org

WINS Name:

WINS Aliases:

Dynamic DNS Names: acl, fsl, fs2, fs5

VIP: 192.168.25.15

Namespace: medarcv

Volume: /lab_equipment

Share Shared Path -> Physical Path

equip \\nasl1@\equipment -> /vol/vol2/NTFS-QTREE/equipment
leased \\nas10\for_lease -> /vol/voll/NTFS-QTREE/for_lease
backlots \\fs2\backlot_records -> e:\exports\backlot_records
scanners \\fs5\xraysScanners -> e:\exports\xraysScanners
Export Relative Virtual Path
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labs \
xraysScanners \
acopia#tlab_equipment$ \
As of Sep 14 2009 01:07:00
Archive: fileRecordsMed
Hosting Switch: bstnA (d9bdece8-9866-11d8-91e3-f48e42637d58)
Global Server: acl.medarch.org

WINS Name:
WINS Aliases:

Dynamic DNS Names: acl, fsl, fs2, fs5

VIP: 192.168.25.15

Namespace: medarcv

Volume: /rcrds

Share Shared Path -> Physical Path

rx \\fs4\prescriptions -> d:\exports\prescriptions
charts \\fs1l\histories -> d:\exports\histories
bulk \\fs2\bulkstorage -> e:\exports\bulkstorage
Export Relative Virtual Path

ARCHIVES \

Y2005 \2005

bulkstorage \

acopiat#trcrds$ \

CELEBS \VIP_wing

Y2004 \2004

bstnA(gbl-ns-vol[medarcv~/lab_equipment])# ...

For a Range of Dates

You can set a start date and/or an end date for the path history’s time frame.
To set a range of dates in this way, use the start-date clause, the end-date
clause, or both. These go in place of the date clause shown above.

This syntax shows all path history from some earlier start date until today:

show virtual path-history start-date date [report rpt-prefix] [archive arch-name] [verbose]

where date is some day in the past. Use mm/dd/yyyy format. The end
date is today, implicitly.

This shows all path history from the first archived snapshot up until a
particular end date:

show virtual path-history end-date {today | date} [report rpt-prefix] ...

where today | date is the last day in the query. Implicitly, the start date
is the date of the first snapshot in the archive. Use mm/dd/yyyy format
for a date.

This final option combines the two, so that you see all file-path history
between two dates:

show virtual path-history start-date date end-date date [report rpt-prefix] ...
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For example, this command shows all of the path configurations since a
particular date in January. The command creates verbose output and sends it
to a report:

bstnA(gbl)# show virtual path-history start-date 01/07/2009 report pathsSinceJan verbose
Generating report: pathsSinceJan_all_20090116063011.rpt

bstnA(gbl)#

As another example, this command shows all path configurations from a
particular archive, “fileRecordsMed.” This display comes from the earliest

snapshot in the archive up to the last one of June 5th:
bstnA(gbl)# show virtual path-history end-date ©6/05/2009 archive fileRecordsMed

Query Parameters

Start date: Jan 1 1970
End date: Jun 5 2009
Archive: fileRecordsMed
Verbose: No

As of Apr 23 2009 01:27:00

Archive: fileRecordsMed

Hosting Switch: bstnA (d9bdece8-9866-11d8-91e3-f48e42637d58)
Global Server: acl.medarch.org

WINS Name:

WINS Aliases:
Dynamic DNS Names: acl, fsl, fs2, fs5

VIP: 192.168.25.15

Namespace: medarcv

Volume: /lab_equipment

Share Shared Path -> Physical Path

equip \\nasl1@\equipment -> /vol/vol2/NTFS-QTREE/equipment
leased \\nas10\for_lease -> /vol/voll/NTFS-QTREE/for_lease
backlots \\fs2\backlot_records -> e:\exports\backlot_records
scanners \\fs5\xraysScanners -> e:\exports\xraysScanners
Export Relative Virtual Path

labs \

xraysScanners \

acopia#tlab_equipment$ \

As of Apr 23 2009 01:32:00

Archive: fileRecordsMed

Hosting Switch: bstnA (d9bdece8-9866-11d8-91e3-f48e42637d58)
Global Server: acl.medarch.org

WINS Name:

WINS Aliases:
Dynamic DNS Names: acl, fsl, fs2, fs5

VIP: 192.168.25.15

Namespace: medarcv

Volume: /rcrds
bstnA(gbl)#
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For a Time Period Leading Up to an End Date

You can also count back from an end date with the show virtual
path-history command. To accomplish this, you specify some number of
days, weeks, months, and so on that lead up to the end date:

show virtual path-history count {days|weeks|months|quarters|years} before {today | date} ...

where

count (1-100) is the number of days, weeks, or whatever you
choose with the next argument.

dayslweeksl...lyears indicates the time unit.

today | date is the last day in the query. Use mm/dd/yyyy format for
a date.

the remaining arguments, not shown above, are the ones described
earlier: report, archive, and verbose.

For example, the following command shows all path histories for the past
year from the “fileRecordsMed” archive:
bstnA(gbl)# show virtual path-history 1 year before today archive fileRecordsMed

Query Parameters

Start date: Sep 14 2008
End date: Sep 14 2009
Archive: fileRecordsmed
Verbose: No

As of Sep 14 2009 01:02:00

Archive: fileRecordsMed

Hosting Switch: bstnA (d9bdece8-9866-11d8-91e3-f48e42637d58)
Global Server: acl.medarch.org

WINS Name:

WINS Aliases:
Dynamic DNS Names: acl, fsl, fs2, fs5

VIP: 192.168.25.15

Namespace: medarcv

Volume: /lab_equipment

Share Shared Path -> Physical Path

equip \\nas1l@\equipment -> /vol/vol2/NTFS-QTREE/equipment
leased \\nas10\for_lease -> /vol/voll/NTFS-QTREE/for_lease
backlots \\fs2\backlot_records -> e:\exports\backlot_records
scanners \\fs5\xraysScanners -> e:\exports\xraysScanners
Export Relative Virtual Path

labs \

xraysScanners \

acopiat#tlab_equipment$ \

As of Sep 14 2009 01:07:00

Archive: fileRecordsMed
Hosting Switch: bstnA (d9bdece8-9866-11d8-91e3-f48e42637d58)
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Global Server: acl.medarch.org
WINS Name:

WINS Aliases:

Dynamic DNS Names: acl, fsl, fs2, fs5

VIP: 192.168.25.15
Namespace: medarcv
Volume: /rcrds
Share Shared Path -> Physical Path
rx \\fs4\prescriptions -> d:\exports\prescriptions
charts \\fs1l\histories -> d:\exports\histories
bulk \\fs2\bulkstorage -> e:\exports\bulkstorage
Export Relative Virtual Path
ARCHIVES \
Y2005 \2005
bulkstorage \
acopiat#trcrds$ \
CELEBS \VIP_wing
Y2004 \2004
bstnA(gbl)#
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With the names of the front-end services and front-end shares in a given
time frame, you can find the back-end locations of the service’s files at that
time. You can find file locations at any given day, as long as the service’s
volume takes and archives more and more of its configuration/metadata
snapshots. The archive can hold several-years worth of volume data, and
you can query a file’s location back to the time of the first snapshot.

From priv-exec mode, use the show file-history virtual-service command
to view the location of a particular file on a particular day. This is the
general syntax of the command:

show file-history virtual-service server-and-share time-frame file-path [options]

where

server-and-share specifies the server name and the share name as
seen by ARX clients during the time-frame. Server and share
names may change over time, so you can use the show virtual
path-history command to find the correct names for that date, as
described above.

time-frame is a time period when the snapshot rule archived the
volume’s configuration and metadata at least once.

file-path is the file or directory to seek.

options (all optional) include search parameters, such as recursion
into subdirectories.

The subsections below describe specific syntax that you can use with this
command.

For a Particular Day

The following syntax searches for one file or directory on a single day:

show file-history virtual-service fqdn fe-share date {today | date} {[file filename] [path path]}

where

Jfqdn (1-1024 characters) identifies the front-end service that clients
use to access the file. As mentioned above, you can use show
virtual path-history to find a service name that is appropriate to
your date. This can also be the VIP, WINS name, or WINS alias
from the time (all included in the output of show virtual
path-history).

Je-share (1-1024 characters) is the front-end share that clients use
(or used) to access the file. This is case-sensitive for NFS shares
(that is, “thisShare” is different than “THISshare”), but not for
CIFS shares.

date {today | date} is the specific date for which you want the
file’s location. To specify a date other than today, use mm/dd/yyyy
format. A query for today applies to the time of day when the
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file-history record was archived; for a file location as of this
minute, use the find command or run a nsck ... report
metadata-only report. Both of these commands are described in
later chapters.

[file filename] [path path] chooses the file or directory to seek.
This is required: you must select the file, the path (a directory), or
both.

o filename (1-255 characters) is the file itself. This is not case
sensitive: for example, an entry of “myfile.txt” would match
an actual filename of “myFile.txt” or “MYFILE.TXT.” You
can also use wildcard characters and sequences supported by
the wildmat standard: * means O or more characters, ? means
any single character, [0-9] means any single digit, [*a-z]
means any single character except a lowercase letter, and so
on. This searches the root directory of the fe-share, or the path
that you specify in the next argument.

*  path is a directory path, relative to the root of the fe-share.
You use forward slashes (/) in an NFS share or a CIFS share:
for example, “myDir/yourDir” is a valid path in any share.
This also supports wildmat expressions.

The output shows the date you have chosen, the configuration of the archive
and ARX service, and a separate table for each snapshot that contains the
file record. For example, if the snapshot rule took three snapshots on the
date you gave, there would be three sub tables. Each sub table shows the
time of the snapshot/archive operation, the file’s namespace and volume, the
file’s back-end share (in ‘“\\external-filer-name\share-name” format), and
the file’s back-end path.

’ Note

The ARX volume uses a filer’s CLI to find its back-end-share paths. The
volume software uses CLI-access parameters to find those paths, which are
typically provided in the external-filer configuration for
snapshot-supporting filers (recall Preparing External Filers Behind the
Volume’s Shares, on page 3-5). As explained in that section, the paths are
reduced to “best guesses” for any volume shares where the ARX has no CLI
access.

Sample: Finding a Missing File

For example, suppose you receive a trouble ticket indicating an
accidentally-deleted file in the “acl.medarch.org” service. Someone
accessed the “ARCHIVES” share in that service and accidentally erased the
“2005/planA/a_adams.dat” file. The most-recent backup for your filers
occurred on September 14. This command sequence exits to priv-exec mode
and shows the filer-location of that file on the 14th. The output indicates that
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the file was on “fs1” on that date, at “d:\exports\histories\2005\planA.” If
you concatenate the final two fields of the output (highlighted below), you
get a complete path of “d:\exports\histories\2005\a_adams.dat”.
bstnA(gbl-ns-vol[medarcv~/lab_equipment])# end
bstnA# show file-history virtual-service acl.medarch.org ARCHIVES ©9/14/2009 today file
a_adams.dat path /2005/planA

Query Parameters
Virtual Server: acl.MEDARCH.ORG
Export: ARCHIVES
Start date: Jun 30 2010
End date: Jun 30 2010
File Name: a_adams.dat
Path: /2005/planA
Archive: All
Case Sensitive: No
Recurse: No
Verbose: No

Archive: fileRecordsMed
Hosting Switch: bstnA (d9bdece8-9866-11d8-91e3-f48e42637d58)

Archive Date/Time: Jun 30 2010 01:11:00
Global Server: acl.MEDARCH.ORG

WINS Name:

WINS Aliases:

Dynamic DNS Names: acl, fsl, fs2, fs5

VIP: 192.168.25.15
Namespace: medarcv
Volume Path: /rcrds/2005/planA

File Server(s):

Shared Path: \\fsl\histories
Physical Path: d:\exports\histories\2005\planA
File Name: a_adams.dat

bstnA# ...

With Input/Output Options

You have several options at the end of the show file-history command to
control the search parameters and the output. You can use any of these
options at the end of any show file-history virtual-service command:

show file-history ... [recurse] [case-sensitive] [verbose] [report rpt-prefix] [archive arch-name]
where
recurse (optional) extends the search into subdirectories.

case-sensitive (optional) limits the search to the exact filename or
path that you typed. This means that an entry of “INDEX.html”
does not match the “index.html” file. By default, “INDEX.html”
would match “index.html,” “Index.html,” or any other case
combination.
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verbose (optional) expands the output with further details. If you
specify a path with this option, the output is a list of the files in all
matching directories.

report rpt-prefix (optional, 1-255 characters) sends the output to a
report. Without this option, the output appears at the CLI prompt.
The report name is in rpz-prefix_archive-name_date-time.rpt
format; the exact name appears after you enter the command. You
can use show reports to list all reports, and show reports
report-name to view any report.

archive arch-name (optional, 1-64 characters) specifies a
particular file-history archive.

For example, this command searches for instances of “index.html” with
some additional options: this searches recursively, generates verbose output,
and sends the output to a report file.
bstnA(gbl-ns-vol[medarcv~/lab_equipment])# end
bstnA# show file-history virtual-service acl.medarch.org labs date today file index.html recurse
verbose report indexPaths
Generating report: indexPaths_acl.medarch.org_labs_20090118063429.rpt

bstnA# ...

For a Range of Dates

You can set a start date and/or an end date for the file’s time frame. To set a
range of dates in this way, use the start-date clause, the end-date clause, or
both. These go in place of the date clause shown above.

This syntax shows file history from some earlier start date until today:
show file-history virtual-service fqdn fe-share start-date date {[file filename] [path path]} ...

where date is some day in the past. The end date is today, implicitly.
Use mm/dd/yyyy format.

The next syntax shows a file’s history from the first archived snapshot up
until a particular end date:

show file-history virtual-service fqdn fe-share end-date {today | date} ...

where today | date is the last day in the query. Implicitly, the start date
is the date of the first snapshot in the archive. Use mm/dd/yyyy format
for a date.

This final option combines the two, so that you see the file history between
two dates:

show file-history virtual-service fqdn fe-share start-date date end-date {today | date} ...

For example, this command shows all locations for all “index.html” files
since a date in November of 2008:
bstnA(gbl)# end
bstnA# show file-history virtual-service acl.medarch.org labs start-date 11/12/2008 file
index.html recurse

Query Parameters
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Virtual Server:

Export:

Start date:

End date:

File Name:
Path:

Archive:

Case Sensitive:
Recurse:
Verbose:

Archive:

acl.MEDARCH.ORG
labs

Nov 12 2008

Jun 30 2010
index.html

All
No
Yes
No

fileRecordsMed

Hosting Switch:

bstnA (d9bdece8-9866-11d8-91e3-f48e42637d58)

Archive Date/Time: Sep 14 2009 01:02:00

Global Server:
WINS Name:
WINS Aliases:

Dynamic DNS Names:

VIP:

Namespace:
Volume Path:
File Server(s):

acl.medarch.org

acl, fsl1l, fs2, fs5

192.168.25.15
medarcv
/lab_equipment

Shared Path: \\nasl@\for_lease

Physical Path: /vol/voll/NTFS-QTREE/for_lease

File Name: index.html

Archive Date/Time:

Global Server:
WINS Name:
WINS Aliases:

Dynamic DNS Names:

VIP:

Namespace:
Volume Path:
File Server(s):

Sep 14 2009 01:02:00

acl.medarch.org

acl, fsl, fs2, fs5

192.168.25.15
medarcv

/lab_equipment/acme

Shared Path: \\nasl@\for_lease

Physical Path: /vol/voll/NTFS-QTREE/for_lease/acme

File Name: index.html

Archive Date/Time:

Global Server:
WINS Name:
WINS Aliases:

Dynamic DNS Names:

VIP:

Namespace:
Volume Path:
File Server(s):

Sep 14 2009 01:02:00

acl.medarch.org

acl, fsl, fs2, fs5

192.168.25.15
medarcv

/lab_equipment/miscDiags

Shared Path: \\nasl1@\equipment

Physical Path: /vol/vol2/NTFS-QTREE/equipment/miscDiags

File Name: index.html
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bstnA#

For a Time Period Leading Up to an End Date

You can also count back from an end date with the show file-history
virtual-service command. To accomplish this, you specify some number of
days, weeks, months, and so on that lead up to the end date:

show file-history virtual-service fqdn fe-share count {days|weeks|months|quarters|years} before
{today | date} ...

where

count (1-100) is the number of days, weeks, or whatever you
choose with the next argument.

dayslweeksl...lyears indicates the time unit.

today | date is the last day in the query. Use mm/dd/yyyy format for
a date.

the remaining arguments, not shown above, are the ones described
earlier.

For example, the following command sequence displays the location of a

PDF file in the “labs” share over the last three days:
bstnA(gbl)# end
bstnA# show file-history virtual-service acl.medarch.org labs 3 days before today file
reagentlist.pdf recurse

Query Parameters
Virtual Server: acl.MEDARCH.ORG
Export: labs
Start date: Jun 27 2010
End date: Jun 30 2010
File Name: reagentlist.pdf
Path:
Archive: All
Case Sensitive: No
Recurse: Yes
Verbose: No

Archive: fileRecordsMed
Hosting Switch: bstnA (d9bdece8-9866-11d8-91e3-f48e42637d58)

Archive Date/Time: Jun 30 2010 01:06:00
Global Server: acl.medarch.org

WINS Name:

WINS Aliases:

Dynamic DNS Names: acl, fsl, fs2, fs5

VIP: 192.168.25.15
Namespace: medarcv
Volume Path: /lab_equipment/acme

File Server(s):

Shared Path: \\nasl@\for_lease
Physical Path: /vol/voll/NTFS-QTREE/for_lease/acme
File Name: reagentList.pdf
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Finding a File’s Current Location

Using a virtual-file path, visible through a VIP, you can find a file’s location
on its actual back-end filer. This is the location of the file now, as opposed
to an earlier location that you can discover with show file-history
commands from above.

From any mode, use the find command to find a file’s current back-end
location:

find host hostname-or-vip {cifs | nfs} share-name path path
where

hostname-or-vip (1-255 characters) is the DNS hostname or VIP
that clients use to access the file (syntax for a WINS name appears
later), To use a hostname defined at an external DNS server, you
must first identify the server with the ip name-server command.
For instructions on using this command, see Configuring DNS

Lookups, on page 4-31 of the ARX® CLI Network-Management
Guide.

{cifs | nfs} share-name (1-4096 characters) is the share that clients
use, and

path (1-4096 characters) specifies the client-visible path to the file.
Use forward slashes (/), even for paths in CIFS shares.

For example, this command discovers that the “a_adams.dat” file from

earlier examples is currently on the filer at 192.168.25.27. The earlier

examples showed this file on a different filer when it was last backed up:
bstnA(gbl)# find global-server acl.medarch.org cifs ARCHIVES path /2005/planA/a_adams.dat

Namespace: medarcv
Logical path: /rcrds/2005/planA/a_adams.dat
CIFS Physical location: //192.168.25.27/bulkstorage/2005/planA/a_adams.dat

bstnA(gbl)# ...

For another example, the following command sequence shows two back-end
paths (one through NFS and another through CIFS) to
“NSTATS\carrierCrossCheck.html” at the virtual-IP address,

“192.168.25.15.”
bstnA(gbl)# find host 192.168.25.15 cifs STATS path /carrierCrossCheck.html

Namespace: insur

Logical path: /claims/stats/carrierCrossCheck.html

NFS Physical location: 192.168.25.21:/vol/voll/NTFS_QTREE/insurance/stats/carrierCrossCheck.html
CIFS Physical location: //192.168.25.21/insurance/stats/carrierCrossCheck.html

bstnA(gbl)# ...
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Showing the NFS Filehandles

You can also show the NFS filehandles, both from the client perspective and
the server perspective. Use the optional verbose keyword at the end of the
command to add the filehandles to the output:

find host hostname-or-vip {cifs | nfs} share-name path path verbose

where verbose (optional) adds the NFS filehandles to the output. The
other options were explained above.

This shows both the Virtual File Handle, which is the one that the ARX
presents to NFS clients, and the Physical File Handle, which the ARX
received from the back-end filer.

For example, this shows the location of the carrierCrossCheck.html file
along with its NFS filehandles:
bstnA(gbl)# find host 192.168.25.15 nfs /claims path /stats/carrierCrossCheck.html verbose

Namespace: insur

Logical path: /claims/stats/carrierCrossCheck.html

NFS Physical location: 192.168.25.21:/vol/voll/NTFS_QTREE/insurance/stats/carrierCrossCheck.html
CIFS Physical location: //192.168.25.21/insurance/stats/carrierCrossCheck.html

NFSv3
Virtual File Handle (32 bytes):
0Xx000000010Cc0000000900000000000700000000000000VVVVVRVLVeVVRVVO
Physical File Handle (32 bytes):
0x1e03000001000000840000001c2293491e030000010000000200000000000000
bstnA(gbl)#

Finding the File with a Global-Server Name

You can also use the global-server name and path to find a file:

find global-server fqdn {cifs | nfs} share-name path path [verbose]
where

Jfqdn (1-255 characters) identifies the global server that clients use
to access the file (for example, “myServer.com”),

{cifs | nfs} share-name (1-4096 characters) is the share that clients
use, and

path (1-4096 characters) specifies the client-visible path to the file.
As above, use forward slashes (/) for all paths.

verbose (optional) adds the file’s NFS filehandles to the output.

For example, the following command sequence shows two back-end paths
to “\CLAIMS\index.html” on the global server named
“ac. MEDARCH.ORG:”

bstnA(gbl)# find global-server acl.MEDARCH.ORG cifs CLAIMS path /index.html

Namespace: insur

Logical path: /claims/index.html

NFS Physical location: 192.168.25.21:/vol/voll/NTFS_QTREE/insurance/index.html

CIFS Physical location: The file/directory on //192.168.25.21/insurance has an inconsistent name.
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bstnA(gbl)# ...

Finding the File with a WINS Name

A CIFS front-end service can advertise its shares using a NetBIOS name
registered with a WINS server (see Setting the NetBIOS Name (optional,

CIFS), on page 10-7 of the ARX® CLI Storage-Management Guide). If you
used the optional wins-name and/or wins-alias command to set up a special
NetBIOS name, you can use this name to find a file:

find wins netbios-name {cifs | nfs} share-name path path [verbose]
where
netbios-name (1-255 characters) identifies a NetBIOS name for a

global server, advertised by a WINS server (for example,
“CIFSSERVER”),

{cifs | nfs} share-name (1-4096 characters) is the share that clients
use, and

path (1-4096 characters) specifies the client-visible path to the file.
As above, use forward slashes (/) for all paths.

verbose (optional) adds the file’s NFS filehandles to the output.

For example, this command finds a file in a front-end service with the WINS
name, “INSURANCE:”
bstnA(gbl)# find wins INSURANCE cifs CLAIMS path /index.html

Namespace: insur
Logical path: /claims/index.html
NFS Physical location: 192.168.25.21:/vol/voll/NTFS_QTREE/insurance/index.html

CIFS Physical location: The file/directory on //192.168.25.21/insurance has an inconsistent name.
bstnA(gbl)# ...

Finding the File from a Namespace Perspective

You can also use the namespace name and path to find a file:

find namespace namespace path path [verbose]

where
namespace (1-30 characters) identifies the namespace of the file,

path (1-4096 characters) specifies the client-visible path to the file,
and

verbose (optional) adds the file’s NFS filehandles to the output.
This output is sometimes incomplete; use one of the other versions
of the find command (such as find host) to guarantee complete NFS
filehandles.

For example, the following command sequence shows the back-end path to
“/acct/index.html” in the wwmed namespace:




Finding a File’s Current Location

bstnA(gbl)# find namespace wwmed path /acct/index.html

Namespace: wwmed
Logical path: /acct/index.html
NFS Physical location: 192.168.25.19:/exports/budget/index.html

As another example, this command shows the NFS filehandles, too:
bstnA(gbl)# find namespace wwmed path /acct/index.html verbose

Namespace: wwmed
Logical path: /acct/index.html
NFS Physical location: 192.168.25.19:/exports/budget/index.html

(Note: A value of '-' in the filehandle shows an unknown field.
Choose a different path query type to fill in this information)

NFSv3
Virtual File Handle (24 bytes):
0x000080001400000001000000000002000000000000000000- - - - - - - - 00000000
Physical File Handle (24 bytes):
0x01000002000800090200000098c08c0PV33e02b839f O8O
bstnA(gbl)# ...
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Maintaining a File-History Archive: Listing Records

You may wish to monitor the disk space used by file-history records in the
file-history archive. For a list of the records in an archive, you can expand
on the show file-history archive command discussed earlier (recall Listing
All File-History Archives, on page 3-10). Use the name of a particular
archive followed by the contents keyword, a time frame, and possibly some
options:
show file-history archive name contents time-jframe [namespace ns volume path] [report rpt-prefix]
where
name (1-64 characters) identifies the desired archive.
contents is a required keyword.

time-frame establishes the date(s) for your query. This takes
several forms, discussed in the subsections below.

ns (optional, 1-30 characters) selects the records from a particular
ARX namespace.

vol-path (optional, 1-1024 characters) focuses on one ARX
volume.

report rpt-prefix (optional, 1-255 characters) sends the output to a
report. Without this option, the output appears at the CLI prompt.
The report name is in rpt-prefix_archive-name_date-time.rpt
format; the exact name appears after you enter the command. You
can use show reports to list all reports, and show reports
report-name to view any report.

The subsections below explain the various time frames that you can specify
for this command.

For a Particular Day

The most straightforward time-frame is a single date, shown in this syntax:

show file-history archive name contents date {today | date} [namespace ns volume path] ...
where

today | date indicates that you want the archive contents from the
given day. This shows any and all snapshots that were archived
today or on the date you provide. Use mm/dd/yyyy format for a
date.

The remaining options are explained above.

The output contains three tables. The first table shows the chosen date
range, the second lists all the snapshots archived on the given date (one row
per snapshot), and the final table summarizes the total space consumed by
the snapshots shown.

For example, the following command shows the snapshots added to the
“fileRecordsMed” archive on the current day:
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bstnA(gbl)# show file-history archive fileRecordsMed contents date today

Query Parameters

Archive: fileRecordsMed
Start date: Jun 30 2010
End date: Jun 30 2010
Namespace:
Volume:

Switch: bstnA (d9bdece8-9866-11d8-91e3-f48e42637d58)

Archive Date/Time

Namespace:Volume
Jun 30 2010 01:06:00 medarcv:/lab_equipment
Jun 30 2010 01:11:00 medarcv:/rcrds

Summary:
Total space consumed by Volume Metadata:
Total space consumed by Volume Configuration:
Grand total space consumed:

bstnA(gbl)# ...

Snapshot Rule

Config Metadata

labArchive 2.1 kB 32 kB
rcrdsArchive 2.2 kB 64 kB
96 kB
4.3 kB
100 kB

For another example, this command focuses on the snapshots for a single
volume today, “medarcv~/rcrds:”
bstnA(gbl)# show file-history archive fileRecordsMed contents date today namespace medarcv volume

/rcrds

Query Parameters
fileRecordsMed
Jun 30 2010
Jun 30 2010
medarcv

/rcrds

Archive:
Start date:
End date:
Namespace:
Volume:

Switch: bstnA (d9bdece8-9866-11d8-91e3-f48e42637d58)

Archive Date/Time Namespace:Volume

Jun 30 2010 01:11:00 medarcv:/rcrds

Summary:
Total space consumed by Volume Metadata:
Total space consumed by Volume Configuration:
Grand total space consumed:

bstnA(gbl)# ...

For a Range of Dates

Snapshot Rule Config Metadata

2.2 kB 64 kB

rcrdsArchive

64 kB
2.2 kB
66 kB

You can set a start date and/or an end date for archive’s contents. To set a
range of dates in this way, use the start-date clause, the end-date clause, or
both. These go in place of the date clause shown above.
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This syntax shows all archive contents from some earlier start date until
today:

show file-history archive name contents start-date date [namespace ns volume path] ...

where date is some day in the past. The end date is today, implicitly.
Use mm/dd/yyyy format.

This shows all archived snapshots from the first one up until a particular end
date:

show file-history archive name contents end-date {today | date} [namespace ns volume path] ...

where today | date is the last day in the query. Implicitly, the start date
is the date of the first snapshot in the archive. Use mm/dd/yyyy format
for a date.

This final option combines the two, so that you see all file-history snapshots
that were archived between two dates:

show file-history archive name contents start-date date end-date date ..

For example, this command shows all of the path configurations since a
particular date in January. The command creates verbose output and sends it

to a report:
bstnA(gbl)# show file-history archive fileRecordsMed contents start-date 01/07/2009 report
flRcrdsSinceJan
Generating report: flRcrdsSinceJan_20090121093046.rpt

bstnA(gbl)#

For a Time Period Leading Up to an End Date

You can also count back from an end date with the show file-history
archive command. To accomplish this, you specify some number of days,
weeks, months, and so on that lead up to the end date:

show file-history archive name contents count {days|weeks|months|quarters|years} before {today |
date} ...

where

count (1-100) is the number of days, weeks, or whatever you
choose with the next argument.

dayslweeksl...lyears indicates the time unit.

today | date is the last day in the query. Use mm/dd/yyyy format for
a date.

the remaining arguments, not shown above, are the ones described
earlier: namespace, volume, and report.

For example, the following command shows all snapshots sent to the

“fileRecordsMed” archive over the past 3 months:
bstnA(gbl)# show file-history archive fileRecordsMed contents 3 months before today

Query Parameters
Archive: fileRecordsMed
Start date: Mar 30 2010
End date: Jun 30 2010
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Namespace:
Volume:

Switch: bstnA (d9bdece8-9866-11d8-91e3-f48e42637d58)

Archive Date/Time Namespace:Volume Snapshot Rule Config Metadata
Jun 30 2010 01:06:00 medarcv:/lab_equipment labArchive 2.1 kB 32 kB
Jun 30 2010 01:11:00 medarcv:/rcrds rcrdsArchive 2.2 kB 64 kB
Summary:

Total space consumed by Volume Metadata: 96 kB

Total space consumed by Volume Configuration: 4.3 kB

Grand total space consumed: 100 kB...

Clearing Records from a File-History Archive

As time goes on, the number of file-history records (volume configurations,
and possibly metadata snapshots) on the file-history archive grows. You
may want to remove very-old records from the archive to conserve space.
You may also want to remove all the file-history records for a removed
service; recall Removing a Full Namespace Service, on page 10-49. Other
occasions may also arise where it is useful to remove file-history records
from the archive filer.

From priv-exec mode, use the clear file-history archive command to
remove volume configurations (and possibly volume metadata) from an
archive:

clear file-history archive name [metadata-only] [time-frame] [namespace ns volume path]
where
name (1-64 characters) identifies the desired archive.

metadata-only (optional) limits the clearing operation to volume
metadata, and preserves all of the selected volume-configuration
data. Without the volume metadata, you can query the
front-end-service configurations from a given record (Showing
Historical Configurations, on page 3-19), but you cannot query the
locations of particular files or directories (Showing File History, on
page 3-25).

time-frame (optional) identifies specific file-history record(s) to
clear. If you omit this option, the command clears file-history
records from the fullest span of time. A specific time frame takes
several forms, discussed in the subsections below.

ns (optional, 1-30 characters) selects the records from a particular
ARX namespace.

vol-path (optional, 1-1024 characters) focuses on one ARX
volume.
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The CLI prompts for confirmation before removing any file-history records
from the archive; enter yes to proceed.

For example, the following command sequence exits to priv-exec mode and
clears all file-history records from the “medarcv~/rcrds” volume. After this
command, no file-history queries for this volume are possible in the

“fileRecordsMed” archive:
bstnA(gbl)# end
bstnA# clear file-history archive fileRecordsMed namespace medarcv volume /rcrds

WARNING: Confirming this command removes all archived metadata and volume configuration data dated
between '12/31/1969' and '01/22/2009' inclusive from archive 'fileRecordsMed'.

Proceed? [yes/no] yes
bstnA#

The subsections below explain the various time frames that you can specify
for this command. These are the same time-frame formats used for the show
file-history archive command described above.

For a Particular Day

The most straightforward time-frame is a single date, shown in this syntax:

clear file-history archive name [metadata-only] date {today | date} [namespace ns volume path]

where

today | date indicates that you want to clear the archive contents
from the given day. This clears any and all
configurations/snapshots that were archived today or on the date
you provide. Use mm/dd/yyyy format for a date.

The remaining options are explained above.

For example, the following command sequence exits to priv-exec mode and
clears the file-tracking records archived on a particular date in January. The
clear command only removes records from a particular volume,
“medarcv~/rcrds:”

bstnA(gbl)# end

bstnA# clear file-history archive fileRecordsMed date ©01/07/2009 namespace medarcv volume /rcrds

WARNING: Confirming this command removes all archived metadata and volume configuration data dated
between '01/07/2009' and '01/07/2009' inclusive from archive 'fileRecordsMed'.

Proceed? [yes/no] yes
bstnA#

For another example, this clears records for all volumes on the same date:
bstnA(gbl)# end
bstnA# clear file-history archive fileRecordsMed date ©01/07/2009

WARNING: Confirming this command removes all archived metadata and volume configuration data dated
between '01/07/2009' and '01/07/2009' inclusive from archive 'fileRecordsMed’.

Proceed? [yes/no] yes
bstnA#
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For a Range of Dates

You can set a start date and/or an end date for clearing archive records. To
set a range of dates in this way, use the start-date clause, the end-date
clause, or both. These go in place of the date clause shown above.
This clears records from the first one up until a particular end date:
clear file-history archive name [metadata-only] end-date {today | date} ...
where today | date is the last day in the query. Implicitly, the start date
is the date of the first snapshot in the archive. Use mm/dd/yyyy format
for a date.
This clears archive records from some earlier start date until today:
clear file-history archive name [metadata-only] start-date date [namespace ns volume path]

where date is some day in the past. The end date is today, implicitly.
Use mm/dd/yyyy format.

This final option combines the two, so that you clear file-history records that
were archived between two dates:
clear file-history archive name [metadata-only] start-date date end-date date ...

For example, this command sequence clears volume metadata from

file-history records up to a particular date in January:
bstnA(gbl)# end
bstnA# clear file-history archive fileRecordsMed metadata-only end-date 01/07/2009

WARNING: Confirming this command removes all archived metadata dated
between '12/31/1969' and '01/07/2009' inclusive from archive 'fileRecordsMed'.

Proceed? [yes/no] yes
bstnA(gbl)#

For a Time Period Leading Up to an End Date

You can also count back from an end date with the clear file-history
archive command. To accomplish this, you specify some number of days,
weeks, months, and so on that lead up to the end date:

clear file-history archive name [metadata-only] count {days|weeks|months|quarters|years} before
{today | date} ...

where

count (1-100) is the number of days, weeks, or whatever you
choose with the next argument.

dayslweeksl...lyears indicates the time unit.

today | date establishes the last day’s records to be cleared. Use
mml/dd/yyyy format for a date.

the remaining arguments, not shown above, are the ones described
earlier: namespace and volume.

For example, the following command sequence clears the file-history
records archived in “fileRecordsMed” over the 4 months leading up to
January 7:
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bstnA(gbl)# end
bstnA# clear file-history archive fileRecordsMed 4 months before 01/07/2009

WARNING: Confirming this command removes all archived metadata and volume configuration data dated
between '09/07/2008' and '01/07/2009' inclusive from archive 'fileRecordsMed'.

Proceed? [yes/no] yes
bstnA# ...
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Overview

Overview

This chapter applies to managed volumes, where policy-based migrations
complicate the backup and restore processes. Skip this chapter if your site
only supports direct volumes.

You can back up client files by working around a managed volume and
connecting directly to its back-end filers. Backups are read operations, so
they cannot create inconsistencies in a volume’s metadata. This can follow
the same workflow that was used before the introduction of the ARX. For
example, you might use NDMP on a data-protection device (called a backup
server in this manual) to keep file-server backups:

backup server servers

5 PEE

|||||||||||\|I||||||\||||||
¥ beckup | |

‘%

clients

Appendix 3, Tracking Files on Your Back-End Storage, explained how to
find back-end file locations at any given time. This chapter explains some
methods for restoring them to an ARX service.
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Moving the Backup File(s) to the Staging Area

You can use the output from show file-history virtual-service or find to
retrieve files from your backup server. For example, consider the following
command which shows the location of the “a_adams.dat” file as of the last
series of backups (September 14 in this example):

bstnA# show file-history virtual-service acl.medarch.org ARCHIVES date 09/14/2009 file a_adams.dat
path /2005/planA

Date range
Start date: Sep 14 2009
End date: Sep 14 2009

Archive: fileRecordsMed
Hosting Switch: bstnA (d9bdece8-9866-11d8-91e3-f48e42637d58)

Archive Date/Time: Sep 14 2009 01:07:00
Global Server: acl.medarch.org

WINS Name:

WINS Aliases:

Dynamic DNS Names: acl, fsl, fs2, fs5

VIP: 192.168.25.15
Namespace: medarcv
Volume Path: /rcrds/2005/planA

File Server(s):

Shared Path: \\fsl\histories
Physical Path: d:\exports\histories\2005\planA
File Name: a_adams.dat

bstnA# ...

From this example, we found the following information about the file:
* as of September 14,

* the file was physically on the “fs1” filer, at
“d:\exports\histories\2005\planA\a_adams.dat.”

You can use the find command to locate the same file as of now. This shows

that the file migrated to the filer at “192.168.25.27” since September 14:
bstnA# find global-server acl.medarch.org cifs ARCHIVES path /2005/planA/a_adams.dat

Namespace: medarcv

Logical path: /rcrds/2005/planA/a_adams.dat

CIFS Physical location: //192.168.25.27/bulkstorage/2005/planA/a_adams.dat
bstnA# ...

Using the earlier date and filer path, you can recover the file from your
backup server. From the examples above, the file was on “fs1” on
September 14, when backups occurred. At the backup server, we recover the




Moving the Backup File(s) to the Staging Area

file from the September-14 backup of “fs1”. We suggest placing the
recovered file back onto the original filer (“fs1”), but outside any imported
directory. This side directory acts as a staging area for restored files.

‘ Important

If the staging-area directory is inside any imported tree, this restore
operation causes an inconsistency between the filer state and the metadata

in a managed volume. We strongly advise that you choose a staging area
that is not imported by any managed volume.

backup server servers
o a2 {2

@ ARX
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Manually Restoring File(s)

A trouble ticket typically includes the file location from the client’s
perspective: in this example,
“Nacl.medarch.org\ARCHIVES\2005\planA\a_adams.dat.” From your
management station, you can connect to the staging area through NFS or
CIFS and also connect to the ARX service. For example, you could map
your Y drive to “\sl\recoveryStage” on the filer and map your Z drive to
“Nacl.medarch.org\ARCHIVES” on the ARX. With both connections
established, you can copy the file from the staging area into the front-end
service. The ARX immediately places the file onto the filer where it should
currently reside, based on your storage policies:

backup server servers
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Automatically Restoring File(s)

A restore operation automatically copies a restored file from the staging
area to its managed volume, which then places the file into the share where
it currently resides:

backup server .
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.
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restore

clients

This operation creates a new “restore” directory under the directory where
the original file(s) should reside; from there, a client can compare the
restored file(s) to the original(s) and choose between the two versions.

You can repeat the restore operation for later restores from the same staging
area. This operation automatically distributes all restored files to their
respective back-end shares.

Adding an External Filer for the Staging Area (optional)

Before you use the restore data command (described below), you need to
identify the file server with the staging-area directory. This is the source for
the ARX-restore operation. In most cases, the staging area is on the same
filer where the file originally resided, in a directory outside of any imported
share. In this case, the external-filer configuration already exists to support
the imported share(s), and you can skip to the next section.

For cases where the staging area is on a filer that is currently unused by the
ARX, configure it as an external filer. (For detailed instructions on this,

refer to Appendix 6, Adding an External Filer in the ARX® CLI
Storage-Management Guide.)

‘ Note

An external-filer configuration, as opposed to a simple IP address, is
required to accommodate multi-homed filers.
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For example, the following command sequence sets up a file server at
192.168.25.51:

bstnA(gbl)# external-filer nasEl

bstnA(gbl-filer[nasEl])# ip address 192.168.25.51
bstnA(gbl-filer[nasEl])# ...

Restoring Client Data

The restore data command invokes the restore operation:

restore data namespace volume vol path dest-path
filer src-filer {nfs export | cifs share}+ source-path src-path
[recurse] [remove-source]

where

namespace volume vol path dest-path identifies the file or
directory to restore:

* namespace is 1-30 characters. Use the namespace from the
show file-history virtual-service or find output, shown
earlier.

*  volis 1-1024 characters. Type ? for a list of volumes in the
above namespace, and choose the volume behind the client’s
front-end share. If you cannot find the complete path you need
(such as “/claims/stats”), choose the volume that is the root of
your path (“/claims”).

*  dest-path is also 1-1024 characters. This could be the
remainder of the path you started with the vol, above (for
example, “/stats”). The restore process creates a “/restore”
directory below this path, and places the restored file(s) in
there.

filer src-filer {nfs export | cifs share}+ source-path src-path
points to the filer with the staging area and the backup file(s):

*  src-filer (1-64 characters) is the external-filer name for the
filer with the staging area,

* nfs export (1-1024 characters) identifies the NFS export, and

e cifs share (1-1024 characters) identifies the CIFS share. For a
multi-protocol share, enter both paths: nfs export cifs share.

*  src-path (1-1024 characters) is the path to the backup file(s).
This is the staging-area directory.

You can enter the optional recurse and remove flags in any order:

* recurse (optional) causes the restore operation to descend into
subdirectories.

* remove-source (optional) activates a clean-up routine after the
restore is finished; the restore operation removes the backup
files after confirming a successful restore to the volume.
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Every restore operation produces a report as it runs. The CLI shows the
report name after you invoke the command. Use show reports for a full list
of restore reports, and use show, tail, or grep to view one report. The report
shows the progress of the operation.

For example, the following command sequence restores a full directory,
“/claims/stats” in the “insur” namespace, then shows the restore report. The
source of the restore is a multi-protocol share on external filer named
“nasE1:”

bstnA(gbl)# end

bstnA# restore data insur volume /claims path stats filer nastl nfs /root_vdm_4/backups cifs

BACKUPS source-path /stats recurse

Scheduling restore operation on switch bstnA, report name: restore.7._claims.rpt

bstnA# ...

bstnA# show reports restore.7._claims.rpt

*¥*** Restore Data Report: Started at Wed Feb 24 02:14:07 2010 ****

*¥*k%k Software Version: 5.02.000.12538 (Feb 16 2010 20:14:13) [nbuilds]

**** Hardware Platform: ARX-4000

*¥*** Report Destination:

**** Namespace: insur

*¥x%k%k \olume: /claims

*¥*k% path: /stats/restore
*¥*** Source Filer: 192.168.25.51

*¥**¥* Source NFS Export: /root_vdm_4/backups
*¥*** Source CIFS Share: BACKUPS

***x* Source Path: /stats

*¥*¥* Options: recurse

*¥¥** | egend:
%3k %k k oK

Object transferred without error.
*¥¥*%k  SK = Skipped object due to naming problems.
*xkok FL = Encountered error during object transfer.

*¥***  SY = Error re-syncing directory attributes after data restore.
*¥*¥** DS = Error deleting source file or directory.

*¥*¥*%  NR = Did not recurse due to problematic directory contents.
*¥*¥*%  SA = Failed due to strict attribute consistency requirement.

Forokok FE = File entry.

Rkkk DE = Directory entry.
*¥*k*k%  |E = Hard link.

¥xx%k  SE = Symbolic link.

*¥*** Multi-Protocol Issues:

*¥***  CC = Case-blind collision.

*¥*¥**  NE = Entry found with NFS that was not found with CIFS.

*¥*¥**  CE = Entry found with CIFS that was not found with NFS.

¥*x%k Gl = Symbolic link found with NFS that was not found with CIFS.

*¥**x  IC = CIFS invalid characters found in NFS name.

*¥*¥**  NM = CIFS name has characters that are not mappable to the NFS encoding.
Forokok FN = A portion of the name contains a filer-generated pattern.

*¥***  NC = Unable to copy CIFS data due to a filer-generated name.

Entry Type Size Object

[ ] [ 1 /stats/piechart.ppt

[ cl I ] /stats/PieChart.ppt

[ Ic] [ ] /stats/on_the_job:2004.cnv
[ c] [ 1 /stats/on_the_job:2003.cnv
[ Ic] [ 1 /stats/in_home:2005

[OK FE NC] [ 3,575,056] /stats/PieChart.ppt

CLI Maintenance Guide 4-9



Chapter 4
Restoring a Volume’s Files

[oK FE 1 [ 6,562] /stats/acmelns.txt

[OK FE NC] [ 722,589] /stats/piechart.ppt

[OK FE NC] [ 1,679] /stats/on_the_job:2003.cnv

[oK FE NC] [ 9,509] /stats/on_the_job:2004.cnv

[ IC] [ 1 /stats/in_home:2005/age:11-21yrs.csv
[ Ic] [ 1 /stats/in_home:2005/age:>21yrs.csv
[ IC] [ 1 /stats/in_home:2005/age:<10yrs.csv
[ IC] [ 1 /stats/in_home:2005/age:>21yrs.csv
[ Ic] [ 1 /stats/in_home:2005/age:<10yrs.csv
[ IC] [ 1 /stats/in_home:2005/age:11-21yrs.csv
[OK DE NC] [ 1 /stats/in_home:2005

[OK FE NC] [ 335,872] /stats/in_home:2005/age:11-21yrs.csv
[OK FE NC] [ 267,264] /stats/in_home:2005/age:>21yrs.csv
[OK FE NC] [ 59,712] /stats/in_home:2005/age:<10yrs.csv
[OK FE 1 [ 2,432] /stats/cleanBU.csh

[oK FE 1 [ 4,545] /stats/update.csh

[OK FE 1 [ 1,423] /stats/index.html

[OoK FE 1 [ 1,985] /stats/makeCd.pl

[oK FE 1 [ 4,110] /stats/carrierCrossCheck.html

[OK FE 1 [ 0] /stats/21yrs.csv

[OK DE 1 [ 1 /stats/otj_latest

[OK FE ] [ 3,438] /stats/otj_latest/feb.xls

[OoK FE ] [ 71,462] /stats/otj_latest/april.xls

[OK FE 1 [ 17,279] /stats/otj_latest/july.xls

[oK FE 1 [ 17,629] /stats/otj_latest/october.xls

[OoK FE 1 [ 3,321] /stats/otj_latest/jan.xls

*¥*** Total Found Items: 21

*¥*¥** Total Transferred Items: 21

*¥*** Total Failures: 0

*¥**¥* Total Bytes Restored: 5,105,867

*¥**¥* Total processed: 21

*¥*** Elapsed time: 00:00:02

*¥*** Restore Data Report: DONE at Wed Feb 24 02:14:09 2010 ****
bstnA# ...

Running the Restore from a Remote Host

From any remote host that supports the Secure SHell (SSH) protocol, you
can run the restore data command and see the report. Use the following
syntax with ssh:

ssh admin-user@mip “restore data...”
where

admin-user is the username for a valid administrative account at
the ARX (use show users to list all of them, as shown in Listing All

Administrative Users, on page 2-14 of the ARX® CLI
Network-Management Guide),

mip is a management-IP address for the ARX (use show interface
mgmt to show the out-of-band management interface, or show
interface vlan to show all in-band management interfaces), and

restore data... is the full restore data command, described above.
Surround this with quotation marks (““‘).
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The output of the CLI command appears in the local shell. This also works
with all show commands.

For example, the following command sequence re-runs the above restore

data command from a remote machine, “mgmt17.”
juser@mgmtl7:~$ ssh admin@1@.1.1.7 “restore data insur volume /claims path stats filer nastl nfs
/root_vdm_4/backups cifs BACKUPS source-path /stats recurse”
Command>restore data insur volume /claims path stats filer nasEl nfs /root_vdm_4/backups cifs
BACKUPS source-path /stats recurse
Scheduling restore operation on switch bstnA, report name: restore.9._claims.rpt
juser@mgmtl7:~$ ssh admin@10.1.1.7 “show reports restore.9._claims.rpt”
Command>show reports restore.9._claims.rpt
**xx Restore Data Report: Started at Wed Feb 25 10:52:11 2010 ****
*¥*¥* Software Version: 5.02.000.12538 (Feb 16 2010 20:14:13) [nbuilds]
*¥*** Hardware Platform: ARX-4000
*¥*** Report Destination:

*¥*** Namespace: insur

*¥*¥%k \olume: /claims

*¥*x*x path: /stats/restore
*¥*** Source Filer: 192.168.25.51

*¥*** Source NFS Export: /root_vdm_4/backups
*¥*** Source CIFS Share: BACKUPS

*¥*** Source Path: /stats

*¥**¥* Options: recurse

*¥xkk | egend:

*¥*¥**  OK = Object transferred without error.

*¥*¥*¥*k  SK = Skipped object due to naming problems.
Fokokok FL = Encountered error during object transfer.

*¥¥*¥* QY = Error re-syncing directory attributes after data restore.
¥*¥*% DS = Error deleting source file or directory.

*¥*¥**  NR = Did not recurse due to problematic directory contents.
*¥*¥**  SA = Failed due to strict attribute consistency requirement.

*xkok FE = File entry.

*¥*¥**  DE = Directory entry.
*¥*¥x*  LE = Hard link.

*¥¥*k  SE = Symbolic link.

*¥*** Multi-Protocol Issues:

*¥***  CC = Case-blind collision.

*¥*¥**  NE = Entry found with NFS that was not found with CIFS.

*¥*¥*¥%  CE = Entry found with CIFS that was not found with NFS.

*¥**x  SL = Symbolic link found with NFS that was not found with CIFS.

*xkok IC = CIFS invalid characters found in NFS name.

*¥*¥*%  NM = CIFS name has characters that are not mappable to the NFS encoding.
*oxkok FN = A portion of the name contains a filer-generated pattern.

*¥*¥**  NC = Unable to copy CIFS data due to a filer-generated name.

Entry Type Size Object

[ cC] 1 /stats/piechart.ppt

[ cc] ] /stats/PieChart.ppt

[ IC] 1 /stats/on_the_job:2004.cnv
[ IC] 1 /stats/on_the_job:2003.cnv

[oK FE NC] 3,575,056] /stats/PieChart.ppt
[OK FE 1 6,562] /stats/acmelns.txt
[oK FE NC] 722,589] /stats/piechart.ppt

[
[
[
[
[ Ic] [ 1 /stats/in_home:2005
[
[
[
[OoK FE NC] [ 1,679] /stats/on_the_job:2003.cnv
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OK

[oK
[oK
[oK
[oK
[oK
[oK
[oK
[oK
[OK
[oK

% % %k k
* %k k
* %k ok
* %k %k k

* %k ok
* %k k %k
%k % %k k

juser@mgmtl7:~$

FE NC]
1C]
1C]
IC]
1C]
1C]
IC]

DE NC]

FE NC]

FE NC]

FE NC]

FE ]

FE

FE

FE

FE

FE

e e e e

[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[

9,509]

e e e ) L

]
335,872]
267,264]

59,712]
2,432]
4,545]
1,423]
1,985]
4,110]

0]

Total Found Items:

Total Transferred Items:
Total Failures:

Total Bytes Restored:

Total processed:

Elapsed time:

/stats/on_the_job:2004.cnv
/stats/in_home:2005/age:11-21yrs.csv
/stats/in_home:2005/age:>21yrs.csv
/stats/in_home:2005/age:<10yrs.csv
/stats/in_home:2005/age:>21yrs.csv
/stats/in_home:2005/age:<10yrs.csv
/stats/in_home:2005/age:11-21yrs.csv
/stats/in_home:2005
/stats/in_home:2005/age:
/stats/in_home:2005/age:
/stats/in_home:2005/age:
/stats/cleanBU.csh
/stats/update.csh
/stats/index.html
/stats/makeCd.pl
/stats/carrierCrossCheck.html
/stats/21yrs.csv

11-21yrs.csv
>21yrs.csv
<loyrs.csv

15

15

)

4,992,738
15
00:00:02

Restore Data Report: DONE at Wed Feb 25 10:52:22 2010 ****

Showing all Restore Operations

bstn

Name

Name

A restore operation occurs in the background while you can run other CLI
commands or GUI functions. To see the high-level status of all restore
operations, use the show restore data command:

show restore data

For example, this shows that the current switch has had two successful
restores:

A(gbl)# show restore data

space: wwmed
Volume: /acct
Path: /

Options:
Source Filer:
NFS Source:
Status:
Report Name:
Items Found:
Items Transferred:
Failures:

Total Bytes Restored:

Completed at:

space: insur
Volume: /claims
Path: /stats
Options:
Source Filer:
NFS Source:

recurse
dasl [192.168.25.19]
/exports/backups/acct
Success

restore.6._acct.rpt (bstnA)
225

225

(2]

11,163,668

Mon Sep 14 01:29:11 2009

recurse
nasEl [192.168.25.51]
/root_vdm_4/backups/stats
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CIFS Source:
Status:
Report Name:

BACKUPS/stats
Success

restore.7._claims.rpt (bstnA)

Items Found: 21

Items Transferred: 21
Failures: 0

Total Bytes Restored: 5,105,867

Completed at:

bstnA(gbl)# ...

Mon Sep 14 01:28:01 2009

Focusing on a Single Namespace, Volume, or Path

You can add some options to show a smaller set of restore operations:

show restore data [namespace [volume vol-path [path path]]]

where

namespace (1-30 characters) selects a namespace,

vol-path (1-1024 characters) narrows the scope to a specific

volume, and.

path (1-1024 characters) narrows the scope further, to a specific
virtual path in the volume (for example, ‘/home/jrandom’). This is

relative to the vol-path.

For example, this command shows the restore operation performed on one
virtual directory, “insur~/claims/stats:”
bstnA(gbl)# show restore data insur volume /claims path /stats

Namespace: insur
Volume: /claims
Path: /stats

Options:
Source Filer:
NFS Source:
CIFS Source:
Status:
Report Name:
Items Found:
Items Transferred:
Failures:
Total Bytes Restored:
Completed at:

bstnA(gbl)# ...

Clearing Restore Operations from the Output

where

recurse

nasEl [192.168.25.51]
/root_vdm_4/backups/stats
BACKUPS/stats

Success
restore.7._claims.rpt (bstnA)
21

21

0

5,105,867

Mon Sep 14 01:28:01 2009

The show restore data command displays a running history of all restore
operations. The history goes back indefinitely, so the command can display
a very large number of records over time. You can clear all of these records
at once, or all records for a particular namespace, volume, or path. From
priv-exec mode, use the clear restore data command:

clear restore data [namespace [volume vol-path [path path]]]

CLI Maintenance Guide
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namespace (optional, 1-30 characters) identifies one namespace
with restore records. If this option is omitted, the command clears
all restore-operation records from the history.

vol-path (optional, 1-1024 characters) narrows the scope to one
volume, and

path (optional, 1-1024 characters) narrows the scope further to a
specific virtual path. This is relative to the vol-path.

Before clearing the records, a prompt requests confirmation; enter yes to
confirm. After you clear the records, they no longer appear in the show
restore data output.

This only affects completed restore operations. It does not affect any restore
operation that is in-process when you run the clear command.

For example, this command sequence shows all restore records, clears them,
then shows that there are none remaining:
bstnA(gbl)# show restore data

Namespace: wwmed
Volume: /acct
Path: /

Total Bytes Restored: 1,694,056
bstnA(gbl)# end

bstnA# clear restore data

Clear restore data records? [yes/no] yes
bstnA# show restore data

bstnA# ...

Canceling a Restore Operation

To cancel an in-progress restore operation, go to priv-exec mode and use the
cancel restore data command:

cancel restore data namespace volume vol-path path path

where
namespace (1-30 characters) identifies the namespace,
vol-path (1-1024 characters) is the volume, and

path (1-1024 characters) is the specific virtual path that is being
restored. This is relative to the vol-path.

A prompt requests confirmation before the CLI cancels the restore; enter yes
to confirm that you want to cancel the operation.

For example, this command cancels a restore operation in the “wwmed”
namespace:

bstnA(gbl)# end

bstnA# cancel restore data wwmed volume /acct path /

Cancel specified restore data operations? [yes/no] yes
bstnA# ..
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Overview

Overview

The switch configuration that you edit with the CLI is called the running
configuration, or running config. You can save the running config for the
next reboot, disaster recovery, or for exporting the configuration from one
switch to another.The running config is divided into two major components:
the local-running config for the current switch, and global config for
parameters that are shared by both switches in a redundant pair. This chapter
explains how to save both config types and restore them later.

‘ Note

We recommend saving both the local-running config and the global config
after every configuration change. Both configs are vital for switch
replacement.

‘ Note

In addition, to prepare for replacing a single switch in the unlikely event of
a failure, you should also save the following:

* Master key (extracted and wrapped). Save it to a remote host along with
the configs.

* Master key wrapping key password. Save it to a secure location.

Setting a Default FTP or SCP User

Before you begin backing up the configuration, you have the option to
simplify FTP uploads and/or SCP transfers later. The running config exists
in one or more local files, which you can copy to an external FTP or SCP
server. The default FTP username/password is
“anonymous/upgrade-hostname,” but you can enter a specific
username/password for each copy. There is no default for SCP transfers. To
avoid retyping FTP or SCP credentials each time, you can establish a default
username and password for each transfer protocol FTP.

From cfg mode, use ip ftp-user to set the FTP username:

ip ftp-user username
where username is 1-32 characters.

From the same mode, you can also (or instead) use ip scp-user to set a
default username for SCP:

ip SCp-user username
where, as above, username is 1-32 characters.
The CLI then prompts twice for the password.

For example, the following command sequence sets up two default users

named “juser,” one for FTP and another for SCP:
bstnA(cfg)# ip ftp-user juser
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Password: jpasswd

Validate Password: jpasswd
bstnA(cfg)# ip scp-user juser
Password: jpasswd

Validate Password: jpasswd
bstnA(cfg)# ...




Saving the Local Running Config

Saving the Local Running Config

The next step in saving the running configuration is to save the local running
config. The local running config applies only to the current switch: this
config includes network and chassis parameters. From priv-exec mode, use
the copy running-config command to save the local config as an executable
script.

copy running-config scripts destination-file

where
scripts is the destination directory, and

destination-file (1-255 characters) is a name you choose for the
running-config file.

For example, the following command sequence exits to priv-exec mode,
copies the local running configuration to the scripts directory, then shows
the new script file:

bstnA(cfg)# exit

bstnA# copy running-config scripts running

bstnA# show scripts

scripts
running Sep 19 ©5:03 5.7k

Saving the Config Off to an FTP Server

To save the running config off to a remote FTP server, use a URL in place
of the destination-file name. Follow the URL format below:

copy running-config ftp://[username:password@]ftp-site/file

where

username:password @ (optional) is an FTP username and
password (the default is the username/password set by the ip
ftp-user command, described above),

Jtp-site identifies the FTP server with an IP address or FQDN (for
example, “172.16.88.3” or “ftp.myftpsite.com”), and

file is the chosen file name. Lead with an extra “/” if the path starts
at the root of the server machine; for example,
“aramis//var/cfg/running-config” specifies
“/var/config/running-config” on server aramis. Omit the leading
slash if the file is going to the home directory for username.

The CLI prints a message with the results of the copy operation.
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bstnA(cfg)# exit

For example, the following command exits from cfg mode to priv-exec
mode, then sends the running config to ftp.wwmed.com:

bstnA# copy running-config ftp://juser:jpasswd@ftp.wwmed.com/oct241cl

% INFO: Copy config file to destination file 'oct24running' completed successfully.

bstnA# ...

Saving the Config Off to an SCP Server

bstnA(gbl)# exit

For secure sites, you can upload with the Secure Copy (SCP) protocol. The
URL has a different syntax for SCP transfers:

copy running-config scp://username@server:file [accept-host-key]

where

username @ (optional) is a valid username at the remote host (the
default is the username set by the ip scp-user command, described
above),

server identifies the SCP server with an IP address or FQDN (for
example, “172.16.100.18” or “debl.mynet.com”), and

file is the chosen file name. Lead with a slash (scp-server:/file) if
the file path is absolute. Without the slash, the path is presumed to
start in the home directory for username.

accept-host-key (optional) tells the CLI to accept an unknown host
key if offered by the SCP server. The host key authenticates the
server; if the key is unknown, it is possible that an attacker has
taken the server’s hostname and/or IP address. Note that any SCP
server is “unknown” if the switch has not had an SCP exchange
with it since the switch’s last reboot.

The CLI prompts for the username’s password, unless you set up a default
with the ip scp-user command. If the prompt appears, enter a password that
is valid at the remote site.

Another prompt shows the results of the copy operation.

For example, the following command exits from gbl mode to priv-exec
mode, then sends the running config to rh1.wwmed.com. This goes to the
default user’s home directory, where the default user was set with the ip
scp-user command:

bstnA# copy running-config scp://rhl.wwmed.com:oct24running

% INFO: Copy config file to destination file 'oct24running' completed successfully.

bstnA# ...




Saving the Local Running Config

Placing the Config into an ARX Volume

You can also place the config file into an ARX volume. You can use the nfs
or Cifs clause to send the config file to a given directory in a given volume:

copy running-config {cifs|nfs} namespace volume dest-path
where

cifs | nfs is a required choice. This is the network protocol used to
transfer the config file to the ARX volume.

namespace (1-30 characters) identifies the destination namespace.
volume (1-1024 characters) is the destination-volume name.

dest-path (1-255 characters) is the intended path from the volume
root (above) to the config file. The directory you specify here must
exist on the volume.

The CLI prints a message with the results of the copy operation.

For example, the following command exits from gbl mode to priv-exec

mode, then sends the running-config to a directory in the “medarcv~/rcrds”
volume:

bstnA(cfg)# exit
bstnA# copy running-config cifs medarcv /rcrds admin/oct24running

% INFO: Copy config file to destination file 'oct24running' completed successfully.

bstnA# ...

Sending the Config to an E-Mail Recipient

You can alternatively send the running-config file as an E-mail attachment.
Before you use E-mail, you must configure the Simple Mail Transfer
Protocol (SMTP) on the switch, starting with the smtp command in cfg

mode: see the chapter on E-mail and SMTP in the ARX® CLI Reference.
Use the following syntax to send the running-config file in an E-mail
message:

copy running-config smtp://[e-mail-address/]file
where

e-mail-address (optional) identifies the recipient of the E-mail
message (for example, “myCoWorker @myco.com”). If you omit
this, it defaults to the E-mail recipient set with the cfg-smtp to
command. Use a slash (/) to separate this from the file name.

file is the chosen file name.
The CLI prints a message with the results of the copy operation.

For example, the following command sequence sets up SMTP, exits from
cfg mode to priv-exec mode, then mails the running-config file to
“juser@wwmed.com:”
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bstnA(cfg)# smtp

bstnA(cfg-smtp)# mail-server emaill.wwmed.com

bstnA(cfg-smtp)# from admin@acopia.wwmed.com

bstnA(cfg-smtp)# exit

bstnA(cfg)# exit

bstnA# copy running-config smtp://juser@wwmed.com/oct24running

% INFO: Copy config file to destination file 'oct24running' completed successfully.

bstnA# ...

Showing the Local Config

You can send the current local config to the screen without saving it to a
file. Use the show running-config command to view all the CLI commands
required to re-create the local running-config.

show running-config

For example:
bstnA> show running-config
; ARX-4000
; Version 6.01.000.14059 (Aug 12 2011 20:10:50) [nbuilds]
; Database version: 601000.106
; Generated running-config Thu Aug 18 02:22:14 2011
; System UUID d9bdece8-9866-11d8-91e3-f48e42637d58
; ip private vlan internal 1010 metalog 1011 subnet 169.254.80.0 255.255.255.0

terminal character-set unicode-utf-8
vlan ==================================

description "personnel dept."
members 2/5 to 2/5
exit

vlan 25
description rtTestVlan
members 2/6 to 2/6
exit

config
interface vlan 25
ip address 192.168.25.5 255.255.255.0
no shutdown
exit

interface vlan 25
ip address 10.46.11.253 255.255.0.0
no shutdown
exit




Saving the Global Config

Saving the Global Config

The next step in saving the running configuration is to save the
global-config parameters. The global config is the part of the configuration
that is shared among both ARXes in a redundant pair: this includes
namespace and policy parameters. From priv-exec mode, use the copy
global-config command to save the global config to an executable script file.

copy global-config scripts destination-file
where
scripts is the destination directory, and

destination-file (1-255 characters) is a name you choose for the
global-config file.

For example, the following command sequence exits to priv-exec mode,
copies the global running configuration, then shows the new script file:
bstnA(cfg)# exit

bstnA# copy global-config scripts global

bstnA# show scripts

scripts
global Sep 19 ©5:03 9.0k
running Sep 19 ©5:03 5.7k

Saving the Config Off to an FTP Server

bstnA(gbl)# exit

To save the global config off to a remote FTP server, use an FTP URL as the
destination:

copy global-config ftp://[username:password@]ftp-site/file
where

username:password @ (optional) is an FTP username and
password (the default is the username/password set by the ip
ftp-user command),

fitp-site identifies the FTP server with an IP address or FQDN (for
example, “172.16.88.3” or “ftp.myftpsite.com”), and

file is the chosen file name. As with other FTP copies, use two
slashes (ftp-sitellfile) if the file path is absolute.

The CLI prints a message to show the results of the copy operation.

For example, the following command exits from gbl mode to priv-exec
mode, then sends the global config to /var/oct24gbl on ftp.wwmed.com:

bstnA# copy global-config ftp://juser:jpasswd@ftp.wwmed.com//var/oct24gbl

% INFO: Copy config file to destination file 'oct24gbl' completed successfully.

bstnA# ..
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Saving the Config Off to an SCP Server

bstnA(gbl)# exit

As with the running-config, you can also use the Secure Copy (SCP)
protocol to upload the global config:

copy global-config scp://username@server:file [accept-host-key]

where

username @ (optional) is a valid username at the remote host (the
default is the username set by the ip scp-user command, described
earlier),

server identifies the SCP server with an IP address or FQDN (for
example, “172.16.100.12” or “host.mynet.com”), and

file is the chosen file name. Lead with a slash (scp-server:/file) if
the file path is absolute. Without the slash, the path is presumed to
start in the home directory for username.

accept-host-key (optional) tells the CLI to accept an unknown host
key if offered by the SCP server. The host key authenticates the
server; if the key is unknown, it is possible that an attacker has
taken the server’s hostname and/or IP address. Note that any SCP
server is “unknown” if the switch has not had an SCP exchange
with it since the switch’s last reboot.

The CLI prompts for the username’s password, unless you set up a default
with the ip scp-user command. If the prompt appears, enter a password that
is valid at the remote site.

The CLI then shows the results of the copy operation.

For example, the following command exits from gbl mode to priv-exec
mode, then sends the global config to the /var directory on rh1.wwmed.com.
This defaults to whatever username and password were set earlier with the
ip scp-user command:

bstnA# copy global-config scp://rhl.wwmed.com:/var/oct24gbl

% INFO: Copy config file to destination file 'oct24gbl' completed successfully.

bstnA# ...

Placing the Config into an ARX Volume

You can also place the config file into an ARX volume. You can use the nfs
or cifs clause to send the config file to a given directory in a given volume:

copy global-config {cifs|nfs} namespace volume dest-path

where

cifs | nfs is a required choice. This is the network protocol used to
transfer the config file to the ARX volume.

namespace (1-30 characters) identifies the destination namespace.

volume (1-1024 characters) is the destination-volume name.
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bstnA(cfg)# exit

dest-path (1-255 characters) is the intended path from the volume
root (above) to the config file. The directory you specify here must
exist on the volume.

The CLI prints a message with the results of the copy operation.

For example, the following command exits from gbl mode to priv-exec

mode, then sends the global-config to a directory in the “medarcv~/rcrds”
volume:

bstnA# copy global-config cifs medarcv /rcrds admin/oct24gbl

% INFO: Copy config file to destination file 'oct24gbl' completed successfully.

bstnA# ...

Sending the Config to an E-Mail Recipient

bstnA(cfg)# smtp
bstnA(cfg-smtp)#
bstnA(cfg-smtp)#
bstnA(cfg-smtp)#
bstnA(cfg-smtp)#
bstnA(cfg)# exit

You can alternatively send the global-config file as an E-mail attachment, as
shown above for the running-config. Before you use E-mail, you must
configure the Simple Mail Transfer Protocol (SMTP) on the switch, starting
with the smtp command in cfg mode: see the chapter on E-mail and SMTP

in the ARX® CLI Reference.
Use the following syntax to send the global-config file in an E-mail
message:

copy global-config smtp://[e-mail-address/]file
where

e-mail-address (optional) identifies the recipient of the E-mail
message (for example, “myCoWorker@myco.com”). If you omit
this, it defaults to the E-mail recipient set with the cfg-smtp to
command. Use a slash (/) to separate this from the file name.

file is the chosen file name.

For example, the following command sequence sets up SMTP (including a
destination E-mail address, “juser@wwmed.com”), exits from cfg mode to
priv-exec mode, then mails the global-config file:

mail-server emaill.wwmed.com
from admin@acopia.wwmed.com
to juser@wwmed.com

bstnA# copy global-config smtp://oct24gbl

% INFO: Copy config file to destination file 'oct24gbl' completed successfully.

bstnA# ..

CLI Maintenance Guide
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Showing the Global Config

You can send the current global config to the screen without saving it to a
file. Use the show global-config command to view all the CLI commands
required to re-create the global config.

show global-config

The CLI commands appear in the proper order to be run as a CLI script.

’ Note

Secure information, such as passwords and private SSH keys, is shown in
encrypted form. Only the current ARX (or a replacement for it, in case of
failure) can decrypt these passwords or keys.

For example:
bstnA> show global-config
; ARX-4000
; Version 6.04.000.15155 (Oct 29 2012 ©9:50:57) [nbuilds]
; Database version: 604000.2
; Generated global-config Fri Nov 9 ©2:37:18 2012
3
terminal character-set unicode-utf-8
; s===================z============ global =================================

kerberos health-check threshold 3500
nfs tcp timeout 30
smb2-allowed

y==========s=s=ssssssssss=s======= | Sef ===s=ssssssssssssSssSssSsssssssss=ss=ss
user adml encrypted-password z4nEesIwajAbiyKh4@VBOOR5xRbe83huxKCUzryphoo=
exit

user adml2 encrypted-password N4b37cIwajAbiyKh40VBOOR5xRbe83humjwfGQX1lzu5srcqR4EtQlQ==
exit

user admin encrypted-password Ve5i7MIwajAbiyKh40VBOOR5xRbe83huVRIXiJOjaSw=
exit

user newadmin encrypted-password 4kQKwMIwajAbiyKh4@VBOOR5xRbe83huA5tDm/T7PLsKKzPzxdPKSg==
exit

group Administrators
role backup-operator
role crypto-officer
role network-engineer
role operator
role storage-engineer
windows-domain MEDARCH.ORG
exit

bstnA>

5-12



Saving the Global Config

Focusing On Specific Configuration Sections

You can show an individual group of commands from the show
global-config output:

show global-config {filer | namespace | schedule | security |
global-server | nfs | cifs}

where
 filer shows the “external-filer” section of the report,
* namespace shows the “namespace” section,
* schedule shows all policy schedules,

» security shows all sections related to security (such as “group,”
“radius-server,” and “authentication”),

» global-server focuses on the “global-server” section,
¢ nfs shows the “nfs” section, and

e cifs shows the “cifs” section.

For example, the following command shows the security configuration:
bstnA> show global-config security

proxy-user ==
;============================= win-mgmt-auth
group Administrators

role backup-operator

role crypto-officer

role network-engineer

role operator

role storage-engineer

windows-domain MEDARCH.ORG

exit

group "Backup Operators”
role backup-operator
role operator
windows-domain MEDARCH.ORG
exit

group "Domain Admins"
role backup-operator
role crypto-officer
role network-engineer
role operator
role storage-engineer
windows-domain MEDARCH.ORG
exit

group "Domain Users"
role operator
windows-domain MEDARCH.ORG
exit

group "Enterprise Admins"
role backup-operator

CLI Maintenance Guide 5-13



Chapter 5
Backing Up the Running Configuration

role crypto-officer

role network-engineer

role operator

role storage-engineer
windows-domain MEDARCH.ORG
exit

group admins
role storage-engineer
user adml
user adml2
exit

group crypto-officer
user admin
user newadmin
exit

group operator
user admin
user newadmin
user adml
user adml2
exit

radius-server 192.168.25.201
exit

radius-server 192.168.25.207
auth-port 5555
retries 4
timeout 10
exit

nfs-access-1list eastcoast
anonymous-gid 100
anonymous-uid 100
description "allowable subnets in MA, WELLS, & DC"
nis domain wwmed.com
permit 172.16.100.0 255.255.255.0 read-write root squash
permit 172.16.204.0 255.255.255.0 read-only root allow
permit 172.16.0.0 255.255.0.0 read-write root squash
permit netgroup surgeons read-write root allow
permit netgroup medtechs read-only root squash
deny 192.168.77.0 255.255.255.0
deny 192.168.202.0 255.255.255.0
permit 192.168.98.0 255.255.255.0 read-write root allow
permit 192.168.0.0 255.255.0.0 read-write root squash
exit

nfs-access-list westcoast
permit 172.209.3.0 255.255.255.0 read-write root squash
permit 172.214.1.0 255.255.255.0 read-write root squash
exit

ntlm-auth-db ntlmMap2
user lab encrypted-password wjBgMBuLIgHjRUE7RHNFFt7zeG4G3V1RY/6AXKTgb2C2RgXz
exit

proxy-user acoProxyl
description "jq's admin account"
user jgprivate encrypted-password +XuWQsIwajAbiyKh40VBOOR5xRbe83huOLWUcO6bywZd/idlcoZRxg==
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windows-domain WWMEDNET.COM
exit

proxy-user acoProxy3
user jqtester encrypted-password mvBVvsIwajAbiyKh4@VBOOR5xRbe83huk9fFfFIrdoQd2ncXpjBxEg==
windows-domain FDTESTNET.COM pre-win2k-name BOSTONCIFS
exit

proxy-user cifs_admin
user Administrator encrypted-password Ve5i7MIwajAbiyKh4@VBOOR5xRbe83huVRIXiJOjaSw=
windows-domain MEDARCH.ORG
exit

proxy-user emc_admin
user nasadmin encrypted-password se9ur8IwajAbiyKh40VBOOR5xRbe83huelcCBmZ8b66zbYw4QGIFXQ==
exit

proxy-user nas_admin
user root encrypted-password Ve5i7MIwajAbiyKh4@VBOOR5xRbe83huVRIXiJOjaSw=
exit

proxy-user nas_admin2
user root encrypted-password Ve5i7MIwajAbiyKh40VBOOR5xRbe83huVRIXiJOjaSw=
exit

proxy-user ny_admin
user jqpublic encrypted-password ZvUd18IwajAbiyKh4@VBOOR5xRbe83huM/1a8HME+Lk=
windows-domain WELLS.ME.ORG
exit

proxy-user acoProxy2
description "user with backup and admin creds on our servers”
user jqpublic encrypted-password ZvUd18IwajAbiyKh4@VBOOR5xRbe83huM/1a8HME+Lk=
windows-domain MEDARCH.ORG
exit

windows-mgmt-auth fullAccess
permit all any
user juser windows-domain MEDARCH.ORG
user jquser windows-domain MEDARCH.ORG
exit

windows-mgmt-auth readOnly
permit session monitor
permit share monitor
permit snapshot monitor
user mhoward_md windows-domain MEDARCH.ORG
user zmarx_cpa windows-domain MEDARCH.ORG
user lfine_md windows-domain MEDARCH.ORG
user choward_md windows-domain MEDARCH.ORG
exit

windows-mgmt-auth snapViewers
permit snapshot monitor
user juser windows-domain MEDARCH.ORG
user jquser windows-domain MEDARCH.ORG
exit

bstnA>
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Focusing On Named Configurations

You can show an individual namespace, volume, or front-end service by
specifying the name at the end of the command:

show global-config namespace name [volume]
where
name (1-30 characters) identifies the namespace,

or

show global-config {nfs | cifs} name

where name (1-255 characters) is the fully-qualified domain name
(FQDN) for the front-end service.

For example, the following command shows the configuration for the
“medarcv” namespace:

bstnA> show global-config namespace medarcv
================== namespace managed volumes =======================

namesp

ace medarcv

protocol cifs
authentication kerberos

cifs
cifs
cifs
cifs

authentication ntlm
authentication ntlmv2
filer-signatures

proxy-user acoProxy2
windows-mgmt-auth readOnly
windows-mgmt-auth fullAccess
windows-mgmt-auth snapViewers

sam-
volu

reference fs2
me /lab_equipment

cifs access-based-enum auto-enable

mo
re
re

dify
import-modify
serve files 4000000

snapshot directory display all-exports
snapshot privileged-access

sn
au

apshot vss-mode none
to sync files

metadata share nasl nfs3 /vol/vol2/meta6

no
na
no
no
un
sh

sh

exit

bstnA>

compressed-files
med-streams
persistent-acls
sparse-files
icode-on-disk
are backlots
import sync-attributes

policy freespace percent 3 resume-migrate 5
filer fs2 cifs backlot_records

enable
exit

are equip
import priority 1
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Saving Both Configs

The startup config is a combination of the running config and the global
config. You can save the startup config as a single file. From priv-exec
mode, use the copy startup-config command to save the startup config to an
executable script file.

copy startup-config scripts destination-file
where
scripts is the destination directory, and

destination-file (1-255 characters) is a name you choose for the
startup-config file.

For example, the following command sequence exits to priv-exec mode,
copies the startup configuration, then shows the new script file:

bstnA(cfg)# exit
bstnA# copy startup-config scripts start_conf
bstnA# show scripts

scripts
global Sep 19 ©5:03 9.0k
running Sep 19 ©5:03 5.7k
start_conf Sep 19 ©5:03 14k

Saving the Config Off to an FTP Server

bstnA(gbl)# exit

Use a URL in the copy startup-config command to save the startup config to
an FTP site:

copy startup-config ftp://[username:password@]ftp-site/file
where

username:password @ (optional) is an FTP username and
password (the default is the username/password set by the ip
ftp-user command),

Jtp-site identifies the FTP server with an IP address or FQDN (for
example, “172.16.88.3” or “ftp.myftpsite.com”), and

file is the chosen file name. As with other FTP copies, use two
slashes (ftp-sitellfile) if the file path is absolute.

The CLI prints a message with the results of the copy operation.

For example, the following command exits from gbl mode to priv-exec
mode, then sends the startup config to ftp.wwmed.com:

bstnA# copy startup-config ftp://juser:jpasswd@ftp.wwmed.com/feb6startup

% INFO: Copy config file to destination file 'feb6startup’' completed successfully.

bstnA# ..
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Saving the Config Off to an SCP Server

bstnA(gbl)# exit

Use an SCP-based URL to upload with the Secure Copy (SCP) protocol:

copy startup-config scp://username@server:file [accept-host-key]

where the options were defined for uploading the running-config (recall
Saving the Config Off to an SCP Server, on page 5-6).

The CLI prompts for the username’s password if there is no ip scp-user
defined. If the password prompt appears, enter a password that is valid at the
remote site. Then a message shows the results of the copy operation.

For example, the following command exits from gbl mode to priv-exec
mode, then sends the startup config to the /var directory on
rhl.wwmed.com:

bstnA# copy startup-config scp://juser@rhl.wwmed.com:/var/feb6startup

Password: jpasswd

% INFO: Copy config file to destination file 'feb6startup' completed successfully.

bstnA# ...

Placing the Config into an ARX Volume

bstnA(cfg)# exit

You can also place the config file into an ARX volume. You can use the nfs
or Cifs clause to send the config file to a given directory in a given volume:

copy startup-config {cifs|nfs} namespace volume dest-path
where

cifs | nfs is a required choice. This is the network protocol used to
transfer the config file to the ARX volume.

namespace (1-30 characters) identifies the destination namespace.
volume (1-1024 characters) is the destination-volume name.

dest-path (1-255 characters) is the intended path from the volume
root (above) to the config file. The directory you specify here must
exist on the volume.

The CLI prints a message with the results of the copy operation.

For example, the following command exits from gbl mode to priv-exec

mode, then sends the startup-config file to a directory in the
“medarcv~/rcrds” volume:

bstnA# copy startup-config cifs medarcv /rcrds admin/feb6startup

% INFO: Copy config file to destination file 'feb6startup’' completed successfully.

bstnA# ...
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Sending the Config to an E-Mail Recipient

bstnA(cfg)# smtp

You can alternatively send the startup-config file as an E-mail attachment,
as shown above for the global-config and running-config. Before you use
E-mail, you must configure the Simple Mail Transfer Protocol (SMTP) on
the switch, starting with the smtp command in cfg mode: see the chapter on

E-mail and SMTP in the ARX® CLI Reference.

Use the following syntax to send the startup-config file in an E-mail
message:

copy startup-config smtp://[e-mail-address/]file

where the options were defined for mailing the running-config (recall
Sending the Config to an E-Mail Recipient, on page 5-7).

For example, the following command sequence sets up SMTP (including a
destination E-mail address, “juser@wwmed.com”), exits from cfg mode to
priv-exec mode, then mails the startup-config file:

bstnA(cfg-smtp)# mail-server emaill.wwmed.com
bstnA(cfg-smtp)# from admin@acopia.wwmed.com
bstnA(cfg-smtp)# to juser@wwmed.com

bstnA(cfg-smtp)# exit

bstnA(cfg)# exit

bstnA# copy startup-config smtp://feb6startup

% INFO: Copy config file to destination file 'feb6startup' completed successfully.

bstnA# ..

CLI Maintenance Guide
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Prepared for Disaster Recovery

Once you have saved both the local and global running-configs (or the
single startup-config), the ARX is prepared for disaster-recovery.

‘ Note

In addition, to prepare for replacing a single switch in the unlikely event of
a failure, you should also save the following:

e  Master key (extracted and wrapped). Save it to a remote host along with
the configs.

* Master key wrapping key password. Save it to a secure location.

Restoring the Configuration

The first step to restoring the running config is to place the running-config
script(s) onto the chassis. If the scripts are already on the switch (for
example, if you saved the config(s) to the current chassis), you can skip this
section. If the scripts are on an FTP server, enter priv-exec mode and use
copy ftp to retrieve them:

copy ftp://[username:password@]ftp-site/file scripts destination
where

username:password @ (optional) is an FTP username and
password (the default is the username/password set by the ip
ftp-user command),

Jtp-site identifies the FTP server with an IP address or FQDN (for
example, “172.16.88.3” or “ftp.myftpsite.com”),

file is the script name at the server (lead with an extra ““/” if the path
is absolute),

scripts specifies the directory for the destination file, and
destination is the script name at the chassis.

For example, the following command sequence copies the startup config
from ftp.wwmed.com:

bstnA> enable
bstnA# copy ftp://juser:jpasswd@ftp.wwmed.com/feb6startup scripts start_conf
% INFO: The copy command completed successfully.

bstnA# ...

Erasing the Current Configuration

You must remove the active “startup-config” file and reboot the switch
before you restore the running-config or startup-config. For example:




Restoring the Configuration

bstnA> enable
bstnA# delete startup-config

Delete file 'startup-config' in directory 'configs'? [yes/no] yes
bstnA# reload
Reload the entire chassis? [yes/no] yes

Broadcast message (Fri Feb 6 15:06:47 2004):

The system is going down for reboot NOW!

Wait for the machine to reboot, then log back in through the serial
CONSOLE port. (With the configuration erased, the MGMT port and all

inband (VLAN) management interfaces are unavailable.) For example:
User Access Authentication

SWITCH login: admin
Password: password
System authenticating at device scope.

Restoring the Local and Global Configs

From priv-exec mode, use the run command to run each running-config
script:

run scripts script-name

where script-name (1-255 characters) identifies the running-config
script. Use show scripts for a list of available scripts.

‘ Important

In a redundant pair, the global config is shared by both switches. If you
restore the global config (either alone or as part of the startup config), you
overwrite all global parameters for both switches in the pair. We
recommend restoring the running-config first, rejoining the redundant pair,
then restoring the global config, as outlined in the next section.

The CLI commands run on the command line until the configuration is
finished.

For example, the following command sequence enters priv-exec mode,
shows the saved scripts, and runs the “start_conf” script (which contains

both the running and global configs):
SWITCH> enable
SWITCH# show scripts

scripts
global Mar 16 01:59 6.5k
running Mar 16 01:59 3.0k
start_conf Mar 16 ©01:59 9.6k

SWITCH# run scripts start_conf
SWITCH# config
SWITCH(cfg)# hostname bstnA
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bstnA(cfg)# ...
bstnA(gbl)# exit
bstnA# ...

Restoring Configs to a Redundant Pair

We recommend a two-phased approach for restoring configs to a redundant
pair: restore the running-config to each switch, then restore the
global-config on either switch. This synchronizes the pair before starting
any namespace imports. Other orders are possible, but this is considered best
practice.

‘ Important

Do not restore the same running-config to both peers. The running-config
includes the switch’s private subnet, which must be unique to both peers. In
fact, the private subnet must be unique in the switch’s entire RON; see

Resolving Conflicting Subnets, on page 6-13 of the ARX® CLI
Network-Management Guide.

For instructions on joining a redundant pair, refer to Enabling Redundancy,
on page 7-19 of the ARX® CLI Network-Management Guide.

Restoring the Running Configuration

SWITCH# run scripts running

SWITCH# config

For example, the following command sequence updates the running-config
on both switches:

Peer A

SWITCH(cfg)# hostname prtlndA

prtlndA(cfg)# ...
prtlndA(cfg)# exit
prtlndA# ...

Peer B

SWITCH# run scripts running-B

SWITCH# config

SWITCH(cfg)# hostname prtlndB

prtlndB(cfg)# ...
prtlndB(cfg)# exit
prtlndB# ...

Restoring the Global Configuration

For example, the following command sequence updates one switch with the
global-config:

Peer A

Wait for the peers to join. Use the show redundancy command: when both
peers and the quorum disk are “Up,” the pair is complete.

prtlndA(cfg-redundancy)# show redundancy
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Transitions
Node Switch/Quorum Disk  Status Role Total Last (UTC)
*1 prtlndA Up Active Never -
2 prtlndB Up Backup 1 05:33:19 09/14/2009
QD 192.168.74.83 Up Quorum 1 05:33:07 09/14/2009

prtlndA(cfg-redundancy)# ...

prtlndA(cfg-redundancy)# end
prtlndA# run scripts global
prtlndA# global

prtlndA(gbl)# exit
prtlndA# ...

Exit to priv-exec mode and restore the global config:

Consideration For Restoring to an ARX-2500 Pair

There is a special consideration you must take into account when restoring a
configuration to an ARX-2500 pair, if the configuration changes the setting
of the resource-profile command.

After executing the resource-profile command on both devices in the pair,
you must execute the dual-reboot command to reboot both devices at once.
This is true also if you replay a running-config script with the
resource-profile legacy setting. (One method of replaying a
running-config is to save the file on the ARX-2500 and use the run
command.) After replaying the config script, you must reload the
ARX-2500 for resource-profile legacy to take effect.

Restoring to One Peer

If you are only restoring the config on one switch, run its running-config
script to set up networking and rejoin the switch with its waiting peer. The
switch downloads the global config when it joins the redundant pair. If you
want to replace the global-config too, run the global-config script on the
peer (Senior) switch after the pair has joined.

For example, the following sequence restores the running-config and rejoins
its peer. It does not restore the global config:

SWITCH# run scripts running-B

SWITCH# config

SWITCH(cfg)# hostname prtlndB

prtlndB(cfg)# ...
prtlndB(cfg)# exit
prtlndB# ...

CLI Maintenance Guide



Chapter 5
Backing Up the Running Configuration




6

Upgrading Software

* Overview

* Before You Begin

» Saving the Configuration

* Checking the Health of the Switch

* Clearing Space for a New Release File
* Changing the Software Release

* Checking for New Firmware

* Sanity Check

* Upgrading a Redundant Pair

* Downgrading a Redundant Pair






Overview

Overview
ARX software is distributed in release files, typically named with a .rel
extension (for example, “initial.rel” or “arx-0.5.0_dev.rel”). To upgrade
software on the ARX, you must
1. clear space for a new release file (if necessary),
2. copy a new release file to the switch,
3. arm the switch with the release file, and
4. reboot the ARX.
This chapter describes this process in detail, then describes the process for
upgrading software in a redundant pair of switches. The process for
downgrading the software in a redundant pair is described as well, in the
event that such action must be taken.
Downgrades

Downgrading is the process of changing to an older software release, where
the release number is lower. The procedure for downgrading is similar to the
procedure for upgrading, except that it deletes the configuration; therefore,
you must take great care to preserve the configuration and edit it for the
lower release before you begin. At the end of the downgrade, you must
restore the configuration.

‘ Important

Downgrades are not recommended. Consult with F5 Support before
performing a downgrade.

In case a downgrade is necessary, there are instructions that apply to
downgrades in this chapter. At the end of the chapter is a complete
procedure for downgrading a redundant pair of ARX devices. Most of the
chapter focuses on the upgrade scenario.
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Before You Begin

Performance Considerations For ARX-1500 and ARX-2500

The ARX-1500 and ARX-2500 store their metalog data on their internal
disks, along with logs, software-release files, and other management data.
Managed volumes write their metalog data as clients change the volume
state; the metalog is used to restore the volume configuration in the event of
a failure. The metalog is also copied to the redundant peer. The speed of
many volume operations depends on fast metalog writes.

Some other system operations create a large number of writes to the internal
disk, potentially slowing metalog writes. This can slow volume
performance, even if it occurs on the backup peer. For example, the process
of upgrading the software release is extremely disk intensive, and may cause
a noticeable performance degradation. During an upgrade, you use

* the copy command to copy a full release file to the disk, and
* the boot system command to unpack the release file on the disk.

You should perform such disk-intensive operations during off-peak hours on
the ARX-1500 and ARX-2500. This is true whether you run the operations
on the active peer or the backup.

Coordinating Upgrades Between Shadow-Volume Sites

Software upgrades may require more planning for multiple ARX sites. You
can configure a shadow-copy rule to copy data from a managed volume on
one ARX to a shadow volume on another ARX; for details, see Chapter 16,

Shadowing a Volume in the ARX® CLI Storage-Management Guide. To
upgrade both sites, we recommend pausing all policy operations at the
source volume (see Pausing All Rules in a Volume, on page 14-50 of the
same manual), upgrading software at the target site, and then upgrading
software at the source site.

If the sites have redundant-ARX pairs, upgrade both peers at the target site
(as described later in the chapter) before upgrading both peers at the source
site.




Saving the Configuration

Saving the Configuration

Back up your current configuration before initiating an upgrade or
downgrade procedure. The configuration is at risk, especially in a
downgrade; this makes it possible to reload the configuration later. Save the
network-configuration parameters (running-config) in one file and the
storage-configuration parameters (global-config) in another file. Use the
copy running-config command to back up the running-config, as described in
Saving the Local Running Config, on page 5-5. The copy global-config
command saves the global-config, as described in Saving the Global Config,
on page 5-9.

For example, this saves both config files to an external FTP server:
bstnA(cfg)# exit
bstnA# copy running-config ftp://juser:jpasswd@ftp.wwmed.com/net_config

% INFO: Copy config file to destination file 'net_config' completed successfully.
bstnA# copy global-config ftp://juser:jpasswd@ftp.wwmed.com/storage_config
% INFO: Copy config file to destination file 'storage_config' completed successfully.

bstnA# ...

Other Important Configuration Parameters

Record these configuration parameters, too. They are not part of the above
config files, but they are crucial to restoring an ARX to service:

* the password for the administrative account (named “admin” by default)
and

* the encrypted master key.

You can use the show master-key command to display the master key’s
encrypted value. For example:

bstnA# show master-key

System Password: %uper$ecretpw

Wrapping Password: an@ther$ecretpw

Validate Wrapping Password: an@ther$ecretpw

Encrypted master key:

20ftVCwAAAAgAAAApwazSRFd2ww/H1pi7R7IMDZ9S0Ig4WGA/XsZP+HcXjsIAAAADDRbMCXE /bc=

bstnA#

For detailed information about using this CLI command, refer to the ARX®
CLI Reference.
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Checking the Health of the Switch

After you copy your configuration, check the overall health of the ARX.

Use the show health command to check for any alarm conditions:
bstnA# show health

System Health Information

Date ID Event Description
Wed Feb 27 04:12:02 2007 (9) - No active alarms.
bstnA# ...

If any active alarms appear, contact F5 Support before proceeding.

Use the show cores command to confirm that no software processes failed
and created a core-memory file for diagnosis:
bstnA# show cores

cores

bstnA# ...

No core files appear in the above example. If any appear in your output,
address the root cause of all of them before continuing. Contact F5 Support
if you need assistance with diagnosis.

Checking the Log Files for Errors

Review the trap and error logs to see if any noteworthy events have
occurred. Execute show logs traplog and show logs error.log as appropriate,
and execute tail logs traplog and tail logs error.log to view the file contents, if
necessary. See Accessing the Syslog, on page 8-7 for complete information
about accessing and reading these files. Investigate and resolve any issues
that come to light.

Review the syslog to see if any noteworthy system events have occurred.
Execute show logs syslog and tail logs filename to list and view the syslog
files. See Accessing the Syslog, on page 8-7 for complete information about
accessing and reading these files. Investigate and resolve any issues that
come to light.
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Changing the Software Release

Clearing Space for a New Release File

Release files consume large amounts of disk space, so the ARX only stores
up to three release files (possibly more on some platforms). If your switch
has the maximum releases already, you must delete an unused release before
you copy a new one onto the chassis. Use the show releases command for a
listing of current release files:

show releases

This presents the files as a directory listing. Some files have single-letter
codes (R, A, or B) that signify how the switch is using the release file:

e Ris the running release.

* A is the armed release, the one that will run on the next reboot. By
default, this is the same release as the running (R) release.

* B is the backup release. F5 personnel can revert the switch back to this
release if necessary.

For example, the command below shows three releases on the current
switch. The testl.rel file is currently running, and armed to run again on the
next reboot. The test2.rel file is the backup, for disaster recovery. The other
release file is unused, and is therefore a candidate for replacement:
bstnA(gbl-ns[wwmed])# show releases

releases

R A testl.rel Dec 8 00:14 733M

B test2.rel Dec 7 00:06 733M
test3.rel Dec 7 03:55 623M

bstnA(gbl-ns[wwmed])# ...

Showing the Software Versions

Use the show version command for a more-detailed view of the software
versions:

show version

This shows the specific versions of each release and the module
configuration for the chassis. For example:
bstnA(gbl-ns[wwmed])# show version
Copyright (c) 2002-2012 by F5 Networks, Inc. All rights reserved.
Running Release
testl.rel : Version 6.02.000.14342 (Mar 12 2012 20:07:15) [nbuilds]

Armed Release
testl.rel : Version 6.02.000.14342 (Mar 12 2012 20:07:15) [nbuilds]

Backup Release
test2.rel : Version 6.02.000.14334 (Feb 28 2012 17:47:10) [cdoyle]
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System Configuration: Version 602000.31

bstnA uptime is © weeks, ©

Slot Admin ModuleType

1 Enabled ACM
2 Enabled NSM

Switch Up
bstnA(gbl-ns[wwmed])# ...

days, 1 hours, 31 minutes.

ModuleState FW Upgrade

Online Disabled

Online Disabled
Forwarding
Disabled

Deleting a Release File

You cannot delete the running, armed, or backup release. To delete any
other release file, go to priv-exec mode and use the delete releases
command:

delete releases file

where file (1-255 characters) identifies the release file. You can use
wildcards (such as * for a string, ? for a single character, or [A-Z] for
any uppercase letter).

For example, the following command sequence exits to priv-exec mode,
deletes the test3.rel file, then shows the releases directory again to prove that
it is gone:

bstnA(gbl-ns[wwmed])# end

bstnA# delete releases testl.rel
bstnA# show releases

releases

R A testl.rel Dec 8 ©00:14 733M

B test2.rel Dec 7 00:06 733M
bstnA# ...

Obtaining a New Release File

The next step in upgrading your software is to obtain a new release file from
F5. Use a host machine that can access the F5 web site. Ideally, this host
machine should be a client for an ARX CIFS or NFS service, or it should
serve FTP or SCP.

Start by opening a new web browser and going to this address:

https://downloads.f5.com/esd/productlines.jsp

Unless you were recently logged into an F5 web site, you reach a login page.
Enter your e-mail address (as a user name) and your password. If this is your
first time accessing the F5 web site, click on “Register for an Account” to
get a password.



https://downloads.f5.com/esd/productlines.jsp
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You reach the Downloads page after the F5 site accepts your credentials.
Navigate from this page to the desired ARX release, and follow the
instructions to download the release file to the current machine. Release
files are very large, so the download can take a long time.

If the current machine is a client for ARX-storage services, you can
download the file to any CIFS or NFS service on the ARX. For example, if
the machine has its F drive mapped to the “\\acl.medarch.org\ARCHIVES”
share on the ARX, you can download it to “F:\admin\12345.rel.” If the
current machine is an FTP server or supports SCP, download it to a
directory that is accessible from the ARX.

If necessary, transfer the release file from this machine to another host that
meets the above criteria.

Copying a Release File to the Switch

The next step in upgrading software is to copy the new release file to the
ARX.

For cases where you copied the file into an ARX export or share (as
described above), you can find the ARX volume that holds the release file
and copy it from there to the “releases” directory. Other copy options,
through FTP or SCP, are discussed in the subsections below.

The copy command requires the specific namespace and volume where the
release file resides. Use show cifs-service fqdn for a map of fgdn’s
front-end CIFS shares to its ARX volumes; see Focusing on One CIFS
Service, on page 11-40 of the ARX® CLI Storage-Management Guide. For
an NFS export, use show nfs-service fqdn (Showing One NFS Service, on
page 11-8 of the same manual).

Then, from priv-exec mode, use copy cifs or copy nfs to copy the release
file to the “releases” directory:

copy {cifs|nfs} namespace volume file-path releases dest-file
where

cifs | nfs is a required choice. This is the network protocol used to
copy the release file out of the ARX volume.

namespace (1-30 characters) identifies the namespace. You can
find the correct namespace from the output of show cifs-service
or show nfs-service.

volume (1-1024 characters) is the volume name. For a CIFS share,
use the output of show cifs-service to find the volume name (such
as “/rcrds”) behind a share name (such as “ARCHIVES”). For an
NFS export, use the output of show nfs-service to find the volume
name.

file-path (1-255 characters) is the path from the volume root
(above) to the release file.

releases is the destination directory.
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dest-file (1-255 characters) is the name you choose for the local
copy of the release file.

For example, the following command sequence shows the namespace and
volume behind “\\acl.medarch.org\ARCHIVES” (highlighted in bold text
below), copies the release file from that volume, then uses show releases to
confirm that the file was copied:

bstnA# show cifs-service acl.medarch.org

Service Name:

Domain Join:

Account Name:

Delegation:
Delegate To:

acl.MEDARCH.ORG

Joined to MEDARCH.ORG

acl$

Constrained, Any Protocol

cifs/PV7706N
cifs/PV770N.MEDARCH.ORG
cifs/VM-PV770N-01
cifs/VM-PV770N-01.MEDARCH.ORG
cifs/VM-SWP2003S1-5
cifs/VM-SWP2003S1-5.MEDARCH.ORG
cifs/VM-SWP2003S2-04
cifs/VM-SWP2003s2-04.MEDARCH.ORG
cifs/VM-SWP2008S-01
cifs/VM-SWP2008S-02
cifs/VM-SWP2008s-01.MEDARCH.ORG
cifs/VM-SWP2008s-02.MEDARCH.ORG
cifs/engdm
cifs/engdm.MEDARCH.ORG
cifs/enterprise
cifs/enterprise.wwmed.com
cifs/ntap-prov
cifs/ntap-prov.MEDARCH.ORG
cifs/ntap820
cifs/ntap820.MEDARCH.ORG

Description: insurance-claim records
State: Enabled

Signatures: Enabled

WINS Name Encoding: IS0-8859-1

Exports for Namespace: insur

Share Name

CLAIMS
SPECS
STATS

Exports for Namespace: medarcv

Share Name

ARCHIVES

Volume Path State
/claims Online
/claims/specs Online
/claims/stats Online
Volume Path State
/rcrds Online

bstnA# copy cifs medarcv /rcrds admin/12345.rel releases test5.rel

% INFO: Copying 1050 megabytes from the specified source .

% INFO: Transferred 742 of 1050 megabytes; still copying .
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% INFO: The
bstnA# show
releases
R A testl.
B test2.

tests.

bstnA# ...

copy source file '12345.rel' to destination file 'test5.rel' completed successfully.

releases

rel
rel
rel

8 00:14 733M
7 00:06 733M

Sep 10 00:09 794M

Downloading From an FTP Server

If the client machine supports FTP transfers to the ARX, you can use copy
ftp instead:

copy ftp://[username:password@] ftp-site/file releases dest-file

where

username:password @ (optional) is an FTP username and
password (the default is the username/password set by the ip
ftp-user command; see Setting a Default FTP or SCP User, on page
5-3),

fitp-site identifies the FTP server with an IP address or FQDN (for
example, “172.16.88.3” or “ftp.myftpsite.com”),

file is the chosen file name (lead with two slashes (fip-site//file) if
the file path is absolute),

releases is the destination directory on the ARX, and

dest-file is the name you choose for the local copy of the release
file.

For example, the following command sequence copies a release file from
mysrv.wwmed.com, then uses show releases to confirm that the file was
copied:

bstnA# copy ftp://jusr:jpasswd@mysrv.wwmed.com/12345.rel releases test5.rel

% INFO: Copying 1050 megabytes from the specified source .

% INFO: The
bstnA# show
releases
R A testl.
B test2.

tests.

bstnA# ...

copy completed successfully.

releases

rel
rel
rel

8 00:14 733M
7 00:06 733M

Sep 10 00:09 794M

CLI Maintenance Guide
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Downloading From an SCP Server

For secure sites, you can download the release file with the Secure Copy
(SCP) protocol. The URL has a different syntax for SCP transfers:

copy scp://username@server:file releases dest-file [accept-host-key]
where
username @ is a valid username at the remote host,

server identifies the SCP server with an IP address or FQDN (for
example, “172.16.100.18” or “debl.mynet.com”), and

file is the release-file name. Lead with a slash (scp-server:/file) if
the file path is absolute. Without the slash, the path is presumed to
start in the home directory for username.

dest-file is the name you choose for the downloaded copy of the
release file.

accept-host-key (optional) tells the CLI to accept an unknown host
key if offered by the SCP server. The host key authenticates the
server; if the key is unknown, it is possible that an attacker has
taken the server’s hostname and/or IP address. Note that any SCP
server is “unknown” if the ARX has not had an SCP exchange with
it since the ARX’s last reboot.

The CLI prompts for the username’s password. Enter a password that is
valid at the remote site. For example, the following command exits from gbl

mode to priv-exec mode, then downloads a release file through SCP:
bstnA(gbl)# exit
bstnA# copy scp://juser@rhl.wwmed.com:/var/rels/12345.rel releases test.rel
Password: jpasswd

% INFO: Copying 1050 megabytes from the specified source . . .

bstnA# ...

Showing the Version of a Release File

Use the show releases command on a release file to view the release version
and build date for the file:

show releases file
where file (1-255 characters) is the release-file name.

This shows the version number, time/date when the release was built, and
the user that performed the build (typically, “nbuilds”). For example:
bstnA# show releases test5.rel

Version 6.03.000.14767 (Jul 27 2012 20:18:27) [nbuilds]

bstnA# ..
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Validating the Release File

It is possible for the release file to be incomplete after it downloads. You
can verify the integrity of the file by comparing its current checksum, a file
signature based on its contents, against the checksum it had when it was
built. Use the verbose option in the show releases command to run a
checksum test on the release file:

show releases file verbose

A successful checksum shows as “Passed” in the output. For example:
bstnA# show releases test5.rel verbose

Version 6.03.000.14767 (Jul 27 2012 20:18:27) [nbuilds]
Checksum: Passed

bstnA# ...

If the checksum fails, retry the copy command and/or retry the download
from the F5 web site.

Arming the Switch with the Release File

The next step in upgrading software is to arm the switch with the new
release file. From priv-exec mode, use the boot system command to arm the
ARX:

boot system release-file
where release-file (1-255 characters) identifies the desired release file.

On a busy system, this can take more than one minute.

‘ Note

If you are downgrading to an earlier release, this command removes all of
your configuration parameters. After the next reboot, all managed volumes
will disappear from the configuration, to recover, you must restore the
running-config and global-config files (saved earlier) to re-import all
managed volumes. The CLI warns of this and prompts for confirmation;
confirm that you have saved your config and enter yes to continue.

As an upgrade example, the following command sequence arms the switch

with the “test5.rel” file and then verifies that the switch is properly armed:
bstnA# boot system test5.rel

% INFO: The boot system command may take up to 5 minutes to complete.

bstnA# show releases

releases
R testl.rel Dec 8 00:14 733M
test2.rel Dec 7 00:06 733M
A B test5.rel Sep 10 00:09 794M
bstnA# ..

CLI Maintenance Guide
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Rebooting the Switch

The final step in upgrading software is to reboot the switch and activate the
armed release file. From priv-exec mode, use the reload command to reboot
the switch:

reload

The CLI prompts for confirmation before rebooting; enter yes to proceed.
For example:
bstnA# reload

Reload the entire chassis? [yes/no/diags] yes

System is resetting.

Activating the Software License (If Necessary)

If you have ever activated the license for this ARX, you can skip this
subsection.

When a user logs in to the ARX for the first time after license-aware
software is loaded, the message of the day announces that the ARX is not
licensed. The ARX also sends an SNMP trap to this effect.

Contact your Sales representative to get your base-registration key, which is
required to activate the license for the first time. The key usually comes in
an E-mail message. Then use automatic or manual license activation, as
appropriate for your installation. For details on license activation, see

Chapter 5, ARX Feature Licensing in the ARX® CLI Network-Management
Guide.

For example:

User Access Authentication

Username: admin
Password: password

bstnA> enable
bstnA# ping license-server base-reg-key CRIGVQP-DYWST-ANKR-GBYYDMT
% INFO: Activation server response: 'Thu Aug 25 04:28:00 UTC 2011’

bstnA# license activate base-reg-key CRIGVQP-DYWST-ANKR-GBYYDMT
% INFO: The license has been successfully activated.

bstnA#

If the license activation fails and cannot be resolved, you must arm the ARX
with the former release and use reload to go back to it (go back to Arming
the Switch with the Release File, on page 6-13).
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Rebuilding the Configuration (Downgrade Only)

This section applies to a downgrade, where the new release has a lower
number than the former release. Skip to the next section if you are upgrading
to a higher release.

When the downgraded switch returned from its reboot and you logged back
in, a notice informed you that the running-config has been reset to factory
defaults. For example:

User Access Authentication

Username: admin
Password: password

kokokokokkokokokok ok ok ok kkokokokokokokk ok ok NOTTCE  kokkkkkkokokokokokokkokokokokok ok ok

The system detected an incompatible future version
of its configuration-database file(s).
The following file(s) have been automatically backed up.

complete database: omDb.complete.copy.Dec@3_1534

The current running-config has been reset to factory
defaults, plus the minimal configuration obtained during
system initialization.

If the software on this system has NOT recently been
upgraded or downgraded, we advise you to restore the
running-config and/or global-config from a recent backup.
Otherwise, please use individual CLI commands to upgrade

or downgrade in smaller steps.
3k 3k %k ok 5k >k >k ok %k %k ok >k >k >k >k %k %k 5k >k >k >k >k k ok NOTICE 3k 5k ok 3k >k >k ok %k 5k ok >k >k ok >k %k %k >k >k %k >k k %k ok

SWITCH> ...

This indicates that you need to restore the running-config and the
global-config, saved off at the beginning of this process (recall Saving the
Configuration, on page 6-19). First, edit both configuration files to remove
all commands that do not exist in the older release. Contact FS Support if
you need assistance.

Once the running-config and global-config files are edited for the

downgrade release, use the copy command to copy the files to the ARX.

Then use the run configs command to invoke each of them as a script. Run

the running-config script first, followed by the global-config script. For

example, the following commands replace the previously stored configs:
SWITCH> enable

SWITCH# copy ftp://juser:jpasswd@ftp.wwmed.com/net_config configs running-config
SWITCH# run configs running-config

bstnA# copy ftp://juser:jpasswd@ftp.wwmed.com/storage_config configs global-config
bstnA# run configs global-config
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Verifying the Installation

The new release is running when the switch reboots. Log back in and use
show version to verify that the software upgrade was successful. For
example:

User Access Authentication

Username: admin
Password: acopia
bstnA> show version
Copyright (c) 2002-2012 by F5 Networks, Inc. All rights reserved.
Running Release
testl.rel : Version 6.03.000.14767 (Jul 27 2012 20:18:27) [nbuilds]

Armed Release
testl.rel : Version 6.02.000.14342 (Mar 12 2012 20:07:15) [nbuilds]

Backup Release
test2.rel : Version 6.02.000.14334 (Feb 28 2012 17:47:10) [cdoyle]

System Configuration: Version 603000.2

bstnA uptime is © weeks, © days, 1 hours, 31 minutes.

Slot Admin ModuleType ModuleState FW Upgrade
1 Enabled ACM Online Disabled
2 Enabled NSM Online Disabled
Resource State Forwarding
Switch Up Disabled
bstnA> ...
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Checking for New Firmware

Upgrading Firmware

Firmware upgrade and downgrade is not supported for ARX-VE. Skip to the
next section if you are changing the release on that platform.

A software release may contain new firmware for the switch’s hardware
modules. The firmware is low-level software that controls the boot process
and various FPGAs.

You can use the show firmware upgrade command to compare the running
firmware with the firmware that is available on the new release:

show firmware upgrade [verbose]

where verbose (optional) expands the output with specific version
numbers for each firmware component.

The non-verbose output shows a table of slots with an indication of which
have a firmware upgrade available. For example, the following chassis has
current firmware for all of its slots:

bstnA# show firmware upgrade
Show Firmware Update

1 Up to date
2 Up to date
bstnA# ..

If the show firmware upgrade output indicates that a firmware upgrade is
available for any of your slots, you can use the firmware upgrade all
command to upgrade all slots at once.

‘ Important

This takes several minutes and causes up to three automatic reboots.
Contact F5 Support before upgrading firmware.

Run this command from priv-exec mode:

firmware upgrade all

The CLI prompts for confirmation before upgrading any firmware. Enter
yes to proceed.

For example:
bstnA# firmware upgrade all

Confirmation of this command commences a firmware upgrade on the
entire chassis. During the upgrade process, the chassis reboots
automatically to complete the upgrade process. If this includes a bios
upgrade, this could take at least 30 minutes.

Proceed? [yes/no] yes

CLI Maintenance Guide
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Sanity Check

When the upgraded switch returns from the reboot, log in and check the
basic health of the system:

» use show processors to confirm that the processors are all “Up” or (for
network processors) in “Standby” state,

* use show health to verify there are no active alarms, and

If any issues arise, contact F5 Support before proceeding further.
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Upgrading a Redundant Pair

Redundancy offers an opportunity to test new software before putting it into
service. You can coordinate the software upgrades by upgrading the backup
switch first, testing it there, then deciding whether or not to upgrade its peer.

‘ Note

Redundant, high-availability support for the ARX-VE is available via
standard hypervisor clustering functionality. These instructions for
upgrading a redundant ARX pair do not apply to the ARX-VE.

Saving the Configuration

To prepare for a possible upgrade failure, save the running-config of the
Backup switch. These configuration parameters will be invaluable if you
decide to revert to the old release after the upgrade.

For example, the following command copies the running-config and the
global-config to an FTP server at ftp.wwmed.com:

prtlndB# copy running-config ftp://juser:jpasswd@ftp.wwmed.com/runConfPrtlndB

% INFO: The copy command completed successfully.

prtlndB# copy global-config ftp://juser:jpasswd@ftp.wwmed.com/gbl_config_prtlnd

% INFO: The copy command completed successfully.

prtlndB# ...

Then record these configuration parameters:

* the password for the administrative account (named “admin” by default)
and

* the encrypted master key.

Refer back to Other Important Configuration Parameters, on page 6-5 for
more details and examples.

Verifying the Active Switch’s Ability to Stand Alone

Before you upgrade one of the switches, confirm that the chosen Active
switch (the switch that you will not upgrade first) is connected to the
quorum disk. The Active switch must be connected to the quorum disk when
you upgrade its peer, or both switches reboot simultaneously. Use the show
redundancy quorum-disk command to verify the connection to the quorum

disk (see Showing the Quorum Disk, on page 7-22 of the ARX® CLI

CLI Maintenance Guide
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Network-Management Guide). Run this command at the Active switch, not
the switch where you will do the upgrade first. Any “Up” status, even if the
switch is not receiving heartbeats, is acceptable.

‘ Important

Verify that the quorum disk is fast and reliable, too. Quorum-disk transitions
should be very rare, and latency should be typically low. If the transition
count is high, the last transition is recent, or the latency is high, you may
want to choose a faster/more-reliable quorum disk before you perform the
upgrade. Select another disk by changing it on both peers, one after the
other.

For example, the “prtindA” is ready to take Active service during an

upgrade:
prtlndA# show redundancy quorum-disk

Path: 192.168.74.83:/exports/quorum-disk/portlandl
Protocol: nfs2
Status: Up
Heartbeats
Sent: 744
Received: 741
Transitions
Count: 1
Last: 05:33:07 09/14/2009
Reason: Quorum disk 192.168.74.83:/exports/quorum-disk/portlandl is now online.

Heartbeat Latency:
Heartbeat Latency Intervals (msec)
Time Interval [0-499] [500-999] [1000-3999] [No Response]

[any
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Heartbeat latency summary:

0-499msec : 100.00%

500-999 msec : 0.00%

1000-3999 msec : 0.00%

No response : 0.00%
prtlndA# .

Checking the Health of the Backup Switch

From the backup switch, use the show redundancy command to confirm that
the redundant pair is formed. Both peers and the quorum disk should all

have a status of “Up.” For example,
prtlndB# show redundancy

Transitions
Node Switch/Quorum Disk  Status Role Total Last (UTC)
1 prtlndA Up Active 1 05:33:19 09/14/2009
*2 prtlndB Up Backup Never -
QD 192.168.74.83 Up Quorum 1 05:33:07 09/14/2009

prtlndB# .

If the status is not “Up” for any of the nodes, contact F5 Support before
proceeding.

Otherwise, use the show health command to check for any alarm conditions:
prtlndB# show health

System Health Information

Date ID Event Description
Wed Feb 28 04:45:02 2007 (9) - No active alarms.
prtlndB# .

If any active alarms appear, contact F5 Support before proceeding.

Use the show cores command to confirm that no software processes failed

and created a core-memory file for diagnosis:
prtlndB# show cores

cores

prtlndB# .

No core files appear in the above example. If any appear in your output,
address the root cause of all of them before continuing.

Upgrading the Backup Switch

The next step is to upgrade the Backup switch as described earlier. For
example, the following command sequence downloads a new software
release, new.rel, arms the switch with the new release, and reloads the

system:
prtlndB# copy ftp://jusr:jpasswd@mysrv.wwmed.com/12345.rel releases new.rel
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% INFO: Copying 1050 megabytes from the specified source .

% INFO: Transferred 742 of 1050 megabytes; still copying .

% INFO: The copy source file

prtlndB# boot system new.rel

'12345.rel' to destination file 'new.rel' completed successfully.

% INFO: The boot system command may take up to 5 minutes to complete.

prtlndB# reload

Reload the entire chassis? [yes/no/diags] yes

System is resetting.

Activating the License (If Necessary)

If you have ever activated the license for this ARX, you can skip this
subsection.

When the ARX is running for the first time with license-aware software, the
software license must be activated. A message on the system console
announces this when you log in, as does an SNMP trap.

Contact your Sales representative to get your base-registration key, which is
required to activate the license for the first time. The key usually comes in
an E-mail message. Then use automatic or manual license activation, as
appropriate for your installation. For details on license activation, see

Chapter 5, ARX Feature Licensing in the ARX® CLI Network-Management
Guide.

For example, this command sequence logs in after the reboot, pings the
ARX license server, and then performs an automatic activation:

User Access Authentication

Username: admin
Password: password

prtlndB# ping license-server base-reg-key CYBJAAZ-DYWST-ANKR-GBYYDMT
% INFO: Activation server response: 'Thu Aug 25 04:28:00 UTC 2011’

prtlndB# license activate base-reg-key CYBJAAZ-DYWST-ANKR-GBYYDMT
% INFO: The license has been successfully activated.

prtlndB#

If the license activation fails and cannot be resolved, you must reload and
boot the former release of software (see Upgrading the Backup Switch, on
page 6-21).
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Checking for New Firmware

Upgrading Firmware

Sanity Check

Firmware upgrade and downgrade is not supported for ARX-VE. Skip to the
next section if you are changing the release on that platform.

If this platform supports firmware upgrades, use the show firmware upgrade
command to compare the running firmware with the firmware that is
available on the new release. For example, the following chassis has new

firmware available for its only slot:
prtlndB# show firmware upgrade
Show Firmware Update

1 Upgrade available
prtlndB# ...

If the show firmware upgrade output indicates that a firmware upgrade is
available for any of your slots, you can use the firmware upgrade all
command to upgrade all slots at once.

‘ Important

This takes several minutes and causes an automatic reboot. Contact F5
Support before upgrading firmware.

For example:
prtlndB# firmware upgrade all

Confirmation of this command commences a firmware upgrade on the
entire chassis. During the upgrade process, the chassis reboots
automatically to complete the upgrade process. If this includes a bios
upgrade, this could take at least 30 minutes.

Proceed? [yes/no] yes

When the upgraded switch returns from the reboot, log in and check the
basic health of the system. This switch is still in the backup role:

* use show processors to confirm that the processors are all “Up” or (for
network processors) in “Standby” state,

* use show health to verify there are no active alarms, and

* use show redundancy 