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Patents

This product may be protected by U.S. Patent 7,114,180; 8,301,837. This list is believed to be current as of
May 15, 2013.

Export Regulation Notice

This product may include cryptographic software. Under the Export Administration Act, the United States
government may consider it a criminal offense to export this product from the United States.

RF Interference Warning

This is a Class A product. In a domestic environment this product may cause radio interference, in which
case the user may be required to take adequate measures.



FCC Compliance

This equipment has been tested and found to comply with the limits for a Class A digital device pursuant
to Part 15 of FCC rules. These limits are designed to provide reasonable protection against harmful
interference when the equipment is operated in a commercial environment. This unit generates, uses, and
can radiate radio frequency energy and, if not installed and used in accordance with the instruction manual,
may cause harmful interference to radio communications. Operation of this equipment in a residential area
is likely to cause harmful interference, in which case the user, at his own expense, will be required to take
whatever measures may be required to correct the interference.

Anymodifications to this device, unless expressly approved by themanufacturer, can void the user's authority
to operate this equipment under part 15 of the FCC rules.

Canadian Regulatory Compliance

This Class A digital apparatus complies with Canadian ICES-003.

Standards Compliance

This product conforms to the IEC, European Union, ANSI/UL and Canadian CSA standards applicable to
Information Technology products at the time of manufacture.
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About installation choices for BIG-IP Edge Client on Windows

The BIG-IP®Access Policy Manager® includes automatic installation support for Windows clients. Access
PolicyManager (APM®) downloads components to the end user's computer at initial login. These downloaded
client components enable the various features of the Access Policy Manager functionality.

This download occurs automatically for those systems that support software installation. For clients that do
not support automatic software installation, you can configure and distribute the BIG-IP Edge Client®,
configured to meet the needs of the client systems you support.

The requirements for automatic installation differ depending on whether the Windows client initiates a
session from a browser, or instead starts a network access tunnel.

• To automatically install a control from a browser session, the controls require certain conditions:

• The user must have ActiveX enabled if the browser is Internet Explorer.
• If the browser is not Internet Explorer, the user must allow software installation.

• If the client starts a network access tunnel, one of the following must be true:

• The client has Administrator privileges on the client system.
• The client control is already installed on the system.
• The Component Installer Package for Windows has been installed on the system.

Access policy sessions other than network access tunnels do not require administrative access. All client-side
checks and actions, except the Windows group policy action, can run without administrative rights.

Overview: Configuring APM for BIG-IP Edge Client for Windows

To use the BIG-IP® Edge Client® for Windows, you must configure settings for the BIG-IP Edge Client for
Windows in a connectivity profile on Access PolicyManager® (APM). The connectivity profile forWindows
includes Win/Mac Edge Client settings including:

• The list of servers to display on the BIG-IP Edge Client
• DNS settings for location-awareness for mobile clients, such as laptops that roam.

AWindows client package is attached to the connectivity profile. APM® can use it for automatic installation
onWindows systems. You can customize theWindows client package. You can also download and distribute
it.

Task Summary
Customizing a connectivity profile for BIG-IP Edge Clients for Windows
Customizing the Windows client package for BIG-IP Edge Client
Downloading the Windows client package for BIG-IP Edge Client

About location awareness

The BIG-IP® Edge Client™ provides a location awareness feature. Using location awareness, the client
connects automatically only when it is not on a specified network. You can specify the networks that are
considered in-network by adding DNS suffixes to the connectivity profile.
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Customizing a connectivity profile for BIG-IP Edge Clients for Windows

You must create a connectivity profile before you start this task.

A connectivity profile automatically contains settings for BIG-IP® Edge Client® for Windows. You update
the settings to specify how to handle password caching and component updates, to specify the servers to
display on the clients, and to supply DNS names to support location awareness.

1. On the Main tab, click Access Policy > Secure Connectivity.
A list of connectivity profiles displays.

2. Select the connectivity profile that you want to update and click Edit Profile.
The Edit Connectivity Profile popup screen opens and displays General Settings.

3. From the left pane of the popup screen, selectWin/Mac Edge Client.
Edge Client action and password caching settings display in the right pane.

4. Set Edge Client action settings:
a) (Optional) Retain the default (selected) or clear the Save Servers Upon Exit check box.

Specifies whether the BIG-IP Edge Client maintains a list of recently used Access Policy Manager
servers. The BIG-IP Edge Client always lists the servers defined in the connectivity profile, and sorts
the list of servers by most recent access, whether this option is selected or not. However, the BIG-IP
Edge Client lists user-entered servers only if this option is selected.

b) (Optional) Select the Reuse Windows Logon Session check box.
When selected, the client tries to use the Windows login session for the APM session also. This is
cleared by default.

c) Select the Reuse Windows Logon Credentials check box.
When selected, the client tries to use the credentials that were typed for Windows login to start the
APM session.

Note: To use this option, you must also include the User Logon Credentials Access Service in the
customized Windows client package for this connectivity profile.

5. Set password caching settings for enhanced security:
a) (Optional) Select the Allow Password Caching check box.

This check box is cleared by default.
The remaining settings on the screen become available.

b) (Optional) From the Save Password Method list, select disk or memory .
If you select disk, an encrypted password is saved on disk and cached when the system reboots or
when the BIG-IP Edge Client is restarted.
If you selectmemory, the BIG-IP Edge Client caches the user's password within the BIG-IP Edge
Client application for automatic reconnection purposes.
If you selectmemory, the Password Cache Expiration (minutes) field displays with a default
value of 240.

c) If the Password Cache Expiration (minutes) field displays, retain the default value or type the
number of minutes to save the password in memory.

6. From the Component Update list, select yes (default), no, or prompt .
If you select yes, APM updates the BIG-IP Edge Client software automatically on the Windows client
when newer versions are available. This option applies to updates for the BIG-IP Edge client, but not
to other client components. When updating the other client components, prompts are controlled by your
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browser security settings, the publisher of the update package, and the presence of the F5 Networks
Component Installer Service.

7. From the left pane of the popup screen, select Server List.
A table displays in the right pane.

8. Specify the servers that you want defined in the client downloads.
The servers you add here appear as connection options in the BIG-IP Edge Client.
a) Click Add.

A table row becomes available for update.
b) You must type a host name in the Host Name field.

Typing an alias in the Alias field is optional.
c) Click Update.

The new row is added at the top of the table.
d) Continue to add servers, and when you are done, click OK.

9. From the left pane of the popup screen, select Location DNS List.
Location DNS list information is displayed in the right pane.

10. Specify DNS suffixes that are considered to be in the local network.
DNS suffixes specified here conform to the rules specified for the local network.When the BIG-IP Edge
Client is configured to use the option Auto-Connect , the client connects when the systems DNS suffix
is not one defined on this list. When the client DNS suffix does appear on this list, the client automatically
disconnects. If you do not specify any DNS suffixes, the option Auto-Connect does not appear in the
downloaded client.
a) Click Add.

An update row becomes available.
b) Type a name and click Update.

The new row displays at the top of the table.
c) Continue to add DNS names and when you are done, click OK.

11. Click OK.
The popup screen closes, and the Connectivity Profile List displays.

The connectivity profile appears in the list.

To provide functionality with a connectivity profile, you must add the connectivity profile to a virtual server.

Customizing the Windows client package for BIG-IP Edge Client

You must create a connectivity profile before you start this task.

You customize a Windows client package for a connectivity profile to select the components to install, and
to specify settings for BIG-IP® Edge Client® (if you include the component), and for Dialup Settings if you
need them.

1. On the Main tab, click Access Policy > Secure Connectivity.
A list of connectivity profiles displays.

2. Select a connectivity profile.
3. Click the Customize Package button.

The Customize Windows Client Package popup screen displays with Available Components displayed.
Most components are selected by default.

4. Clear the check box for any component that you want to exclude from the package.
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If you clear theBIG-IP Edge Client check box,BIG-IP Edge Client is no longer available for selection
in the left pane.
If you clear the Dialup Entry/Windows Logon Integration check box, Dialup Settings is no longer
available for selection in the left pane.

5. Select theUser Logon Credentials Access Service check box to include the software service that allows
the client to store encrypted Windows logon credentials and use those credentials to log in to Access
Policy Manager®.

6. Select theMachine Certificate Checker Service check box to include a service that can check the
machine certificate on a client endpoint even when the user does not have admin privilege.
Without this service, a user running without admin privilege cannot pass theMachine Cert Auth endpoint
security check.

7. If the BIG-IP Edge Client check box is selected, select BIG-IP Edge Client from the left pane.
BIG-IP Edge Client settings display in the right pane.
a) To add the virtual servers (from the Windows/Mac Edge Client section of the connectivity profile)

to theWindows Trusted sites list the first time the client starts. retain selection of the theAdd virtual
server to trusted sites list check box. Otherwise, clear it.
Virtual servers added to the Trusted sites list with this option remain on the trusted sites list
indefinitely. This works with the User Logon Credentials Access Service setting (available on the
Available Components screen) to provide seamless logon with the BIG-IP Edge Client™ if Access
Policy Manager accepts the same credentials that users use to log on to Windows.

b) To automatically start the BIG-IP Edge Client™ after the user logs on to Windows, retaing selection
of the Auto launch after Windows Logon check box. Otherwise, clear it.

c) To enable the BIG-IP Edge Client to try to connect to VPN right after the user logs on to Windows
and to prohibit the user from disconnecting VPN, select the Enable always connected mode check
box. This setting is cleared by default.
The user is prevented from accessing the Internet and the local network until a VPN connection is
established.

8. Click Download.
The screen closes and the package, BIGIPEdgeClient.exe, downloads.

The customized package, BIGIPEdgeClient.exe, is downloaded to your client. It is available for you
to distribute, if needed. The customized package is downloaded to clients automatically only when the
Windows/Mac Edge Client settings in the related connectivity profile allow password caching and component
updates.

Downloading the Windows client package for BIG-IP Edge Client

You can download aWindows client package and distribute it to clients whose configuration does not allow
an automatic download.

Note: If you have already customized a Windows client package for a connectivity profile, a customized
package file, BIGIPEdgeClient.exe, was downloaded to your system. If you cannot find the package,
use this procedure.

1. On the Main tab, click Access Policy > Secure Connectivity.
A list of connectivity profiles displays.

2. Select a connectivity profile.
3. Click the Customize Package button.
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The Customize Windows Client Package popup screen displays with Available Components displayed.
Most components are selected by default.

4. Click Download.
The screen closes and the package, BIGIPEdgeClient.exe, downloads.

The customized package, BIGIPEdgeClient.exe, is downloaded to your client. It is available for you to
distribute, if needed. The customized package is downloaded to clients automatically only when the
Windows/Mac Edge Client settings in the related connectivity profile allow password caching and component
updates.

Overview: Downloading the Component Installer

Installing and running a BIG-IP®APM® component on Windows-based systems require certain user rights.
Pre-installing components provides a seamless upgrade for clients after you upgrade the BIG-IP® Access
Policy Manager®.

You can also use the Component Installer feature to provide completely transparent installation and upgrading
of components, regardless of the rights you are running under. Your security policy may prohibit granting
users the power-user rights needed to install ActiveX components, or your browser security policy may
prohibit downloading active elements. For these reasons, you might prefer to pre-install components on
your users Windows systems.

You can use the Clients Download screen to download the Component Installer Package containing the
Windows components needed for the various Access PolicyManager functions. You can use the Component
Installer service to install and upgrade client-side Access Policy Manager components for all kinds of user
accounts, regardless of the rights under which the user is working.

This component is especially useful for installing and upgrading client-side components when the user has
insufficient rights to install or upgrade the components directly. For information about configuring the MSI
installer to run with elevated privileges, see the documentation for your operating system. You must use an
account that has administrative rights to initially install the Component Installer on the client computer as
a part of Client Components Package (MSI). Once installed and running, the Component Installer
automatically installs and upgrades client-side Access PolicyManager components. It can also update itself.
The Component Installer requires that the installation or upgrade packages be signed using the F5 Networks
certificate or another trusted certificate. By default, F5 Networks signs all components using the F5 Networks
certificate.

Downloading the Component Installer package

You must use an account that has administrative rights to initially install the Component Installer on the
client computer as a part of the Client Components Package (MSI). The Component Installer requires that
the installation or upgrade packages be signed using a trusted certificate.

Your security policymay prohibit granting users the power-user rights needed to install ActiveX components,
or your browser security policy may prohibit downloading active elements. As a workaround, you can
pre-install client components on your Windows system.

1. On the Main screen, click the F5® logo to display the Welcome page.
2. In the Downloads section, click the Component Installer Package for Windows link.

The MSI installer downloads to your local folder.
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User rights requirements for endpoint security checks

This table lists user rights required to use endpoint security components onWindows clients from a network
access tunnel.

Administrator
rights

Power User
rights

User rightsGuest rightsAccess Policy
Manager plugin

SupportedSupportedSupportedNo supportedAntivirus

SupportedSupportedSupportedNo supportedFirewall

SupportedSupportedSupportedNo supportedWindows File

SupportedSupportedSupportedNo supportedMachine Cert

SupportedSupportedSupportedNo supportedWindows
information

SupportedSupportedSupportedNo supportedWindows Process

SupportedSupportedSupportedNo supportedRegistry

SupportedSupportedSupportedSupportedUI mode

SupportedSupportedSupportedSupportedClient-Side
Capability

SupportedSupportedSupportedSupportedClient OS

SupportedSupportedSupportedSupportedLanding URI

SupportedSupportedSupportedSupportedLogging action

SupportedSupportedSupportedSupportedAnti-Spyware

SupportedSupportedSupportedSupportedHard Disk
Encryption

SupportedSupportedSupportedSupportedPatch Management

SupportedSupportedSupportedSupportedPeer-to-peer

SupportedSupportedSupportedSupportedWindows Cache
and Session Control

User rights requirements for access policy actions

This table lists user rights required on Windows clients to use actions other than endpoint security client
checks from a network access tunnel.

Admin rightsPower User rightsUser rightsAccess Policy
Manager component

SupportedSupportedSupportedClient Cert Inspection

SupportedSupportedSupportedOn-Demand Cert Auth

SupportedSupportedSupportedActive Directory (auth or
query)

SupportedSupportedSupportedHTTP Auth

SupportedSupportedSupportedLDAP (auth or query)
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Admin rightsPower User rightsUser rightsAccess Policy
Manager component

SupportedSupportedSupportedRADIUS (auth or
accounting)

SupportedSupportedSupportedRSA SecurID

Overview: Downloading FullArmor GPAnywhere for VPN

This download enables the FullArmor GPAnywhere management tool for VPN integration with Windows
clients. You can use this tool to create Group Policy templates, which you can then use to apply Group
Policy to computers outside of an Active Directory domain. With VPN, you can distribute Group Policy
Object templates through SSL VPN.

Downloading FullArmor GPAnywhere for VPN

Download an installer that enables FullArmor GPAnywhere integration with Windows clients. You can use
FullArmor GPAnywhere to apply Group Policy to computers that are not part of an Active Directory domain,
and distribute Group Policy templates through SSL VPN to manage and secure the computers.

1. On the Main screen, click the F5 logo to display the welcome page.
2. In the Downloads section, click theFullArmorGPAnywhere for VPN or theFullArmorGPAnywhere

for VPN (x64 edition) link.

The MSI installer downloads to your local folder.

Overview: Installing and using the client troubleshooting utility

Access Policy Manager® provides a client troubleshooting utility for BIG-IP® Edge Client® on Windows.
Clients can use the client troubleshooting utility on Windows systems to check the availability and version
information for Windows client components, and run Network Access diagnostic tests.

Task Summary
Downloading the client troubleshooting utility
Viewing client components in the client troubleshooting utility
Generating a client troubleshooting report
Running a Network Access diagnostic test

Downloading the client troubleshooting utility

You must download this client troubleshooting utility if you want to run it on Windows.

1. On the main screen, click the F5 logo to display the Welcome page.
2. In the Downloads section, click the Client Troubleshooting Utility for Windows link.
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The file f5wininfo.exe is saved to your local disk.

Viewing client components in the client troubleshooting utility

You can use the client troubleshooting utility to view client components on Windows.

1. Double-click f5wininfo.exe to start the client troubleshooting utility.
The F5 BIG-IP® Edge Components Troubleshooting window opens.

2. Use the navigation panel on the left to explore the component categories.

Generating a client troubleshooting report

You can use the client troubleshooting utility to generate a client troubleshooting report on Windows.

1. Double-click f5wininfo.exe to start the client troubleshooting utility.
The F5 BIG-IP® Edge Components Troubleshooting window opens.

2. Click File > Generate Report
The Report window opens.

3. Under Type, select the type of report you want to generate.
4. Under Format, select html or text for the type of report.
5. If you want to generate a compressed report, select the compressed option.
6. If you want to view the report without saving the report, click View.

Running a Network Access diagnostic test

You can use the client troubleshooting utility to run a Network Access diagnostic test on Windows.

1. Double-click f5wininfo.exe to start the client troubleshooting utility.
The F5 BIG-IP® Edge Components Troubleshooting window opens.

2. Click Tools > Network Access Diagnostic
The Network Access Diagnostic window opens.

The client troubleshooting utility runs a Network Access diagnostic.
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About client installation on Macintosh systems

The BIG-IP® Access Policy Manager ®(APM) includes network access support for remote Mac OS X
clients. You can use APM® for secure remote access in mixed-platform environments. You do not need to
preinstall or preconfigure any client software if the client allows installation of the required browser
components.

The first time a remote user starts network access, the BIG-IP APM downloads a client component. This
client component is designed to be self-installing and self-configuring, but the user's browser must have
Java enabled on Macintosh systems. If the browser does not support this requirement, the BIG-IP APM
prompts the user to download the controller client component from the controller and install it manually.

Note: The remote user must have superuser authority, or must be able to supply an administrative password
in order to successfully install the network access client.

The Macintosh systems must also include PPP support; (this is most often the case). When the user runs
the network access client and makes a connection for the first time, the client detects the presence of PPPD
(Point-to-Point Protocol Daemon), and determines whether the user has the necessary permissions to run
it. If PPPD is not present, or if the user does not have permissions needed to run the daemon, the connection
fails.
After installation, the Macintosh client must restart the browser before starting network access.

Overview: Configuring APM for BIG-IP Edge Client for Mac

To use the BIG-IP® Edge Client® for Mac, you must configure settings for the Mac Edge Client in a
connectivity profile on Access Policy Manager®. The connectivity profile for a Mac includes Win/Mac
Edge Client settings:

• The list of servers to display on the BIG-IP Edge Client.
• DNS settings for location-awareness for mobile clients, such as laptops that roam.

A Mac client package is attached to the connectivity profile. You can customize it. You can also download
and distribute it.

Task summary
Customizing a connectivity profile for Mac Edge Clients
Customizing the Mac client package for BIG-IP Edge Client
Downloading the Mac client package for the BIG-IP Edge Client

Customizing a connectivity profile for Mac Edge Clients

You must create a connectivity profile before you start this task.

A connectivity profile automatically contains settings for BIG-IP® Edge Client® for Macintosh. You update
the settings to specify how to handle password caching and component updates, to specify the servers to
display on the clients, and to supply DNS names to support location awareness.

1. On the Main tab, click Access Policy > Secure Connectivity.
A list of connectivity profiles displays.

22

BIG-IP Edge Client for Mac



2. Select the connectivity profile that you want to update and click Edit Profile.
The Edit Connectivity Profile popup screen opens and displays General Settings.

3. From the left pane, selectWin/Mac Edge Client.
Edge Client action and password caching settings display in the right pane.

4. Set Edge Client action settings:
a) (Optional) Retain the default (selected) or clear the Save Servers Upon Exit check box.

The setting specifies whether the BIG-IP Edge Client maintains a list of recently used Access Policy
Manager servers. The BIG-IP Edge Client always lists the servers defined in the connectivity profile,
and sorts the list of servers by most recent access, whether this option is selected or not. However,
the BIG-IP Edge Client lists user-entered servers only if this option is selected.

5. Set password caching settings for enhanced security:
a) (Optional) Select the Allow Password Caching check box.

This check box is cleared by default.
The remaining settings on the screen become available.

b) (Optional) Select disk or memory from the Save Password Method list.
If you select disk, an encrypted password is saved on disk and cached when the system reboots or
when the BIG-IP Edge Client is restarted.
If you selectmemory, the BIG-IP Edge Client caches the user's password within the BIG-IP Edge
Client application for automatic reconnection purposes.
If you selectmemory, the Password Cache Expiration (minutes) field displays with a default
value of 240.

c) If the Password Cache Expiration (minutes) field displays, retain the default value or type the
number of minutes to save the password in memory.

d) From the Component Update list, select yes (default) or no.
If you select yes, APM updates the BIG-IP Edge Client software automatically on the Mac client
when newer versions are available.

6. From the left pane, select Server List.
A table displays in the right pane.

7. Specify the servers that you want defined in the client downloads.
The servers you add here appear as connection options in the BIG-IP Edge Client.
a) Click Add.

A table row becomes available for update.
b) You must type a host name in the Host Name column.

Typing an alias in the Alias column is optional.
c) Click Update.

The new row is added at the top of the table.
d) Continue to add servers and when you are done, click OK.

8. From the left pane, select Location DNS List.
A table is displayed in the right pane.

9. Specify DNS suffixes that are considered to be in the local network.
DNS suffixes specified here conform to the rules specified for the local network.When the BIG-IP Edge
Client is configured to use the option Auto-Connect , the client connects when the systems DNS suffix
is not one defined on this list. When the client DNS suffix does appear on this list, the client automatically
disconnects. If you do not specify any DNS suffixes, the option Auto-Connect does not appear in the
downloaded client.
a) Click Add.
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An update row becomes available.
b) Type a name and click Update.

The new row displays at the top of the table.
c) Continue to add DNS names and, when you are done, click OK.

10. Click OK.
The popup screen closes, and the Connectivity Profile List displays.

The connectivity profile appears in the list.

To provide functionality with a connectivity profile, you must add the connectivity profile and an access
profile to a virtual server.

Customizing the Mac client package for BIG-IP Edge Client

You must create a connectivity profile before you start this task.

You customize a Mac client package for a connectivity profile to specify BIG-IP® Edge Client® settings
for the Mac.

1. On the Main tab, click Access Policy > Secure Connectivity.
A list of connectivity profiles displays.

2. Select a connectivity profile.
3. Click the arrow on the Customize Package button and selectMac.

The Customize Mac Client Package screen displays.
4. Retain the selection or clear the Auto launch BIG-IP Edge Client after User Log In check box.
5. Click OK.

The popup screen closes, and the Connectivity Profile List displays.

The customized package, BIGIPMacEdgeClient.zip, is downloaded to your client. It is available for
you to distribute, if needed. The customized package is downloaded to clients automatically only when the
Windows/Mac Edge Client settings in related connectivity profile allow password caching and component
updates.

If you plan to distribute Mac client packages to your users and you customize Mac client packages with
different settings for different connectivity profiles, you need to rename or otherwise organize the packages.
Otherwise, your download location contains packages named BIGIPMacEdgeClient.zip,
BIGIPMacEdgeClient.zip(1), and so on.

Downloading the Mac client package for the BIG-IP Edge Client

You can download a Mac Client package and distribute it to clients whose configuration does not allow an
automatic download.

Note: If you already customized a Mac Client package for a connectivity profile, a customized package
file, BIGIPMacEdgeClient.exe, was downloaded to your system. If you cannot find the package, use this
procedure.

1. On the Main tab, click Access Policy > Secure Connectivity.
A list of connectivity profiles displays.

2. Select a connectivity profile.
3. Click the arrow on the Customize Package button and selectMac.
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The Customize Mac Client Package screen displays.
4. Click Download.

The screen closes and the package, BIGIPMacEdgeClient.zip, downloads.

The customized package, BIGIPMacEdgeClient.zip, is downloaded to your client. It is available for
you to distribute, if needed. The customized package is downloaded to clients automatically only when the
Windows/Mac Edge Client settings in the related connectivity profile allow password caching and component
updates.

Overview: Installing and using BIG-IP Edge Client for Mac

The first time a remote user starts network access, the BIG-IP® Access PolicyManager ® (APM) downloads
a client component. This client component is designed to be self-installing and self-configuring, but the
user's browser must have Java enabled on Macintosh systems. If the browser does not support this
requirement, the BIG-IP® APM® prompts the user to download the controller client component from the
controller and install it manually.

Note: The remote user must have superuser authority, or must be able to supply an administrative password
in order to successfully install the network access client.

TheMac systemmust also include PPP support (this is most often the case). When the user runs the network
access client andmakes a connection for the first time, the client detects the presence of PPPD (Point-to-Point
Protocol Daemon), and determines whether the user has the necessary permissions to run it. If PPPD is not
present, or if the user does not have permissions needed to run the daemon, the connection fails.

After installation, the Macintosh client must restart the browser before starting network access.

Task summary
Configuring applications to start on a Mac OS client
Editing the log level in the configuration file for Mac OS

About establishing client connections from a Mac system

You can initiate connections through network access from Macintosh OS X, by connecting to the virtual
server address using a supported browser, or by starting the BIG-IP® Edge Client®.

Configuring applications to start on a Mac OS client

The launch application feature specifies a client application that starts when the client begins a network
access session. You can use this feature when you have remote clients who routinely use network access
to connect to an application server, such as a mail server.

1. On the Main tab, click Access Policy > Network Access > Network Access List.
The Network Access List screen opens.

2. In the Name column, click the name of the network access resource you want to edit.
3. To configure applications to start for clients that establish a network access connection with this resource,

click Launch Applications on the menu bar.
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4. Click Add to add an application list.
5. In the Application Path field, type open .
6. In the Parameters field, type a parameter.

For example, type -a/Applications/ie.app http://www.f5.com.
7. From the Operating System list, selectMac.
8. Click Finished to add the configuration.

Now when remote users with assigned resources make a network access connection, the application you
configured starts automatically.

Editing the log level in the configuration file for Mac OS

You can edit log settings in the configuration file on Mac OS systems.

1. In the ~/Library/F5Networks. directory, open the f5networks.conf file.
2. Edit the settings to change the log level.

For debugging purposes, set the values to 5.

Supported network access features for Mac and Linux clients

BIG-IP® Access Policy Manager® supports all of the primary network access features on Macintosh and
Linux clients, except for Drive Mappings and some client checks.

NotesFeature

Includes support for IP-based applications.Secure remote access to an internal network

Only network traffic that you specify goes through
the network access connection.

Split tunneling

Allows you to restrict groups of users to specific
addresses, ranges of addresses, and ports.

IP address filtering with connection-based ACL

DNS Servers

DNS Suffixes

Includes forcing all traffic through the tunnel.Allow local subnets

You must configure the starting of remote client
applications based on the operating system on the

Application launching

remote computers. You can configure all other
features independent of the remote client operating
systems.

VPN component installation and log locations on Mac OS

On Macintosh operating systems, you install the VPN components and write VPN logs to the locations
listed in the table.

LocationVPN component

/Library/Internet Plugins/Network Access plugin
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LocationVPN component

~/Library/Internet Plugins/Endpoint Security (client checks)

VPN logs are written to the following directory: ~/Library/F5Networks.
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Overview: Installing and using BIG-IP Edge Client for Linux

The BIG-IP® Access Policy Manager® (APM) includes network access support for remote Linux clients.
You can use APM® for secure remote access in mixed-platform environments. You do not need to preinstall
or preconfigure any client software if the client allows installation of the required browser components.

The first time a remote user starts network access, the BIG-IP APM downloads a client component. This
client component is designed to be self-installing and self-configuring, but the user must use Firefox to be
able to install a plugin on Linux systems. If the browser does not support this requirement, the BIG-IP APM
prompts the user to download the controller client component from the controller and install it manually.

Note: The remote user must have superuser authority, or must be able to supply an administrative password
in order to successfully install the network access client.

Linux systems must also include PPP support (this is most often the case). When the user runs the network
access client andmakes a connection for the first time, the client detects the presence of PPPD (Point-to-Point
Protocol Daemon), and determines whether the user has the necessary permissions to run it. If PPPD is not
present, or if the user does not have permissions needed to run the daemon, the connection fails.

Note: If you have a firewall enabled on your Linux system, you must enable access on IP address 127.0.0.1
port 44444.

Task summary
Configuring application starting on a Linux client
Editing the log level in the configuration file for Linux

About establishing client connections from Linux

You can initiate connections through network access from Linux systems, by connecting to the virtual server
address using a browser, or by starting the BIG-IP® Edge Client®.

Configuring application starting on a Linux client

The launch application feature specifies a client application that starts when the client begins a network
access session. You can use this feature when you have remote clients who routinely use network access
to connect to an application server, such as a mail server.

1. On the Main tab, click Access Policy > Network Access > Network Access List.
The Network Access List screen opens.

2. In the Name column, click the name of the network access resource you want to edit.
3. To configure applications to start for clients that establish a network access connection with this resource,

click Launch Applications on the menu bar.
4. Click Add to add an application list.

A screen opens showing the Add Application To Launch area.
5. In the Application Path field type an application to launch.

For example, type /usr/bin/mozilla to start Mozilla.
6. In the Parameters field, type a parameter.

For example, type http://www.f5.com.
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7. From the Operating System list, select Unix.
8. Click Finished to add the configuration.

Now, when remote users with assigned resources make a network access connection, the application you
configured starts automatically.

Editing the log level in the configuration file for Linux

You can edit log settings in the configuration file on Linux systems.

1. In the /usr/local/lib/F5Networks directory, open the f5networks.conf file.
2. Edit the settings to change the log level.

By default, the values are 0 (zero). For debugging purposes, set the values to 5.

Supported network access features for Mac and Linux clients

BIG-IP® Access Policy Manager® supports all of the primary network access features on Macintosh and
Linux clients, except for Drive Mappings and some client checks.

NotesFeature

Includes support for IP-based applications.Secure remote access to an internal network

Only network traffic that you specify goes through
the network access connection.

Split tunneling

Allows you to restrict groups of users to specific
addresses, ranges of addresses, and ports.

IP address filtering with connection-based ACL

DNS Servers

DNS Suffixes

Includes forcing all traffic through the tunnel.Allow local subnets

You must configure the starting of remote client
applications based on the operating system on the

Application launching

remote computers. You can configure all other
features independent of the remote client operating
systems.

VPN component installation and log locations on Linux

On Linux operating systems, you install the VPN components and write VPN logs to the locations listed in
the table.

LocationCategory

/usr/local/lib/F5NetworksVPN component

~/.F5NetworksVPN logs
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About BIG-IP Edge Client for Linux command line

The BIG-IP® Access Policy Manager® includes a BIG-IP Edge Client® command line for Linux. You can
download and deploy this client to your organization's Linux desktops.

Task summary
Downloading the Linux command line client
Installing the Linux command line client
Importing a certificate to the local trust store

Downloading the Linux command line client

You can download the BIG-IP® Edge command line client for Linux installer, as a gzipped .TAR file, and
distribute it to clients for installation.

1. On the Main tab, click Access Policy > Secure Connectivity > Client Downloads.
A list of available client downloads displays.

2. Click BIG-IP Edge Command Line Client for Linux.
The file linux_sslvpn.tgz is downloaded to your local directory.

The Linux command line client is ready to be installed.

Installing the Linux command line client

You must download the file linux_sslvpn.tgz before you can install the command line client.

You can use various Linux client commands with the BIG-IP® Edge command line client for Linux.

1. Extract the file linux_sslvpn.tgz to your local directory.
2. Extract the file linux_sslvpn.tar to your local directory.
3. Run the install script Install.sh under the root account.

The following text appears when installation is complete:

--> f5fpc is installed in /usr/local/bin
--> Please check f5fpc --help command to get started
--> Uninstaller located in /usr/local/lib/F5Networks/uninstall_F5.sh

Importing a certificate to the local trust store

You can import an untrusted certificate to the local trust store and change it into a trusted certificate.

1. Using operating system commands, place the certificate in any folder in the operating system.
For example, /etc/certs.

2. Change the directory.
For example, cd /etc/certs.

3. Type the command c_rehash ./.
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The certificate is installed.

Note: Alternatively, instead of installing the certificate, you can specify the --cacert option to import a
certificate to the local store.

Linux client commands

The following commands are supported by the Linux command line client. All commands that are invoked
on the Linux command line client begin with the command f5fpc.

To start a VPN connection, type either of the following commands:

• f5fpc -- start [arguments]

• f5fpc - s [arguments]

Note: This requires the --host or -t argument at the minimum.

Use the following table to assign arguments to the Linux commands.

DescriptionArguments

Returns the command line interface immediately
after the command.

--nonblock
-b

The host name to which the client starts the VPN
connection. This is required.

--host [https://]hostname[:port]
-t [https://]hostname[:port]

The optional user name for the connection.--user username
-u username

The optional password for the connection.--password password
p password

The optional hex-encoded user name for the
connection.

--userhex hex-encoded-username
-U hex-encoded-username

The optional hex-encoded password for the
connection.

--passwordhex hex-encoded-password
-P hex-encoded-password

Specifies an optional client certificate.--cert certificate
-r certificate

Specifies the key for an optional client certificate.--key certificate_key
-k certificate_key

Specifies the password for an optional SSL
certificate.

--keypass SSL_certificate_password
-y SSL_certificate_password

Specifies a certificate from a trusted certificate
authority (CA). If --cacert or --cacertdir is

--cacert trusted_CA_certificate
-a trusted_CA_certificate

specified, then the server certificate validates for trust
against the specified certificate or directory. If
--cacert or --cacertdir is not specified, then
the default location /etc/ssl/certs is checked
to verify trust. The --nocheck option can be
specified if a server certificate check is not desired,
though this is not recommended.
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DescriptionArguments

Specifies a certificate directory that contains a
certificate from a trusted CA. If --cacert or

--cacertdir
trusted_CA_certificate_directory
-d trusted_CA_certificate_directory --cacertdir is specified, then the server certificate

validates for trust against the specified certificate or
directory. If --cacert or --cacertdir is not
specified, then the default location /etc/ssl/certs
is checked to verify trust. The --nocheck option
can be specified if a server certificate check is not
desired, though this is not recommended.

Specifies that the trusted CA certiicate is not verified
for trust at all. If --cacert or --cacertdir is

--nocheck
-x

specified, then the server certificate validates for trust
against the specified certificate or directory. If
--cacert or --cacertdir is not specified, then
the default location /etc/ssl/certs is checked
to verify trust. The --nocheck option can be
specified if a server certificate check is not desired,
though this is not recommended.

To stop the VPN connection, type either of the following commands:

• f5fpc -- stop

• f5fpc --o

To display the connection status, type either of the following commands:

• f5fpc -- info

• f5fpc --i

To display the command line client help, type either of the following commands:

• f5fpc -- help

• f5fpc --h

Info command status and error codes

The following status codes and error codes might be displayed when you run the --info command.

DescriptionShell
value

Hex valueError code/command status

The command line operation was
successful.

00x0CLI_ERROR_SUCCESS

The user was disconnected800x150CLI_ERROR_USERS_DISCONNECT

Login failed due to incorrect authenticaion
information or login errors.

810x151CLI_ERROR_LOGON_FAILURE

The user's attention is required.840x154CLI_ERROR_ATTENTION_REQUIRED

An error occurred in the system API.850x155CLI_ERROR_GENERIC_FAILURE

An incorrect or unknown parameter was
passed to the command line.

860x156CLI_ERROR_UNKNOWN_PARAMETER

This is an undefined error.870x157CLI_ERROR_WRONG_VALUE
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DescriptionShell
value

Hex valueError code/command status

An unknown session ID was encountered.
The user should reconnect to the server.

880x158CLI_ERROR_UNKNOWN_SESSION_ID

No such profile exists.910x15BCLI_ERROR_NO_PROFILE

The system failed to open the message
queue.

930x15DCLI_ERROR_MSGQ_OPEN_FAILURE

An operation is in progress, please retry.950x15FCLI_ERROR_OPERATION_IN_PROGRESS

The session is initialized.11kss_Initialized

The user login is in progress.22kss_LogonInProgress

The session is idle.33kss_Idle

The session is established.55kss_Established

The session requires the user's attention.66kss_AttentionReq

Login was denied.77kss_LogonDenied

The user is logged out of the server.88kss_LoggedOut
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Overview: Configuring APM for BIG-IP Edge Applications

A connectivity profile contains default settings for these mobile clients:

• BIG-IP® Edge Client® for Android
• BIG-IP Edge Portal® for Android
• BIG-IP Edge Client for iOS
• BIG-IP Edge Portal for iOS

The settings are security-related. They specify how to handle password caching (disabled by default in all
cases), and device or PIN locking (enabled where supported). Customize the available settings to meet your
requirements.

Task Summary
Configuring security settings for iOS Edge Clients
Configuring security settings for Android Edge Clients
Configuring security settings for iOS Edge Portal clients
Configuring security settings for Android Edge Portal clients

Configuring security settings for iOS Edge Clients

You must create a connectivity profile before you start this task.

A connectivity profile automatically contains default settings for BIG-IP® Edge Client® for iOS clients.
You update the settings to change the way password caching and on demand disconnect are handled.

1. On the Main tab, click Access Policy > Secure Connectivity.
A list of connectivity profiles displays.

2. Select the connectivity profile that you want to update and click Edit Profile.
The Edit Connectivity Profile popup screen opens and displays General Settings.

3. From Mobile Client Settings in the left pane, select iOS Edge Client.
Settings for the iOS Edge Client display in the right pane.

4. If you want users to be able to save their passwords, select the Allow Password Caching check box.
5. For Save Password Method, specify how to use password caching:

• To allow the user to save the encrypted password on the device without a time limit, select disk.
• To specify that the user password is cached in the application on the user's device for a configurable

period of time, selectmemory.

If you selectmemory, the Password Cache Expiration (minutes) field becomes available.
6. If the Password Cache Expiration (minutes) field displays, type the number of minutes you want the

password to be cached in memory.
7. ForMaximum Inactivity Time (minutes), retain the default 5, or type a different number of minutes.
8. In theOnDemandDisconnect Timeout (minutes) field, retain the default 2, or type a different number

of minutes before VPN on demand times out .
9. Click OK.

The popup screen closes, and the Connectivity Profile List displays.

You have now customized the password caching and on demand disconnect settings for BIG-IP Edge Client
for iOS clients.
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To provide functionality with a connectivity profile, you must add the connectivity profile and an access
profile to a virtual server.

Configuring security settings for Android Edge Clients

You must create a connectivity profile before you start this task.

A connectivity profile automatically contains settings for BIG-IP® Edge Client® for Android clients. You
update the settings to change the way password caching and device locking are handled.

1. On the Main tab, click Access Policy > Secure Connectivity.
A list of connectivity profiles displays.

2. Select the connectivity profile that you want to update and click Edit Profile.
The Edit Connectivity Profile popup screen opens and displays General Settings.

3. From Mobile Client Settings in the left pane, select Android Edge Client.
Settings for the Android Edge Client display in the right pane.

4. If you want users to be able to save their passwords, select the Allow Password Caching check box.
5. For Save Password Method, specify how to use password caching:

• To allow the user to save the encrypted password on the device without a time limit, select disk.
• To specify that the user password is cached in the application on the user's device for a configurable

period of time, selectmemory.

If you selectmemory, the Password Cache Expiration (minutes) field becomes available.
6. If the Password Cache Expiration (minutes) field displays, type the number of minutes you want the

password to be cached in memory.
7. Click OK.

The popup screen closes, and the Connectivity Profile List displays.
8. To enhance security on the client, retain the selection of the Enforce Device Lock check box (or clear

the check box).
This check box is selected by default. Edge Portal supports password locking, but does not support
pattern locking. If you clear this check box, the remaining settings become unavailable.

9. For Device Lock Method, retain the default numeric, or select a different method from the list.
10. ForMinimum Passcode Length, retain the default 4, or type a different passcode length.
11. ForMaximum Inactivity Time (minutes), retain the default 5, or type a different number of minutes.
12. Click OK.

The popup screen closes, and the Connectivity Profile List displays.

You have now customized the password caching and device lock settings for BIG-IP Edge Client for Android
clients.

To provide functionality with a connectivity profile, you must add the connectivity profile and an access
profile to a virtual server.

Configuring security settings for iOS Edge Portal clients

You must create a connectivity profile before you start this task.

A connectivity profile automatically contains settings for BIG-IP® Edge Portal® for iOS clients. You update
the settings to change the way password caching and device locking are handled.

1. On the Main tab, click Access Policy > Secure Connectivity.
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A list of connectivity profiles displays.
2. Select the connectivity profile that you want to update and click Edit Profile.

The Edit Connectivity Profile popup screen opens and displays General Settings.
3. From Mobile Client Settings in the left pane, select Android Edge Portal.

Settings for the Android Edge Portal display in the right pane.
4. If you want users to be able to save their passwords, select the Allow Password Caching check box.
5. For Save Password Method, specify how to use password caching:

• To allow the user to save the encrypted password on the device without a time limit, select disk.
• To specify that the user password is cached in the application on the user's device for a configurable

period of time, selectmemory.

If you selectmemory, the Password Cache Expiration (minutes) field becomes available.
6. If the Password Cache Expiration (minutes) field displays, type the number of minutes you want the

password to be cached in memory.
7. Click OK.

The popup screen closes, and the Connectivity Profile List displays.
8. Specify security by keeping Enforce PIN Lock set to Yes.

Edge Portal supports PIN locking, but does not support pattern locking.

9. ForMaximum Grace Period (minutes), retain the default 2, or type a different number of minutes.
10. Select Yes or No from the Allow External Access list.
11. ForMaximum Inactivity Time (minutes), retain the default 5, or type a different number of minutes.
12. Click OK.

The popup screen closes, and the Connectivity Profile List displays.

You have now customized the password caching and pin lock settings for BIG-IP Edge Portal for iOS
clients.

To provide functionality with a connectivity profile, you must add the connectivity profile and an access
profile to a virtual server.

Configuring security settings for Android Edge Portal clients

You must create a connectivity profile before you start this task.

A connectivity profile automatically contains settings for BIG-IP® Edge Portal® for Android clients. You
update the settings to change the way password caching and device locking are handled.

1. On the Main tab, click Access Policy > Secure Connectivity.
A list of connectivity profiles displays.

2. Select the connectivity profile that you want to update and click Edit Profile.
The Edit Connectivity Profile popup screen opens and displays General Settings.

3. From Mobile Client Settings in the left pane, select Android Edge Portal.
Settings for the Android Edge Portal display in the right pane.

4. If you want users to be able to save their passwords, select the Allow Password Caching check box.
5. For Save Password Method, specify how to use password caching:

• To allow the user to save the encrypted password on the device without a time limit, select disk.
• To specify that the user password is cached in the application on the user's device for a configurable

period of time, selectmemory.

If you selectmemory, the Password Cache Expiration (minutes) field becomes available.
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6. If the Password Cache Expiration (minutes) field displays, type the number of minutes you want the
password to be cached in memory.

7. Click OK.
The popup screen closes, and the Connectivity Profile List displays.

8. To enhance security on the client, retain the selection of the Enforce Device Lock check box (or clear
the check box).
This check box is selected by default. Edge Portal supports password locking, but does not support
pattern locking. If you clear this check box, the remaining settings become unavailable.

9. For Device Lock Method, retain the default numeric, or select a different method from the list.
10. ForMinimum Passcode Length, retain the default 4, or type a different passcode length.
11. ForMaximum Inactivity Time (minutes), retain the default 5, or type a different number of minutes.
12. Click OK.

The popup screen closes, and the Connectivity Profile List displays.

You have now customized the password caching and device lock settings for BIG-IP Edge Portal for Android
clients.

To provide functionality with a connectivity profile, you must add the connectivity profile and an access
profile to a virtual server.
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