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Chapter
1

What is Edge Portal?

The BIG-IP® Edge Portal ™ app streamlines access to portal access
web sites and applications that reside behind aBIG-IP® Access
Policy Manager™. Using the BIG-IP® Edge Portal ™ app, users can
accessinternal web pages and web applications securely, asallowed
by the BIG-IP® Access Policy Manager™ Web Applications
configuration.

For information on how to use the BIG-1P® Edge Portal ™ App, refer
to the online user guide in the app.

Edge Portal app featuresinclude:

e Username and password authentication
» Passcode lock enforced on the device

* Client certificate support

» Saving credentials and sessions

e Saving local bookmarks and favorites
» Accessing bookmarks with keywords

*  Embedded web viewer

» Digplay of al file types supported by the device's operating
system



What is Edge Portal?
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BIG-IP Edge Portal user-agent string

string.

BIG-IP® Edge Portal sends version information in the user-agent

BIG-1P® Edge Portal ™ sends Edge Portal versioninformation, along
with browser information, in the user-agent string. The following
are examples of user-agent strings for Edge Portal. You can use
this version information, which is stored in the session variable
session.user.agent, to make policy decisions.

Device OS

Example user-agent string

Android

i0S

Mozilla/5.0 (Linux;

U Android 2.2; en-us;
SGH T849 Bui | d/ FROYO)
Appl eWebKi t/533. 1
(KHTM., 1ike Gecko)
Version/ 4.0 Mbile
Safari/533.1
EdgePortal /1.0.0

Mozillal/5.0 (iPad; U
CPU OSs 3 2 2 like Mac
OGS X; en-us)

Appl eWebKi t/531. 21. 10
(KHTM., 1ike Gecko)
Mobi | e/ 7B500
EdgePortal /1.0.1




BIG-IP Edge Portal user-agent string
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Task summary for Edge Portal configuration

Topics:

Running the web application wizard
Assigning ACLs to your access policy
Disabling the Home tab

Configuring password caching for Edge
Portal

Customizing an access policy to support
Edge Portal app

To set up this configuration, perform the proceduresin the task list.
Task List



Task summary for Edge Portal configuration

Running the web application wizard

Running the web application wizard quickly sets up an access policy and avirtual server for you.

1. Follow theinstructionsin the wizard to create your access policy and virtual server.
2. Configure the following settings to ensure that your users can connect to the Edge Portal app:
a) Uncheck the Enable Antivirus Check in Access Policy box.
b) Inthe Web Application start URI box, type the starting URI for your web application
¢) IntheVirtual Server | P address box, type the | P address for your virtual server.
d) Enable the Rewrite Profile option.

For client certificate authentication, when aclient certificate profileis assigned to virtual server, the
option Requireis not supported in the client certificate profile

3. Click Finished.

You have just completed configuring a web application to support the Edge Portal app.
The next task isto assign ACL s to your access policy.

Assigning ACLs to your access policy

Before you assign ACLs to an access policy, you must:

« Define aweb application resource
e Create an access profile

Add ACLsto limit access to resources.

1. Create or select an existing Access Policy.

2. IntheAccess Policy column, click the Edit link for the profile you want to configure to launch the
visual policy editor.
The visual policy editor opens the access profile in a separate window or tab.

3. Click the Resource Assign agent in your access policy branch.
The Properties screen opens.

4. Click the Add/Delete Resources link.
5. Start assigning your ACLsto your access policy, and click Update when finished.
6. Click Apply Access Palicy.

Your next task isto disable the Home tab. If thisis enabled, it's likely that the Edge Portal app will not
render properly.

Disabling the Home tab

Disabling the Hometab will ensure that the Edge Portal app renders properly.

14
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BIG-IP® Virtual Edition Setup Guide for Microsoft® Hyper-v®

On the Main tab, click Access Palicy > Access Profiles.
The Access Profiles List screen opens.

Click on the name of your access policy that you created.
Select the Access Policy tab.
In the Web Applications section, click the entry that begins with the name you created.

Under the Resour ce I tems Properties section, make sure the Home Tab option is unchecked. If not,
uncheck the Enabled box.

Click Update.

Configuring password caching for Edge Portal

You configure password caching on the server to simplify the user experience with the Edge Portal app,
and to require screen lock security on the Edge Portal device.

a bk WD P

7.

Navigate to Access Policy > Secure Connectivity > Connectivity Profiles.

Click the name of the connectivity profile associated with the Web Applications configuration.

Click the Client Configuration tab.

In the Session Settings section, next to General, select the check box Enable User Password Caching.
Select the password caching option you want to use.

Options Description

Allow user to save encrypted password Allowsthe user to save the encrypted password on the
on disk device without atime limit.

Cache passwor d within application for  Specifiesthat the user password is cached in the application
X minute(s) on the user's device for the specified period of time.

In the Client Policy section, next to Session Policy, select the check box Enfor ce session settings (do
not allow usersto change session settings).

Click Update.

Password caching is configured for the time period you set. Users are required to configure security to
connect to the server. The minimum security requirement is a4-digit PIN. Edge Portal supports password
locking, and does not support pattern locking. If auser attemptsto unlock the devicefivetimes unsuccessfully,
the cached credentials are deleted from the device.

Customizing an access policy to support Edge Portal app

1

On the Main tab, click Access Policy > Access Profiles.
The Access Profiles List screen opens.

In the Access Policy column, click the Edit link for the profile you want to configure to launch the
visual policy editor.

The visual policy editor opens the access profile in a separate window or tab.

Click Add New Macro.

In the Select macro template: select Client Classification and Prelogon checks from the drop-box.

15
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9.

Click Save.
Click the plus [+] sign that appears before the Logon Page action.
In the Macrocalls section, click the Client Classification and Prelogon checks button.

Click Add item.
The Client Classification and Prelogon checks action appears in the access policy sequence.

Click the underlined word Deny in the ending box.

10. In the Select Ending: section, click Allow.
11. Click Save.

You have just customized your access policy to support the Edge Portal app.



Chapter
4

About access policies for Edge Portal app

Topics: In your configuration, you might be required to configure separate

access policy branches for Edge Portal app.

e Access policy example ) )
Edge Portal app does not support client-side checks. There are a

number of ways you can configure an access policy to alow a
connection to aweb applications resource for iOS clients. Access
Policy Manager allowsflexibility when configuring access palicies,
so there are many possible waysto configure for Edge Portal clients.
The following methods can work:

» Start the access policy with the Client-Side Check Capability
check. This provides a branch for clients that do not support
client-side checks, including mobile devices. Assign
authentication and a web applications resource to this branch.

» Usean existing access policy with client-side checks. The mobile
device will fail to the fallback branch of thefirst client-side
check. Assign authentication and a web applications resource
to this branch.

» Create a specific branch for mobile clients. You can use an
empty action and session variablesto identify the mobile client.
On the branch you identify for maobile clients, add authentication
and assign aweb applications resource for mobile devices.
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Access policy example

To differentiate the Edge Portal ™ application for mobile devices from other client types and operating
systems, you can use the Client Classification and Prelogon Checks macro.

The following information appliesto this macro, and the access policy items configured within it:

1. Theclient type agent is an empty agent that is configured with branch rules for several client types,
which you can view and edit on the Branch Rules page. The ssimple branch rule for Edge Portal is
Expression: Client isPortal Client. The Advanced tab shows the full expression:

expr { [ntget {session.client.type}] == "portalclient" }

2. Client OS (session.client.platform) = iOS or Android

3. To obtain more information about client OS version or device type, you can inspect the user-agent
session variable. For example, Edge Portal application uses the following user-agent strings, depending
on OS version and device type:

M obile Device Type OSversion user-agent session variable

iPhone with iOS 4 435 Mozlla/5.0 (iPhone; U; CPU
iPhone OS4 3 5like Mac OSX;
en-us) AppleWebKit/532.9
(KHTML, like Gecko)
Mobile/8B117

iPhone with iOS 5 5.0 Mozlla/5.0 (iPhone; CPU iPhone
0S5 _0like Mac OSX)
AppleVebKit/534.46 (KHTML, like
Gecko) Mobile/9A334
EdgePortal/1.0.2

iPad 4.3 Mozlla/5.0 (iPad; U; CPU OS
4 3 1like Mac OSX; en-us)
AppleWebKit/533.17.9 (KHTML,
like Gecko) Version/5.0.2
Mobile/8G4 Safari/6533.18.5

iPod Touch 4.1 Mozlla/5.0 (iPod; U; CPU iPhone
0S4 1like Mac OSX; en-us)
AppleWebKit/532.9 (KHTML, like
Gecko) Mobile/8A293

Android (Samsung Galaxy Tab) 2.2 Linux; U; Android 2.2; en-us;
SGH-T849 Build/FROYO)
AppleWebKit/533.1 (KHTML, like
Gecko) Version/4.0 Mobile
Safari/533.1 EdgePortal/1.0.1

Figure 1: Advanced access policy to support Edge Portal
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