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About the Traffic Management Shell
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The BIG-IP® system includes a tool known as the Traffic Management Shell
(tmsh) that you can use to configure and manage the system from the
command line. Using tmsh, you can configure system features, and set up
network elements. You can also configure the BIG-IP system to manage
local and global traffic passing through the system, and view statistics and
system performance data.

You can use tmsh in conjunction with the Configuration utility, which is the
browser-based BIG-IP system and network management tool.

All products in the BIG-IP product family run on the powerful Traffic
Management Operating System®, commonly referred to as TMOS®. For an
overview of the complete BIG-IP product offering, see the TMOS®
Management Guide for BIG-IP® Systems.
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Additional command line utilities and tools

There are several additional command line utilities and tools that you can
use to configure and manage the BIG-IP system:

¢ The config utility
You use the config utility to define the IP address, network mask, and
gateway for the management (MGMT) port, when you initially set up the
BIG-IP system.

o The bigtop utility
The bigtop utility is a statistical monitoring utility that ships on the
BIG-IP system. This utility provides real-time statistical information.
You can set a refresh interval and specify a sort order for this statistical
information.

o The bigstart command
With the bigstart command, you can start, stop, restart, and check the
status of various daemons, such as snmpd.

¢ The gencert utility
You can use the gencert utility to generate a key, a temporary certificate
and a certificate signing request file. You then submit the request file to a
certificate authority to obtain an SSL certificate.

The industry-standard tools that you can also use to manage the BIG-IP
system are:

¢ The Tools Command Language (Tcl) programming language
The Tools Command Language (Tcl) programming language is an
industry-standard programming language that you can use to create
BIG-IP system iRules®. iRules are scripts you can write to direct and
manipulate the way that the BIG-IP system manages application traffic.

¢ The OpenSSL utility
A component of the industry-standard OpenSSL toolkit, the OpenSSL
utility is a set of commands that perform various cryptographic functions,
such as generating SSL certificates and keys.
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Basic syntax conventions

ltem in text

The following table lists basic syntax conventions that apply throughout this
guide.

Description

()

[integer]

[ip address]

[mac-address]

Specifies that the syntax inside the parentheses is optional.
Specifies that you can type a series of items.

Identifies a user-defined parameter in tmsh. For example, if the syntax shows [your name], type in
your name, but do not include the brackets.

Specifies a choice between options.

Specifies a numeric attribute.
Unless there is a system assigned default value, the default value is 0 (zero).

Specifies an IPv4 or IPv6 address.

Specifies a six hexadecimal numbers separated by colons.

Table 1.1 Command line syntax conventions

TMSH Reference
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Understanding the structure of tmsh

Understanding the structure of tmsh

Irps=

tmsh is an interactive shell that you use to manage the BIG-IP® system. The
structure of tmsh is hierarchical and modular. The highest level is the root
module, which contains twelve subordinate modules.

Several modules also contain subordinate modules. All modules and
subordinate modules contain components that you configure to manage the
BIG-IP system. You can configure a component that resides anywhere in the
hierarchy from anywhere else in the hierarchy by using the full path to that
component. Alternatively, you can configure a component by navigating to
that component directly. After you create a component, you can modify that
component in object mode, which is the lowest level of the hierarchy.

Figure 2.1 The tmsh modular structure

TMSH Reference



Chapter 2
Understanding and Using the Traffic Management Shell

Using tmsh

You must provision a BIG-IP module before you can use tmsh to configure
it. The command sequence list sys provision displays the BIG-IP system
modules that can be provisioned.

’ Important

tmsh applies all configuration changes that you make from within tmsh to
the running configuration of the system. For tmsh to write the changes to the
stored configuration files, you must save the changes using the save sys
config command sequence.

You can run tmsh and issue commands in the following ways:

¢ You can issue a single tmsh command at the BIG-IP system prompt
using this syntax:
tmsh [command] [module...module] [component] (options)
For example, you can display all the properties of all BIG-IP system
pools by typing the following command sequence at the BIG-IP system
prompt:
tmsh show ltm pool all-properties

¢ You can open tmsh by typing tmsh at the BIG-IP system prompt. This

starts tmsh in interactive shell mode and displays the tmsh prompt:
(tmos)#.

Loading and saving the system configuration

The system applies all configuration changes that you make from within
tmsh to the running configuration of the system. You can save a portion of
the running configuration known as the base configuration. You can also
load the base configuration from the stored configuration files.

* To save the base configuration to the stored configuration files, use the
following command sequence:

save /sys config base

* To replace the base configuration with the configuration in the stored
configuration files, use the following command sequence:

load /sys config base

* To save the entire running configuration to the stored configuration files,
use the following command sequence:

save /sys config

* To replace the entire running configuration with the configuration in the
stored configuration files using the following command sequence:

load /sys config
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Working within the tmsh hierarchy

It is important to understand how to use the command syntax based on
where you are in the tmsh hierarchy.

When you are working in the root module, you enter a command sequence
using this syntax:

[command] [module...module] [component] (options)

When you are working in a subordinate module, and you want to configure a
component that resides within another module, you enter a command
sequence using this syntax:

[command] / [module...module] [component] (options)

Note that the slash provides the path from one module to another. The first
slash can optionally have space after it; “/ Itm” is equivalent to “/Itm.”

As you navigate within tmsh, the prompt contains a visual cue to your
location within the hierarchy.

You can navigate to a module, a component within a module, or a specific
component (object mode). The following list provides examples of how the
tmsh prompt changes as you navigate through the hierarchy. From the root
module prompt:

* To navigate to the Itm module, type: Itm
The Itm module prompt displays: (tmos.ltm)#

* To navigate to the Itm pool component, type: Iltm pool
The Itm pool component prompt displays: (tmos.Iltm.pool)#

* To navigate to pooll, type: modify ltm pool pooll
The pooll object prompt displays: (tmos.ltm.pool.pooll)#

‘ Note

You can navigate only to an object that already exists, and you must use the
modify command to navigate to that object.

@i

You can change the information that displays in the tmsh prompt, but the
prompt always includes your location in the hierarchy and ends with a
pound sign (#). For information about customizing the prompt, see the
documentation for preference, on page 31-6.

Working within a module

TMSH Reference

From the root module, you can navigate to another module by entering the
name of the module at the prompt. tmsh opens the module, and displays the
prompt: (tmos.module)#

For example, from the root module, to navigate to the gtm module, type:

gtm
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The prompt now indicates that the current location in the hierarchy is the
gtm module.

Within a module, you can type a command sequence using this syntax:

[command] [component] (options)

For example, you can display all the properties of all Global Traffic
Manager™ pools by entering the following command sequence at the gtm
module prompt:

list pool all-properties

Additionally, from a module, you can manage a component in a different
module using this syntax:

[command] / [module...module] [component] (options)

For example, from the gtm module, you can show all of the properties of the
VLANSs on your network by entering the following command sequence at
the gtm module prompt:

list / net vlan all-properties

Working within a component

From a tmsh module, you can navigate to a component by entering the name
of the component at the prompt. tmsh displays the component prompt:
(tmos.module.component)#

For example, from the gtm module, to navigate to the gtm pool module,
type:
pool

The prompt now indicates that the current location in the hierarchy is the
gtm pool component.

Within the component, you can type a command sequence using this syntax:

[command] (options)

For example, you can display all of the properties of all of the Local Traffic
Manager™ pools by entering the following command sequence at the 1tm
pool component prompt:

list all-properties

From within a component, you can also manage a component in a different
module using this syntax:

[command] / [module...module] [component] (options)

Note that you can manage a component from anywhere within the tmsh
hierarchy by using the full path to the component.

For example, from the gtm pool component, you can show all of the
properties of the VLANSs on your network by entering the following
command sequence at the prompt:

list / net vlan all-properties
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Working in object mode
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From a tmsh component, you can navigate to a specific object of that type,
by entering the modify command followed by the name of the component at
the prompt. tmsh opens the component and displays the prompt:
(tmos.module.component.object_name)#

For example, from the gtm pool module, to navigate to the Global Traffic
Manager pool, named pooll, type:

modify pooll

The prompt now indicates that the current location in the hierarchy is the
gtm pool pooll object.

The Properties list contains the available properties of the current object.

For example, to navigate to the Global Traffic Manager pool named pooll
type the following command sequence:

modify gtm pool pooll

tmsh displays this prompt: (tmos.gtm.pool.pool 1 )#
In the object mode, you can type a command sequence using this syntax:

[command] (options)

For example, you can display all of the properties of gtm pooll by entering
the following command sequence at the gtm pooll object prompt:

list all-properties

From within an object, you can also manage a component in a different
module using this syntax:

[command] / [module...module] [component] (options)

For example, from within the gtm pool pooll object, you can display all of
the properties of the Local Traffic Manager™ pool named my_ pool by
entering the following command sequence at the gtm pool pooll object
prompt:

list / 1ltm pool pooll all-properties
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Leaving object mode, component mode, a module, or tmsh

Table 2.1 describes the commands you use to navigate out of a mode or a
module, and eventually close tmsh and return to the BIG-IP system prompt.

Command Action

/ From any level of the tmsh hierarchy, returns you to the root module.

exit From within object mode, returns you to the component within which the object resides.
From within a component, returns you to the module within which the component
resides.
From within a module, returns you to the parent module.

quit From within a module, closes tmsh.

Table 2.1 Commands for navigating out of a mode or module, and for closing tmsh

Using the scripting feature

You can use the tmsh script component to build Tcl scripts to automate and
customize management of the BIG-IP system. The tmsh scripting feature is
a small API that provides structured programmatic access to all system
configuration, status, and statistics. The API mirrors the interactive
command line syntax. The structured access of the API eliminates the need
to screen scrape output.

Using the tmsh scripting feature, you can write scripts that perform the
following:

Accept parameters from the command line
Provide command completion and context-sensitive help

Handle the management of complex system configurations with simple
form-based input

Run in their own execution environment separate from the shell from
which they were started

This feature also gives you the ability to perform the following:

Build reusable script libraries and include them in other scripts using the
#include directive

Use transactional semantics

Combine command aliases with scripts, allowing you to extend tmsh to
build commands that are customized to your environment

Checking the Current tmsh Version

Each release of tmsh has a unique tree of modules and components, so if a
tmsh script functions with one version, it may not function with another. To
see the current version of tmsh, use the following command sequence:
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show cli version
cli version {
active 11.5.0
latest 11.5.0
supported { 11.5.0 }
}
This identifies the currently-active tmsh version as well as all the versions

supported on this system.

Changing the tmsh to a Former Version

For a script that supports an older version of tmsh, you can use the modify
cli version command to set the active tmsh version:

modify cli version active new-version

This changes the tree of available modules and components to be compatible
with the tmsh version that you choose. The tmsh interface reverts entirely to
the former version. If you place this command at the top of a script that was
built for the given version, the script functions the same way it did on earlier
releases of the software.

Software Release 11.5.0 is the first release to support tmsh version control.
We recommend setting the version to 11.5.0 at the top of your 11.5.0 tmsh
scripts, to guard against the script breaking in a future version of tmsh.

Using the command completion feature

At any point while typing or editing a command in tmsh, you can press the
Tab key. tmsh either completes the current or next word, or displays
possible completions for the current or next word.

The command completion feature reduces the amount of typing that is
required to run commands. When you press the Tab key, the system
automatically completes the current command-line element to as many
unique characters as possible. If there is more than one possible completion
the list of possible completions displays. Command completion also
completes configuration object identifiers.

For example, if the command has only one option, tmsh fills in the
remainder of the word with that option and a trailing space. If the command
has more than one option, tmsh completes the current word with the longest
possible match, while also displaying the other possible matches. If tmsh
displays nothing after you press the Tab key, no options exist to complete
the word.

If you move the cursor anywhere on the command line and press the Tab
key, tmsh completes what is to the left of the cursor. For example, tmsh
completes sho[Tab] pool as show pool.

TMSH Reference 2-7
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Using glob matching with the command completion feature

tmsh uses glob matching to complete object identifiers. glob matching
checks for the presence of the constituents of a given pattern. This means
that if you partially type an object identifier, such as the IP address of a
node, tmsh completes the command by offering all IP addresses that contain
the partial address you entered.

For example, tmsh returns addresses that match 10.1.1* when you type the
following command sequence:

show node 10.1.1[Tab]

Likewise, tmsh returns addresses that match 10¥22%*, when you type the
following command sequence:

show node 10*22[Tab]

Understanding the behavior of the command completion feature

There are several behaviors to be aware of when using the command
completion feature. When you press the Tab key, the components that
display in the Configuration Items list are determined by your permissions
and the action you are taking. The following rules apply:

¢ When you configure a component that is not a child component, the
Configuration Items list contains the existing components of the type that
you are configuring that you have permission to view.

For example, tmsh displays all virtual servers that you have permission
to view in the Configuration Items list when you configure a virtual
server using the following syntax:

[create | delete | modify] virtual [Tab]

¢ When you configure a child component, (for example, when you add a
pool member to a pool), the Configuration Items list contains the existing
components of the type that you are configuring based on the following
rules:

*  When you add a child component to its parent, the list contains only
the components of that type that you have permission to view that are
not yet associated with the parent component. For example, the list
contains all of the virtual servers that you have permission to view
that are not yet associated with poolA when you add members to
poolA using the following syntax:
modify pool poolA members add { [Tab]

*  When you replace all of the child components that are associated with
a parent component, the list contains all of the components of that
type that you have permission to view. For example, the list contains
all of the virtual servers that you have permission to view when you
replace all of the members of poolA using the following syntax:

modify pool poolA members replace-all-with { [Tab]
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e When you delete or modify the child components that are associated
with a parent component, the list contains only the components of that
type that are already associated with the parent. For example, the list
contains all of the virtual servers that are currently a member of poolA
when you delete the members of poolA using the following syntax:

modify pool poolA members delete { [Tab]
¢ When you configure a component, the Properties list only contains

properties that you can use with other already configured properties of
that component.

The command route is a good example. If you specify a pool for the
route, then the interface, gateway, and blackhole options are no longer
valid, so they do not appear in the list.

@i
At the BIG-IP system prompt, tmsh displays possible completions for a

command, only if you type the tmsh command followed by:
Ctrl + V Ctrl + T Enter

Using the help feature

TMSH Reference

tmsh includes man pages for each of the commands and components that are
available within tmsh. You access the man pages using the following
command syntax:

help [ [command] | [full path to component]

For example, to access the man page for the vlan component from the root
module, use the following command sequence:

help / net vlancl

You can also search the man pages for information on a specific term or
topic. To do this, you use the following command syntax:

help search [term or topic]

You can perform a help search from within any module in the tmsh
hierarchy. For example, to find the man pages that contain a reference to
VLAN:S, use the following command sequence:

help search vlan

Additionally, you can display a list of topics that are available in a module
using the following command sequence:

help [full path to module]

For example, to display the topics that are available in the current module,
use this command: help. To display the topics that are available in the net
module, use the following command sequence: help / net.
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Using the context-sensitive help feature

tmsh includes a context-sensitive help feature that provides help as you type
commands. At any time, you can type a question mark (?) on the command
line, and tmsh returns information to assist you in completing the command.
Based on when you type the question mark, you get the following results:

*  When you type a question mark immediately following any portion of a
command, tmsh returns possible completions for the command, but does
not complete the command as the command completion feature does.

*  When you type a space before the question mark, tmsh returns
descriptive text that explains the commands, components, or properties
that you can configure.

*  When you type a question mark in the middle of a command, tmsh
returns help on the command to the left of the cursor.

‘ Note

To use a question mark in a glob or regular expression, you must escape the
question mark using quotation marks, apostrophes, or a backslash.

Additionally, you can request context-sensitive help for the last command in
a series of commands. For more information, see Entering multiple
commands, on page 2-10.

Interrupting a command

You can cancel a command that you issued by typing Ctrl + C one or more
times.

Entering multiple commands

You can enter multiple commands on the command line by separating the
commands with semi-colons (;). For example, to display the properties of
the self IP addresses and VLANSs of the system, use the following command
sequence:

list / net self ; list / net vlan

When you enter multiple commands in this way, all of the commands are
added to the command glob in a single line item, regardless of whether any
of the commands were successful. However, if one of the commands that
you enter fails to parse, tmsh does not run the remaining commands you
entered. tmsh audits commands as the commands run; therefore, if a
command fails to parse, tmsh does not audit the remaining commands.

You can also specify multiple commands in a command alias by separating
the commands with semi-colons. For example, to create an alias that
displays the properties of the VLANs and VLAN groups on the system, use
the following command sequence:

2-10
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create / cli alias vlans command "list / net vlan ; list / net
vlan-group"

Additionally, you can request context-sensitive help and use the command
completion feature on the last command in a series of commands. For
example, to display help for the vlan-group component, use the following
command sequence:

list / net vlan ; list / net vlan-group ?

Using the command glob feature

TMSH Reference

tmsh saves each command that you enter in the command glob file. The date
and time the command was issued displays before the command in this
format: [Month day hh:mm:ss]. You can disable this feature.

To change whether the date and time display in the glob file
1. Log on to tmsh and navigate to the cli preference module.

2. To disable the display of the date and time in the glob file, type:

modify glob-date-time disabled

3. To enable the display of the date and time in the glob file, type:

modify glob-date-time enabled

The command glob persists when you log off of the system. The next time
you log on to the system, you can search for, display, and then edit, the tmsh
commands that you entered in previous sessions. The command glob
persists even through a restart of the BIG-IP system.

There are two limits that you can set for the command glob: the number of
commands that tmsh saves in the command glob file, and the number of
commands that you can view or search from the command line.

¢ You use the set cli preference glob-file-size command to set the
maximum number of commands that you want tmsh to save in the
command glob file.

The default is 10,000 commands. The maximum number of commands
that the file can contain is 100,000 commands. If you do not want to use
the command glob feature, set the maximum number of commands to 0
(zero). This means that tmsh does not save any commands in the glob
file.

& You use the set cli preference glob-size command to set the number of
commands that you want to be able to view or search from the command
line.

The default is 500 commands. The maximum number of commands that
you can view or search is 10,000 commands. When you set the glob-size
option to (0) zero, tmsh does not add commands to the in-memory list of
commands, but does continue to write commands to the command glob
file.
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Note: After you change the value of the glob-size option, tmsh might
renumber the commands; however, the commands remain in the same
order.

¢

tmsh does not save commands in the command glob file that end in a
question mark (?) or begin with an exclamation point (!). Likewise, these
types of commands do not appear in the command glob list.

To display the commands in the tmsh glob list

1. Log on to tmsh.

2. Enter an exclamation point (!).
The command glob list displays the previously used commands in
the reverse order of use.

3. After you locate the command that you want to use again, type:

! [numeric ID]

For example, to run the command with a numeric ID of 32, type:
132

‘ Note

Each command in the glob list is identified by a numeric ID. The larger the
ID, the more recently the command was issued relative to other commands.

To search for and run a command in the tmsh glob list using a partial
string

1. Log on to tmsh.
The tmsh prompt displays.

2. To run the most recent command in the glob list that begins with the
specified string, type the following command:

| [string]
tmsh locates the command in the glob list and runs it.

For example, from the cli module, to run the most recent command
that you used to set the preferences for the command line, type:
Iset preference.

When you are logged on to tmsh, you can use the glob list to run the
previous command, even if it was run in the previous tmsh session.

To run the previous command

1. Issue commands to configure the system.
tmsh runs the commands you issue.

2. Type the following command:
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The previous command runs.

When you are logged on to tmsh, you can use pager’s search feature to

locate a tmsh command by date/time stamp.

To search for a command using the pager’s search feature
1. Log on to tmsh.

2. Type one of the following commands:

show glob

or

3. Use the pager’s search feature to find a specific date and time.

When you are logged on to tmsh, you can pipe the output of the glob file to

the grep utility to search for a command by the date/time stamp.

To search for a command using the grep utility
1. Log on to tmsh.

2. Type the following command:

show glob | grep "[hh:mm:ss]"

Using the tmsh keyboard map feature

You can use the default keyboard map to search the command glob list for a
specified command. For example, to search for the previous command that

contains a specified string, type the following command:
[string] Alt-P

You must press Enter to run the command.

The following table describes the default keyboard map for tmsh. The key

sequences are not case-sensitive.

Key Sequence

Action

Ctrl+ A

Ctrl+ B

Ctrl+ C

Ctrl+ D

Ctrl+ E

Ctrl+ F

Moves the cursor to the beginning of the line.

Moves the cursor to the left one character.

Cancels the current command.

Deletes the character under the cursor, or when the command line is empty, exits tmsh.
Moves the cursor to the end of the line.

Moves the cursor to the right one character.

Table 2.2 Default keyboard map for tmsh

TMSH Reference
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Key Sequence

Action

Ctrl + G
Ctrl+ H
Ctrl +J
Ctrl + K

Ctrl+ L

Ctrl+ M
Ctrl + N
Ctrl + P
Ctrl+ Q

Ctrl+ R

Ctrl + S
Ctrl+ T
Ctrl + U
Ctrl + W
Esc + B
Esc+D
Esc + F
Esc+L
Esc + N
Esc + P
Esc+U
Esc + Backspace
Backspace

Delete

Clears all characters from the command line.

Deletes the previous character.

Enters a new line and runs the current command.

Deletes all characters from the cursor to the end of the line.

Clears the screen, repositions the prompt at the upper left, and leaves the current command
intact.

Enters a new line and runs the current command.
Displays the next item in the command glob.
Displays the previous item in the command glob.
Resumes input.

Clears the screen, repositions the prompt at upper left, and leaves the current command
intact.

Suspends input.

Transposes the character under the cursor with the character to the left of the cursor.
Deletes all characters before the cursor.

Deletes the word before the cursor.

Moves the cursor one word to the left.

Deletes all characters from the cursor to the end of the current or next word.
Moves the cursor one word to the right.

Changes the word to the right and the word under the cursor to lowercase.
Searches command glob search for the next item.

Searches command glob search for the previous item.

Changes the word to the right and the word under the cursor to uppercase.
Deletes the word to the left of the cursor.

Deletes the character to the left of the cursor.

Deletes the character to the left of the cursor.

Table 2.2 Default keyboard map for tmsh (Continued)
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Key Sequence Action
Up Arrow Scrolls back through the command glob.
Down Arrow Scrolls forward through the command glob.

Table 2.2 Default keyboard map for tmsh (Continued)

Using the command audit feature

The BIG-IP system contains a read-only audit file named /var/log/audit.
tmsh writes an entry in the audit file for each tmsh command that runs,
providing a historical log of issued commands. Only users with the role of
Administrator or Resource-Administrator can view the audit logs.

You can change whether tmsh audits commands using the following syntax:

modify / cli global-settings audit [enabled | disabled]

‘ Note

If tmsh cannot connect to the mcpd daemon, tmsh audits all commands until
the connection is re-established.

Understanding the audit log entries

The audit file contains entries with the format shown in Figure 2.2.

01420002:5: AUDIT - pid=number user=user_id query_partitions=pl,p2,..,pn
update_partition=partition_name module= (tmos.module..)# status=[success/faill
cmd_data=command that was issued

Figure 2.2 Audit file entry format

Table 2.3 defines each portion of an audit entry in the order of appearance in

the entry.
Audit Entry Definition
01420002:5: AUDIT Identifies the entry as a tmsh command.
pid=number Specifies the process ID of the tmsh instance that generated the entry.
user=user_id Identifies, by user ID, the user who issued the tmsh command. For commands run by the

system, this portion of the entry is empty, for example: user="".

query_partitions= Identifies the administrative partitions, in a comma-separated list, that the user can query.
For more information about setting the administrative partitions that a user can query, see
admin-partitions, on page 31-2.

Table 2.3 Audit entries defined

TMSH Reference 2-15



Chapter 2

Understanding and Using the Traffic Management Shell

Audit Entry

Definition

update_partition=

module=

status

cmd_data=

Identifies the administrative partitions that the user can update. For more information about
setting the administrative partitions that a user can update, see tadmin-partitions, on page
31-2.

Identifies the tmsh module within which the user issued the command.

Indicates whether the command was run successfully. The possible values are:

¢ Command OK
Indicates that the command was successful.
* [error syntax]

Displays the same error that the system displayed when the command failed. Note that
when you use the edit command, and it fails, the audit log contains each line of the file
that you attempted to run with the error displayed.

Indicates the command sequence that the user entered. Note that when the edit command
runs successfully, the audit file contains each line of the file that was submitted as a
separate entry. For more information about the command edit, see GTM rule, on page
34-44.

Table 2.3 Audit entries defined (Continued)
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Viewing historical logs

When you view an audit log from the sys module, you can use the lines or
range options to reduce the number of log entries that display.

To view historical logs

1. Log on to tmsh.
The tmsh prompt displays.

2. Type the following command sequence:

show / sys log audit lines 5

The first five lines in the audit log display.

Using the command aliases feature

You can create command aliases to use as short cuts within tmsh. For
example, if you perform specific operations on a regular basis, or if you
configure the system using long commands, you can create a command alias
to save you some typing.

You can issue a command alias from within any tmsh module. For example,
if you create an alias named show to display all of the components in the Itm
module, when you type show in the cli module, tmsh displays only the ltm
module components. This example illustrates that the command alias you
created takes precedence over the system default show command, which
normally displays the components of the module within which you issue the
command.

@ WARNING

Aliases that you create take precedence over system commands.
Additionally, an alias with the same name as a tmsh module causes the
module to be hidden from the command completion feature.

Creating command aliases

TMSH Reference

A command alias consists of a name and a command sequence that runs
when you use the name of the command alias on the command line. When
you create a command alias, the name of the command alias:

¢ Is not case-sensitive
* Cannot be create or delete

» Cannot contain spaces, tabs, exclamation points, or question marks

The following rules apply to the command sequence for which you are
creating a command alias.

* The command cannot be empty.

*  You can use multiple command sequences, separated by semi-colons.
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Using command aliases

You can use another alias as the first argument in the command
sequence.

tmsh does not verify validity of the command sequence until you issue
the command alias.

When you include an exclamation point in the command sequence, the
exclamation point does not invoke the command glob.

If you include spaces in the command sequence, then you must use
quotation marks around the command sequence.

When you use a command alias on the command line, the following rules
apply.

When you use a command alias within a command, you must use the
alias at the beginning of the command sequence.

When you use the command completion or context-sensitive help feature
with a command alias, tmsh responds as if you had entered the command
sequence that the command alias references.

Command aliases display in all command completion lists, regardless of
whether the command itself is valid within the current module.

The name of the command alias displays in the command glob list.

The command, for which you created the alias, not the name of the
command alias, displays in error messages related to usage of the alias.

Setting the tmsh preference show-aliases

2-18

You can configure tmsh to include command aliases in the list of commands
in the Commands section on the command line when you use the command
completion and context-sensitive help features.

To set the tmsh preference show-aliases

1. Log on to tmsh.

2. Type the following command:
cli

3. Type the following command sequence:
set preference show-aliases enabled

When you type a question mark (?) on the command line or use the
command completion feature, tmsh now displays command aliases
in the Commands section on the command line.
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Using the wildcard search feature

tmsh supports regular expression (RE) and glob-based wildcard search
methods. For more information about these programs, access the man page
for each program using the following tmsh commands:

* help regex

* help glob

Using the statistics feature

You can use tmsh to display statistics, including historical performance
statistics. You can select the format in which these statistics display, as well
as reset the statistics for some of the tmsh components. To determine if
statistics are available for a specific component, see the specific component
in one of the following chapters.

Configuring preferences for and viewing statistics from tmsh

You can view statistics for many of the tmsh components using the show
command. You can specify the units in which you want tmsh to display
statistics. You do this using the following command syntax:

set / cli preference stat-units [default | kil | meg | gig |
raw]

For example, to set tmsh to display statistics in parts per million, use the
following command sequence:

set / cli preference stat-units meg

While you are working in tmsh, you can override the stat-units setting to
display statistics for a specific component in a different unit. For example,
to display the statistics for the ltm pools in gigabits, use the following
command sequence:

show / ltm pool gig

Table 2.4 describes the units in which tmsh can display statistics.

Option Description

default Displays data in the simplest units.
For example, if the data is 1,200,001, tmsh displays 1.20M;

however, if the data is 1,200, tmsh displays 1.2K.
This is the default value for system statistics.

gig Displays data in parts per billion.

kil Displays data in parts per thousand.

Table 2.4 Unit options for statistics described
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Option Description
meg Displays data in parts per million.
raw Displays raw data.

Table 2.4 Unit options for statistics described (Continued)

For some tmsh components, you can choose the level of statistics that you
want to view. Table 2.5, on page 2-21, contains a description of the options
you can use to display statistics, depending upon the information that you
want to view. Note that all levels are not available for all components. To
determine which of these options is available for a specific component, refer
to the man page for the component, use the command completion feature, or
see Chapter 3, Global Commands.

To display the statistics for a specific component at a specific level, use the
following command syntax:

show / [module...module] [component] [detail | global |
historicall

For example, use the following command sequence when you want to view
detailed pool statistics for Local Traffic Manager pools:

show / ltm pool detail

tmsh also provides a historical view of system performance. You can use the
historical option, shown in Table 2.5, on page 2-21, to display historical
performance data. This option displays data that is equivalent to the
performance graphs in the Configuration utility. For more information, see
Collecting performance data in the TMOS® Management Guide for BIG-IP®
Systems.

For example, to display statistics about current connections, and for
connections that have occurred within the last 3 hours, 24 hours, 7 days, and
30 days, use the following command sequence:

show / sys performance connections historical
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The components for which you can view historical data are in the system
performance module. They include connections, gtm, ramcache, system, and
throughput.

Show Statistics that display Syntax of show command
Command
Option Used

detail Statistics for all of the show / [module...module] [component] detail
components of the
specified type, and the
components with which
these components are
associated.

Statistics for the show / [module...module] [component] [component_name] detail

specified component,
and the components with
which the specified
component is
associated.

global Roll-up statistics for the show / [module...module] [component] global
component, and all
related components.

ROII'Up statistics for the show / [module...module] [component] [component_name] global
specified component,
and all related
components.

historical Historical system show / system performance [component] historical
performance statistics.

Table 2.5 Levels in which you can display statistics in tmsh

&
You can also view statistics from the BIG-IP system prompt, using the

following command syntax: tmsh show / [module...module] [component]\
[detail | global | historical] [default | kil | meg | gig | raw]
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Resetting statistics

When you are evaluating the performance of your system, you might want
to reset the statistics for a component. You can do that in one of two ways:

* You can reset the statistics for a type of component using this syntax:
reset-stats / [module...module] [component]
* You can reset the statistics for a specific component using this syntax:

reset-stats / [module...module] [component] [component_name]

‘ Note

After you reset statistics, when you run the show command, you might see a
value of nan. This stands for not a number, which indicates that no data is
currently available. Wait a few moments and run the show command again,
and in most cases the nan value will be replaced by an integer value.

Using grep functionality in tmsh to filter output

grep is a command line search utility. For more information about grep, see
the man page using the tmsh command help grep.

To use the output of a tmsh command as input to the grep utility, use this
syntax:

[command] | grep [grep options]

tmsh supports the grep utility options shown in Table 2.6.

Supported option

Usage

-A, -B, -C, -m

-¢,-E, -G, 4, -n, -0, -P,
-V, -W, -X

-e
-[unsupported option]

[argument]

These options require a numeric argument between 0 and 4294967295.

These options do not accept arguments. Instead, the grep utility treats arguments for
these options as either another option or a search pattern.

This option requires one argument, a search pattern.
Unsupported options preceded by a hyphen result in syntax errors.
tmsh treats any argument that is not preceded by a supported option, and does not begin

with a hyphen, as a search pattern preceded by -e.

For example, if you enter show pool | grep 10.2.3.4 within the [tm module, tmsh runs show
pool | grep -e 10.2.3.4.

Table 2.6 grep utility options supported in tmsh
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Creating batch mode transactions
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You can issue a set of commands in a batch, and tmsh processes the
commands as a single transaction. You enter batch mode by using the
transaction component within the cli module.

When you run a set of commands in batch mode, tmsh does one of two
things:

* Successfully runs all of the commands in the transaction.

* Does not commit any of the commands in the transaction, if the syntax of
any of the commands does not pass the syntax check. In other words,
tmsh does not partially commit a transaction.

To create a batch mode transaction
1. Log on to tmsh.

2. Type the following command sequence:

create /cli transaction
The tmsh batch mode prompt displays: [batch mode] (tmos)#.

3. Enter a command using the full path to the command.
tmsh parses the command, and if the command passes syntax
checks, tmsh indicates that the command has been added to the
transaction.

To view the commands in the transaction
At the tmsh batch mode prompt, type:
list transaction

tmsh displays the commands in the transaction by numeric ID.

To delete a command from the transaction
At the tmsh batch mode prompt, type:
modify transaction delete [numeric ID]

tmsh deletes the command that you specify with a numeric ID. Note that the
system might renumber the commands in the transaction.

To replace a command in the transaction
At the tmsh batch mode prompt, type:
modify transaction replace [numeric ID] [command sequence]

tmsh checks the syntax of the new command that you specify with a
numeric ID, replaces the existing command identified by the numeric ID
with the new command, and indicates that the transaction was updated
successfully.
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Controlling tmsh

To insert a command in the transaction

At the tmsh batch mode prompt, type:
modify transaction insert [numeric ID] [command sequencel]

tmsh checks the syntax of the new command that you specify to insert
before a command identified by a numeric ID, renumbers the existing
commands identified, and indicates that the transaction was updated
successfully.

To submit the transaction
At the tmsh batch mode prompt, type:
submit transaction

tmsh runs the transaction. Note that if the transaction fails, tmsh remains in
batch mode, and you can update the transaction, and then resubmit it.

To cancel the transaction

At the tmsh batch mode prompt, type:
delete transaction

tmsh deletes all the commands in the transaction and returns you to the tmsh
prompt.

tmsh includes a set of commands that you can use to change the behavior of
tmsh, and to configure the BIG-IP system. For more information about the
tmsh commands, see Chapter 3, Global Commands, or use the help
command within tmsh.

Changing the behavior of tmsh

The options that you can use to change the behavior of tmsh are described in
Table 2.7.

Options

Action

-a

-C
-d [ip address | hostname]

-h

tmsh does not write commands to the command glob file. For more information about
the command glob file, see Using the command glob feature, on page 2-11.

Note that if auditing is enabled, tmsh continues to write commands to the audit log. For
more information, see Using the command audit feature, on page 2-15.

This option is useful when writing scripts, because it stops the scripts from filling up
the command glob file. This option applies to the non-interactive mode only.
Disables video highlighting in tmsh.

Connects to the specified blade in a clustered system.

Displays options you can use when accessing tmsh from the system shell.

Table 2.7 Commands that alter the behavior of tmsh
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Options Action

-m Generates a tmsh debug log file name tmsh.out in the current directory. Note that
when you run a tmsh script, the shell generates a debug log file for the script named
tmsh.out.[script name].
Using this option causes tmsh to run significantly slower.

-q Prevents tmsh from responding to user actions with questions. This option is useful

when writing non-interactive shell scripts from the system shell.

Table 2.7 Commands that alter the behavior of tmsh (Continued)

Using special characters in tmsh

You can use special characters when running tmsh commands. Table 2.8
lists these special characters, describes how to use them, and provides
examples of their usage.

Character

Usage

Examples

Use quotation marks around strings
that contain a space, a backslash (\)
that is not being used to escape

another character, or an apostrophe

(0%

Use apostrophes around arguments,
a string with a space, a string with a
backslash (\), or a string with a
double-quote ().

Use a backslash to escape the
following: quotation marks (" "),
another backslash (\), an asterisk (),
a question mark (?), a left bracket ([),
or a space.

Inside a pair of apostrophes or
double quotes, you do not need to
escape the backslash (\).

When escaping glob and regex
special characters, use an asterisk
(not between brackets) in a search
string to match any string including
an empty string.

Use a backslash (\) to escape an
asterisk.

create partition A description

create partition A description

list gtm wideip "\*siterequest.
list gtm wideip "\*site\?.com"
list gtm wideip \\*siterequest.
list gtm wideip \\*site\\?.com

list gtm wideip "\*siterequest.

"Admin’s partition"

'Admins partition’

com"

com

com"

Table 2.8 Special character usage in tmsh
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Character

Usage

Examples

space

When escaping glob and regex
special characters, use a question
mark (not between brackets) in a
search string to match a single
character.

Use a backslash (\) to escape a
question mark.

When escaping glob and regex
special characters, use brackets to
enclose any characters that you want
to include in a search string to match
a single character.

Use a backslash to escape square
brackets.

You must escape the space
character or put quotation marks
around it.

Use the vertical bar to filter output
from the commands show or list.

list gtm wideip "\*site\?.com"

list gtm datacenter \[site]

create gtm pool my\ http\ pool
create gtm pool "my http pool"

show ltm pool | grep 10.2.3.4
list ltm pool | grep 10.2.3.4

Table 2.8 Special character usage in tmsh (Continued)
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Introduction to command syntax
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The remainder of this guide contains the command syntax for tmsh global
commands and for configuring the tmsh components. You can also find
information about tmsh command syntax in the man pages. You can display
a tmsh man page from the tmsh prompt, by entering help followed by the
full path to the component name. For example, to display the man page for
the Global Traffic Manager pool component from the root module, use the
following command sequence:

help / ltm pool
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* Introducing global commands

* Alphabetical list of global commands






Introducing global commands

Introducing global commands

You can use the tmsh global commands within any tmsh module. For more
information about the tmsh hierarchical structure, see Chapter 2,
Understanding and Using the Traffic Management Shell.

Alphabetical list of global commands

The remainder of this chapter lists the tmsh global commands.
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cd

Syntax

cd [folder name]
cd /[folder name]

Description

Examples

Change the current working folder.

Use the command cd to change the current working folder.

The command cd [folder name] changes the current working folder to allow
the user navigation around the folder system (see sys folder). The command
pwd displays the current working directory.

The current working folder may be listed in the tmos command prompt
while in tmsh interactive mode (see cli preference).

Folder names are separated by a forward slash /.
There are two built-in folders:
/ is the root folder
/Common is the default folder for creating new configurations objects.
Additionally, the following directory entries:
. is the current folder

.. is the parent folder

cd /Common
Change the current working folder to /Common.
cd resources

Change the current working folder to resources. In this example the
resources

folder is relative to the current working folder. As an example, if the current
working folder was /Common, the new working folder will be
/Common/resources.

cd resources/profiles/udp

Multiple folders may be specified. Tab complete assists filling the command
line

with folder names.

cd/

Make the current working folder the root folder.

cd ../Alpha



cd

Change the working directory by first going to the parent, and then switch to
the sub-folder Alpha.

See Also

help, pwd, folder, tmsh

TMSH Reference 3-3



Chapter 3
Global Commands

cp

Syntax

cp [component]
cp / [module...module]

Description

Examples

Options

See Also

Creates a copy of a TMOS™ configuration object.

Use the command cp within a tmsh module to create a copy of the
component that resides in that module. To create a copy component that
resides in another module, use the full path to the component.

[source] [destination]

[component] [source] [destination]

You must provide a unique name for each component destination of the
copy operation.

cp template mytemplate newtemplate

From within the sys application module, creates a new Application
Template named newtemplate with the same properties as mytemplate .
cp / cli script my_scriptl my_script2

From within the sys application module, copies the my_scriptl script to
my_script2 within the cli module.

¢ component
Specifies the type of the component that you want to copy.

¢ module
Specifies the module within which the component that you want to copy
resides.

* source
Specifies the component to be copied.

o destination
Specifies a unique name for the component that will be created as part of
the copy.

tmsh
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create

Syntax

create [component]

Creates a TMOS™ configuration component.

Use the command create within a tmsh module to create a component that
resides in that module. To create a component that resides in another
module, use the full path to the component.

[name] [property [value]...]

create / [module...module] [component] [name] [property [value]...]

Description

Examples

Options

See Also

You must provide a unique name for each component that you create.

create pool pooll

From within the gtm module, creates a Global Traffic Manager pool named
pooll.

create / Itm pool my_pool

From within the gtm module, creates a Local Traffic Manager pool named
my_pool.

¢ component
Specifies the type of the component that you want to create.

¢ module
Specifies the module within which the component that you want to create
resides.

¢ name
Specifies a unique name for the component.

¢ property [value]...
Specifies properties for the component and their values.

tmsh
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delete

Deletes a tmsh component.

Syntax

Use the command delete within a tmsh module to delete a component that
resides in that module. To delete a component that resides in another
module, use the full path to the component.

delete [component] [name]
delete / [module...module] [component] [name]

Description

You must provide the name of the component that you want to delete.

Examples

delete pool pooll

From within the gtm module, deletes the Global Traffic Manager pool
named pooll.

delete / 1tm pool my_pool

From within the gtm module, deletes the Local Traffic Manager pool named
my_pool.

Options

¢ component
Specifies the type of the component that you want to delete.

¢ module
Specifies the module within which the component that you want to delete
resides.

¢ name
Specifies the name of the component that you want to delete. All may be
used as an identifier for most component types.
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See Also

¢ recursive
Deletes all items in the current folder and all sub-folders that match the
module, component and the name specified. all may be used as the
name identifier with this command.

‘ Note

When using recursive and all together, you will be prompted to verify this
action. If you wish to disable this prompt, you may run tmsh using the -q
command-line option. This is very useful when writing scripts that use this
command.

tmsh
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Modules

Syntax

edit [component]

edit

Opens the specified components in an editor.

All tmsh modules.

Use the command edit to create components or modify the configuration of
components using a text editor. To edit a component that resides in another
module, use the full path to the component.

[name ... name | alll

edit / [module...module] [component] [name ... name | all]

Description

TMSH Reference

You can use the command edit to create or modify components in the auth,
cli, gtm, Itm, net, sys and wom modules, and iRules®.

If you are assigned the role of Administrator, when you use the command
edit, the system starts the vi editor. If you are assigned any other role, the
system starts the pico/nano editor.

The system saves, in a temporary directory, the text file, named data, that
you are editing. When you save the file and close the editor, the system
checks for errors, and then prompts you with an opportunity to continue
editing and resolve any errors.

When you edit an existing component that can have associations, such as a
Global Traffic Manager wide IP that can have pool member associations.
but the component does not currently have associations, to create the new
associations, you must use the full command syntax in the text file. For the
full command syntax for each component, see the associated man page.

When you edit a component that has associations with components that are
children of the component you are editing, the text file contains a line for the
configuration of the child components that begins with the command
modify, for example: pools modify { [existing pool members
configurations] }. In this case, if you want to add or delete pool members,
you must add additional lines to the text file, for example: pools delete {
[pool members to delete] }.

If you want the text file that opens to contain all of the editable properties of
the component that you want to edit, you must use the all-properties option
at the end of the edit command sequence; otherwise, only the non-default
properties display in the text file.
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Examples

Options

See Also
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edit / gtm pool a*

From the root module, opens a file in an editor in which you can modify the
configuration of all Global Traffic Manager pools with names that start with
the letter a using the template that displays in the editor.

edit datacenter new_dc

From the gtm module, opens a file in an editor in which you can create the
Data Center named new_dc using the template that displays in the editor.

edit datacenter a*

From the gtm module, opens a file in an editor in which you can edit all
existing datacenters with names that begin with the letter a.

edit datacenter new_datacenter existing_datacenter

From the gtm module, opens a file in an editor in which you can create a
new datacenter and edit an existing datacenter. Note that when the file
opens, a template displays that you can use to create a new datacenter
followed by the configuration of the existing datacenter.

edit rule rule_1

From the gtm module, opens a file in an editor in which you can create an
iRule named rule_1 using the template that displays in the editor.

When the editor opens, and you are creating or editing an iRule, you must
enclose the iRule syntax in brackets, for example, [ ...iRule... ]. Note that the
template includes the brackets.

o all
Specifies that you want to modify all of the existing components of the
specified type.

¢ component
Specifies the type of component that you want to create or modify.

¢ module
Specifies the module within which the component resides.

& name
Specifies a unique name of each component that you want to create or
modify.

tmsh
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Syntax

exit

Description

See Also
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exit

Exits a tmsh module or component.

Use the command exit within a tmsh module or component to leave that
module or component and return to the higher level of the shell structure.

Note that to exit tmsh and return to the BIG-IP® system prompt, use the
command quit.

For more information about the structure of tmsh, see the Traffic
Management Shell (tmsh) Reference Guide.

tmsh
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generate

Generate signed scripts using different algorithms for components (for
example, iRules).

Description

Use the generate command to generate signed scripts for components.
Currently two algorithms are supported: checksum and signature.

generate checksum <script_name>
generate signature <script_name> signing-key <key name>

See Also

rule, template
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Syntax

help

help [module...module]
help [component]

help

Displays context-sensitive help text.

Use the command help within a tmsh module to display information about
the components that reside within that module, or at the component level to
display help about the component. To display help for a component that
resides in one module from within another module, use the full path to the
component.

Type the question mark (?) character anywhere in tmsh to display a list of
modules, components, and commands that are available within the module
in which you are currently working.

help / [module...module] [component]

help search [text]

Description

Examples

Options

TMSH Reference

You can display tmsh man pages using the command help.

9
From within the gtm module, displays a list of modules, components, and
commands that are available.

help pool

From within the gtm module, displays help about Global Traffic Manager
pools.

help / Itm pool

From within the gtm module, displays help about Local Traffic Manager
pools.

¢ component
Specifies the type of the component for which you want to display help.
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¢ search
Use the search option to find help topics that contain the specified text.
The search is case insensitive. Text that contains a space or special tmsh
characters must be quoted. Note that the search will not always find text
that spans multiple lines.

¢ module
Specifies the module within which the component for which you want to
display help resides.

See Also

tmsh

3-14



install

install

Install and update components.

Description

Use the command install to install or update the following components. For
the description and syntax see the help page for each component.

sys license
sys software hotfix
sys software image

See Also

license, hotfix, image, tmsh
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list

Displays components that you have permission to view.

Syntax

Use the list command within a tmsh module to display the properties of the
components in that module. To display the properties of the components in
one module from within another module, use the full path to the component.

list [component]

list [component] [name]

list [component] [name] [property]

list / [module...module] [component] [name] [property]
all-properties
current-module
non-default-properties

one-line
partition
recursive
Description
When the default Read partition is All, use the list command to display all
of the components that you have permission to view within a tmsh module.
When you specify a Read partition, the list command displays:
¢ Only the components that you have permission to view in the current
partition
« All of the components that are not in partitions
o All of the components in partition Common
Examples

list / Itm

From within the gtm module, displays the properties of all of the
components in the Itm module, including the components in the ltm
monitor, Itm persistence, and Itm profile modules.

list / Itm current-module

From within the gtm module, displays the properties of all of the
components in the Itm module, not including the components in the Itm
monitor, Itm persistence, and 1tm profile modules.

list pool

From within the gtm module, displays the properties of all of the Global
Traffic Manager pools.
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list

list pool all-properties

From within the gtm module, displays all of the properties of all of the
Global Traffic Manager pools.

list pool monitor

From within the gtm module, displays the monitor associated with each
Global Traffic Manager pool.

list / Itm pool

From within the gtm module, displays the properties of all of the Local
Traffic Manager pools.

« all-properties
Displays the values of all of the properties of the specified component.

¢ component
Specifies the component that you want to display.

+ current-module
Specifies to display only the components that reside in the specified
module, not the components that reside in the sub-modules of that
module.
For example, from within the Itm module to display only the components
in the gtm module, and not the components in the gtm monitor and gtm
settings sub-modules, use the following command sequence: list / gtm
current-module.

¢ module
Specifies the module within which the component that you want to
display resides.

‘ Note

When you use the command list at the module level, by default, the system
does not display all of the components that reside in the specified module.
To display the properties of some components you must explicitly specify the
component. For example, from the ltm module, to display the virtual
addresses for the Local Traffic Manager, use this command sequence:

list virtual-address

For more information about displaying the properties of a component, see
the man page for the component.

¢ name
Specifies the unique name of the component.

¢ non-default-properties
Displays the values of all of the properties for which a user changed the
value from the default value for the specified component.
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See Also

3-18

one-line

Displays the configuration for each object on one line. Configuration that
consists of scripts will not be formatted on to a single line. This include
Itm and gtm iRules and tmsh scripts.

partition
Displays the administrative partition within which the specified
component exists.

property
Specifies the property of the component that you want to display.
recursive

Specifies to display the components not only from the current folder but
also from all sub-folders recursively.

tmsh
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load
Replaces the running configuration of the BIG-IP® system with the
configuration in the specified files. You can also use this command to
import an ASM policy from a file / standard input.

See Also

save, tmsh, policy, Itm dns dns-express db, config, geoip, ucs
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modify

Syntax

modify [component]

Modifies a tmsh component.

Use the command modify within a tmsh module to modify a component
that resides in that module. To modify a component in one module from
within another module, use the full path to the component.

[name] [property [value] ]...

modify / [module...module] [component] [name] [property [value] ]...

Description

Examples

Options

You must provide the name of the component that you want to modify.

You can apply one or more property settings to multiple components using a
single command sequence. For example, to associate the Local Traffic
Manager pool named pool-1 with the virtual servers named virtual-1 and
virtual-2, use this command sequence: modify ltm virtual virtual-1
virtual-2 pool pool-1

modify pool pooll disabled

From within the gtm module, disables the Global Traffic Manager pool
named pooll.

modify / I1tm pool my_pool disabled

From within the gtm module, disables the Local Traffic Manager pool
named my_pool.

¢ component
Specifies the type of the component that you want to modify.

¢ module
Specifies the module within which the component that you want to
modify resides.

& name
Specifies the unique name of the component that you want to modify.

¢ property [value]...
Specifies the properties of the component that you want to modify and
their new values.
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See Also

tmsh
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myv

Renames or moves a TMOS™ configuration object.

Syntax

Use the mv command within a tmsh module to move or rename the
component that resides in that module. To move a component that resides in
another module, use the full path to the component.

mv [component] [source] [destination]
mv / [module...module] [component] [source] [destination]

Description
You must provide a unique name for the source and destination of the move
operation.
Currently, only the system’s self device may be renamed, and it cannot be
moved out of /Common.

Examples

myv cm device bigip seattle32

Renames the device named bigip to seattle32.

Options
¢ component
Specifies the type of the component that you want to move.

o destination
Specifies a unique name for the component.

¢ module
Specifies the module within which the component that you want to move
resides.

* source
Specifies the component to be moved.

See Also

tmsh
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Description

See Also

TMSH Reference

publish

Finalizes changes in the policy by creating a read-only copy of it.

Use the command publish to make wam policies available for usage in
wam applications. You can also use this command to apply asm policies.
For the description and syntax see the help page for wam policy or asm
policy.

policy, policy, tmsh
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pwd

Syntax

Description

Examples

See Also

Display the current working folder.

Use the command pwd to display the current working folder.

Display the current working folder

pwd

cd, help, folder, tmsh
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quit

Exits tmsh.

Syntax
Use the following command at the tmsh prompt to close tmsh and return to
the BIG-IP® system prompt.
quit
Note that to exit a tmsh module or component, you use the command exit.
See Also

tmsh
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reboot

Reboots the system or boots the system into a different volume.

Syntax

reboot
slot [ [slot number] | all ]
volume [name]

Description

You can use the command reboot to reboot the system or cluster. If you do
not specify an option, the local system reboots.

You can use the volume option to reboot a system into a specific volume.
For a cluster, you can use the volume option to reboot all slots into the
specified volume.

Additionally, for a cluster, you can use the slot option to reboot either a

specific slot or all slots. Note that the slot option does not modify the active
volume.

Examples

reboot
Immediately reboots the running image.
reboot volume HD1.2

If the volume HD1.2 has a complete image on it, the system (or cluster)
reboots into that image immediately. However, if a software installation is in
progress on the volume the system reboots as soon as the installation is
complete.

Options

¢ slot [ [slot number] | all ]
Reboots either a specific slot or all slots in a cluster, without changing
the active volume of the slot(s).
This option is only available in a clustered environment.

‘ Note

The slot and volume options are mutually exclusive.



See Also
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reboot

¢ volume
Specifies the volume that you want to boot. The volume you specify
becomes the default boot volume. You cannot specify the active volume.
In a clustered environment all slots reboot into the same volume.

‘ Note

The slot and volume options are mutually exclusive.

install, hotfix, image, status, volume, tmsh
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reset-stats

Syntax

Resets statistics for the specified components.

Use the command reset-stats within a tmsh module to reset the statistics for
the specified component to zero. To reset the statistics for the specified
component in one module from within another module, use the full path to
the component.

reset-stats [component]

reset-stats [component] [name]

reset-stats / [module...module] [component]
reset-stats / [module...module] [component] [name]

Description

Examples

You can reset statistics for a group of components, or you can reset statistics
for a specific component.

After you reset statistics, when you run the command show, you may see a
value of nan. This stands for not a number, which indicates that no data is
currently available. Wait a few moments and run the command show again,
and in most cases the nan value will be replaced by an integer value.

It is important to note the following when you reset statistics:

« For a data center, the system also resets the statistics for the servers in
that data center.

« For a Global Traffic Manager server, the system also resets the statistics
for the virtual servers on that server.

¢ For a Global Traffic Manager pool, the system also resets the statistics
for the pool members.

« For a Local Traffic Manager pool, the system also resets the statistics for
the pool members.

¢ For a VLAN, you must reset the statistics for the trunks and interfaces
associated with the VLAN.

¢ You cannot reset statistics for system-supplied profiles.

reset-stats pool



Options

See Also
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reset-stats

From within the gtm module, resets the statistics for all of the Global Traffic
Manager pools.

reset-stats pool pooll

From within the Itm module, resets the statistics for the Local Traffic
Manager pool named pooll.

reset-stats / 1tm pool my_pool

From within the gtm module, resets the statistics for the Local Traffic
Manager pool named my_pool.

reset-stats all-stats

From within the sys performance module, resets all performance statistics
for the system.

¢ component
Specifies the type of the component for which you want to reset
statistics.

¢ module
Specifies the module within which the component for which you want to
reset statistics resides.

& name
Specifies the unique name of the component for which you want to reset
statistics.

tmsh
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restart
Restarts a service on the BIG-IP® system.
Syntax
Use the command restart within tmsh to restart a specified service.
restart

/sys service [service name]

Description

You can use the command restart to restart a specified service.

Examples

restart /sys service mcpd
Restarts the mepd daemon.
restart /sys service snmpd

Restarts the snmpd daemon.

Options

Tip: Use the tab completion feature to see a list of available services.

See Also

start, stop, service, tmsh
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Syntax

run

run

Runs the specified program.

Use the run command within tmsh to run a specified utility.

/cli script [arguments]

/gtm big3d_install

[arguments]

/gtm bigip add [arguments]
/gtm gtm_add [arguments]

/sys config-sync

/sys config-sync pull
/util bash [arguments]
/util dig [arguments]
/util dnat [arguments]

/util get-dossier
/util get_ccn_doss

[arguments]
ier

/util 1lsndb [arguments]
/util netstat [arguments]
/util ping [arguments]

/util ping6 [arguments]
/util gkview [arguments]
/util racoonctl [arguments]
/util sys-icheck [arguments]
/util tcpdump [arguments]
/util tracepath [arguments]
/util tracepath6é [arguments]
/util traceroute [arguments]

/util traceroute6
/wom diagnose-conn
/wom verify-config

Description

TMSH Reference

[arguments]

You can use the run command to run the specified program or utility.

You can read about the arguments that are available for the utilities in the
gtm module using the following command sequence:

help /gtm [big3d_install | bigip_add | gtm_add]

You can read about the arguments that are available for the utilities in the
util module using the following command sequence:

help /util [utility name]

‘ Note

Some tmsh features, such as tab completion, context-sensitive help, paging,
and grep, are not available for utilities.

When you are building a batch mode transaction in tmsh, if you type the
run command, the system runs the specified program immediately. It does
not add the run command to the transaction that you are building.
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Examples

Options

help /util ping
Displays the help page for the ping utility.

+ big3d_install
Specifies to install the big3d daemon.

¢ bigip_add
Specifies the BIG-IP systems that you want to add to the Global Traffic
Manager configuration.

¢ bash
Accesses the system shell.

+ config-sync
Synchronizes the configuration of the peer unit to the configuration of
the local unit in a redundant pair.

¢ config-sync pull
Synchronizes the configuration of the local unit to the configuration of
the peer unit in a redundant pair.

+ diagnose-conn
Runs the specified diagnose-conn script, which detects the sources of
network connection and performance problems in a WAN optimization
configuration.

+ dig
Runs the specified dig command. The dig utility queries DNS name
servers.

¢ dnat
Runs the specified dnat command for the purpose of doing
forward/reverse mapping of addresses for DNAT.

+ get-dossier
Runs the get_dossier utility for the purpose of displaying system license
dossier information.

¢ get-ccn-dossier
Runs the get_ccn_dossier utility for the purpose of displaying system
information for dossier creation.

¢ gtm_add
Specifies the Global Traffic Manager systems that you want to add to the
Global Traffic Manager configuration.

¢ netstat
Displays network connections, routing tables, interface statistics,
masquerade connections, and multicast memberships.

¢ ping
Runs the specified ping command. The ping utility sends ICMP echo
requests to network hosts.
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¢ ping6
Runs the specified pingé command. The ping6 utility sends ICMPv6
echo requests to network hosts.

¢ gkview
Runs the specified gkview command. The gkview utility gathers
diagnostic information from a BIG-IP system.

+ racoonctl
Runs the specified racoonctl command. The racoonctl utility is used to
control operation of the racoon daemon.

¢ ssh-keyswap
Runs the keyswap.sh script for managing SSH keys on the BIG-IP.

¢ sys-icheck
Runs the specified sys-icheck command. The sys-icheck utility verfiies
all RPM packages and files.

¢ tcpdump
Runs the specified tcpdump command. The tcpdump utility prints
headers and content of network traffic.

¢ tracepath
Displays the route packets take to a network host.

¢ tracepath6
Displays the route packets take to an IPv6 network host.

& traceroute
Displays the route packets take to a network host.

+ traceroute6
Displays the route packets take to an IPv6 network host.

+ verify-config
Runs the specified verify-config script, which detects errors in the
configuration of the WAN Optimization Manager.

See Also

script, gtm big3d_install, gtm bigip_add, gtm gtm_add, sys config-sync,
tmsh, util bash, util dig, dnat, util netstat, util ping, util ping6, util gkview,
util racoonctl, util tcpdump
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save

Description

See Also

Writes the running configuration of the BIG-IP® system to the specified
file.

You can use the save command to write changes that you make to the
running configuration of the BIG-IP system to the specified file. You can
also use this command to save an analytics report to a file on the BIG-IP®
system or to export an ASM policy to a file / standard output.

report, policy, load, config, ucs, tmsh



send-mail

Descriprion

See Also
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send-mail

Send an e-mail to a list of recipients containing configuration or statistical
information about the BIG-IP® system.

You can use the send-mail command to send an analytics report from the
BIG-IP system to a list of e-mail recipients.

report, tmsh
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show

Syntax

show
show [component]

Displays statistics for and the status of specified components.

Use the show command within a tmsh module to display statistics for and
the status of components in that module. To display statistics for and the
status of components in another module, use the full path to the component.

show [component] [name]
show / [module] [component] [name]

all-stats
current-module

(default | exa | gig | kil | meg | peta | raw | tera | yotta | zetta)
(detail | global | historical)

field-£fmt
running-config
recursive

Description

Examples

You can use the show command to specify the unit value in which the
system displays statistics and the type of statistics that you want the system
to display.

After you reset statistics, when you run the command show, you may see a
value of nan. This stands for not a number, which indicates that no data is
currently available. Wait a few moments and run the show command again,
and in most cases the nan value is replaced by an integer value. For more
information, see help reset-stats.

show / Itm current-module

From within the gtm module, displays statistics and status for all the
components within the Itm module, but not the components in the Itm
monitor, Itm persistence, and 1tm profile modules.

show pool

From within the gtm module, displays statistics and status for all Global
Traffic Manager pools.

show pool pooll

From within the gtm module, displays statistics and status for the Global
Traffic Manager pool named pooll.

show / Itm pool



Options
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show

From within the gtm module, displays statistics and status for all Local
Traffic Manager pools.

show / Itm profile tcp global

From within the gtm module, displays global statistics and status for all
Local Traffic Manager TCP profiles in the system default unit.

o all-stats
Displays all of the available system performance statistics.

¢ component
Specifies the type of the component for which you want to show statistics
and status.

+ current-module
Specifies to display only the components that reside in the specified
module, not the components that reside in the sub-modules of that
module.
For example, from within the Itm module to display only the components
in the gtm module, and not the components in the gtm monitor and gtm
settings sub-modules, use this command sequence: show / gtm
current-module.

o default
Displays data in the simplest units. For example, if the value of the data
is 1,200,001, the system displays 1.20M; however, if the value of the
data is 1,200, the system displays 1.2K.

o detail
Displays detailed data for the specified component and associated
components. Note that this option is available for only a partial set of
tmsh components.
You can use the tab completion and context-sensitive help features to
determine if this option is available. For more information about these
features, see help.

o field-fmt
Displays data as a list of options and their values. The option names can
be used to retrieve statistics and status values in a shell script, see cli
script.

* gig
Displays data in parts per billion.

¢ global
Displays global statistics for the specified component that includes
statistics for all components of the specified type. Note that this option is
available for only a partial set of tmsh components. You can use the tab
completion and context-sensitive help features to determine if this option
is available.
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historical

Displays historical statistics for the specified component. Note that this
option is available only for a partial set of tmsh components. You can
use the tab completion and context-sensitive help features to determine if
this option is available.

kil

Displays data in parts per thousand.

lines

Specifies how many lines of the log that you want the system to display.

meg
Displays data in parts per million.

module

Specifies the module within which the component for which you want to
show statistics and status resides.

‘ Note

When you use the command show at the module level, by default, the system
does not display all of the components that reside in the module. To display
some components you must explicitly specify the component. For example,
from the ltm module, to display the statistics for and status of the virtual
addresses of the Local Traffic Manager, use the following command
sequence:

show virtual-address

For more information about displaying statistics for and status of a
component, see the man page for the component.

*

name
Specifies the unique name of the component for which you want to show
statistics and status.

range

Specifies a date range for the logs that you want the system to display,
for example:

o 2d-4d
Specifies 2 - 4 days ago.
« 3d

Specifies 3 days ago to now.

¢ epoch--7/25:12:00:00

Specifies everything older than July 25th at noon.
e 2008-07-25--2008-07-28:13:30

Specifies between July 25th and 28th at 1:30 p.m.

raw
Displays raw data.

recursive
Specifies to display the components not only from the current folder, but
also from all sub-folders recursively.



See Also
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show

¢ running-config
Displays the running configuration of the components that you have
permission to view within a tmsh module, if the default Read partition is
AlL If you specify a Read partition, this option displays only the
components that you have permission to view in the current partition, all
of the components that are not in partitions, and all of the components in
partition Common. Note that this option is valid only for tmsh
components you can configure.
The running-config option must be specified immediately after the
show command, for example:

show running-config 1tm pool

script, tmsh
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shutdown

Syntax

shutdown
slot [ [slot number]

Description

Examples

Options

See Also

Shuts down the system.

| all 1

You can use the command shutdown to power down the system or cluster.
If you do not specify an option, the local system shuts down.

For a cluster, you can use the slot option to shut down either a specific slot
or all slots.

shutdown

Immediately shuts down the running system.

¢ slot [ [slot number] | all ]
Shuts down either a specific slot or all slots in the cluster. This option is
only available in a clustered environment.

reboot, install



start

start
Starts a service on the BIG-IP® system.
Syntax
Use the start command within tmsh to restart a specified service.
start

/sys service [service name]

Description

You can use the start command to start a specified service.

Examples

start /sys service mcpd
Starts the mepd daemon.
start /sys service snmpd

Starts the snmpd daemon.

Options

Tip: Use the tab completion feature to see a list of available services.

See Also

restart, stop, service, tmsh

TMSH Reference 3-4|
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stop

Stops a service that is running on the BIG-IP® system.

Syntax

Use the command stop within tmsh to stop a running service.

stop
/sys service [service name]

Description

You can use the command stop to stop a running service.

Examples

stop /sys service mcpd
Stops the mepd daemon.
stop /sys service snmpd

Stops the snmpd daemon.

Options

Tip: Use the tab completion feature to see a list of available services.

See Also

restart, start, service, tmsh



submit

Syntax

submit transaction

Description

See Also

TMSH Reference

submit

Runs the transaction that you are creating.

Use the submit command to run a transaction that you are creating.

You can use the submit command to run a transaction, which is a series of
commands that you enter in transaction mode.

For more information about creating transactions, see cli transaction.

transaction, tmsh
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time

Date and Time formats.

Syntax

Date/Time Syntax

now[ [ + | - ] <integer> [d | h | w | m ] ]
yyyy-mm-dd[ : | T ]hh:mm[:ss]

mm-dd[-yyyyl[ : | T ]hh:mm[:ss]
mm/dd[/yyyyl[ : | T ]hh:mm[:ss]

Date Range Syntax

now[ [ + | - ] <integer> [d | h | w | m] ]l--now[ [ + | - ] <integer> [d | h | w | m
11

yyyy-mm-dd[ : | T lhh:mm[:ss]--yyyy-mm-dd[ : | T lhh:mm[:ss]

mm-dd[-yyyy]l[ : | T ]lhh:mm[:ss]--indefinite

epoch--mm/dd[/yyyyl[ : | T lhh:mm[:ss]

now[ [ + | - ] <integer> [d | h | w | m ] ]

Description

The date or time format is found in tmsh as an attribute or parameter for
many configuration items. Below are the various formats supported for both
Date / Time and Date Range. Please see the examples for further assistance
in using the required formats.

Date:Time Formats

¢ nowX
This date format starts with now (the current time) and is optionally
followed by + or - some time span. The format will look like the
following: now[ [ + | - ] integer [d | h | w | m ] ], where the user picks
either before (-) or after (+) the current time and then specifies integer
number of minutes (m), hours (h), days (d) or weeks (w). This format is
case-insensitive.

e Examples:

Input Date Description
now-3d 3 days ago.
now+3h 3 hours from now.
now-3m 3 minutes ago.
now+3w 3 weeks from now.



Input Date

2013-05-29:13:30
2000-01-04:12:22:30

Input Date

3-12-2015:12:01:00
4-15:22:10:30

Input Date

3/12/2015:12:01:00
4/15:22:10:30

Input Date

9/16/2005T12:01:01
2011-11-12T00:03:30

TMSH Reference

time

¢ yyyy-mm-dd:hh:mm:ss
This format requires a year, month, day separated by - characters. A
time is also required, which is specified as hour: minute: second, where
the seconds are optional. The date and time must be separated by a :
colon. Note: This is the default time format for output from tmsh.

e Examples:

Description

May 29th, 2013 at 1:30pm.
January 4th, 2000 at 12:22pm and 30 seconds.
¢ mm-dd-yyyy:hh:mm:ss
This format requires at least a month (m) and day (d) specified and
optionally a year (y). If no year is specified, tmsh will auto-fill the year
with the current year. A time is also required in the format of hour:
minute: second, where the seconds are optional.

e Examples:

Description

March 12th, 2015 at 12:01 pm.
April 15th of this year at 10:10 pm and 30 seconds.
¢ mm/dd/yyyy:hh:mm:ss
This format requires at least a month (m) and day (d) specified and
optionally a year (y). If no year is specified, tmsh will auto-fill the year
with the current year. A time is also required in the format of hour:
minute: second, where the seconds are optional.

* Examples:

Description
March 12th, 2015 at 12:01 pm.
April 15th of this year at 10:10 pm and 30 seconds.
o T Delimiter
Any of the above time formats may optionally use a capital letter T (as in
the word Time) to separate the date from the time, instead of using a
colon (:).

e Examples:

Description

September 16th, 2005 at 12:01pm and 1 second.
November 12th, 2011 at 12:03am and 30 seconds.
¢ Special Dates
There are two special dates that may be used in tmsh. They are
indefinite and epoch. Below is an explanation of those dates.

* indefinite
The date will be marked as being infinitely in the future (end of time).
* epoch
The date will be marked as being infinitely in the past (beginning of
time).
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Date Ranges

Input Date

now-2d--now-4d
now--now-3m

¢ DateX--DateZ
A Date Range is 2 dates in a valid Date Format separated by a --
(double hyphen). The dates may be any of the Date Formats specified
above. See examples below on how to use this notation.

e Examples:

Description

2 to 4 days ago.
From 3 minutes ago to now.

epoch--3/12/2011:12:00:00 Everything older than March 12th, 2011 at noon.
2008-03-12--indefinite Everything after midnight on March 12th, 2008.

Input Date

now-3d
now+3w
epoch
indefinite

See Also

¢ DateX
When specifying a date range, the second date may be left out. This will
cause the system to assume the second date in the range to be now. Using
this format for a date range may make it confusing when using the NowX
date format listed above. The following examples will help clarify how
to use this format with any supported Date Format.

e Examples:

Description

From 3 days ago to now.

From now to 3 weeks from now.

Everything before the current date and time.
Everything after the current date and time.

tmsh, create, modify
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Description

Modules

(tmos)# 1ltm

(tmos.ltm)#

tmsh

Traffic Management Shell - A command line interface for managing the
BIG-IP® system.

You can use tmsh to configure and manage the BIG-IP system in
conjunction with the Configuration utility, which is the browser-based
BIG-IP system and network management tool.

The structure of tmsh is hierarchical and modular. The highest level is the
root module, which contains subordinate modules: auth, cli, gtm, Itm, net,
sys and wom. Use the command help with no arguments to display the
module hierarchy relative to the current module.

The gtm, Itm, net, sys, and wom modules also contain subordinate
modules. All modules and subordinate modules contain components. To
display the list of modules and components that are available in the current
module type Tab or ? at the tmsh prompt.

Commands operate on components. To display the list of available
commands type Tab or ? at the beginning of the command line. To display a
list of components on which a command can operate type the command
followed by a space followed by Tab or ?.

The following examples illustrate how to navigate the tmsh hierarchy.

To enter a module, type the name of the module at the tmsh prompt.

The prompt displays the current module location.

You can display the components in a module using the commands list
(configuration) and show (statistics and runtime status). The following
command sequence displays the virtual server configuration of the BIG-IP
system.

(tmos.ltm)# list virtual

(tmos.ltm)# list
(tmos.ltm)# show

In the following examples, the commands list and show display information
about only Itm components.

You can access any component in any module from any other module by
specifying a complete path to the component. For example, from the Itm
module, the following command displays all of the properties of the VLAN's
on the system. The forward slash / specifies that what follows is relative to
the root module.

(tmos.ltm)# list /net vlan all-properties

TMSH Reference
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(tmos
(tmos
(tmos

(tmos

(tmos

(tmos

(tmos

(tmos
(tmos

The forward slash is optional if the root module is the current module. For
example, the following command sequences display profiles.

)# list 1ltm profile
)# list /ltm profile
)# list / 1ltm profile

.1tm) # node

.ltm.node)# list

Most components also support component mode. You can navigate to a
single component and run commands to manage that component. For
example, from the Itm module, to navigate to the node component, use the
following command.

To display the properties of all nodes, use the following command.

You can also navigate to a specific object (object mode). For example, from
the node component, to enter object mode for a specific node, enter the
command modify followed by the IP address of the node.

.ltm.node)# modify 10.1.1.10

In object mode, you can configure property settings directly. For example,
to set the connection limit for 10.1.1.10 to 10000, use the following
command.

.ltm.node.10.1.1.10)# connection-limit 10000

.ltm) # exit
) #

To exit a module enter the command exit at the tmsh prompt, as shown
below.

Product Provisioning

You must provision a BIG-IP system module before you can use tmsh to
configure that product, for example, the Global Traffic Manager. The
command sequence list sys provision displays the BIG-IP system modules
that can be provisioned. For more information about provisioning, see the
TMOS® Management Guide for BIG-IP Systems and help sys
provision.

Loading/Saving The System Configuration

The system applies all configuration changes that you make from within
tmsh to the running configuration of the system.

You can save a portion of the running configuration known as the base
configuration. You can also load the base configuration from the stored
configuration files.

¢ To save the base configuration to the stored configuration files, use the
command sequence: save sys base-config.
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tmsh

¢ To replace the running base configuration with the configuration in the
stored configuration files, use the command sequence: load /sys
base-config.

Additionally, you can save the entire running configuration or load all of the
stored configuration files.

¢ To save the entire running configuration to the stored configuration files,
use the command sequence: save /sys config.

¢ To replace the entire running configuration with the configuration in the
stored configuration files using the command sequence: load /sys config.

tmsh tmsh includes man pages for each of the commands and components
that are available within tmsh. You access the man pages using the
following command syntax: help [ [command] | [full path to component]
1.

For example, to access the man page for the vlan component from the root
module, use this command sequence: help / net vlan.

You can also search the man pages for information on a specific topic. To
do this you use the command syntax: help search [topic]. You can perform
a help search from within any module in the tmsh hierarchy. For example,
to find the man pages that contain a reference to VLANS, use this command
sequence: help search vlan

To display a list of topics that are available in a module use this command
sequence: help [full path to module].

For example, to display the topics that are available in the current module
use this command: help. To display the topics that are available in the net
module use this command sequence: help / net.

Context-Sensitive Help

TMSH Reference

tmsh includes a context-sensitive help feature that provides help as you type
commands. At any time, you can type a question mark (?) on the command
line, and tmsh returns information to assist you in completing the command.
Based on when you type the question mark, you get the following results.

¢ When you type a question mark immediately following any portion of a
command, tmsh returns possible completions for the command, but does
not complete the command as the command completion feature does.

¢ When you type a space before the question mark, tmsh returns
descriptive text that explains the commands, components, or properties
that you can configure.
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¢ When you type a question mark in the middle of a command, tmsh
returns help on the command to the left of the cursor.

‘ Note

To use a question mark in a Glob or regular expression, you must escape
the question mark using quotation marks, apostrophes, or a backslash.

Additionally, you can request context-sensitive help for the last command in
a series of commands. For more information, see ENTERING MULTIPLE
COMMANDS, following.

Command Completion

At any point while typing or editing a command in tmsh, you can press the
Tab key. tmsh either completes the current or next word, or displays
possible completions for the current or next word. If tmsh displays nothing
after you press the Tab key, no options exist to complete the word. If you
move the cursor anywhere on the command line and press the Tab key,
tmsh completes what is to the left of the cursor.

Command completion also reduces the amount of typing that is required to
run commands. When you press the Tab key, the system automatically
completes the current command-line element to as many unique characters
as possible. If there is more than one possible completion the list of possbile
completions displays. Command completion also completes configuration
object identifiers.

Entering Multiple Commands

list / net self ;

You can enter multiple commands on the command line by separating the
commands with semi-colons (;). For example, to display the properties of
the self IP addresses and VLANS of the system, use this command sequence:

list / net vlan

When you enter multiple commands in this way, all of the commands are
added to the command history in a single line item, regardless of whether
any of the commands were successful. However, if one of the commands
that you enter fails to parse, tmsh does not run the remaining commands you
entered. tmsh audits commands as the commands run; therefore, if a
command fails to parse, tmsh does not audit the remaining commands. For
more information about the command history, see COMMAND HISTORY,
following.

You can also specify multiple commands in a command alias by separating
the commands with semi-colons. For example, to create an alias that
displays the properties of the VLANs and VLAN groups on the system, use
this command sequence:

create / cli alias vlans command "list / net vlan ; list / net vlan-group"
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You can request context-sensitive help and utilize the command completion
feature on the last command in a series of commands. For example, the
following command sequence displays help for the vlan-group component.

list / net vlan ; list / net vlan-group ?

Command History

Filtering Output

tmsh saves in the command history file each command that you enter. The
command history persists when you log off of the system. The next time you
log on to the system, you can search for, display, and then edit, the tmsh
commands that you entered in previous sessions. The command history
persists even through a restart of the BIG-IP system. For more information
about the command history feature, see help history.

The following examples show how to use the command history feature.

To display the commands in the history list, enter either the command
sequence show history or an exclamation point (!). tmsh displays a list of
commands each preceded by a numeric ID.

To run a command from the history list, enter an exclamation point followed
by the numeric ID of the command.

To run the previous command, enter !!.

You can filter the output generated by the commands list (configuration
settings) and show (statistics and runtime status) using the UNIX grep
utility. You must type the character | before the grep specification. You can
use multiple filters chained together. For a list of supported grep options, see
the Traffic Management Shell (tmsh) Reference Guide.

The following examples show how to use the grep utility in tmsh.

list ltm node | grep "A10.2"
list 1ltm virtual | grep -i seattle
list ltm virtual | grep -i abc | grep -i ab | grep -i a

Keyboard Bindings

TMSH Reference

tmsh supports vi, emacs and default keyboard bindings. You can set the
binding using the keymap preference. For more information, see help cli
preference. For a detailed description of the default mapping, see the
Traffic Management Shell (tmsh) Reference Guide.

Note that all mappings provide command-line editing and the capability to
search the command history.
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Wildcard Obiject Identifiers

list 1ltm node 10.1.*

list ltm node @410..

Preferences

Files

Statistics

show net interface

*

You can specify configuration object identifiers using glob and regular
expression syntax.

For glob and regular expression syntax rules, see help glob and help regex.
Note that you can escape the glob and regular expression special characters
using a back slash.

The following examples show how to use glob and regular expressions in
tmsh.

Uses a glob expression to display the configuration of all nodes that begin
with 10.1..

Uses a regular expression to display the configuration of all nodes that begin
with 10. and contain .44.. Note that a regular expression must begin with an
@ symbol. This identifies to tmsh that the identifier should be treated as a
regular expression and not a glob or standard object identifier. The leading
@ is not part of the regular expression.

.44.

You can customize the behavior of tmsh. For more information, see help cli
preference.

tmsh manages several files in a user’s home directory.

+ $HOME/.tmshrc-<user> contains local preference and administrative
domain settings.

¢ $HOME/.tmsh-history-<user> contains command history.

You can use tmsh to display statistics, including historical performance
statistics. You can select the format in which the statistics display, as well as
reset the statistics for some of the tmsh components. To determine if
statistics are available for a component, see the man page for the specific
component.

The following examples show how to display and reset statistics for the net
interface component from the root module.

reset-stats net interface



show interface
reset-stats interface

Automating Tmsh

tmsh

The following examples show how to display and reset statistics for the net
interface component from the net module.

You can use tmsh to build TCL scripts to automate management of the
BIG-IP. See the cli script help page.

Command Line Options

See Also

TMSH Reference

The following options can be specified when tmsh is started from the
system shell.

*

-a

tmsh does not write commands to the command history file.

Note that if auditing is enabled, tmsh continues to write commands to
the audit log. This option is useful when writing scripts from the system
shell, because it stops the scripts from filling up the command history
file. This option applies to the non-interactive mode only.

-C
Run the specified command. A command that contains multiple
arguments must be in quotes. No other options may be specified after -c

-d [ip address | hostname]
Connects to the specified blade in a clustered system.

-e

Disables video highlighting in tmsh.

-h

Displays options you can use when accessing tmsh from the system
shell.

-m

Generates a tmsh debug log named tmsh.out in the current directory.
Note that when you run a tmsh script, the shell generates a debug log file
for the script named tmsh.out.[script name].

Using this option causes tmsh to run significantly slower.

-q

Prevents tmsh from responding to user actions with questions. This
option is useful when writing non-interactive shell scripts from the
system shell.

Detailed information on the following topics is available through the help
command: preference, script, glob, help, regex, and provision.
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For complete information about tmsh, see the Traffic Management Shell
(tmsh) Reference Guide. This guide is available on the AskF5® Knowledge
Base (http://www.askf5.com).


http://www.askf5.com
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* Introducing the analytics module

* Alphabetical list of components






Introducing the analytics module

Introducing the analytics module

You can use the tmsh components that reside within the analytics module to
generate analytics reports. For more information about the tmsh hierarchical
structure, see Chapter 2, Understanding and Using the Traffic Management
Shell.

Alphabetical list of components

The remainder of this chapter lists the tmsh components that are available in
the analytics module.

TMSH Reference 4-1
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report

Syntax

Display

Displays an HTTP analytics report. This command is identical to analytics
http report.

Show, save or send an analytics report using the syntax shown in the
following sections.

show report view-by [ application | virtual | pool-member | url |

drilldown {

{

client-ip | country | response-code |
method | user-agent | subnet ]

entity [ application | virtual | pool-member | url |

values

{

[value

field-£fmt
include-total
include-others
limit [number of rows]
measures {

[measure name

}

order-by {

{

client-ip | country | response-code | method |
user-agent | subnet ]

ool

ool

measure [ measure name ]
sort-type [ asc / desc ]

}

range [date range]

Save

save report view-by [ application | virtual | pool-member | url |

drilldown {

{

client-ip | country | response-code |
method | user-agent | subnet ]

entity [ application | virtual | pool-member | url |

values

{

[value

client-ip | country | response-code | method |
user-agent | subnet ]

ool



}
file [ file name ]
format [ csv-aggregated | csv-time-series | pdf ]
include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
{
measure [ measure name ]
sort-type [ asc / desc ]
} ...
}
range [date rangel]

Send

send-mail report view-by [ application | virtual | pool-member |
url | client-ip | country | response-code |
method | user-agent | subnet ]
drilldown {

{
entity [ application | virtual | pool-member | url | client-ip |
country | response-code | method | user-agent | subnet ]
values
{
[value ...]
}
} ...

email-addresses {
[email address ...]
}
format [ csv-aggregated | csv-time-series | pdf 1]
include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
{
measure [ measure name ]
sort-type [ asc / desc ]
} ...
}
range [date range]
smtp-config-override [ smtp configuration object name ]

Description

report

Use this command to generate HTTP analytics reports. You can generate an

HTTP analytics report for the following entities:

« application - Application services.

TMSH Reference
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¢ virtual - Virtual servers.

¢ pool-member - Pool members.

¢ url - A URL accessed by HTTP or HTTPs.

+ client-ip - A single client identified by an IP address.

¢ country - A country from which HTTP/HTTPs traffic was sent to each
of the virtual servers.

+ response-code - An HTTP response code that was sent back to the client.

¢ method - An HTTP method used by the client (GET, CREATE, POST,
DELETE, and so on).

+ user-agent - A browser identifier sent by the client’s browser as part of
the request for URL.

¢ subnet - Client IP addresses classified into subnets.

Different measures are collected for each of these entities and can be a part
of the report request.

show analytics report view-by virtual measures {average-tps} limit 20
Gets the average tps of 20 virtual servers (unordered).

show analytics report view-by virtual measures {average-tps} limit 20
order-by { { measure average-tps sort-type desc } }

Gets the average tps of the top 20 virtual servers.

show analytics report view-by virtual measures {average-tps} limit 20
order-by { { measure average-tps sort-type desc } } range now-3d--now

Gets the average tps of the top 20 virtual servers from the last three days.

show analytics report view-by virtual drilldown { { entity application
values { app } } { entity pool-member values { p1 p2 } } } range
now-4d--now-2d measures {average-tps} limit 10 order-by { { measure
average-tps sort-type DESC } }

Gets the average tps of the top 10 virtual servers (ordered by average tps) on
app iApp (out of several monitored) on pool members p1 and p2

show analytics report view-by response-code drilldown { { entity virtual
values { vl } } } measures { transactions }

Gets a distribution of requests per response code on virtual v1.



Options

TMSH Reference

report

show analytics report view-by country drilldown { { entity application
values { app } } } measures { average-concurrent-sessions
average-sessions } order-by { { measure average-sessions sort-type
DESC } } limit 5

Gets the new sessions and average concurrent sessions of the top five
countries, ordered by the average concurrent sessions on the application
app.

show analytics report view-by client-ip drilldown { { entity virtual
values { vl } } } measures { max-page-load-time } limit 1

Gets the client IP address with the worst page load time.

show analytics report view-by application drilldown { { entity
pool-member values { p1 p2 } } } measures { transactions } order-by { {
measure transactions } } range now-7d--now

Gets the distribution of requests per application on pool members p/

save analytics report view-by virtual measures {average-tps} limit 20
order-by { { measure average-tps sort-type desc } } format pdf file
report.pdf

Gets the average tps of the top 20 virtual servers and exports to a PDF file
on the BIG-IP system.

save analytics report view-by virtual measures {average-tps} limit 20
order-by { { measure average-tps sort-type desc } } format
csv-aggregated file report.csv

Gets the average tps of the top 20 virtual servers and exports to a CSV file
on the BIG-IP system.

save analytics report view-by virtual measures {average-tps} limit 20
order-by { { measure average-tps sort-type desc } } format
csv-time-series file report.csv

Gets the average tps over time of the top 10 virtual servers and exports to a
CSV file on the BIG-IP system.

send-mail analytics report view-by virtual measures {average-tps} limit
20 order-by { { measure average-tps sort-type desc } } format pdf
email-addresses { some.one@someaddress.com }

Gets the average tps over time of the top 10 virtual servers and sends out an
email containing the report as a PDF.

o device
Specifies a BIG-IP device on which to generate a report. (Enterprise
Manager only)

o device-list
Specifies a custom list of BIG-IP devices on which to generate a report.
(Enterprise Manager only)

¢ drilldown
Specifies entities that are used as a filter.
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email-addresses
Specifies the list of email addresses to which the report file is sent when
using the send-mail command.

file
Specifies the exported file path to be saved when using the save
command. The file name should be simple (not a full path).

format
Specifies the exported file format to be saved or sent. This option must
be specified when using the save or send-mail commands.

include-others

Specifies that the grand total for the measure is displayed for all entities,
except for those shown in the result. It can be used along with
include-total.

include-total

Specifies that a total summary row should be added to the analytics
report. For average measures, the total value is also an average.

limit

Specifies the maximum number of rows/entities in the output result
set/file. The default value is 10, not including the total row/entity. The
maximum value is 1000.

measures
Specifies a list of measures that can be used with the chosen entity type.
The default value is transactions. The options are:

* average-concurrent-sessions
The average number of concurrent sessions for each entity.

* average-new-sessions

The average number of new sessions for each entity.
e average-page-load-time

The average client page load time for each entity.

* average-request-throughput
The average request throughput for each entity.

* average-response-throughput
The average response throughput for each entity.

* average-server-latency
The average server latency for each entity.
* average-tps
The average number of transactions per second for each entity.
¢ client-side-sampled-transactions
The number of transactions sampled for client side page load time.
* max-page-load-time
The maximum client page load time for each entity.
*  max-request-throughput
The maximum request throughput for each entity.

* max-response-throughput
The maximum response throughput for each entity.
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* max-server-latency
The maximum server latency for each entity.
*  max-tps
The maximum number of transactions per second for each entity.

* transactions
The absolute number of transactions for each entity.

¢ order-by

Specifies the measures and sort type (ascending or descending) that will
be used to sort the final report. The default value for measures is
previously chosen measures. The default value for sort type is desc
(descending).

range
Specifies the time/date range of the analytics information that you want
to display. The given results will reflect the time range chosen here. The
default value is the last hour (now--now-1h).

smtp-config-override
Specifies the SMTP configuration to use when sending reports by email.
This overrides the default SMTP settings.

show, save, send-mail, tmsh, analytics, report
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Introducing the analytics application-security module

Introducing the analytics application-security module

You can use the tmsh components that reside within the analytics
application-security module to generate analytics reports. For more
information about the tmsh hierarchical structure, see Chapter 2,
Understanding and Using the Traffic Management Shell.

Alphabetical list of components

The remainder of this chapter lists the tmsh components that are available in
the analytics application-security module.

TMSH Reference
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report

Displays an application-security analytics report.

Syntax

Show, save or send an analytics application-security report using the
syntax shown in the following sections.

Display

show report view-by [ application | virtual | request-type | severity | username |
attack-type | ip-address-intelligence | policy
response-code | ip | violation | country | method | protocol |
session-id | url | virus ]
drilldown {
{

entity [ application | virtual | request-type | severity | username |

attack-type | ip-address-intelligence | policy
response-code | ip | violation | country | method | protocol |

session-id | url | virus ]

values

{

[value ...]

field-£fmt
include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
{
measure [ measure name ]
sort-type [ asc / desc ]
} ...
}
range [date rangel]

Save

save report view-by [ application | virtual | request-type | severity | username |
attack-type | ip-address-intelligence | policy
response-code | ip | violation | country | method | protocol |
session-id | url | virus 1
drilldown {
{
entity [ application | virtual | request-type | severity | username |
attack-type | ip-address-intelligence | policy
response-code | ip | violation | country | method | protocol |
session-id | url | virus ]
values
{
[value ...]
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file [ file name ]
format [ csv-aggregated | csv-time-series | pdf 1]
include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
{
measure [ measure name ]
sort-type [ asc / desc ]
} ...
}
range [date range]

Send

send-mail report view-by [ application | virtual | request-type | severity | username
| attack-type | ip-address-intelligence | policy
response-code | ip | violation | country | method | protocol
| session-id | url | virus 1]
drilldown {
{
entity [ application | virtual | request-type | severity | username |
attack-type | ip-address-intelligence | policy
response-code | ip | violation | country | method | protocol |
session-id | url | virus ]
values
{

[value ...]

email-addresses {
[email address ...]
}
format [ csv-aggregated | csv-time-series | pdf ]
include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
{
measure [ measure name ]
sort-type [ asc / desc ]
} ...
}
range [date rangel]
smtp-config-override [ smtp configuration object name ]
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Description

Use this command to generate application-security analytics reports. You
can generate an application-security analytics report for the following
entities:

« application - Application services.

« virtual - Virtual servers.

+ request-type - Request types (Legal/Alarmed/Blocked).

+ severity - Violation severities.

¢ username - User names.

« attack-type - Attack type of the illegal request.

+ ip-address-intelligence - IP Address reputation categories.

+ policy - Security policy.

+ response-code - Response codes.

« ip - Source IP addresses.

« violation - Violation types.

¢ country - Countries of the source IP address.

¢ method - HTTP methods.

¢ protocol - Protocols (HTTP/HTTPS).

+ session-id - IDs of sesssions.

« url - Requested URLs.

o virus - Viruses that were detected by the system.

Different measures are collected for each of these entities and can be a part
of the report request.
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Options
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show analytics application-security report view-by violation

show analytics application-security report view-by violation drilldown {
{ entity severity values { Error } } }

send-mail analytics application-security report view-by ip measures
{requests} limit 20 order-by { { measure requests sort-type desc } }
format pdf email-addresses { some.one @someaddress.com }

For more syntactical examples see manual for analytics report.

+ device
Specifies a BIG-IP device on which to generate a report. (Enterprise
Manager only)

o device-list
Specifies a custom list of BIG-IP devices on which to generate a report.
(Enterprise Manager only)

¢ drilldown
Specifies specific entities that are used as a filter.

+ email-addresses
Specifies the list of email addresses to which the report file is sent when
using the send-mail command.

o file
Specifies the exported file path to be saved when using the save
command. The file name should be simple (not a full path).

o format
Specifies the exported file format to be saved or sent. This option must
be specified when using the save or send-mail commands.

+ include-others
Specifies that the grand total for the measure is displayed for all entities,
except for those shown in the result. It can be used along with
include-total.

« include-total
Specifies that a total summary row should be added to the analytics
report. For average measures, the total value is also an average.

o limit
Specifies the maximum number of rows/entities in the output result
set/file. The default value is 10, not including the total row/entity. The
maximum value is 1000.

& measures
Specifies a list of measures that can be used with the chosen entity type.
The options are:

* requests
The total number of requests for the selected filter (entity).
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* occurences
Number of occurences for the selected filter (relevant for attack-type,
violation and ip-address-intelligence entities)

¢ order-by
Specifies the measures and sort type (ascending or descending) that will
be used to sort the final report. The value for each measure is a
previously chosen measure. The default value for sort type is desc
(descending).

& range
Specifies the time/date range of the analytics information that you want
to display. The given results will reflect the time range chosen here. The
default value is the last hour (now--now-1h).

¢ smtp-config-override
Specifies the SMTP configuration to use when sending reports by email.
This overrides the default SMTP settings.

See Also

show, save, send-mail, tmsh, analytics, analytics, report
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scheduled-report

Configure scheduled reports for application security (ASM).

Syntax
Configure the scheduled-report component within the analytics
application-security module using the syntax shown in the following
sections.

Create/Modify

create scheduled-report [name]
modify scheduled-report [name]
email-addresses [none | add | delete | modify |
replace-all-with] { email-address [string] }
first-time [date]
frequency [every-6-hours | every-12-hours | every-24-hours every-week |
every-month]
include-total [enabled | disabled]
multi-leveled-report {
chart-path [none | add | delete | modify | replace-all-with] { entity name
[string] }
limit [number of rows]
time-diff [last-hour | last-day | last-week | last-month | last-year]
view-by { entity name [string] }
}
predefined-report-name [name]
smtp-config [name]

Display
list scheduled-report
list scheduled-report [ [ [name] | [glob]l | [regex] ] ... ]

show running-config scheduled-report
show running-config scheduled-report [ [ [name] | [glob] | [regex] 1 ... 1]

Delete

delete scheduled-report [name]

Description

Use the scheduled-report component to create, modify or delete scheduled
reports for the application security module.
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Examples

Options

create scheduled-report myScheduledReport first-time now
predefined-report-name ''"Top blocked URLSs" frequency every-6-hours
email-addresses add { person@domain.com } smtp-config
asm_smtp_conf

Creates a scheduled report, startfroming from the next hour and executing
every 6 hours. The report contains a PDF showing statistics

for the top blocked URLSs and is sent to person@domain.com using the smtp
configuration defined in asm_smtp_conf.

modify scheduled-report myScheduledReport smtp-config none

Set smtp configuration of the scheduled report "myScheduledReport" to
none, thus effectively disabling the scheduled report from
begin generated and sent over eMail.

create scheduled-report myCustomScheduledReport first-time now
email-addresses add { person@domain.com } frequency every-6-hours
smtp-config asm_smtp_conf multi-leveled-report { view-by url time-diff
last-hour limit 5 chart-path add { policy violation } }

Creates a scheduled report, starting from the next hour and executing every
6 hours. The report contains a PDF showing statistics

for the top 5 violated URLSs after drilling-down to the top policy followed by
the top violation.

The report is sent to person@domain.co using the smtp configuration
defined in asm_smtp_conf.

list scheduled-report
Displays all of the application security scheduled reports.

+ email-addresses
A list of the email addresses of the recipients that receive the scheduled
report.

o first-time
First scheduled report time. Must be after current time and rounded up to
the next round hour.

+ frequency
The scheduled report frequency. Example: every-6-hours means that the
report will be generated and sent every 6 hours.

« include-total
Enables or disables including a summary (Overall result) entity in results.

¢ multi-leveled-report
Defines a custom multi-leveled report. Mutually exclusive with
predefined-report-name. The multi-leveled-report definition contains
the following parameters:
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¢ chart-path
A list of entities that define the scope in which the report will be
diplayed. For example: a chart path { violation url } means: Use the
top violation list and generate a top URL list from it. These top URLs
will be then used to display the view-by entity. For a list of valid
entities see the help manual for analytics application-security
report.

o limit
The number of view-by entities displayed in the scheduled report.

o time-diff
The time range for the report.

e view-by
The main entity that the report is viewed by. For a list of valid entities
see the help manual for analytics application-security report.

¢ predefined-report-name

Defines which predefined report (AKA predefined filter) will be used to
generate the report. This keyword is mutually exclusive with
multi-leveled-report.

+ smtp-config
Defines which SMTP configuration will be used to send the scheduled
report. If set to none, the scheduled report will be disabled.

list, modify, show, tmsh, report, smtp-server
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Introducing the analytics application-security-network module

Introducing the analytics
application-security-network module

You can use the tmsh components that reside within the analytics
application-security-network module to generate analytics reports.

For more information about the tmsh hierarchical structure, see Chapter 2,
Understanding and Using the Traffic Management Shell.

Alphabetical list of components

The remainder of this chapter lists the tmsh components that are available in
the analytics application-security-network module.
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report

Displays an application-security-network analytics report.

Syntax

Show, save or send an analytics application-security report using the
syntax shown in the following sections.

Display

show report view-by [ application | virtual | request-type | policy ]
drilldown {
{
entity [ application | virtual | request-type | policy ]
values
{

[value ...]

field-£fmt
include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
{
measure [ measure name ]
sort-type [ asc / desc ]
} ...
}
range [date rangel]

Save

save report view-by [ application | virtual | request-type | policy 1
drilldown {

{
entity [ application | virtual | request-type | policy 1
values
{
[value ...]
}
} ...

file [ file name ]
format [ csv-aggregated | csv-time-series | pdf ]
include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
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measure [ measure name ]
sort-type [ asc / desc ]
} ...
}
range [date range]

Send

send-mail report view-by [ application | virtual | request-type | policy 1]
drilldown {
{
entity [ application | virtual | request-type | policy 1
values
{

[value ...]

email-addresses {
[email address ...]
}
format [ csv-aggregated | csv-time-series | pdf ]
include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
{
measure [ measure name ]
sort-type [ asc / desc ]
} ...
}
range [date rangel]
smtp-config-override [ smtp configuration object name ]

Description

Use this command to generate application-security-network analytics
reports. You can generate an application-security-network analytics report
for the following entities:

« application - Application services.

« virtual - Virtual servers.

¢ request-type - Request types (Legal/Alarmed/Blocked).

+ policy - Security policy.

Different measures are collected for each of these entities and can be a part
of the report request.
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Examples

Options

show analytics application-security-network report view-by violation

show analytics application-security-network report view-by violation
drilldown { { entity severity values { Error } } }

send-mail analytics application-security-network report view-by virtual
measures {events} limit 20 order-by { { measure events sort-type desc }
} format pdf email-addresses { some.one @someaddress.com }

For more syntactical examples see manual for analytics report.

+ device
Specifies a BIG-IP device on which to generate a report. (Enterprise
Manager only)

o device-list
Specifies a custom list of BIG-IP devices on which to generate a report.
(Enterprise Manager only)

¢ drilldown
Specifies specific entities that are used as a filter.

+ email-addresses
Specifies the list of email addresses to which the report file is sent when
using the send-mail command.

o file
Specifies the exported file path to be saved when using the save
command. The file name should be simple (not a full path).

o format
Specifies the exported file format to be saved or sent. This option must
be specified when using the save or send-mail commands.

+ include-others
Specifies that the grand total for the measure is displayed for all entities,
except for those shown in the result. It can be used along with
include-total.

« include-total
Specifies that a total summary row should be added to the analytics
report. For average measures, the total value is also an average.

o limit
Specifies the maximum number of rows/entities in the output result
set/file. The default value is 10, not including the total row/entity. The
maximum value is 1000.

& measures
Specifies a list of measures that can be used with the chosen entity type.
The options are:

* events
The total number of events (requests) for the selected filter (entity).
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¢ throughput
The average throughput (bits/s) for the selected filter (entity).

* tps
The average number of transactions per second for the selected filter
(entity).

¢ order-by

Specifies the measures and sort type (ascending or descending) that will
be used to sort the final report. The value for each measure is a
previously chosen measure. The default value for sort type is desc
(descending).

range

Specifies the time/date range of the analytics information that you want
to display. The given results will reflect the time range chosen here. The
default value is the last hour (now--now-1h).

smtp-config-override
Specifies the SMTP configuration to use when sending reports by email.
This overrides the default SMTP settings.

show, save, send-mail, tmsh, analytics, analytics, report
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Introducing the analytics application-security-anomalies module

Introducing the analytics
application-security-anomalies module

You can use the tmsh components that reside within the analytics
application-security-anomalies module to generate analytics reports.

For more information about the tmsh hierarchical structure, see Chapter 2,
Understanding and Using the Traffic Management Shell.

Alphabetical list of components

The remainder of this chapter lists the tmsh components that are available in
the analytics application-security-anomalies module.
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report

Displays an application-security-anomalies analytics report.

Syntax

Show, save or send an analytics application-security-anomalies report
using the syntax shown in the following sections.

Display

show report view-by [ anomaly-type | application | policy | virtual ]
drilldown {

{
entity [ anomaly-type | application | policy | virtual ]
values
{
[value ...]
}
} ...
}
field-£fmt

include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
{
measure [ measure name ]
sort-type [ asc / desc ]
} ...
}
range [date rangel]

Save

save report view-by [ anomaly-type | application | policy | virtual ]
drilldown {

{
entity [ anomaly-type | application | policy | virtual ]
values
{
[value ...]
}
} ...

file [ file name ]
format [ csv-aggregated | csv-time-series | pdf ]
include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
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measure [ measure name ]
sort-type [ asc / desc ]
} ...
}
range [date range]

Send

send-mail report view-by [ anomaly-type | application | policy | virtual ]
drilldown {
{
entity [ anomaly-type | application | policy | virtual ]
values
{

[value ...]

email-addresses {
[email address ...]
}
format [ csv-aggregated | csv-time-series | pdf ]
include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
{
measure [ measure name ]
sort-type [ asc / desc ]
} ...
}
range [date rangel]
smtp-config-override [ smtp configuration object name ]

Description

Use this command to generate application-security-anomalies analytics
reports. You can generate an application-security-network analytics report
for the following entities:

¢ anomaly-type - Anomaly type (Brute Force/Web Scraping)

« application - Application services.

& policy - Security policy.

« virtual - Virtual servers.

Different measures are collected for each of these entities and can be a part

of the report request.
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Examples

Options

show analytics application-security-network report view-by application

show analytics application-security-network report view-by application
drilldown { { entity virtual values { my_vip } } }

send-mail analytics application-security-anomalies report view-by
virtual measures { rejected-requests } limit 20 order-by { { measure
rejected-requests sort-type desc } } format pdf email-addresses {
some.one @someaddress.com }

For more syntactical examples, see the tmsh help manual for analytics
report.

+ device
Specifies a BIG-IP device on which to generate a report. (Enterprise
Manager only)

o device-list
Specifies a custom list of BIG-IP devices on which to generate a report.
(Enterprise Manager only)

¢ drilldown
Specifies specific entities that are used as a filter.

+ email-addresses
Specifies the list of email addresses to which the report file is sent when
using the send-mail command.

o file
Specifies the exported file path to be saved when using the save
command. The file name should be simple (not a full path).

o format
Specifies the exported file format to be saved or sent. This option must
be specified when using the save or send-mail commands.

+ include-others
Specifies that the grand total for the measure is displayed for all entities,
except for those shown in the result. It can be used along with
include-total.

« include-total
Specifies that a total summary row should be added to the analytics
report. For average measures, the total value is also an average.

o limit
Specifies the maximum number of rows/entities in the output result
set/file. The default value is 10, not including the total row/entity. The
maximum value is 1000.

& measures
Specifies a list of measures that can be used with the chosen entity type.
The options are:
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* rejected-requests
The total number of rejected requests for the selected filter (entity).

* total-attacks
The total number of attacks for the selected filter (entity).

¢ total-violations
The total number of violations for the selected filter (entity).

¢ order-by

Specifies the measures and sort type (ascending or descending) that will
be used to sort the final report. The value for each measure is a
previously chosen measure. The default value for sort type is desc
(descending).

range
Specifies the time/date range of the analytics information that you want
to display. The given results will reflect the time range chosen here. The
default value is the last hour (now--now-1h).

smtp-config-override
Specifies the SMTP configuration to use when sending reports by email.
This overrides the default SMTP settings.

show, save, send-mail, tmsh, analytics, analytics, report
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Introducing the analytics dns module

Introducing the analytics dns module

You can use the tmsh components that reside within the analytics DNS
module to generate analytics reports. For more information about the tmsh
hierarchical structure, see Chapter 2, Understanding and Using the Traffic
Management Shell.

Alphabetical list of components

TMSH Reference

The remainder of this chapter lists the tmsh components that are available in
the analytics DNS module.
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report

Displays a DNS analytics report.

Syntax

Show, save or send an analytics dns report using the syntax shown in the
following sections.

Display

show report view-by [ application | client-ip | domain-name | query-type | virtual ]
drilldown {

{
entity [ application | client-ip | domain-name | query-type | virtual ]
values
{
[value ...]
}
} ...
}
field-£fmt

include-total
include-others
limit [number of rows]
measures {

[measure name ...]

}
order-by {
{
measure [ measure name ]
sort-type [ asc | desc 1
} ...
}

range [date rangel]

Save

save report view-by [ application | client-ip | domain-name | query-type | virtual |
drilldown {

{
entity [ application | client-ip | domain-name | query-type | virtual ]
values
{
[value ...]
}
} ...

file [ file name ]
format [ csv-aggregated | csv-time-series | pdf ]
include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {



report

{
measure [ measure name ]
sort-type [ asc | desc 1
} ...

}
range [date range]

Send

send-mail report view-by [ application | client-ip | domain-name | query-type |
virtual ]
drilldown {

{
entity [ application | client-ip | domain-name | query-type | virtual ]
values
{
[value ...]
}
} ...

email-addresses {
[email address ...]
}
format [ csv-aggregated | csv-time-series | pdf 1]
include-total
include-others
limit [number of rows]
measures {
[measure name ...]

}
order-by {
{
measure [ measure name ]
sort-type [ asc | desc 1
} ...
}

range [date range]
smtp-config-override [ smtp configuration object name ]

Description

Use this command to generate DNS analytics reports. You can generate a
DNS analytics report for the following entities:

« application - Application services (iIApps™).

o client-ip - DNS query source/client IP address.

¢ domain-name - Queried domain name.

¢ query-type - DNS query type.

¢ virtual - Virtual server.
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Examples

Options

show analytics dns report view-by virtual

show analytics dns report view-by query-type drilldown { { entity
virtual values { /Common/vl } } }

send-mail analytics dns report view-by client-ip limit 20 format pdf
email-addresses { some.one @someaddress.com }

For more syntactical examples see manual for analytics report.

o device
Specifies a BIG-IP device on which to generate a report. (Enterprise
Manager only)

o device-list
Specifies a custom list of BIG-IP devices on which to generate a report.
(Enterprise Manager only)

¢ drilldown
Specifies specific entities that are used as a filter.

+ email-addresses
Specifies the list of email addresses to which the report file is sent when
using the send-mail command.

o file
Specifies the exported file path to be saved when using the save
command. The file name should be simple (not a full path).

o format
Specifies the exported file format to be saved or sent. This option must
be specified when using the save or send-mail commands.

+ include-others
Specifies that the grand total for the measure is displayed for all entities,
except for those shown in the result. It can be used along with
include-total.

« include-total
Specifies that a total summary row should be added to the analytics
report. For average measures, the total value is also an average.

o limit
Specifies the maximum number of rows/entities in the output result
set/file. The default value is 10, not including the total row/entity. The
maximum value is 1000.

& measures
Specifies a list of measures that can be used with the chosen entity type.
The options are:

* packets
The total number of DNS packets for the specified view-by entity.
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¢ order-by

Specifies the measures and sort type (ascending or descending) that will
be used to sort the final report. The value for each measure is a
previously chosen measure. The default value for sort type is desc
(descending).

range
Specifies the time/date range of the analytics information that you want
to display. The given results will reflect the time range chosen here. The
default value is the last hour (now--now-1h).

smtp-config-override
Specifies the SMTP configuration to use when sending reports by email.
This overrides the default SMTP settings.

show, save, send-mail, tmsh, dns, analytics, report
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Introducing the analytics dns-dos module

Introducing the analytics dns-dos module

You can use the tmsh components that reside within the analytics DNS-DoS
module to generate analytics reports. For more information about the tmsh
hierarchical structure, see Chapter 2, Understanding and Using the Traffic
Management Shell.

Alphabetical list of components
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The remainder of this chapter lists the tmsh components that are available in
the analytics DNS-DoS module.
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report

Displays a DNS DoS prevention analytics report.

Syntax

Show, save or send an analytics dns-dos report using the syntax shown in
the following sections.

Display

show report view-by [ application | attack-id | attack-type | client-ip | domain-name
| query-type | virtual ]
drilldown {
{

entity [ application attack-id | attack-type | client-ip | domain-name
query-type | virtual ]

values

{

[value ...]

field-£fmt
include-total
include-others
limit [number of rows]
measures {

[measure name ...]

}
order-by {
{
measure [ measure name ]
sort-type [ asc | desc 1
} ...
}

range [date range]

Save

save report view-by [ application attack-id | attack-type | client-ip | domain-name
| query-type | virtual ]
drilldown {
{

entity [ application | attack-id | attack-type | client-ip | domain-name
query-type | virtual ]

values

{

[value ...]

file [ file name ]

format [ csv-aggregated | csv-time-series | pdf ]
include-total

include-others

limit [number of rows]



measures {
[measure name ...]

report

}
order-by {
{
measure [ measure name ]
sort-type [ asc | desc 1
} ...
}

range [date rangel

Send

send-mail report view-by [ application | attack-id | attack-type | client-ip |
domain-name | query-type | virtual ]

drilldown {
{

entity [ application | attack-id | attack-type | client-ip | domain-name

query-type | virtual ]
values

{
[value ...]

email-addresses {

[email address ...]

}

format [ csv-aggregated | csv-time-series | pdf ]

include-total
include-others

limit [number of rows]

measures {
[measure name ...]

}
order-by {
{
measure [ measure name ]
sort-type [ asc | desc ]
} ...
}

range [date rangel]

smtp-config-override [ smtp configuration object name ]

Description

TMSH Reference

Use this command to generate DN'S DoS prevention analytics reports. You
can generate a DNS DoS prevention analytics report for the following
entities:

« application - Application services (IApps™).

¢ attack-id - DNS DoS attack ID.

« attack-type - DNS DoS attack type.
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Options

+ client-ip - DNS query source/client IP address.

¢ domain-name - Queried domain name.

¢ query-type - DNS query type.

¢ virtual - Virtual server.

show analytics dns-dos report view-by virtual

show analytics dns-dos report view-by attack-type drilldown { { entity
virtual values { /Common/v1 } } { entity query-type values { A } } }

send-mail analytics dns-dos report view-by client-ip limit 20 format pdf
email-addresses { some.one@someaddress.com }

For more syntactical examples see manual for analytics report.

o device
Specifies a BIG-IP device on which to generate a report. (Enterprise
Manager only)

o device-list
Specifies a custom list of BIG-IP devices on which to generate a report.
(Enterprise Manager only)

¢ drilldown
Specifies specific entities that are used as a filter.

+ email-addresses
Specifies the list of email addresses to which the report file is sent when
using the send-mail command.

o file
Specifies the exported file path to be saved when using the save
command. The file name should be simple (not a full path).

+ format
Specifies the exported file format to be saved or sent. This option must
be specified when using the save or send-mail commands.

¢ include-others
Specifies that the grand total for the measure is displayed for all entities,
except for those shown in the result. It can be used along with
include-total.

o include-total
Specifies that a total summary row should be added to the analytics
report. For average measures, the total value is also an average.
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o limit
Specifies the maximum number of rows/entities in the output result
set/file. The default value is 10, not including the total row/entity. The
maximum value is 1000.

& measures
Specifies a list of measures that can be used with the chosen entity type.
The options are:

« filtered-drops
The total number of filtered DNS packets for the specified view-by
entity.

¢ order-by
Specifies the measures and sort type (ascending or descending) that will
be used to sort the final report. The value for each measure is a
previously chosen measure. The default value for sort type is desc
(descending).

e range
Specifies the time/date range of the analytics information that you want
to display. The given results will reflect the time range chosen here. The
default value is the last hour (now--now-1h).

+ smtp-config-override
Specifies the SMTP configuration to use when sending reports by email.
This overrides the default SMTP settings.

show, save, send-mail, tmsh, dns, analytics, report
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Introducing the analytics dns-protocol module

Introducing the analytics dns-protocol module

You can use the tmsh components that reside within the analytics
DNS-protocol module to generate analytics reports. For more information
about the tmsh hierarchical structure, see Chapter 2, Understanding and
Using the Traffic Management Shell.

Alphabetical list of components

The remainder of this chapter lists the tmsh components that are available in
the analytics DNS-protocol module.

TMSH Reference 10-1
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report

Displays a DNS protocol security analytics report.

Syntax

Show, save or send an analytics dns-protocol report using the syntax
shown in the following sections.

Display

show report view-by [ application | client-ip | domain-name error-type | query-type
| virtual ]
drilldown {
{

entity [ application | client-ip | domain-name error-type | query-type |
virtual ]

values

{

[value ...]

field-£fmt
include-total
include-others
limit [number of rows]
measures {

[measure name ...]

}
order-by {
{
measure [ measure name ]
sort-type [ asc | desc 1
} ...
}

range [date range]

Save

save report view-by [ application | client-ip | domain-name error-type | query-type
| virtual 1
drilldown {
{

entity [ application | client-ip | domain-name error-type | query-type |
virtual ]

values

{

[value ...]

file [ file name ]

format [ csv-aggregated | csv-time-series | pdf ]
include-total

include-others

limit [number of rows]



report

measures {
[measure name ...]

}
order-by {
{
measure [ measure name ]
sort-type [ asc | desc 1
} ...
}

range [date rangel

Send

send-mail report view-by [ application | client-ip | domain-name error-type |
query-type | virtual ]
drilldown {
{

entity [ application | client-ip | domain-name error-type | query-type |
virtual ]

values

{

[value ...]

email-addresses {
[email address ...]
}
format [ csv-aggregated | csv-time-series | pdf ]
include-total
include-others
limit [number of rows]
measures {
[measure name ...]

}
order-by {
{
measure [ measure name ]
sort-type [ asc | desc ]
} ...
}

range [date rangel]
smtp-config-override [ smtp configuration object name ]

Description

Use this command to generate DNS protocol security analytics reports. You
can generate a DNS protocol security analytics report for the following
entities:

« application - Application services (IApps™).

o client-ip - DNS query source/client IP address.

¢ domain-name - Queried domain name.
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Options

¢ query-type - DNS query type.
« error-type - DNS filtering error type.

¢ virtual - Virtual server.

show analytics dns-protocol report view-by virtual

show analytics dns-protocol report view-by error-type drilldown { {
entity virtual values { /Common/v1 } } { entity query-type values { A } }

}

send-mail analytics dns-protocol report view-by client-ip limit 20
format pdf email-addresses { some.one @someaddress.com }

For more syntactical examples see manual for analytics report.

o device
Specifies a BIG-IP device on which to generate a report. (Enterprise
Manager only)

o device-list
Specifies a custom list of BIG-IP devices on which to generate a report.
(Enterprise Manager only)

o drilldown
Specifies specific entities that are used as a filter.

¢ email-addresses
Specifies the list of email addresses to which the report file is sent when
using the send-mail command.

o file
Specifies the exported file path to be saved when using the save
command. The file name should be simple (not a full path).

o format
Specifies the exported file format to be saved or sent. This option must
be specified when using the save or send-mail commands.

+ include-others
Specifies that the grand total for the measure is displayed for all entities,
except for those shown in the result. It can be used along with
include-total.

+ include-total
Specifies that a total summary row should be added to the analytics
report. For average measures, the total value is also an average.
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o limit
Specifies the maximum number of rows/entities in the output result
set/file. The default value is 10, not including the total row/entity. The
maximum value is 1000.

& measures
Specifies a list of measures that can be used with the chosen entity type.
The options are:

* dropped-packets
The total number of dropped DNS packets for the specified view-by
entity.

¢ order-by
Specifies the measures and sort type (ascending or descending) that will
be used to sort the final report. The value for each measure is a
previously chosen measure. The default value for sort type is desc
(descending).

e range
Specifies the time/date range of the analytics information that you want
to display. The given results will reflect the time range chosen here. The
default value is the last hour (now--now-1h).

+ smtp-config-override
Specifies the SMTP configuration to use when sending reports by email.
This overrides the default SMTP settings.

show, save, send-mail, tmsh, dns, analytics, report
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Introducing the analytics dos-13 module

Introducing the analytics dos-I3 module

You can use the tmsh components that reside within the analytics Denial of
Servive Layer 3 (DoS 13) module to generate analytics reports. For more
information about the tmsh hierarchical structure, see Chapter 2,
Understanding and Using the Traffic Management Shell.

Alphabetical list of components

The remainder of this chapter lists the tmsh components that are available in
the analytics DoS 13 module.
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Displays a DoS (Layers 3-4) prevention analytics report.

Syntax

Show, save or send an analytics dos-13 report using the syntax shown in
the following sections.

Display

show report view-by [ action | application | attack-id | attack-type | source-ip |
virtual | vlan ]
drilldown {

{
entity [ action | application | attack-id | attack-type | source-ip | virtual |
vlan ]
values
{
[value ...]
}
}o...
}
field-£fmt

include-total
include-others
limit [number of rows]
measures {

[measure name ...]

}
order-by {
{
measure [ measure name ]
sort-type [ asc | desc 1
} ...
}

range [date range]

Save

save report view-by [ action | application attack-id | attack-type | source-ip |
virtual | vlan ]
drilldown {

{
entity [ action | application | attack-id | attack-type | source-ip | virtual |
vlan ]
values
{
[value ...]
}
}o...

file [ file name ]

format [ csv-aggregated | csv-time-series | pdf ]
include-total

include-others

limit [number of rows]

-2



report

measures {
[measure name ...]

}
order-by {
{
measure [ measure name ]
sort-type [ asc | desc 1
} ...
}

range [date rangel

Send

send-mail report view-by [ action | application | attack-id | attack-type | source-ip
| virtual | vlan ]
drilldown {
{

entity [ application | action | application | attack-id | attack-type |
source-ip | virtual | vlan ]

values

{

[value ...]

email-addresses {
[email address ...]
}
format [ csv-aggregated | csv-time-series | pdf ]
include-total
include-others
limit [number of rows]
measures {
[measure name ...]

}
order-by {
{
measure [ measure name ]
sort-type [ asc | desc ]
} ...
}

range [date rangel]
smtp-config-override [ smtp configuration object name ]

Description
Use this command to generate DoS (Layers 3-4) prevention analytics
reports. You can generate a DoS prevention analytics report for the
following entities:
# action - Action taken (allowed/dropped).

« application - Application services (iIApps™).

¢ attack-id - DoS attack ID.
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Options

-4

« attack-type - DoS attack type.
& source-ip - Source/client IP address.
« virtual - Virtual server.

¢ vlan - VLAN.

show analytics dos-13 report view-by virtual

show analytics dos-13 report view-by attack-type drilldown { { entity
virtual values { /Common/v1 } } }

send-mail analytics dos-13 report view-by source-ip limit 20 format pdf
email-addresses { some.one@someaddress.com }

For more syntactical examples see manual for analytics report.

o device
Specifies a BIG-IP device on which to generate a report. (Enterprise
Manager only)

o device-list
Specifies a custom list of BIG-IP devices on which to generate a report.
(Enterprise Manager only)

¢ drilldown
Specifies specific entities that are used as a filter.

+ email-addresses
Specifies the list of email addresses to which the report file is sent when
using the send-mail command.

o file
Specifies the exported file path to be saved when using the save
command. The file name should be simple (not a full path).

+ format
Specifies the exported file format to be saved or sent. This option must
be specified when using the save or send-mail commands.

¢ include-others
Specifies that the grand total for the measure is displayed for all entities,
except for those shown in the result. It can be used along with
include-total.

o include-total
Specifies that a total summary row should be added to the analytics
report. For average measures, the total value is also an average.
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¢ limit

Specifies the maximum number of rows/entities in the output result
set/file. The default value is 10, not including the total row/entity. The
maximum value is 1000.

measures
Specifies a list of measures that can be used with the chosen entity type.
The options are:

e allowed-requests
The total number of packets that were recieved by the virtual
server(/s)s

* dropped-requests
The total number of packets that were dropped by the virtual
server(/s)s

* total-requests
The total number of packets that were recieved or dropped by the
virtual server(/s)s

order-by

Specifies the measures and sort type (ascending or descending) that will
be used to sort the final report. The value for each measure is a
previously chosen measure. The default value for sort type is desc
(descending).

range

Specifies the time/date range of the analytics information that you want
to display. The given results will reflect the time range chosen here. The
default value is the last hour (now--now-1h).

smtp-config-override
Specifies the SMTP configuration to use when sending reports by email.
This overrides the default SMTP settings.

show, save, send-mail, tmsh, analytics, report
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Introducing the analytics dos-17 module

Introducing the analytics dos-I7 module

You can use the tmsh components that reside within the analytics Denial of
Servive Layer 7 (DoS 17) module to generate analytics reports. For more
information about the tmsh hierarchical structure, see Chapter 2,
Understanding and Using the Traffic Management Shell.

Alphabetical list of components

The remainder of this chapter lists the tmsh components that are available in
the analytics DoS 17 module.
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Displays a DoS (Layer 7) prevention analytics report.

Syntax

Show, save, or send an analytics dos-17 report using the syntax shown in
the following sections.

Display

show report view-by [ action | application | attack-id | client-ip | mitigation | url |
virtual ]
drilldown {
{

entity [ action | application attack-id | client-ip | mitigation | url |
virtual ]

values

{

[value ...]

field-£fmt
include-total
include-others
limit [number of rows]
measures {

[measure name ...]

}
order-by {
{
measure [ measure name ]
sort-type [ asc | desc 1
} ...
}

range [date range]

Save

save report view-by [ action | application | attack-id | client-ip | mitigation | url |
virtual ]
drilldown {
{

entity [ action | application | attack-id | client-ip | mitigation | url |
virtual ]

values

{

[value ...]

file [ file name ]

format [ csv-aggregated | csv-time-series | pdf ]
include-total

include-others

limit [number of rows]



report

measures {
[measure name ...]

}
order-by {
{
measure [ measure name ]
sort-type [ asc | desc 1
} ...
}

range [date rangel

Send

send-mail report view-by [ action | application | attack-id | client-ip | mitigation |
url | virtual ]
drilldown {
{

entity [ action | application | attack-id | client-ip | mitigation | url |
virtual ]

values

{

[value ...]

email-addresses {
[email address ...]
}
format [ csv-aggregated | csv-time-series | pdf ]
include-total
include-others
limit [number of rows]
measures {
[measure name ...]

}
order-by {
{
measure [ measure name ]
sort-type [ asc | desc ]
} ...
}

range [date rangel]
smtp-config-override [ smtp configuration object name ]

Description

Use this command to generate DoS (Layer 7) prevention analytics reports.
You can generate a DoS prevention analytics report for the following
entities:

# action - Action taken (allowed/dropped).

« application - Application services (iIApps™).

¢ attack-id - DoS attack ID.
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Options

o client-ip - Source/client IP address.
< mitigation - Mitigation type.
o url - Accessed URL.

¢ virtual - Virtual server.

show analytics dos-17 report view-by virtual

show analytics dos-17 report view-by url drilldown { { entity virtual
values { /Common/vl } } }

send-mail analytics dos-17 report view-by client-ip limit 20 format pdf
email-addresses { some.one@someaddress.com }

For more syntactical examples, see manual for analytics report.

o device
Specifies a BIG-IP device on which to generate a report. (Enterprise
Manager only)

o device-list
Specifies a custom list of BIG-IP devices on which to generate a report.
(Enterprise Manager only)

¢ drilldown
Specifies specific entities that are used as a filter.

+ email-addresses
Specifies the list of email addresses to which the report file is sent when
using the send-mail command.

o file
Specifies the exported file path to be saved when using the save
command. The file name should be simple (not a full path).

o format
Specifies the exported file format to be saved or sent. You must specify
this option when using the save or send-mail commands.

¢ include-others
Specifies that the grand total for the measure is displayed for all entities,
except for those shown in the result. It can be used along with
include-total.

o include-total
Specifies that a total summary row should be added to the analytics
report. For average measures, the total value is also an average.
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o limit
Specifies the maximum number of rows/entities in the output result
set/file. The default value is 10, not including the total row/entity. The
maximum value is 1000.

& measures
Specifies a list of measures that can be used with the chosen entity type.
The options are:

e dropped-count
The total number of dropped requests.

* avg-dropped-count
The average dropped requests rate (requests/sec).

¢ order-by
Specifies the measures and sort type (ascending or descending) that will
be used to sort the final report. The value for each measure is a
previously chosen measure. The default value for sort type is desc
(descending).

& range
Specifies the time/date range of the analytics information that you want
to display. The given results will reflect the time range chosen here. The
default value is the last hour (now--now-1h).

¢ smtp-config-override
Specifies the SMTP configuration to use when sending reports by email.
This overrides the default SMTP settings.

show, save, send-mail, tmsh, analytics, report
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Introducing the analytics http module

Introducing the analytics http module

You can use the tmsh components that reside within the analytics http
module to generate analytics reports. For more information about the tmsh
hierarchical structure, see Chapter 2, Understanding and Using the Traffic
Management Shell.

Alphabetical list of components

TMSH Reference

The remainder of this chapter lists the tmsh components that are available in
the analytics http module.
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report

Syntax

Display

show report view-by [

drilldown {

Displays an HTTP analytics report.

Show, save or send an analytics http report using the syntax shown in the
following sections.

application | virtual | pool-member | url |
client-ip | country | response-code |
method | user-agent | subnet ]

entity [ application | virtual | pool-member | url |
client-ip | country | response-code | method |

{
user-
values
{
[value ...]
}
} ...
}
field-£fmt

include-total
include-others

agent | subnet ]

limit [number of rows]

measures {

[measure name ...]
}
order-by {

{

measure [ measure name ]

sort-type [ asc
} ...
}

range [date range]

Save

save report view-by [

drilldown {

/ desc 1]

application | virtual | pool-member | url |
client-ip | country | response-code |
method | user-agent | subnet ]

entity [ application | virtual | pool-member | url |
client-ip | country | response-code | method |
user-agent | subnet ]

{
values
{
[value ...]
}
} ...



report

format [ csv-aggregated | csv-time-series | pdf ]
include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
{
measure [ measure name ]
sort-type [ asc / desc ]
} ...
}

range [date rangel]

Send

send-mail report view-by [ application | wvirtual | pool-member |
url | client-ip | country | response-code |
method | user-agent | subnet ]
drilldown {

{
entity [ application | virtual | pool-member | url | client-ip |
country | response-code | method | user-agent | subnet ]
values
{
[value ...]
}
}o...

email-addresses {
[email address ...]
}
format [ csv-aggregated | csv-time-series | pdf ]
include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
{
measure [ measure name ]
sort-type [ asc / desc ]
} ...
}
range [date rangel]
smtp-config-override [ smtp configuration object name ]

Description

Use this command to generate HTTP analytics reports. You can generate an
HTTP analytics report for the following entities:
+ application - Application services.

¢ virtual - Virtual servers.
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¢ pool-member - Pool members.

o url - A URL accessed by HTTP or HTTPs.

« client-ip - A single client identified by an IP address.

& country - A country from which HTTP/HTTPs traffic was sent to each
of the virtual servers.

+ response-code - An HTTP response code that was sent back to the client.

¢ method - An HTTP method used by the client (GET, CREATE, POST,
DELETE, etc.).

+ user-agent - A browser identifier sent by the client’s browser as part of
the request for URL.

¢ subnet - Client IP addresses classified into subnets.

Different measures are collected for each of these entities and can be a part
of the report request.

show analytics http report view-by virtual measures {average-tps} limit
20

Gets the average tps of 20 virtual servers (unordered).

show analytics http report view-by virtual measures {average-tps} limit
20 order-by { { measure average-tps sort-type desc } }

Gets the average tps of the top 20 virtual servers.

show analytics http report view-by virtual measures {average-tps} limit
20 order-by { { measure average-tps sort-type desc } } range
now-3d--now

Gets the average tps of the top 20 virtual servers from the last three days.

show analytics http report view-by virtual drilldown { { entity
application values { app } } { entity pool-member values { p1 p2 } }}
range now-4d--now-2d measures {average-tps} limit 10 order-by { {
measure average-tps sort-type DESC } }

Gets the average tps of the top 10 virtual servers (ordered by average tps) on
app iApp (out of several monitored) on pool members p1 and p2

show analytics http report view-by response-code drilldown { { entity
virtual values { vl } } } measures { transactions }

Gets a distribution of requests per response code on virtual v1.
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show analytics http report view-by country drilldown { { entity
application values { app } } } measures { average-concurrent-sessions
average-sessions } order-by { { measure average-sessions sort-type
DESC } } limit 5

Gets the new sessions and average concurrent sessions of the top five
countries, ordered by the average concurrent sessions on the application
app.

show analytics http report view-by client-ip drilldown { { entity virtual
values { vl } } } measures { max-page-load-time } limit 1

Gets the client IP address with the worst page load time.

show analytics http report view-by application drilldown { { entity
pool-member values { p1 p2 } } } measures { transactions } order-by { {
measure transactions } } range now-7d--now

Gets the distribution of requests per application on pool members p/

save analytics http report view-by virtual measures {average-tps} limit
20 order-by { { measure average-tps sort-type desc } } format pdf file
report.pdf

Gets the average tps of the top 20 virtual servers and exports to a PDF file
on the BIG-IP system.

save analytics http report view-by virtual measures {average-tps} limit
20 order-by { { measure average-tps sort-type desc } } format
csv-aggregated file report.csv

Gets the average tps of the top 20 virtual servers and exports to a CSV file
on the BIG-IP system.

save analytics http report view-by virtual measures {average-tps} limit
20 order-by { { measure average-tps sort-type desc } } format
csv-time-series file report.csv

Gets the average tps over time of the top 10 virtual servers and exports to a
CSV file on the BIG-IP system.

send-mail analytics http report view-by virtual measures {average-tps}
limit 20 order-by { { measure average-tps sort-type desc } } format pdf
email-addresses { some.one@someaddress.com }

Gets the average tps over time of the top 10 virtual servers and sends out an
email containing the report as a PDF.

o device
Specifies a BIG-IP device on which to generate a report. (Enterprise
Manager only)

o device-list
Specifies a custom list of BIG-IP devices on which to generate a report.
(Enterprise Manager only)

¢ drilldown
Specifies specific entities that are used as a filter.
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email-addresses
Specifies the list of email addresses to which the report file is sent when
using the send-mail command.

file
Specifies the exported file path to be saved when using the save
command. The file name should be simple (not a full path).

format
Specifies the exported file format to be saved or sent. This option must
be specified when using the save or send-mail commands.

include-others

Specifies that the grand total for the measure is displayed for all entities,
except for those shown in the result. It can be used along with
include-total.

include-total

Specifies that a total summary row should be added to the analytics
report. For average measures, the total value is also an average.

limit

Specifies the maximum number of rows/entities in the output result
set/file. The default value is 10, not including the total row/entity. The
maximum value is 1000.

measures
Specifies a list of measures that can be used with the chosen entity type.
The default value is transactions. The options are:

* average-concurrent-sessions
The average number of concurrent sessions for each entity.

* average-new-sessions

The average number of new sessions for each entity.
e average-page-load-time

The average client page load time for each entity.

* average-request-throughput
The average request throughput for each entity.

* average-response-throughput
The average response throughput for each entity.

* average-server-latency
The average server latency for each entity.
* average-tps
The average number of transactions per second for each entity.
¢ client-side-sampled-transactions
The number of transactions sampled for client side page load time.
* max-page-load-time
The maximum client page load time for each entity.
*  max-request-throughput
The maximum request throughput for each entity.

* max-response-throughput
The maximum response throughput for each entity.
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* max-server-latency
The maximum server latency for each entity.
*  max-tps
The maximum number of transactions per second for each entity.

* transactions
The absolute number of transactions for each entity.

¢ order-by

Specifies the measures and sort type (ascending or descending) that will
be used to sort the final report. The default value for measures is
previously chosen measures. The default value for sort type is desc
(descending).

range
Specifies the time/date range of the analytics information that you want
to display. The given results will reflect the time range chosen here. The
default value is the last hour (now--now-1h).

smtp-config-override
Specifies the SMTP configuration to use when sending reports by email.
This overrides the default SMTP settings.

show, save, send-mail, tmsh, analytics, report
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Introducing the analytics network module

Introducing the analytics network module

You can use the tmsh components that reside within the analytics network
module to generate analytics reports. For more information about the tmsh
hierarchical structure, see Chapter 2, Understanding and Using the Traffic
Management Shell.

Alphabetical list of components

TMSH Reference

The remainder of this chapter lists the tmsh components that are available in
the analytics http module.
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report

Displays a network firewall analytics report.

Syntax

Show, save or send an analytics network report using the syntax shown in
the following sections.

Display

show report view-by [ 1l31l4-errors-error-reason | 1314-errors-network-protocol |
1314-errors-action | 13l4-errors-source-ip | l3l4-errors-destination-ip |
1314-errors-vlan |
acl-enforced-application | acl-enforced-destination-ip |
acl-enforced-destination-port | acl-enforced-policy | acl-enforced-rule |
acl-enforced-rule-action | acl-enforced-rule-context |
acl-enforced-rule-context-type | acl-enforced-self-ip | acl-enforced-server-ip |
acl-enforced-source-ip | acl-enforced-source-port |
acl-enforced-translation-pool | acl-enforced-translation-type | acl-enforced-vlan |
acl-mgmt-application | acl-mgmt-destination-ip |
acl-mgmt-destination-port | acl-mgmt-rule | acl-mgmt-rule-action |
acl-mgmt-rule-context | acl-mgmt-source-ip | acl-mgmt-source-port
|
acl-staged-application | acl-staged-destination-ip |
acl-staged-destination-port | acl-staged-policy | acl-staged-rule |
acl-staged-rule-action | acl-staged-rule-context |
acl-staged-rule-context-type | acl-staged-self-ip | acl-staged-server-ip |
acl-staged-source-ip | acl-staged-source-port |
acl-staged-translation-pool | acl-staged-translation-type | acl-staged-vlan ]
drilldown {
{
entity [ 131l4-errors-error-reason | l3l4-errors-network-protocol |
1314-errors-action | 13l4-errors-source-ip | l3l4-errors-destination-ip |
1314-errors-vlan |
acl-enforced-application | acl-enforced-destination-ip |
acl-enforced-destination-port | acl-enforced-policy | acl-enforced-rule |
acl-enforced-rule-action | acl-enforced-rule-context |
acl-enforced-rule-context-type | acl-enforced-self-ip | acl-enforced-server-ip |
acl-enforced-source-ip | acl-enforced-source-port |
acl-enforced-translation-pool | acl-enforced-translation-type | acl-enforced-vlan |
acl-mgmt-application | acl-mgmt-destination-ip |
acl-mgmt-destination-port | acl-mgmt-rule | acl-mgmt-rule-action |
acl-mgmt-rule-context | acl-mgmt-source-ip | acl-mgmt-source-port |
acl-staged-application | acl-staged-destination-ip |
acl-staged-destination-port | acl-staged-policy | acl-staged-rule |
acl-staged-rule-action | acl-staged-rule-context |
acl-staged-rule-context-type | acl-staged-self-ip | acl-staged-server-ip |
acl-staged-source-ip | acl-staged-source-port |
acl-staged-translation-pool | acl-staged-translation-type | acl-staged-vlan ]
values
{
[value ...]
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include-total
include-others
limit [number of rows]
measures {

[measure name ...]

}
order-by {
{
measure [ measure name ]
sort-type [ asc | desc 1
} ...
}

range [date rangel

Save

save report view-by [ 13l4-errors-error-reason | l3l4-errors-network-protocol |
1314-errors-action | 131l4-errors-source-ip | 13l4-errors-destination-ip |
1314-errors-vlan |
acl-enforced-application | acl-enforced-destination-ip |
acl-enforced-destination-port | acl-enforced-policy | acl-enforced-rule |
acl-enforced-rule-action | acl-enforced-rule-context |
acl-enforced-rule-context-type | acl-enforced-self-ip | acl-enforced-server-ip |
acl-enforced-source-ip | acl-enforced-source-port |
acl-enforced-translation-pool | acl-enforced-translation-type | acl-enforced-vlan |
acl-mgmt-application | acl-mgmt-destination-ip |
acl-mgmt-destination-port | acl-mgmt-rule | acl-mgmt-rule-action |
acl-mgmt-rule-context | acl-mgmt-source-ip | acl-mgmt-source-port
I
acl-staged-application | acl-staged-destination-ip |
acl-staged-destination-port | acl-staged-policy | acl-staged-rule |
acl-staged-rule-action | acl-staged-rule-context |
acl-staged-rule-context-type | acl-staged-self-ip | acl-staged-server-ip |
acl-staged-source-ip | acl-staged-source-port |
acl-staged-translation-pool | acl-staged-translation-type | acl-staged-vlan ]
drilldown {
{
entity [ 131l4-errors-error-reason | l3l4-errors-network-protocol |
1314-errors-action | 131l4-errors-source-ip | 13l4-errors-destination-ip |
1314-errors-vlan |
acl-enforced-application | acl-enforced-destination-ip |
acl-enforced-destination-port | acl-enforced-policy | acl-enforced-rule |
acl-enforced-rule-action | acl-enforced-rule-context |
acl-enforced-rule-context-type | acl-enforced-self-ip | acl-enforced-server-ip |
acl-enforced-source-ip | acl-enforced-source-port |
acl-enforced-stranslation-pool | acl-enforced-translation-type | acl-enforced-vlan |
acl-mgmt-application | acl-mgmt-destination-ip |
acl-mgmt-destination-port | acl-mgmt-rule | acl-mgmt-rule-action |
acl-mgmt-rule-context | acl-mgmt-source-ip | acl-mgmt-source-port |
acl-staged-application | acl-staged-destination-ip |
acl-staged-destination-port | acl-staged-policy | acl-staged-rule |
acl-staged-rule-action | acl-staged-rule-context |
acl-staged-rule-context-type | acl-staged-self-ip | acl-staged-server-ip |
acl-staged-source-ip | acl-staged-source-port |
acl-staged-translation-pool | acl-staged-translation-type | acl-staged-vlan ]
values
{

[value ...]
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file [ file name ]
format [ csv-aggregated | csv-time-series | pdf 1]
include-total
include-others
limit [number of rows]
measures {
[measure name ...]

}
order-by {
{
measure [ measure name ]
sort-type [ asc | desc 1
} ...
}

range [date range]

Send

send-mail report view-by [ 1l3l4-errors-error-reason | 131l4-errors-network-protocol |
1314-errors-action | 13l4-errors-source-ip | 1l31l4-errors-destination-ip |
1314-errors-vlan |
acl-enforced-application | acl-enforced-destination-ip |
acl-enforced-destination-port | acl-enforced-policy | acl-enforced-rule |
acl-enforced-rule-action | acl-enforced-rule-context |
acl-enforced-rule-context-type | acl-enforced-self-ip | acl-enforced-server-ip |
acl-enforced-source-ip | acl-enforced-source-port |
acl-enforced-translation-pool | acl-enforced-translation-type | acl-enforced-vlan |
acl-mgmt-application | acl-mgmt-destination-ip |
acl-mgmt-destination-port | acl-mgmt-rule | acl-mgmt-rule-action |
acl-mgmt-rule-context | acl-mgmt-source-ip |
acl-mgmt-source-port |
acl-staged-application | acl-staged-destination-ip |
acl-staged-destination-port | acl-staged-policy | acl-staged-rule |
acl-staged-rule-action | acl-staged-rule-context |
acl-staged-rule-context-type | acl-staged-self-ip | acl-staged-server-ip |
acl-staged-source-ip | acl-staged-source-port |
acl-staged-translation-pool | acl-staged-translation-type | acl-staged-vlan ]
drilldown {
{
entity [ l3l4-errors-error-reason | 131l4-errors-network-protocol |
1314-errors-action | 131l4-errors-source-ip | 1l31l4-errors-destination-ip |
1314-errors-vlan |
acl-enforced-application | acl-enforced-destination-ip |
acl-enforced-destination-port | acl-enforced-policy | acl-enforced-rule |
acl-enforced-rule-action | acl-enforced-rule-context |
acl-enforced-rule-context-type | acl-enforced-self-ip | acl-enforced-server-ip |
acl-enforced-source-ip | acl-enforced-source-port |
acl-enforced-translation-pool | acl-enforced-translation-type | acl-enforced-vlan |
acl-mgmt-application | acl-mgmt-destination-ip |
acl-mgmt-destination-port | acl-mgmt-rule | acl-mgmt-rule-action |
acl-mgmt-rule-context | acl-mgmt-source-ip | acl-mgmt-source-port |
acl-staged-application | acl-staged-destination-ip |
acl-staged-destination-port | acl-staged-policy | acl-staged-rule |
acl-staged-rule-action | acl-staged-rule-context |
acl-staged-rule-context-type | acl-staged-self-ip | acl-staged-server-ip |
acl-staged-source-ip | acl-staged-source-port |
acl-staged-translation-pool | acl-staged-translation-type | acl-staged-vlan ]
values
{

[value ...]
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} ...
}
email-addresses {
[email address ...]
}
format [ csv-aggregated | csv-time-series | pdf ]
include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
{
measure [ measure name ]
sort-type [ asc | desc ]
} ...
}
range [date range]
smtp-config-override [ smtp configuration object name ]

Description

Use this command to generate network firewall analytics reports. You can
generate a network firewall analytics report for the following entities:

+ action - Action taken (allowed/dropped).

+ acl-enforced-application - Application services (ACL - Enforced).

¢ acl-enforced-destination-ip - Destination IP Address (ACL - Enforced).
+ acl-enforced-destination-port - Destination IP Port (ACL - Enforced).
+ acl-enforced-policy - Policy (ACL - Enforced).

¢ acl-enforced-rule-action - Rule Action (ACL - Enforced).

¢ acl-enforced-rule-context - Rule Context (ACL - Enforced).

+ acl-enforced-rule-context-type - Rule Context Type (ACL - Enforced).
¢ acl-enforced-rule - Rule (ACL - Enforced).

« acl-enforced-self-ip - Self IP Address (ACL - Enforced).

+ acl-enforced-server-ip - Server IP Address (ACL - Enforced).

¢ acl-enforced-source-ip - Source IP Address (ACL - Enforced).
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+ acl-enforced-source-port - Source IP Port (ACL - Enforced).

+ acl-enforced-translation-pool - Translation Pool (ACL - Enforced).

+ acl-enforced-translation-type - Translation Type (ACL - Enforced).

¢ acl-enforced-vlan - VLAN (ACL - Enforced).

+ acl-mgmt-application - Application services (ACL - Management).

+ acl-mgmt-destination-ip - Destination IP Address (ACL -
Management).

¢ acl-mgmt-destination-port - Destination IP Port (ACL - Management).

¢ acl-mgmt-rule-action - Rule Action (ACL - Management).

¢ acl-mgmt-rule-context - Rule Context (ACL - Management).

¢ acl-mgmt-rule - Rule (ACL - Management).

¢ acl-mgmt-source-ip - Source IP Address (ACL - Management).

¢ acl-mgmt-source-port - Source IP Port (ACL - Management).

+ acl-staged-application - Application services (ACL - Staged).

+ acl-staged-destination-ip - Destination IP Address (ACL - Staged).

+ acl-staged-destination-port - Destination IP Port (ACL - Staged).

+ acl-staged-policy - Policy (ACL - Staged).

« acl-staged-rule-action - Rule Action (ACL - Staged).

+ acl-staged-rule-context - Rule Context (ACL - Staged).

+ acl-staged-rule-context-type - Rule Context Type (ACL - Staged).

+ acl-staged-rule - Rule (ACL - Staged).

o acl-staged-self-ip - Self IP Address (ACL - Staged).
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« acl-staged-server-ip - Server IP Address (ACL - Staged).

+ acl-staged-source-ip - Source IP Address (ACL - Staged).

¢ acl-staged-source-port - Source IP Port (ACL - Staged).

+ acl-staged-translation-pool - Translation Reason (ACL - Staged).
+ acl-staged-translation-type - Translation Type (ACL - Staged).

¢ acl-staged-vlan - VLAN (ACL - Staged).

+ 13l4-errors-action - Network firewall errors action.

+ I3l4-errors-destination-ip - Destination IP address (Network firewall
errors).

+ 13l4-errors-error-reason - Network firewall error reason.
+ 13l4-errors-network-protocol - Destination port (Network protocol).
+ 13l4-errors-source-ip - Source IP address (Network firewall errors).

¢ 13l4-errors-vlan - VLAN (Network firewall errors).

Examples

show analytics network report view-by acl-enforced-rule

show analytics network report view-by acl-staged-vlan drilldown { {
entity acl-staged-destination-port values { 80 } } }

send-mail analytics network report view-by acl-mgmt-source-ip limit 20
format pdf email-addresses { some.one @someaddress.com }

For more syntactical examples see manual for analytics report.

Options

o device
Specifies a BIG-IP device on which to generate a report. (Enterprise
Manager only)

o device-list
Specifies a custom list of BIG-IP devices on which to generate a report.
(Enterprise Manager only)
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drilldown
Specifies specific entities that are used as a filter.

email-addresses
Specifies the list of email addresses to which the report file is sent when
using the send-mail command.

file
Specifies the exported file path to be saved when using the save
command. The file name should be simple (not a full path).

format
Specifies the exported file format to be saved or sent. This option must
be specified when using the save or send-mail commands.

include-others

Specifies that the grand total for the measure is displayed for all entities,
except for those shown in the result. It can be used along with
include-total.

include-total

Specifies that a total summary row should be added to the analytics
report. For average measures, the total value is also an average.

limit

Specifies the maximum number of rows/entities in the output result
set/file. The default value is 10, not including the total row/entity. The
maximum value is 1000.

measures
Specifies a list of measures that can be used with the chosen entity type.
The options are:

* acl-matches
The total number of ACL rule matches. Applicable only to view-by
entities starting with "acl-".

* errors
The total number of firewall errors. Applicable only to view-by
entities starting with "1313-errors-".

order-by

Specifies the measures and sort type (ascending or descending) that will
be used to sort the final report. The value for each measure is a
previously chosen measure. The default value for sort type is desc
(descending).

range

Specifies the time/date range of the analytics information that you want
to display. The given results will reflect the time range chosen here. The
default value is the last hour (now--now-1h).

smtp-config-override
Specifies the SMTP configuration to use when sending reports by email.
This overrides the default SMTP settings.
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See Also

show, save, send-mail, tmsh, analytics, report
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stale-rules

Syntax

Display

Displays a network firewall stale rules report.

Show an analytics network stale-rules report using the syntax shown in the
following sections.

show stale-rules type [ enforced | staged ]

options:

drilldown {
{

entity [ context | policy | rule-name ]

values
{
[value ...]
}
} ...
}

field-fmt

first-rule-number [ value ]
number-of-rules [ value ]

range [ date range ]

Description

Examples

14-10

Use this command to generate network firewall stale rules reports. A stale
rule is one that has had not hits, or very few hits, over a specified time
period. The report is displayed in order from the least-hit rules (including
rules with no hits) to the most hit rules. You can generate a stale rules report
for either enforced or staged rules.

show analytics network stale-rules type enforced
Shows a stale rules report for enforced rules (either inline or not).

show analytics network stale-rules type staged drilldown { { entity
context values { /Common/virtual_server_11}} }

Shows a stale rules report for staged rules in the context of the virtual server
/Common/virtual_server_1

show analytics network stale-rules type enforced number-of-rules 100
range now-1w



Options

See Also
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Shows a stale rules report for enforced rules. 100 rules are shown in the
report.
This report is shown for the last week (including the last day).

show analytics network stale-rules type enforced first-rule-number 10
number-of-rules 100 range now-1w

Shows a stale rules report for enforced rules. The first least hit 9 rules are
skipped, and 100 rules are shown in the report.
This report is shown for the last week (including the last day).

show analytics network stale-rules type enforced first-rule-number 10
number-of-rules 100 range now-1d--now-1w

Shows a stale rules report for enforced rules. The first least hit 9 rules are
skipped, and 100 rules are shown in the report.
This report is shown for the last week, excluding the last day.

o drilldown
Specifies specific entities that are used as a filter.

o field-fmt
Shows statistics in field format for the specified items.

o first-rule-number
Specifies the first rule number being displayed (rules are ordered by hit
count in an ascending order).

+ number-of-rules
Specifies the maximum number of firewall rules being displayed in the
output result set. The default value is 10.

* range
Specifies the time/date range of the analytics information that you want
to display. The given results will reflect the time range chosen here. The
default value is the last hour (now--now-1h).

analytics, report, settings, show, tmsh

14-11



Chapter 14
analytics network

14-12



|5

analytics protocol-security

* Introducing the analytics protocol-security module

* Alphabetical list of components






Introducing the analytics protocol-security module

Introducing the analytics protocol-security module

You can use the tmsh components that reside within the analytics
protocol-security module to generate analytics reports. For more
information about the tmsh hierarchical structure, see Chapter 2,
Understanding and Using the Traffic Management Shell.

Alphabetical list of components

TMSH Reference

The remainder of this chapter lists the tmsh components that are available in
the analytics protocol-security module.
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report

Displays a Protocol Security analytics report.

Syntax

Show, save, or send an analytics protocol-security report using the syntax
shown in the following sections.

Display

show report view-by [ application | virtual-server | ip | violation| request-type |
protocol-type 1]
drilldown {
{

entity [ application | virtual-server | ip | violation| request-type |
protocol-type 1]

values

{

[value ...]

field-£fmt
include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
{
measure [ measure name ]
sort-type [ asc / desc ]
} ...
}
range [date range]

Save

save report view-by [ application | virtual-server | ip | violation| request-type |
protocol-type 1]
drilldown {
{

entity [ application | virtual-server | ip | violation| request-type |
protocol-type 1]

values

{

[value ...]

file [ file name ]

format [ csv-aggregated | csv-time-series | pdf ]
include-total

include-others

limit [number of rows]
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measures {
[measure name ...]
}
order-by {
{
measure [ measure name ]
sort-type [ asc / desc ]
} ...
}
range [date rangel

Send

send-mail report view-by [ application | virtual-server | ip | violation| request-type
| protocol-type 1]
drilldown {
{

entity [ application | virtual-server | ip | violation| request-type |
protocol-type ]

values

{

[value ...]

email-addresses {
[email address ...]
}
format [ csv-aggregated | csv-time-series | pdf ]
include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
{
measure [ measure name ]
sort-type [ asc / desc ]
} ...
}
range [date rangel]
smtp-config-override [ smtp configuration object name ]

Description
Use this command to generate protocol-security analytics reports. You can
generate a protocol-security analytics report for the following entities:
« application - Application services.

¢ virtual-server - Virtual servers.

« ip - Source IP addresses.
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Examples

Options

+ violation - Violation types.
+ protocol-type - Protocol type (HTTP/FTP/SMTP)
¢ request-type - PRequest type (Legal or Alarmed/Blocked/Dropped)

Different measures are collected for each of these entities and can be a part
of the report request.

show analytics protocol-security report view-by protocol-type

show analytics protocol-security report view-by request-type drilldown
{ { entity protocol-type values { HTTP } } }

send-mail analytics protocol-security report view-by protocol-type
measures {transactions} limit 20 order-by { { measure transactions
sort-type desc } } format pdf email-addresses {

some.one @someaddress.com }

For more syntactical examples, see the manpage for analytics report.

o device
Specifies a BIG-IP device on which to generate a report. (Enterprise
Manager only)

o device-list
Specifies a custom list of BIG-IP devices on which to generate a report.
(Enterprise Manager only)

¢ drilldown
Specifies specific entities that are used as a filter.

+ email-addresses
Specifies the list of email addresses to which the report file is sent when
using the send-mail command.

o file
Specifies the exported file path to be saved when using the save
command. The file name should be simple (not a full path).

+ format
Specifies the exported file format to be saved or sent. This option must
be specified when using the save or send-mail commands.

¢ include-others
Specifies that the grand total for the measure is displayed for all entities,
except for those shown in the result. It can be used along with
include-total.
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¢ include-total

Specifies that a total summary row should be added to the analytics
report. For average measures, the total value is also an average.

limit

Specifies the maximum number of rows/entities in the output result
set/file. The default value is 10, not including the total row/entity. The
maximum value is 1000.

measures
Specifies a list of measures that can be used with the chosen entity type.
The options are:

* requests
Request count.

¢ occurences
Number of occurences for the selected filter (relevant for violation
entitiy only)

order-by

Specifies the measures and sort type (ascending or descending) that will
be used to sort the final report. The value for each measure is a
previously chosen measure. The default value for sort type is desc
(descending).

range

Specifies the time/date range of the analytics information that you want
to display. The given results will reflect the time range chosen here. The
default value is the last hour (now--now-1h).

smtp-config-override
Specifies the SMTP configuration to use when sending reports by email.
This overrides the default SMTP settings.

show, save, send-mail, tmsh, analytics, analytics, report
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Introducing the analytics sip-dos module

Introducing the analytics sip-dos module

You can use the tmsh components that reside within the analytics sip-dos
module to generate analytics reports. For more information about the tmsh
hierarchical structure, see Chapter 2, Understanding and Using the Traffic
Management Shell.

Alphabetical list of components

TMSH Reference

The remainder of this chapter lists the tmsh components that are available in
the analytics protocol-security module.
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report

Displays a SIP DoS analytics report.

Syntax

Show, save or send an analytics sip-dos report using the syntax shown in
the following sections.

Display

show report view-by [ application | attack-id | attack-type | callee | caller | method
| sre-ip | virtual | vlan ]
drilldown {
{

entity [ application | attack-id | attack-type | callee | caller | method |
src-ip | virtual | vlan ]

values

{

[value ...]

field-£fmt
include-total
include-others
limit [number of rows]
measures {

[measure name ...]

}
order-by {
{
measure [ measure name ]
sort-type [ asc | desc 1
} ...
}

range [date range]

Save

save report view-by [ application | attack-id | attack-type | callee | caller | method
| src-ip | virtual | vlan ]
drilldown {
{

entity [ application | attack-id | attack-type | callee | caller | method |
src-ip | virtual | vlan ]

values

{

[value ...]

file [ file name ]

format [ csv-aggregated | csv-time-series | pdf ]
include-total

include-others

limit [number of rows]



report

measures {
[measure name ...]

}
order-by {
{
measure [ measure name ]
sort-type [ asc | desc 1
} ...

}
range [date rangel

Send

send-mail report view-by [ application | attack-id | attack-type | callee | caller |
method | src-ip | virtual | vlan ]
drilldown {
{

entity [ application | attack-id | attack-type | callee | caller | method |
src-ip | virtual | vlan ]

values

{

[value ...]

email-addresses {
[email address ...]
}
format [ csv-aggregated | csv-time-series | pdf ]
include-total
include-others
limit [number of rows]
measures {
[measure name ...]

}
order-by {
{
measure [ measure name ]
sort-type [ asc | desc ]
} ...

}
range [date rangel]
smtp-config-override [ smtp configuration object name ]

Description
Use this command to generate SIP DoS analytics reports. You can generate
a SIP DoS prevention analytics report for the following entities:
« application - Application services (1IApp).

¢ attack-id - DoS attack ID.

« attack-type - DoS attack type.
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Examples

Options

¢ callee - Callee.

¢ caller - Caller.

¢ method - Methos.

& src-ip - Source IP Address.

¢ vlan - VLAN.

show analytics sip-dos report view-by attack-id

show analytics sip-dos report view-by attack-type drilldown { { entity
method values { ACK } } }

send-mail analytics sip-dos report view-by callee limit 20 format pdf
email-addresses { some.one @someaddress.com }

For more syntactical examples see manual for analytics report.

o device
Specifies a BIG-IP device on which to generate a report. (Enterprise
Manager only)

o device-list
Specifies a custom list of BIG-IP devices on which to generate a report.
(Enterprise Manager only)

¢ drilldown
Specifies specific entities that are used as a filter.

+ email-addresses
Specifies the list of email addresses to which the report file is sent when
using the send-mail command.

« file
Specifies the exported file path to be saved when using the save
command. The file name should be simple (not a full path).

o format
Specifies the exported file format to be saved or sent. This option must
be specified when using the save or send-mail commands.

« include-others
Specifies that the grand total for the measure is displayed for all entities,
except for those shown in the result. This option must be used with the
drilldown option. You can also use it along with include-others.



report

+ include-total
Specifies that a total summary row should be added to the analytics
report. For average measures, the total value is also an average.

o limit
Specifies the maximum number of rows/entities in the output result
set/file. The default value is 10, not including the total row/entity. The
maximum value is 1000.

& measures
Specifies a list of measures that can be used with the chosen entity type.
The options are:

* allowed-requests
The total number of packets that were recieved by the virtual
server(/s)s

e dropped-requests
The total number of packets that were dropped by the virtual
server(/s)s

* total-requests
The total number of packets that were recieved or dropped by the
virtual server(/s)s

¢ order-by
Specifies the measures and sort type (ascending or descending) that will
be used to sort the final report. The value for each measure is a
previously chosen measure. The default value for sort type is desc
(descending).

e range
Specifies the time/date range of the analytics information that you want
to display. The given results will reflect the time range chosen here. The
default value is the last hour (now--now-1h).

+ smtp-config-override
Specifies the SMTP configuration to use when sending reports by email.
This overrides the default SMTP settings.

See Also

show, save, send-mail, tmsh, analytics, report
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Introducing the apm module

Introducing the apm module

You can use the tmsh components that reside within the apm module to
configure BIG-IP® Access Policy Manager®. For more information about
the tmsh hierarchical structure, see Chapter 2, Understanding and Using the
Traffic Management Shell.

Alphabetical list of components

TMSH Reference

The remainder of this chapter lists the tmsh components that are available in
the apm module.
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acl

Manages an access control list (ACL).

Syntax

Configure the acl component within the apm module using the syntax
shown in the following sections.

Create/Modify

create acl [name]
modify acl [name]
acl-order [integer]

app-service [[string] | none]

description [[string] | none]

entries {

{
action [allow | continue | discard | reject | unspec]

dst-end-port [[service] | nonel]
dst-start-port [[service] | nonel
dst-subnet [[ip addr] | [[ip addr] [mask]]
host [[string] | nonmel

log [config | none | packet | summary | verbosel]
paths [[string] | none]

protocol [integer]

scheme [any | http | https}

src-end-port [[service] | none]
src-start-port [[service] | none]
src-subnet [[ip addr] | [[ip addr] [mask]]

}

}

location-specific [true | false]
path-match-case [false | true]

type [dynamic | static]

Display

list acl

list acl [ [ [name] | [glob]l | [regex] 1 ... ]

show running-config acl

show running-config acl [ [ [name] | [glob] | [regex] 1 ... ]
all-properties
non-default-properties
partition

show acl
show acl [name]

Delete

delete acl [name]



Description

Examples

Options
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acl

You can use the acl component to configure a set of restrictions associated
with a resource or favorite that defines access for users and groups.

+ create acl MyACL { acl-order 3 entries src-start-port ip default inet
dst-end-port ip default inet action allow }
Creates the static access control list named MyACL that is the third ACL
in the list of ACLs in the visual policy editor, and adds an access control
entry that allows traffic using the default source IP address and the
default destination IP address.

« list acl all-properties
Displays a list of ACLs that includes the attributes of each ACL.

¢ delete acl MyACL
Deletes the MyA CL access control list.

+ acl-order
Specifies the order of the access control entries in this access control list.
This option is required.

& app-service
Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

¢ description
Describes the access control list.

* entries
Configures an entry for an access control list.

* action
Specifies the action that an access control list takes when this access
control list entry is encountered. This option is required. You can
specify one of the following actions:

e allow
Allows traffic.

e continue
Skips checking against the remaining access control list entries in
this access control list, and continues evaluation at the next access
control list.

* discard
Drops packets silently.
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* reject
Drops a packet and sends TCP RST on TCP flows or proper ICMP
messages on UDP flows. Silently drops a packet on other
protocols.

dst-end-port
Specifies the destination IP address and network mask of the access
control list entry. The default is 0.

dst-start-port
Specifies the source port or range of ports of the access control list
entry.

dst-subnet
Specifies the destination subnet.

host
Specifies the host name of the access control list entry.

location-specific

Specifies whether or not this object contains one or more attributes
with values that are specific to the location where the BIG-IP device
resides. The location-specific attribute is either true or false. When
using policy sync, mark an object as location-specific to prevent
errors that can occur when policies reference objects, such as
authentication servers, that are specific to a certain location.

log
Specifies the log level that is logged when actions of this type occur.
Your options are:

* config
Logs the configuration of a matched entry.

* none
Logs nothing. This is the default value.

* packet
Logs a matched packet.

* summary
Logs the name and entry number of a matched access control list
and access control list entry.

* verbose
Logs everything.

paths
Specifies an L7 access control list of matching URL paths.

protocol
Specifies the protocol number (TCP=6, UDP=17) of the access
control list entry. The default is 0.

src-end-port
Specifies the source IP address and network mask of the access
control list entry.

sre-start-port
Specifies the source port or range of ports of the access control list
entry.
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e src-subnet
Specifies the source subnet.

[name]

acl

Specifies the name of the access control list. This setting is required.

partition
Displays the partition within which the object resides. The default is
Common.

path-match-case
Indicates whether the path is case sensitive. The default is true.

type
Specifies the type of access control list. The default is static. The
available types are static and dynamic.
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log-setting

Syntax

Create/Modify

Configures log configurations for various features in APM, such as URL
Filter/Classification (URL Filter).

Configure the log-setting component within the <apm> module using the
syntax shown in the following sections.

Consider log-setting as a container for log configurations belonging to
different features. At this time URL Filter is the only feature with a log
setting.

create log-setting [name]
modify log-setting [name]
url-filters [add | delete | modify | replace-all-with] {

[item name] {

filter { log-allowed-url [true|false] log-allowed-with-logging-url
[true|false] log-blocked-url [ture]|false] }
publisher [string]

}

Display

list log-setting

list log-setting [ [ [name] | [glob]l | [regex] ] ... ]

all-properties

non-default-properties

one-line
partition

Description

Examples

Configures a container for log configurations.

NOTE: Each container can enclose log configurations for many different
features. However, each feature can only have one log configuration in a
container.

NOTE: For the log configuration to take effect, the log-setting must be
associated with an access profile (See man page for apm access profile).

NOTE: A log-setting container cannot be deleted if it is associated with an
access profile.

create log-setting my-log-cfg



Options

See Also
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log-setting

Creates a container without any log configuration.

create log-setting my-log-cfg url-filters add { my-urlf { filter {
log-allowed-url true } publisher my-publisher } }

Creates a container with a log configuration for the URL Filter feature. At
this version, URL Filter is the only feature with a log configuration.

modify log-setting my-log-cfg url-filters modify { my-urlf { publisher
my-other-publisher } }

Modify the publisher of a log configuration.

modify log-setting my-log-cfg url-filters modify { my-urlf { filter {
log-allowed-url false } } }

Modify the setting of a log filter

+ description
Specifies a unique description for the log-setting container.

¢ item name
Specifies the name of the log configuration you are adding to the
container for a feature. Currently, for each feature there can only be one
item in the list.

o filter
Specifies the value for different log filters. In particular, URL Filter log
configuration has three filters: log-allowed-url [truelfalse]
log-allowed-with-logging-url [truelfalse] log-blocked-url [truelfalse]

¢ publisher
Specifies the publisher of the log configuration. See sys log-config
publisher.

access and sys log-config
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Syntax

Create/Modify

Configures URL filters for URL classification and filtering

Configure a url-filter component within the apm module using the syntax
shown in the following sections.

Each url-filter consists of two url-category lists: a list of allowed URL
categories and a list of blocked URL categories. The requests for URLs
contained in the allowed list are allowed to pass unfettered, whereas
requests for URLSs in the blocked list will not go out into the Internet.

create url-filter [name]
allowed-categories [add | delete | modify | replace-all-with] {

[string]
}

blocked-categories [add | delete | modify | replace-all-with] {

[string]
}

modify url-filter [name]
allowed-categories [add | delete | modify | replace-all-with] {

[string]
}

blocked-categories [add | delete | modify | replace-all-with] {

[string]
}

Display

list url-filter

list url-filter [ [ [name] | [glob] | [regex] 1 ... ]

all-properties

non-default-properties

one-line
partition

Cp

cp url-filter [source-name] [target-name]

Description

Configures a url-filter

NOTE: A url-filter can have a large number of URL categories in each list.
To facilitate the creation of url-filter, you can create a new url-filter by
copying from an existing url-filter. Then modify each list by adding or
removing url-categories to suit your needs.



Examples

Options

See Also

TMSH Reference

url-filter

create url-filter my-url-filter allowed-categories add {
Business_and_Economy Education } blocked-categories add {
Adult_Content Shopping }

Creates a new url-filter.

modify url-filter my-own-filter allowed-categories delete { Education }
Modify a url-filter by deleting a URL category from the allowed list.

cp url-filter existing-filter another-filter

Create a new url-filter by copying from an existing filter.

¢ allowed-categories
Specifies the URL categories that should be allowed to pass.

o description
Specifies a unique description for the URL filter.

+ Dblocked-categories
Specifies the URL categories that should be blocked.

sys url-db download-result sys url-db download-schedule and sy url-db
url-category
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Introducing the apm aaa module

Introducing the apm aaa module

You can use the tmsh components that reside within the apm aaa module to
configure BIG-IP® Access Policy Manager®. For more information about
the tmsh hierarchical structure, see Chapter 2, Understanding and Using the
Traffic Management Shell.

Alphabetical list of components

TMSH Reference

The remainder of this chapter lists the tmsh components that are available in
the apm aaa module.
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active-directory

Manages an authentication access policy (AAA) Active Directory® server.

Syntax

Configure the active-directory component within the aaa module using the
syntax shown in the following sections.

Create/Modify

create active-directory [name]

modify active-directory [name]
admin-encrypted-password [[string] | none]
admin-name [[string] | nonel
app-service [[string] | none]
cleanup-cache [pso | group | nonel
description [[string] | none]
domain [[string] | none]
domain-controller [[string] | nonel
domain-controllers [add | delete | modify | replace-all-with] {

[name] {
ip [ip address]

}

group-cache-ttl [integer]

domain-controllers none

location-specific [true | false]

pool [name]

pso-cache-ttl [integer]

padata [encryption typel

timeout [[integer] | immediate | indefinite]

edit active-directory [ [ [name]l | [glob] | [regex] 1 ... ]
all-properties
non-default-properties

Display

list active-directory

list active-directory [ [ [name] | [glob]l | [regex] ] ... ]
show running-config active-directory
show running-config active-directory [ [ [name] | [glob] | [regex] 1 ... ]

all-properties
app-service
non-default-properties
one-line

partition

show active-directory
show active-directory [name]

Delete

delete active-directory [name]



Description

Examples

Options
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active-directory

You can use the active-directory component to manage an AAA Active
Directory server. The Active Directory is a network structure supported by
Windows® 2000, or later, that provides support for tracking and locating
any object on a network.

+ create active-directory MyADserver {

domain-controller ''server(1.company.com

domain ''company.com

”"

admin-name "administrator"

admin-encrypted-password ''!My123Password"

}

Creates the AAA Active Directory server named MyADserver in the
company.dom domain, sets the administrator logon name
to administrator and the administrator password to !My123Password,
and sets the Key Distribution Center to company.com.

¢ show active-directory all
Displays a list of all AAA Active Directory servers on the system.

¢ delete active-directory MyActiveDirectoryServer
Deletes the AAA Active Directory server named
MyActiveDirectoryServer from the system.

¢ admin-encrypted-password
Specifies the password associated with admin name. This option is
required only when you are using an Active Directory Query agent with
this Active Directory server object.

¢ admin-name
Specifies the user name that has administrative permissions on an AAA
Active Directory server. This option is required only when you are using
an Active Directory Query agent with this Active Directory server object.

& app-service
Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

¢ cleanup-cache
Specifies if this is a cache cleanup request. You can cleanup Group cache
or PSO cache.

¢ description
Specifies a description for the component. The default is none.
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domain
Specifies the Active Directory domain name. This setting is required.

[name]
Specifies the name of an AAA Active Directory server. This setting is
required.

domain-controller

Specifies the fully qualified domain name (FQDN) of the domain
contoller for the domain specified in the domain option. The default is
none.

domain-controllers
Adds, deletes, or replaces a set of domain controllers, by specifying an
FQDN for each entry. You can configure the following options for each
domain controller:
. ip

An IP address for specified domain controller entry.
group-cache-ttl
Specifies group cache lifetime in days [0..1825]. The default value is 30.
If you specify group cache lifetime 0, that means cache will be updated
on every request.

pso-cache-ttl

Specifies password security objects (PSO) Cache lifetime in days
[0..1825]. The default value is 30. If you specify PSO cache lifetime 0,
that means cache will be updated on every request.

location-specific

Specifies whether or not this object contains one or more attributes with
values that are specific to the location where the BIG-IP device resides.
The location-specific attribute is either true or false. When using policy
sync, mark an object as location-specific to prevent errors that can occur
when policies reference objects, such as authentication servers, that are
specific to a certain location.

pool
Specifies the name of the pool with which the server is associated. The
default is none.

partition
Displays the partition within which the component resides. The default is
Common.

padata

Specifies a Kerberos preauthentication encryption type. If it is specified,
the BIG-IP system includes Kerberos preauthentication data within the
first AS-REQ. If you do not need to include preauthentication data, set
this option to "none". Supported enctyption types: none, des-cbc-cre,
des-cbc-md5, aes128-cts-hmac-shal-96, aes256-cts-hmac-shal-96,
rc4-hmac. The default is rc4-hmac.

timeout
Specifies a timeout interval (in seconds) after which an AAA Active
Directory server closes a connection. The default is 15.



active-directory-trusted-domains

active-directory-trusted-domains

Manages authentication access policy (AAA) Active Directory® Trusted
Domains.

Syntax

Configure the active-directory-tusted-domains component within the aaa
module using the syntax shown in the following sections.

Create/Modify

create active-directory-trusted-domains [name]
modify active-directory-trusted-domains [name]
app-service [[string]l | none]
root-domain [string]
trusted-domains [add | delete | modify | replace-all-with] {
{

active-directory [name]

}

edit active-directory-trusted-domains [ [ [name] | [glob] | [regex] ] ... ]
all-properties
non-default-properties

Display
list active-directory-trusted-domains
list active-directory-trusted-domains [ [ [name] | [glob] | [regex] 1 ... ]
show running-config active-directory-trusted-domains
show running-config active-directory-trusted-domains [ [ [name] | [glob]l | [regex] 1]

eee ]
all-properties
app-service
non-default-properties
one-line
partition

show active-directory-trusted-domains
show active-directory-trusted-domains [name]

Delete

delete active-directory-trusted-domains [name]

Description

You can use the active-directory-trusted-domains component to manage
AAA Active Directory Trusted Domains. You can use this object to
configure cross-domain authentication across a forest. It also allows to
configure Active Directory® agents to work in a Route Domains
environment.
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Examples

Options

See Also

create active-directory-trusted-domains MyTRD {
trusted-domains {
myDomainl
myDomain2
myDomain3
}
root-domain /Common/myDomain2
}
Creates an object named MyTRD, sets domains myDomainl,
myDomain2, myDomain3 as trusted and the root-domain is set to
myDomain2. To use this example you need to have Active Directory
servers myDomainl, myDomain2 and myDomain3 pre-configured.

show active-directory-trusted-domains all
Displays a list of all AAA Active Directory Trusted Domains on the
system.

delete active-directory MyTRD
Deletes the AAA Active Directory Trusted Domains named MyTRD
from the system.

app-service

Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

root-domain

Specifies an entry point to an Active Directory forest. An initial
authentication request will always to be sent to root domain first. This
setting is required.

trsuted-domains

Specifies a list of AAA Active Directory server components. Trust
relationships should be defined for domains you add into this list. This
setting is required.

active-directory



cridp

Syntax

Create/Modify

create crldp [name]
modify crldp [name]
address [ip addr]

cridp

Configure a Certificate Revocation List Distribution Point (CRDLP) server
object for implementing a CRLDP authentication module.

Configure the crldp component within the aaa module using the syntax
shown in the following sections.

allow-nullcrl [true | falsel
app-service [[string] | none]
base-dn [[string> | nonel]
cache-expire [[integer] | none]
connection-timeout [[integer] | none]
description [[string> | none]
location-specific [true | false]

pool [name]

port [[integer] | none]
reverse-dn [true | false]
use-issuer [true | false]
use-pool [enabled | disabled]
verify-sig [true | false]

edit crldp | [glob] |
all-properties

[regex] 1 ... 1]

non-default-properties

Display

list crldp
list crldp [ [ [name]

| [glob]l | [regex] 1 ... ]

show running-config crldp
show running-config crldp [ [ [name] | [glob]l | [regex] 1 ... ]

all-properties
app-service

non-default-properties

one-line
partition

show crldp
show crldp [name]

Delete

delete crldp [name]

TMSH Reference
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Description

Examples

Options

Configure a CRLDP authentication server, and then assign the server to the
CRLDP auth agent in your access policy.

+ create crldp aaa-ldap-2027 { address 172.27.32.60 allow-nullcrl false
base-dn DC=net,DC=aina,DC=test cache-expire 1000
connection-timeout 15 description none partition Common pool
aaa-ldap-2027-pool port ldap reverse-dn true use-issuer false
use-pool disabled verify-sig true }

Creates a CRLDP server named aaa-ldap-2027.

¢ delete crldp server my_crldp_server
Deletes the CRLDP server named my_crldp_server.

o address
Specifies the IP address of the server. This option is required.

¢ allow-nullcrl
Specifies whether to consider a null CRL from the CRLDP server a
successful authentication. The default is false.

& app-service
Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

¢ base-dn
Specifies the LDAP base directory name for certificates that specify the
CRL distribution point in directory name (dirName) format. Used when
the value of the X509v3 attribute crlDistributionPoints is of type
dirName. In this case, the BIG-IP system attempts to match the value of
the crlDistributionPoints attribute to the Base DN value. An example of a
Base DN value is cn=Ixxx,dc=f5,dc=com.

+ cache-expire
Specifies (in seconds) an update interval for CRL distribution points. The
update interval for distribution points ensures that CRL status is checked
at regular intervals, regardless of the CRL timeout value. This helps
prevent CRL information from becoming outdated before the Access
Policy Manager checks the status of a certificate.

+ connection-timeout
Specifies the number of seconds of inactivity the system allows before
the connection times out. The default is 15.

¢ description
Specifies a unique description for the server. The default is none.
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partition
Displays the partition within which the component resides.

location-specific

Specifies whether or not this object contains one or more attributes with
values that are specific to the location where the BIG-IP device resides.
The location-specific attribute is either true or false. When using policy
sync, mark an object as location-specific to prevent errors that can occur
when policies reference objects, such as authentication servers, that are
specific to a certain location.

pool
Specifies the name of the pool with which the server is associated.

port
Specifies the CRLDP service port. The default is 389.

reverse-dn

Specifies in which order the system is to attempt to match the Base DN
value to the value of the X509v3 attribute crlDistributionPoints. Possible
values are enabled and disabled. When set to enabled, the system
matches the base DN from left to right, or from the beginning of the DN
string, to accomodate dirName strings in certificates such as
C=US,ST=WA,L=SEA,OU=F5,CN=xxx. The default value is false.

use-issuer
Specifies whether the CRL distribution point is extracted from the
certificate of the client certificate issuer. The default is false.

use-pool

Enables or disables high availability between CRLDP servers. When
enabled, Access Policy Manager sends CRLDP authentication requests
for the associated CRLDP auth agent to the virtual server, and standard
pool behavior is used to implement high availability for CRDLP.

verify-sig
Specifies whether the signature on the received CRL is verified. The
default if true.
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http

Specify an http server configuration used for authentication.

Syntax

Configure the http component within the aaa module using the syntax
shown in the following sections.

Create/Modify

create http [name]
modify http [name]

app-service [[string]l | none]
auth-type [form-based | basic-ntlm | custom-post]
content-type [xml-utf8 | url-encoded-utf8 | nonel
custom-body [[string]l | none]
description [[string] | none]
follow-redirect [integer]
form-action [[string] | none]
form-fields [[string] | none]
form-method [get | post]
form-params [[string] | nonel]
form-password [[string] | none]
form-username [[string] | none]
headers [add | delete | modify | replace-all-with | nonel {
[name] {
app-service [[string] | none]
hname [[string] | none]
hvalue [[string] | nonel]

}

location-specific [true | false]

start-uri [[string] | nonel

success-match-type [url | cookie | string | exact-cookiel]
success-match-value [[string] | none]

edit http [ [ [name] | [glob]l | [regex] ] ... ]

all-properties
non-default-properties

Display

list http

list http [ [ [name] | [glob]l | [regex] 1 ... ]

show running-config http

show running-config http [ [ [name] | [glob]l | [regex] 1 ... ]

all-properties
app-service
non-default-properties
one-line

partition

show http
show http [name]
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Delete

delete http [name]

Description

Examples

Options
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You can use the http component to create and manage AAA HTTP servers.

+ create http myHttpServer {
start-uri ""http://mycompany.com/" auth-type basic-ntlm }
Creates an HTTP authentication server named "myHttpServer" with a
starting URI of http://mycompany.com.

¢ show http
Displays a list of AAA HTTP servers.

+ delete http myHttpServer
Deletes the myHttpServer AAA HTTP server.

& app-service
Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

¢ auth-type
Specifies the type of authentication you want to use.

e form-based
Specifies the authentication type to be form-based.

* basic-ntlm
Specifies the authentication type to be basic-ntlm.

* custom-post
Specifies the authentication type to be custom-post.

¢ content-type
Specifies the encoding (xml-utf8, url-encoded-utf8, or none) for an
HTTP custom post. If you specify ‘none’, you must use the headers
option to add a custom header. In addition to specifying a custom header,
you must apply your own encoding through an iRule.

¢ custom-body
Specifies the body for a HTTP Custom Post.

¢ description
Specifies a unique description for the server. The default is none.
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follow-redirect
Specifies the number of pages away from the landing page the request
should travel before failing.

form-action

Specifies the complete destination URL to process the form using HTTP
form-based authentication. This is optional. If you do not specify a form
action, then Access Policy Manager will use the URI from the request to
perform HTTP form-based authentication.

form-fields

Specifies the hidden form parameters required by the authentication
server logon form at your location. Refer to the BIG-IP® Configuration
Guide: Access Policy Manager® for more information on how to
determine hidden values.

form-method

Specifies the form method you want to use for the form-based HTTP
authentication. The value is either Get or POST. The default is POST.
However, if you specify GET, the Access Policy Manager will force the
authentication using HTTP GET rather than perform authentication using
form-based POST.

form-password
Specifies the parameter names used by the form you are sending the
POST request to.

form-username
Specifies the parameter names used by the form you are sending the
POST request to.

headers

Specifies the name and value of the header content to be inserted in an
HTTP Post. The options are:

e app-service
Specifies the name of the application service to which the HTTP
header belongs. The default value is none. Note: If the strict-updates
option is enabled on the application service that owns the object, you
cannot modify or delete the HTTP header. Only the application
service can modify or delete the HTTP header.

¢ hname
The name of the HTTP header.

¢ hvalue
The value of the HTTP header.

location-specific

Specifies whether or not this object contains one or more attributes with
values that are specific to the location where the BIG-IP device resides.
The location-specific attribute is either true or false. When using policy
sync, mark an object as location-specific to prevent errors that can occur
when policies reference objects, such as authentication servers, that are
specific to a certain location.

[name]
Specifies the name of the aaa http server. This option is required.
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& partition

*

Displays the partition within which the component resides. The default is
Common.

start-uri

Specifies a URL resource, for example,
http://plum.tree.lab2.sp.companynet.com/. This resource must respond
with a challenge to a non-authenticated request.

success-match-type

Specifies the method your authentication server uses and determines the
option definition used for this field. The field toggles according to your
selection.

* cookie

Specifies any string in cookie is required.
* exact-cookie

Specifies key fields in cookie is required.
e string

Specifies a specific string is required.

e url
Specifies a URL is required.

success-match-value
Specifies the URL, any string in cookie, exact cookie or specific string
used for the specific success match type you see.
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Syntax

Create/Modify

create kerberos [namel]
modify kerberos [name]

Configures a Kerberos server.

Configure the kerberos component within the aaa module using the syntax
shown in the following sections.

options
auth-realm [[string] | nonel
app-service [[string] | none]

keytab-file-obj [[string]l | none]
location-specific [true | false]
service-name [[string] | none]

edit kerberos | [globl]
all-properties

| [regex] 1 ... 1

non-default-properties

Display
list kerberos
list kerberos [ [ [name] | [glob] | [regex] 1 ... ]
show running-config kerberos
show running-config kerberos [ [ [name] | [glob]l | [regex] ] ... ]

all-properties
app-service

non-default-properties

one-line
partition

show kerberos
show kerberos [name]

Delete

delete kerberos [namel

Description
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You can use the kerberos component to create and manage AAA Kerberos
servers. Use the Kerberos authentication server to configure authentication
for the Access Policy Manager. A client retrieves credentials from the
domain controller and passes those credentials to the Access Policy
Manager. Then Access Policy Manager uses the value in the keytab-file-obj
option of the Kerberos AAA server object to verify the credentials. Access
Policy Manager system does not have to reside in the domain.
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Options
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kerberos

delete kerberos my_kerberos
Deletes the server named my_kerberos.

auth-realm

Specifies a Kerberos auth realm name (administrative name), such as
user @realm.com to establish the boundaries within which an
authentication server has the authority to authenticate a user, host, or
service. Kerberos clients manually map DNS domain names to Kerberos
realm names. This option is required.

app-service

Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

keytab-file-obj

Specifies a keytab file that contains the keys (derived from the Kerberos
password) that the server uses to authenticate the client. This option is
required.

location-specific

Specifies whether or not this object contains one or more attributes with
values that are specific to the location where the BIG-IP device resides.
The location-specific attribute is either true or false. When using policy
sync, mark an object as location-specific to prevent errors that can occur
when policies reference objects, such as authentication servers, that are
specific to a certain location.

[name]
Specifies the name of an AAA Kerberos server. This option is required.

partition

Displays the partition within which the component resides.
service-name

Specifies the Kerberos service name defined inside KDC in the format

service name/hostname @kerberosrealm. This option is required, for
example, HTTP.
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kerberos-keytab-file
Manages a Kerberos keytab file.

Syntax
Configure the kerberos-keytab-file component within the aaa module
using the syntax shown in the following sections.

Create/Modify

create kerberos-keytab-file [name]
modify kerberos-keytab-file [name]
app-service [[string]l | none]
source-path [string]
edit kerberos-keytab-file | [glob]l | [regex] 1 ... ]
all-properties
non-default-properties

Display

list kerberos-keytab-file
list kerberos-keytab-file [ [ [name]l | [glob] | [regex] 1 ... ]
show running-config kerberos-keytab-file
show running-config kerberos-keytab-file [ [ [name] | [glob] | [regex] 1 ... ]
all-properties
app-service
non-default-properties
one-line
partition
show kerberos-keytab-file
show kerberos-keytab-file [name]

Delete

delete kerberos-keytab-file [name]

Description

You can use the kerberos-keytab-file component to create and manage a
Kerberos Keytab file.

Examples

+ create kerberos-keytab-file my_keytab {
source-path file:/root/apmkeytab
}

Creates a Kerberos Keytab file name my_keytab located at
root/apmkeytab.
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show kerberos-keytab-file
Displays a list of Kerberos Keytab files.

delete kerberos-keytab-file my_keytab
Deletes the Kerberos Keytab file name my_keytab.

app-service

Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

source-path

Specifies the location of the Kerberos Keytab file.
partition

Displays the partition within which the component resides.

kerberos, kerberos
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Manages an AAA LDAP server.

Syntax

Configure the ldap component within the aaa module using the syntax
shown in the following sections.

Create/Modify

create ldap [name]
modify ldap [name]
address [[ip addr] | none]
admin-dn [[string] | none]
admin-encrypted-password [[string] | none]
app-service [[string]l | none]
description [[string] | none]
is-ldaps [false | truel
location-specific [true | false]
pool [name]
port [[servicel | none]
serverssl-profile [none | serverssl | serverssl-insecure-compatible |
wom-default-serverssl]
timeout [integer]
use-pool [enabled | disabled]

edit ldap [ [ [name] | [glob] | [regex] ] ... ]
all-properties
non-default-properties

Display

list ldap
list 1dap [ [ [name] | [glob]l | [regex] ] ... ]
show running-config ldap
show running-config ldap [ [ [name] | [glob]l | [regex] ] ... ]
all-properties
app-service
non-default-properties
one-line
partition

show ldap
show ldap [name]

Delete

delete ldap [name]

Description

You can use the ldap component to create and manage an AAA LDAP
server.
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create ldap MyLDAPserver {

address 172.30.6.144

admin-dn
""en=administrator,cn=users,dc=company,dc=companynet,dc=com"’

admin-encrypted-password ''!MyPassword"

}

Creates the AAA LDAP server named MyLDAPserver that is assigned
the
IP address 172.30.6.144 and the
cn=administrator,cn=users,dc=company,dc=companynet,dc=com
admin dn
with a password of !MyPassword.

show ldap all
Displays a list of AAA LDAP servers.

delete Idap MyLDAPServer
Deletes the AAA LDAP server named MyLDAPServer from the
system.

address
Specifies the IP address of an AAA LDAP server. This option is
required.

admin-dn
Specifies the Container Distinguished Name (DN) to use for
authentication. This option is required.

admin-encrypted-password
Specifies the password for admin name. This option is required.

app-service

Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

description
Specifies a unique description for the server. The default is none.

is-ldaps
Specifies whether to use the LDAPS protocol during authentication. If
true, you must also specify the option serverssl-profile.

location-specific

Specifies whether or not this object contains one or more attributes with
values that are specific to the location where the BIG-IP device resides.
The location-specific attribute is either true or false. When using policy
sync, mark an object as location-specific to prevent errors that can occur
when policies reference objects, such as authentication servers, that are
specific to a certain location.
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[name]
Specifies the name of the AAA server. This option is required.

partition
Displays the partition within which the component resides.

pool
Specifies the name of the pool with which the server is associated. The
default is none.

port
Specifies the port number of the AAA LDAP server. The default is 1dap.
This option is required.

serverssl-profile

Specifies the server side SSL profile. LDAPS is achieved by directing
LDAP traffic over a virtual server that uses a server side SSL to
communicate with the LDAP server.

The options are:

e serverssl
¢ serverssl-insecure-compatible
¢ wom-default-serverssl

timeout
Specifies a timeout interval (in seconds) for the AAA server after which
the server closes a connection. The default is 15.

use-pool

Enables or disables high availability between pool members. When
enabled, the Access Policy Manager sends AAA requests for the
associated policy item to the virtual server, and standard pool behavior is
used to implement high availability for CRDLP.
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oam

Manages an AAA Oracle Access Manager server.

Syntax

Configure the oam component within the aaa module using the syntax
shown in the following sections.

Create/Modify

crea
modi

edit

te oam [name]

fy oam [name]

access-server-hostname [[string] | none]

access-server-name [[string] | none]

access-server-port [[integer] | none]

access-server-retries [integer]

accessgate-encrypted-password [[string] | none]

accessgates [add | delete | modify | replace-all-with] {
[name]

}

action [config-accessgate | noop]

admin-id [[string] | none]

admin-password [[string] | nonel]

app-service [[string] | none]

description [[string]l | none]

enable [false | truel

global-access-protocol-passphrase [[string] | none]

location-specific [true | false]

transport-security-mode [cert | open | simple]

oam | [glob] | [regex] 1 ... ]
all-properties
non-default-properties

Display

list
list

oam
oam [ [ [name]l | [glob] | [regex] 1 ... ]

show running-config oam
show running-config oam [ [ [name] | [glob] | [regex] 1 ... ]

all-properties
app-service
non-default-properties
one-line

partition

show oam
show oam [name]

Delete

delete oam [name]
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Description
You can use the oam component to create and manage an AAA Oracle
Access Manager server.
Examples

¢ create oam oam10g {
access-server-hostname www.localcorp.biz
access-server-name accessSrvl
access-server-port 6021
access-server-retries (
accessgates {
oaml10gwebgatel {
encrypted-password [string]
}
}

admin-id firstname.lastname
admin-password ''[string]"'
global-access-protocol-passphrase ''[string]"
transport-security-mode simple
}
Creates the AAA OAM server named oam10g accessing the web gate
oam10gwebgatel on
the Access Server accessSrv1 at host name www.localcorp.biz on port
6021. The server retries connections zero times.

¢ show aaa oam all
Displays a list of all AAA Oracle Access Manager servers on the system.

¢ delete aaa oam MyOAMServer
Deletes the AAA Oracle Access Manager server named MyOAMServer
from the system.

Options

# access-server-hostname
Specifies the IP address or FQDN of the Oracle Access Manager server.
This option is required.

# access-server-name
Specifies the name of the Oracle Access Manager server. This option is
required.

# access-server-port
Specifies the port of the Oracle Access Manager server. The default is
6021.

# access-server-retries
Specify the number of times you want the access gate to attempt to
connect to the Oracle Access Manager server when the action option is
set to config-accessgate. The default is 0 (zero).
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accessgates

Specifies the ID of the access gate or web gate on the OAM Server. The
system supports the use of multiple access gates/web gates as long as
they are from the same OAM server.

action

Specifies the Oracle Access Manager action type. Actions allow you to
pass user profile information or to redirect the user’s browser to another
site. For more information on Actions, refer to the Access Administration
Guide provided by Oracle. The options are:

* config-accessgate
Specifies that you want the system to use the configureAccessGate
tool.

* noop
Specifies "no operation performed." This is the default.

admin-id
Specifies the administrator ID required by the Oracle Access Manager
server. This option is required.

admin-password
Specifies the administrator password required by the Oracle Access
Manager server. The default is none.

app-service

Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

description
Specifies a unique description for the Oracle Access Manager server. The
default is none.

enable
Specifies whether you want to enable the server. The default is true.

global-access-protocol-passphrase
Specifies a global passphrase for all Oracle components. The default is
none.

location-specific

Specifies whether or not this object contains one or more attributes with
values that are specific to the location where the BIG-IP device resides.
The location-specific attribute is either true or false. When using policy
sync, mark an object as location-specific to prevent errors that can occur
when policies reference objects, such as authentication servers, that are
specific to a certain location.

[name]
Specifies the name of an AAA Oracle Access Manager server. This
setting is required.

transport-security-mode
Specifies the transport security level for the communication between
Oracle components and Access Policy Manager. The options are:
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* open
Communication is not encrypted for protection. Use this mode when
security is not an issue

e simple
Communication is encrypted with Oracle Access Manager’s internal
CA. Simple mode encrypts communications using Transport Layer
Security, RFC 2246 (TLS v1). This mode is less secure than Cert
mode. Use this mode if you have some security concerns but do not
want to manage your own CA.

e cert
Communication is encrypted with an external CA. Use cert mode if
you want different certificates on OAM servers and webgates and you
have a trusted 3rd party CA. Oracle Access Manager components use
X.509 digital certificates in PEM format only.
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ocsp

Configure Online Certificate System Protocol (OCSP) responder objects.

Syntax

Configure the ocsp component within the aaa module using the syntax
shown in the following sections.

Create/Modify

create ocsp [name]

modify ocsp [name]
allow-certs [true | false]
app-service [[string] | none]
ca-file (<file name> | none)
ca-path (<file name> | none)
cert-id-digest (shal | md5)
chain [true | false]
check-certs [true | false]
explicit-ocsp [true | falsel
ignore-aia [true | false]
intern [true | false]
location-specific [true | false]
nonce [true | false]
sign-digest (shal | md5)
sign-key (<file name> | none)
sign-key-passphrase (<string> | none)
sign-other (<file name> | none)
signer (<file name> | none)
status-age <number>
trust-other [true | false]
url (<string> | none)
va-file (<file name> | none)
validity-period <number>
verify [true | false]
verify-cert [true | falsel
verify-other (<string> | none)
verif-sig [true | false]

edit ocsp | [glob]l | [regex] 1 ... ]
all-properties
non-default-properties

Display

list ocsp
list ocsp [ [ [name] | [glob]l | [regex] 1 ... ]
show running-config ocsp
show running-config ocsp [ [ [name] | [glob]l | [regex] ] ... ]
all-properties
app-service
non-default-properties
one-line
partition

show ocsp
show ocsp [name]
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Delete

delete ocsp [name]

Description

Options

18 -26

To implement the SSL OCSP authentication module, create an OCSP
responder object and assign it to the OCSP auth agent in your access policy.

+ allow-certs
Specifies whether the addition of certificates to an OCSP request is
enabled. The default is true.

& app-service
Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

o ca-file
Specifies the name of the certificate file object containing trusted CA
certificates used to verify the signature on the OCSP response. The
default is none.

¢ ca-path
Specifies the path to the trusted CA certificates used to verify the
signature on the OCSP response. The default is none.

¢ cert-id-digest
The cert ID digest is part of the OCSP protocol. The OCSP client (in this
case, the BIG-IP system) calculates the cert ID using a hash of the Issuer
and serial number for the certificate that it is trying to verify. The options
are:

* shal
Newer algorithm that provides a higher security level with a 160 bit
hash length. This is the default.

e mdS
Older algorithm with a 128 bit hash length.

o chain
Specifies whether the system constructs a chain from certificates in the
OCSP response. The default is true.

o check-certs
Specifies whether the LTM system makes additional checks to see if the
signer’s certificate is authorized to provide the necessary status
information. Use this option only for testing purposes. The default is
true.
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explicit-ocsp

Specifies whether the BIG-IP system explicitly trusts that the OCSP
response signer’s certificate is authorized for OCSP response signing. If
the signer’s certificate does not contain the OCSP signing extension,
setting this option to true causes a response to be untrusted. The default
is true.

ignore-aia

Specifies whether to ignore the URL contained in the certificate’s AIA
fields, and to always use the URL specified by the responder instead. The
default is false.

intern

Specifies whether to ignore certificates contained in an OCSP response
when searching for the signer’s certificate. When you set this option to
true, you must also specify the signer’s certificate using either the
verify-other or va-file option. The default is true.

location-specific

Specifies whether or not this object contains one or more attributes with
values that are specific to the location where the BIG-IP device resides.
The location-specific attribute is either true or false. When using policy
sync, mark an object as location-specific to prevent errors that can occur
when policies reference objects, such as authentication servers, that are
specific to a certain location.

[name]
Specifies a unique name for the component. This option is required.

nonce
Specifies whether a nonce will be sent in an OCSP request. When set to
false, the request is sent without a nonce. The default is true.

partition
Displays the partition within which the OCSP responder object resides.

sign-digest

Specifies the algorithm (md5 or shal> used to sign a request using a
signing certificate and key. The default is shal. If you use this option,
you must also set the sign-key and sign-key-passphrase options.

sign-key

Specifies the key used to sign an OCSP request. If you use this option,
you must also set the sign-digest and sign-key-passphrase options. The
default is none.

sign-key-passphrase
Specifies the passphrase for the signing key. If you use this option, you
must also set the sign-digest and sign-key options. The default is none.

sign-other
Specifies additional certificates to add to an OCSP request. The options
are default.crt and ca-bundle.crt. The default is none.

signer

Specifies the certificate used to sign an OCSP request. If the certificate is
specified but the key is not specified, then the private key is read from
the same file as the certificate. If neither the certificate nor the key is
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specified, then the request is not signed. If the certificate is not specified
and the key is specified, then the configuration is considered to be
invalid. The default is none.

status-age

Species the amount of time (in seconds) to compare to the notBefore
value of a status response. Use this option only when a status response
does not include the notAfter field. The default is 0 (zero).

trust-other
Specifies whether the BIG-IP system trusts the certificates specified
using the verify-other option. The default is false.

url
Specifies the URL used to contact the OCSP service on the responder.
This option is required. The default is none.

va-file

Specifies the name of the file containing explicitly-trusted responder
certificates. Use this option when the responder is not covered by the
certificates already loaded into the responder’s CA store. The default is
none.

validity-period

Specifies an acceptable error range in seconds. Use this option when the
OCSP responder clock and a client clock are not synchronized, which
could cause a certificate status check to fail. This value must be a
positive number. This option is required. The default is 300.

verify

Specifies whether verification of an OCSP response signature or the
nonce values is enabled. Use this option only for debugging purposes.
The default is true.

verify-cert
Specifies whether the BIG-IP system verifies the certificate in the OCSP
response. The default is true.

verify-other

Specifies the name of the file used to search for an OCSP response
signing certificate when the certificate has been omitted from the
response. The default is none.

verify-sig
Specifies whether the BIG-IP system checks the signature on the OCSP
response. Use this option only for testing purposes. The default is true.
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Manages an AAA RADIUS server.

Syntax

Configure the radius component within the aaa module using the syntax
shown in the following sections.

Create/Modify

create radius [name]
modify radius [name]
acct-port [integer]

address [[ip addr] | none]
auth-port [integer]

app-service [[string]l | none]
description [[string] | none]

mode [acct | auth | both | none]
nas-ip-address [[ip addr] | none]
nas-ipv6-address [[ip addr] | none]
pool [[string] | nonel

retries [integer]

secret [string]

service-type [default | login | framed | callback-login | callback-framed |
outbound | administrative | nas-prompt | authenticate-only | callback-nas-promit |
call-check | callback-administrativel]

timeout [[integer] | immediate | indefinite]

use-pool [enabled | disabled]

edit radius | [glob] | [regex] 1 ... ]
all-properties
non-default-properties

Display

list radius

list radius [ [ [name]l | [glob] | [regex] 1 ... ]
show running-config radius
show running-config radius [ [ [name] | [glob]l | [regex] 1 ... ]

all-properties
app-service
non-default-properties
one-line

partition

show radius
show radius [name]

Delete

delete radius [name]
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You can use the radius component to create and manage an AAA RADIUS
server.

¢ create rad_auth {
address 172.30.6.144
secret ''test"
use-pool "'disabled"
}
Creates the AAA RADIUS server named rad_auth that has an IP
address of 172.30.6.144 and has a shared secret of test.

+ show radius all
Displays a list of all AAA RADIUS servers on the system.

¢ delete radius MyRadiusServer
Deletes the AAA RADIUS server named MyRadiusServer from the
system.

¢ acct-port
Specifies the port number of the external AAA RADIUS accounting
server. The default is radius-acct.

¢ address
Specifies the IP address of the AAA RADIUS server. This option is
required.

¢ auth-port
Specifies the port number for the service. The default is radius. This
option is required.

& app-service
Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

¢ description
Specifies a unique description for the AAA RADIUS server. The default
is none.

¢ mode
Specifies the configuration mode you want to use for RADIUS
authentication. Note that you cannot modify the mode once you create
the server. The options are:
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e acct
Configures the system to perform only RADIUS accounting. Use this
option to pass accounting information about your users to the external
RADIUS accounting server.

e auth
Configures the system to perform only RADIUS authentication. Use
this option to authenticate your users through a RADIUS server.

* both
Configures the system to perform both RADIUS authentication and
RADIUS accounting simultaneously.

* none
Configures the system to perform neither RADIUS authentication nor
RADIUS accounting.

¢ [name]
Specifies the name of an AAA RADIUS server. This option is required.

+ nas-ip-address
Specifies an IP address as RADIUS attribute 4 that you can configure
without changing the source IP address in the IP header of the RADIUS
packets. Use this option in situations where you are using an NAS cluster
to be recognized as a single RADIUS client.

¢ nas-ipv6-address
Specifies an IPv6 address as RADIUS attribute 4 that you can configure
without changing the source IP address in the IP header of the RADIUS
packets. Use this option in situations where you are using an NAS cluster
to be recognized as a single RADIUS client.

& partition
Displays the partition within which the component resides.

¢ pool
Specifies the name of the pool to which this server belongs. The default
is none.

* retries
Specifies the number of times the BIG-IP system tries to make a
connection to the RADIUS AAA server after the first attempt fails. The
default is 3.

¢ secret
Specifies the shared secret password of the AAA RADIUS server. This
option is required.

+ service-type

Specifies the type of service used for the RADIUS server. The default is
default, which behaves as authenticate-only.

¢ timeout
Specifies a timeout interval (in seconds) for the AAA RADIUS server
after which the server closes a connection. The default is 5.

¢ use-pool
Enables or disables the use of the pool specified using the pool option.
The default is none.
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Specify a SAML server configuration used for authentication.

Syntax

Configure the saml component within the aaa module using the syntax
shown in the following sections.

Create/Modify

create saml [name]
modify saml [name]
app-service [[string]l | none]
description [[string] | none]
entity-id [string]
export-metadata [ no-signing | with-signing ]
idp-connectors [add | delete | modify | none | replace-all-with] {

[name] {
idp-matching-source [[string] | none]
idp-matching-value [[string] | nonel]
}

}

is-authn-request-signed [true | false]
location-specific [true | false]
metadata-cert [[string] | none]
metadata-file [[string] | none]
metadata-signkey [[string] | none]
relay-state [[string] | none]
sp-certificate [[string] | nonel]
sp-signkey [[string] | none]
want-assertion-encrypted [true | false]
want-assertion-signed [true | false]

edit saml [ [ [name] | [glob] | [regex] ] ... ]
all-properties
non-default-properties

Display

list saml
list saml [ [ [name] | [glob]l | [regex] 1 ... ]
show running-config saml
show running-config saml [ [ [name] | [glob]l | [regex] ] ... ]
all-properties
app-service
non-default-properties
one-line
partition

Delete

delete saml [name]
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You can use the saml component to create and manage saml aaa servers.

¢ create saml my_saml_server { entity-id

""https://spvsl.mycompany.com/id'' want-assertion-signed true
want-assertion-encrypted false is-authn-request-signed true
sp-certificate my_company.crt sp-signkey my_company.key}

Creates a SAML authentication server named my_saml_server with
certificate my_company.crt and key my_company.key and security
options requiring signed assertion and want to send signed authentication
request.

list saml
Displays a list of aaa saml servers.

delete saml my_saml_server
Deletes the my_saml_server aaa saml server.

app-service

Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

description

Specifies a unique description for the server. The default is none.
entity-id

In the entity-id field, type a unique identifier for the SP that is a URI that
points to the BIG-IP virtual server which is going to act as a SAML
service provider. For example, "https://www.mycompany-sp.com" points
to the virtual server you use for BIG-IP as a SAML SP.

export-metadata

You can simplify SAML configuration using metadata files. When you
use BIG-IP as an SP, you can export metadata for an SP to a file. Then
you can use the file to configure SP metadata on an IdP system by
importing the file or using the information in the file to configure the SP.
You can choose to sign metadata while exporting it for better security.
For example:

1. Exporting metadata with signing. This requires metadata-cert and
metadata-signkey files.

modify saml aaa_obj {export-metadata with-signing
metadata-file /shared/sp_signed metadata.xml
metadata-cert default.crt metadata-signkey
default.key}
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2. Exporting metadata with no signing.
modify saml aaa_ obj {export-metadata no-signing
metadata-file /shared/sp_metadata.xml}

idp-connectors

Add one or more IdP connectors to this SP service. BIG-IP SP redirect
users to associated IdPs for authentication. If more IdP connectors
associated with the SP, BIG-IP SP selects one of the IdP based on the
specified selection criteria.

For example:

1. The following command associates one IdP connect to an SP
modify saml my saml_server idp-connectors add {

my idp_connectorl }

2. Following associates multiple IdP connectors to SP with selection
criteria based on landing URL. If the landing URI is /google, the user is
sent to IdP as specified by my_idp_connector_google_app and if the
landing URI is /salesforce, the user is sent to IdP as specified by
my_idp_connector_for_salesforce.

modify saml my saml_server idp-connectors add {

my idp_connector_google_app { idp-matching-source
"%{session.server.landinguri}" idp-matching-value
"/*google" } my idp connector for_salesforce {
idp-matching-source "%{session.server.landinguri}"
idp-matching-value "/salesforce"}}

is-authn-request-signed

This property specifies whether the SP signs authentication requests
while sending them to the IdP. Set it to true if this BIG-IP SP should sign
authentication requests. The default value for this is false.

location-specific
Objects of this class might have location specific attributes. Admin can
indicate if object is location specific by setting it to true.

metadata-cert

Specifies the certificate with public key of the key pair used in signing
the metadata. See export-metadata for more information on metadata
export functionality. This is the certificate to be included in signed
metadata when we export metadata. This might or might not be SP
certificate.

metadata-file
Specifies the file to which metadata is saved. See export-metadata for
more information on metadata export functionality.

metadata-signkey
Specifies the key that is used to sign SP’s metadata. See export-metadata
for more information on metadata export functionality.

relay-state

Specifies the value where the BIG-IP as SP redirects users after they are
successfully authenticated and have been allowed by access policy.
When BIG-IP receives the relay state from the IdP in addition to
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assertion, then it uses the value received from IdP to redirect the user to
after authentication. Otherwise, BIG-IP uses the value from this
configuration.

sp-certificate

BIG-IP includes this certificate in the SAML SP metadata that you
export. After the SAML SP metadata is imported on the IdP, the IdP can
use this certificate to verify signed authentication request and to encrypt
assertion.

sp-signkey

This specifies the private key used to sign authentication requests if
"is-authn-request-signed property" is set to true or to decrypt assertions
when "want-assertion-encrypted" is set to true.

want-assertion-encrypted

This property specifies whether SP requires encrypted assertions. Set it to
true if this BIG-IP SP requires encrypted assertions from the SAML IdP.
The default value for this is false.

want-assertion-signed

This property specifies whether SP requires signed assertions. Set it to
true if this BIG-IP SP requires signed assertions from the SAML IdP.
The default value for this is true.
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Specify saml idp connector configuration used for SAML authentication.

Syntax

Configure the saml-idp-connector component within the aaa module using
the syntax shown in the following sections.

Create/Modify

create saml-idp-connector [name]

modify saml-idp-connector [name]
app-service [[string]l | none]
description [[string] | none]
entity-id [string]
identity-location [attribute | subject]

identity-location-attribute [[string] | nonel
idp-certificate [[string] | none]
import-metadata [[metadata-£file] | none]
location-specific [ true | false ]
metadata-cert [[string] | none]

sso-binding [http-post | http-redirect]
sso-uri [[string] | none]

want-authn-request-signed [true | false]

edit saml-idp-connector [ [ [name] | [glob] | [regex] 1 ... ]
all-properties
non-default-properties

Display

list saml-idp-connector

list saml-idp-connector [ [ [name] | [glob]l | [regex] 1 ... ]
show running-config saml-idp-connector
show running-config saml-idp-connector [ [ [name] | [glob]l | [regex] 1 ... ]

all-properties
app-service
non-default-properties
one-line

partition

Delete

delete saml-idp-connector [name]

Description

You can use the saml-idp-connector to create and manage saml idp
connectors.
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create saml-idp-connector my_idp_connector { import-metadata
/shared/tmp/meta_data_idp.xml}

Creates saml idp connector named my_idp_connector from metadata.
In this example "/shared/tmp/meta_data_idp.xml" is a file containing
saml identity provider metadata.

create saml-idp-connector my_idp_connectorl { entity-id
""https://www.secureauth.com/dom1" identity-location subject
sso-binding http-post sso-uri
""https://www.secureauth.com/dom1/acs/" idp-certificate
my_company.crt}

Creates a saml idp connector named my_idp_connector1 with certificate
"my_company.crt" with identity-location "subject".

list saml-idp-connector
Displays a list of saml idp connectors.

delete saml-idp-connector my_idp_connector
Deletes the my_idp_connector saml idp connector.

app-service

Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

description

Specifies a unique description for the saml idp connector. The default is
none.

entity-id

Specifies unique URI to represent the IdP pointed by idp connector.
identity-location

Specifies location of user identity inside SAML assertion. It can be either
one of the attributes or the subject.

identity-location-attribute
If the location of user identity is set to attribute then attribute name
should be specified as part of this attribute.

idp-certificate
This is IdP’s certificate and is used by BIG-IP as SP to verify the
signature of the assertion.

import-metadata

This attribute specifies the metadata file from an external IdP system
used for creating idp connector object.

For example: create saml-idp-connector my_idp_connector {
import-metadata /shared/tmp/meta_data_idp.xml}
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location-specific
Objects of this class might have location specific attribute(s). Admin can
indicate if object is location specific by setting it to true.

metadata-cert

This specifies the certificate to use to verify the signature of metadata
imported from a file.

For example: create saml-idp-connector my_idp_connector2
{import-metadata /shared/tmp/meta_data_signed_idp.xml
metadata-cert default.crt}

sso-binding
This specifies the method the IdP uses to receive authentication request
from BIG-IP as SP. Default value is http-post

sso-uri
This specifies the URL of IdP’s SSO service where BIG-IP as SP sends
an authentication request to IdP.

want-authn-request-signed

This property specifies whether IdP requires signed authentication
request. Set it to true if this BIG-IP as SP is required to send signed
authentication request to IdP. The default value for this attributes is false.
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securid
Manages an RSA SecurID authentication server.

Syntax
Configure the securid component within the aaa module using the syntax
shown in the following sections.

Create/Modify

create securid [name]

modify securid [name]
app-service [[string]l | none]
config-files [[string]| none]
description [[string]l none]
location-specific [true | false]
source-ip [ip addr]

edit securid | [glob]l | [regex] 1 ... ]
all-properties
non-default-properties

Display
list securid
list securid [ [ [name]l | [glob]l | [regex] 1 ... ]
show running-config securid
show running-config securid [ [ [name] | [glob] | [regex] 1 ... ]

all-properties
app-service
non-default-properties
one-line

partition

show securid
show securid [name]

Delete

delete securid [name]

Description

You can use the securid component to create and manage an RSA SecurID
authentication server.

Examples

+ create securid mySecuridServer {
config-files add {
sdconf.rec {
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local-path /shared/tmp/1

}
}
source-ip 172.31.54.138

}
Creates the mySecuridServer AAA RSA SecurlD server.

list securid all
Displays a list of AAA RSA SecurID servers on the system.

delete securid mySecuridServer
Deletes the mySecuridServer AAA RSA SecurID server from the
system.

app-service

Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

config-files
Specifies which files to use for SecurID authentication. Upload a copy of
the sdconf.rec file from your RSA Authentication Manager server.

description
Specifies a description for the configuration file you are uploading.

location-specific

Specifies whether or not this object contains one or more attributes with
values that are specific to the location where the BIG-IP device resides.
The location-specific attribute is either true or false. When using policy
sync, mark an object as location-specific to prevent errors that can occur
when policies reference objects, such as authentication servers, that are
specific to a certain location.

source-ip
Specifies the source IP address of the RSA SecurID agent. This option is
required when authenticating to the RSA Authentication Manager server.

partition
Displays the partition within which the component resides.
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tacacsplus

Configure a TACACS+ server for implementing remote TACACS+-based
client authentication.

Syntax

Configure the tacacsplus component within the apm aaa module using the
syntax shown in the following sections.

Create/Modify

create tacacsplus
modify tacacsplus

address [ip addr]

auth-service [arap | enable | fwproxy | login | nasi | none | ppp | pt | remd |
x25]

auth-type [arap | ascii | chap | mschap | papl

app-service [[string] | none]

description [[string]l none]

encrypt [enabled | disabled]

location-specific [true | false]

pool [[string]l| none]

port [[string]l| none]

priv-1lvl [max | min | user]

protocol [atalk | deccp | £ftp | http | ip | ipx | lat | lcp | osicp | pad | rlogin
| telnet | tn3270 | unknown | vines | vpdn | xremotel

secret [[string]| none]

service [none | arap | connection | firewall | ppp | shell | slip | system |
tty-daemon]

use-pool [[string]| none]

edit tacacsplus | [glob]l | [regex] ] ... ]
all-properties
non-default-properties

Display

list tacacsplus

list tacacsplus [ [ [name] | [glob] | [regex] 1 ... ]
show running-config tacacsplus
show running-config tacacsplus [ [ [name] | [glob] | [regex] 1 ... ]

all-properties
app-service
non-default-properties
one-line

partition

show tacacsplus
show tacacsplus [name]

Delete

delete tacacsplus [name]
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You can use the tacacsplus component to create and manage a TACACS+
authentication server.

+ create tacacsplus mytacacs auth-service enable encrypt enabled
Creates a TACACS server named mytacacs with encryption enabled.

¢ address
Specifies the IP address of the TACACS+ server. This option is required.

+ auth-service
Specifies the name of the service that the user is requesting to be
authenticated to use. This enables the TACACS+ server to behave
differently for different types of authentication requests. This option is
required.

¢ auth-type
Specifies the type of authentication to be used for authenticating the user.

& app-service
Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

¢ description
Specifies a unique description for the component. The default is none.

¢ encrypt
Enables or disables encryption of TACACS+ packets. Recommended for
normal use. The default is enabled.

+ location-specific
Specifies whether or not this object contains one or more attributes with
values that are specific to the location where the BIG-IP device resides.
The location-specific attribute is either true or false. When using policy
sync, mark an object as location-specific to prevent errors that can occur
when policies reference objects, such as authentication servers, that are
specific to a certain location.

¢ [name]
Specifies the name of an AAA TACACS+ server. This option is
required.

+ partition
Displays the partition within which the component resides.
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pool
Specifies the name of the pool to which this server belongs. The default
is none.

port

Specifies the port number of the server. The default is 49.

priv-1vl

Specifies the privilege level at which the user is authenticating. The
options are:

¢ max

e min
This is the default.

¢ user

protocol

Specifies the protocol associated with the value specified in the service
option, which is a subset of the associated service being used for client
authorization or system accounting. The default is unknown.

secret
Sets the secret key used to encrypt and decrypt packets sent or received
from the server. This option is required.

service

use-pool
Enables or disables the use of the pool specified using the pool option.
The default is none.
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Introducing the apm epsec module

Introducing the apm epsec module

You can use the tmsh components that reside within the apm epsec module
to configure BIG-IP® Access Policy Manager®. For more information about
the tmsh hierarchical structure, see Chapter 2, Understanding and Using the
Traffic Management Shell.

Alphabetical list of components

TMSH Reference

The remainder of this chapter lists the tmsh components that are available in
the apm epsec module.
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epsec-package
Manages an EPSEC package.
Syntax
Configure the epsec-package component within the apm epsec module
using the syntax shown in the following sections.
Create

create epsec-package
local-path [string]
server [[string] | nonmel

Display

list epsec-package
all-properties
non-default-properties
recursive

list epsec-package [name]

Install

install epsec-package [name]
device-group [string]

Delete

delete epsec-package [name]

Description

You can use the epsec-package component to create, install and manage an
EPSEC package.

Examples

¢ create epsec-package my_epsec_package local-path
/tmp/my_epsec_package
Creates an EPSEC package named my_epsec_package under the
/Common/EPSEC/Upload folder.

+ list epsec-package
Displays a list of EPSEC packages under the specific folder. To list all
EPSEC pacakges use the recursive option.
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install epsec-package my_epsec_package
Installs the EPSEC package named my_epsec_package on this device.

install epsec-package my_epsec_package device-group
/Common/my_epsec_dg

Installs the EPSEC package named my_epsec_package on the devices in
the device group /Common/my_epsec_dg.

delete epsec-package my_epsec_package
Deletes the EPSEC package named my_epsec_package.

[name]
Specifies the name of the component. This option is required.

local-path
Specifies the local path of the package to be uploaded. This option is
valid only with CREATE command and is a required option.

device-group
Specifies the device group on which the package will be installed. This
option is valid only with INSTALL command
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software-status
Displays the status of the EPSEC software installation.

Syntax
Display information about the software-status component within the apm
epsec module using the following syntax.

Display

show software-status

Description
You can use the software-status component to display the status of the
EPSEC software installation, including the version of the EPSEC package
being installed and the OESIS software version.

Examples
show software-status
Displays the status of the EPSEC software installation in a table.

See Also

epsec-package
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Introducing the apm mam module

Introducing the apm mam module

You can use the tmsh components that reside within this module to
configure a MAM server for Mobile Applications.

For more information about the tmsh hierarchical structure, see Chapter 2,
Understanding and Using the Traffic Management Shell.

Alphabetical list of components

TMSH Reference

The remainder of this chapter lists the tmsh components that are available in
the apm mam module.
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Specify an IDBridge profile to be used for MAM Server.

Syntax

Configure the idbridge profile within the mam module using the syntax
shown in the following sections.

Create/Modify

create idbridge [name]
app-service [[string] | none]
description [[string]l | none]
location-specific[true | false]
mam-server [string]
scim-config [string]

modify idbridge [name]
app-service [[string]l | none]
description [[string] | none]
location-specific[true | false]
mam-server [string]
scim-config [string]

Display

list idbridge
list idbridge [ [ [name] | [glob]l | [regex] ] ... ]
show running-config idbridge
show running-config idbridge [ [ [name] | [glob] | [regex] 1 ... ]
all-properties
app-service
non-default-properties
one-line
partition

Delete

delete idbridge [name]

Description

You can use the idbridge component to create and manage ID Bridge
profile for MAM Server.

20-2



Examples

Options

TMSH Reference

idbridge

create idbridge myldBridge mam-server myMamServer scim-config
myScimConfig

Creates an IdBridge profile named "myldBridge" attached to
myMamServer and myScimConfig.

show idbridge
Displays a list of IdBridge profiles.

delete idbridge myldBridge
Deletes the myIdBridge profile.

app-service

Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

mam-server
Specifies the mam-server use attach this profile.

scim-config
Specifies the SCIM Config the profile uses.

description
Specifies a unique description for the server. The default is none.

app-service

Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

location-specific

Specifies whether or not this object contains one or more attributes with
values that are specific to the location where the BIG-IP device resides.
The location-specific attribute is either true or false. When using policy
sync, mark an object as location-specific to prevent errors that can occur
when policies reference objects, such as authentication servers, that are
specific to a certain location.

[name]

Specifies the name of the idbridge profile. This option is required.
partition

Displays the partition within which the component resides. The default is
Common.
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Mam-server
Specify an MAM server configuration used for Mobile Applications.
Syntax
Configure the mam-server component within the mam module using the
syntax shown in the following sections.
Create/Modify

create mam-server [name]

modify mam-server [name]
address [ip-address]
app-service [[string] | none]
callback-path [string]
callback-url [complete-url]
description [[string] | none]
encryption-key [[string] | none]
fgqdn [string]
pool-name [string | none]
port [string]
serverssl-profile [none | profile name]
use-pool enabled

edit mam-server [ [ [name] | [glob]l | [regex] 1 ... ]
all-properties
non-default-properties

Display
list mam-server
list mam-server [ [ [name]l | [glob] | [regex] 1 ... ]
show running-config mam-server
show running-config mam-server [ [ [name] | [glob] | [regex] 1 ... 1]

all-properties
app-service
non-default-properties
one-line

partition

Delete

delete mam-server [name]

Description

You can use the mam-server component to create and manage MAM
server.
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create servl fqdn mymam.com serverssl-profile mySSIProfile
callback-url http://mybigIP.com/asg address A.B.C.D
Creates an MAM server named "serv1l" with a FQDN of mymam.com

list mam-server
Displays a list of MAM servers.

delete mam-server servl
Deletes the servl MAM server.

app-service

Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

server-ssl

Specifies the server SSL profile the system uses to connect to this remote
endpoint. This setting overrides the server-ssl setting for the
local-endpoint component. The default value is none.

fqdn
Specifies the FQDN of MAM Server.

port
Specifies the port of MAM Server.

pool-name
Specifies the pool-name for MAM Server.

¢ [name]
Specifies the name of the MAM server. This option is required.

e partition
Displays the partition within which the component resides. The
default is Common.

» callback-path
Specifies a URL resource. This resource is the callback URI used in
callback-path.

e callback-url
Specifies a URL resource. This resource is the callback URL for
MAM Server to callback BIGIP/APM.
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Introducing the apm mam scim-config module

Introducing the apm mam scim-config module

You can use the tmsh components that reside within the apm mam

scim-config module to configure SCIM configuration for a Mobile Access
(MAM) server.

For more information about the tmsh hierarchical structure, see Chapter 2,
Understanding and Using the Traffic Management Shell.

Alphabetical list of components

The remainder of this chapter lists the tmsh components that are available in
the apm mam scim-config module.
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scim-config

Specify an scim configuration used by authentication as specified in
idbridge profile.

Syntax

Configure the scim-config component within the mam module using the
syntax shown in the following sections.

Create/Modify

create scim-config [name]
app-service [[string] | none]
auth-server [string]
description [[string] | none]
group-dn [string]
group-obj-class [string]
rdn-attr [string]
user-dn [string]
user-obj-class [string]

modify scim-config [name]
auth-server [string]
description [[string]l | none]
group-dn [string]
group-obj-class [string]
rdn-attr [string]
user-dn [string]
user-obj-class [string]

Display

list scim-config
list scim-config [ [ [name] | [glob]l | [regex] 1 ... ]

Delete

delete scim-config [name]

Description

You can use the scim-config component to create and manage
SCIM-Configuration for LDAP Server interface.

Examples

¢ create scim-config myScim create mySCIM auth-server hello
group-dn CN=users,DC=adam,DC=lab,DC=fp,DC=f5net,DC=com
group-obj-class group rdn-attr SAMA ccountName user-dn
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scim-config

sAMA ccountName user-obj-class user
Creates a scim-config to be used for LDAP server by BIGIP for MAM,
named "myScim".

list scim-config
Displays a list of scim config.

delete scim-config myScim
Deletes the myScim Scim Configuration.

app-service

Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

description
Specifies a unique description for the scim configuration. The default is
none.

[name]
Specifies the name of the scim configuration. This option is required.

auth-server
Specifies LDAP Server which uses the scim configuration. The default is
none.

group-dn
Specifies ‘group distinguished name’ attribute in directory to be used by
scim configuration. The default is none.

group-obj-class
Specifies ‘group object class’ attribute in directory to be used by scim
configuration. The default is none.

rdn-attr
Specifies ‘Relative Distinguished Name’ attribute in directory to be used
by scim configuration. The default is none.

user-obj-class
Specifies ‘User Object Class’ attribute in directory to be used by scim
configuration. The default is none.
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Introducing the apm ntim module

Introducing the apm ntlm module

You can use the tmsh components that reside within the apm ntlm module to
configure NTLM for the BIG-IP® Access Policy Manager®. For more
information about the tmsh hierarchical structure, see Chapter 2,
Understanding and Using the Traffic Management Shell.

Alphabetical list of components

TMSH Reference

The remainder of this chapter lists the tmsh components that are available in
the apm ntlm module.
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machine-account

Configures an APM NTLM machine account object.

Syntax

Configure the ntlm machine account using the syntax shown in the
following sections.

Create/Modify

create machine-account [name]
action [noopl

administrator-name [[string]l | none]
administrator-password [[string] | none]
app-service [[string] | none]

domain-controller-£fgdn [fgdn]
domain-fgdn [fqgdn]
machine-account-name [[string] | none]

modify machine-account [name]
action [change-password | noopl
app-service [[string]l | none]
domain-controller-fgdn [fgdn]
domain-fgdn [fqgdn]
machine-account-name [[string] | none]

edit machine-account [ [ [name] | [glob] | [regex] 1 ... ]
all-properties
non-default-properties

Display

list machine-account

list machine-account [ [ [name] | [glob]l | [regex] 1 ... ]
show running-config machine-account
show running-config machine-account [ [ [name] | [glob] | [regex] 1 ... ]

all-properties
non-default-properties

show machine-account
show machine-account [name]

Delete

delete machine-account [name]

Description

You can use the machine-account component to configure a NTLM
machine account.
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machine-account

create machine-account myaccount {
machine-account-name ''my_account_name"
domain-fqdn ""company.com"'
domain-controller-fqdn ''server01.company.com"
administrator-name ''administrator"’
administrator-password ''!My123Password"

}

Creates a NTLM machine account named myaccount in the

company.com domain, with

domain controller server(1.company.com, administrator name

administrator and

administrator password !My123Password.

show machine-account all
Displays a list of all NTLM machine accounts created on the system.

delete machine-account myaccount
Deletes the NTLM machine account named myaccount the system.

machine-account-name
Specifies the name of the machine account.

domain-fqdn
Specifies the Fully Qualified Domain Name. This setting is required.

domain-controller

Specifies the Fully Qualified Domain Name (FQDN) of the domain
controller for the domain specified in the domain-fqdn option. The
default is none.

administrator-name

Specifies the name of a user that has administrative permissions on an
Active Directory server. This setting is required only when a new
machine account is being created.

administrator-password
Specifies the password associated with administrator-name. This
setting is required only when a new machine account is being created.

action
Specifies the action type. To change the machine account password, type
this action: change-password else no-op

app-service

Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

* change-password
Specifies that you want to change the machine account password.
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* no-op
Specifies "no operation performed". This is the default.

See Also

ntlm-auth
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ntlm-auth
Configures an APM NTLM authentication object.
Syntax
Configure the ntlm-auth using the syntax shown in the following sections.
Create/Modify
create ntlm-auth [name]
app-service [[string] | none]

dc-fqgdn-list [add | delete | modify | replace-all-with] {
[[string]]
}

machine-account-name [[string] | none]

modify ntlm-auth [name]
app-service [[string]l | none]
dc-fqdn-list [add | delete | modify | replace-all-with] ({
[[string]]
}

machine-account-name [[string] | nonel

edit ntlm-auth [ [ [name]l | [glob]l | [regex] 1 ... ]
all-properties
non-default-properties

Display

list ntlm-auth

list ntlm-auth [ [ [name] | [glob]l | [regex] ] ... ]

show running-config ntlm-auth

show running-config ntlm-auth [ [ [name] | [glob]l | [regex] ] ... ]
all-properties
non-default-properties

show ntlm-auth
show ntlm-auth [name]

Delete

delete ntlm-auth [name]

Description

You can use the ntlm-auth component to configure an NTLM
authentication object.
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Examples

Options
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22-6

create ntlm-auth myaccount {

dc-fqdn-list add {

server(1l.company.com
}
machine-account-name ''my_account"
}

Creates a NTLM authentication object named myaccount with machine
account my_account, and the list of domain controllers specified by
dc-fqdn-list

show ntlm-auth all
Displays a list of all NTLM authentication objects created on the system.

delete ntlm-auth myaccount
Deletes the NTLM authentication object named myaccount from the
system.

dc-fqdn-list
Specifies a list of Fully Qualified Domain Names (FQDNs) for the
domain controllers to use for NTLM authentication.

machine-account-name
Specifies the NTLM machine account object name to use for this NTLM
authentication

app-service

Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

machine-account
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Introducing the apm policy module

Introducing the apm policy module

You can use the tmsh components that reside within the apm policy module
to configure BIG-IP® Access Policy Manager®. For more information about
the tmsh hierarchical structure, see Chapter 2, Understanding and Using the
Traffic Management Shell.

Alphabetical list of components

The remainder of this chapter lists the tmsh components that are available in
the apm policy module.
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access-policy

Syntax

23-2

Manages an access policy.

@ WARNING

F5 Networks recommends that you use the visual policy editor in the
Configuration utility to create and manage access policies.



customization-group

customization-group

Manages a customization group.

Syntax
@ WARNING
F5 Networks recommends that you use the Configuration utility to create
and manage customization groups.

See Also

apm policy agent, apm profile
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image-file
Manages a file that contains an image.
Syntax
@ WARNING
F5 Networks recommends that you use the Configuration utility to create
and manage image files.
See Also

apm policy agent, apm profile
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policy-item

Manages an access policy item.

Syntax

@ WARNING

F5 Networks recommends that you use the visual policy editor in the
Configuration utility to create and manage access policy items.
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windows-group-policy-file

Manages FullArmor GPAnywhere Windows group policy files.

Syntax

@ WARNING

F5 Networks recommends that you use the visual policy editor in the
Configuration utility to create and manage FullArmor GPAnywhere
Windows group policy files.
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Introducing the apm policy agent module

Introducing the apm policy agent module

You can use the tmsh components that reside within the apm policy agent
module to configure BIG-IP® Access Policy Manager®. For more
information about the tmsh hierarchical structure, see Chapter 2,
Understanding and Using the Traffic Management Shell.

Alphabetical list of components

TMSH Reference

The remainder of this chapter lists the tmsh components that are available in
the apm policy agent module.
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aaa-active-directory

Manages an AAA Active Directory® agent.

Syntax

Configure the aaa-active-directory component within the policy agent
module using the following syntax.

Create/Modify

create aaa-active-directory [name]
modify aaa-active-directory [name]
options
app-service [[string] | none]
auth-max-logon-attempt [integer]
fetch-nested-groups [true | false]
fetch-primary-groups [true | false]
hints [true | false]

query-attrname [[string] | nonel
query-filter [[string] | nonel]
server [[string] | none]

trusted-domains [[string | none]]
show-extended-error [true | false]
type [query | auth | last]

upn [true | false]

Display

list aaa-1ldap
list aaa-ldap [ [ [name]l | [glob] | [regex] 1 ... ]
show running-config aaa-ldap
show running-config aaa-ldap [ [ [name] | [glob]l | [regex] ] ... ]
all
all-properties
current-module
non-default-properties
one-line
app-service
partition

Delete

delete aaa-active-directory ([name] | all)

Description

You can use the aaa-active-directory component to configure an AAA
Active Directory agent.
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aaa-active-directory

create aaa-active-directory MyADQueryagent

{query-filter "' (be
sAMA ccountName=% {session.logon.last.username})"

type query

server ''companyAD"

}

Creates the query type AAA Active Directory agent named
MyADQueryagent that uses the (be
sAMA ccountName=% {session.logon.last.username}) filter and the
companyAD AAA AD Server.

create agent aaa active MyADAuthagent {

type auth

server ''companyAD"

}
Creates the authorization type AAA Active Directory agent named
MyADAuthagent that uses the companyAD AAA AD server.

list aaa-active-directory all
Displays a list of AAA Active Directory agents and their properties.

delete aaa-active-directory MyADagent
Deletes the MyADagent AAA Active Directory agent.

app-service

Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

auth-max-logon-attempt

Specifies the maximum number of opportunities that users have to
re-enter credentials after their first attempt to log in fails. If you set this
value to a number from 2 to 5 inclusive, the system allows users the
specified number of opportunities to log in after the first attempt to log in
fails. If you set the value to 1, the system does not allow a second log in
opportunity after a first log in attempt fails. The default value is 3.

fetch-nested-groups

When enabled, the system administrator can retrieve the full list of
groups that user belongs to, even if the retrieval privileges are nested
through other groups to which the user belongs to directly. The default
value is false.

fetch-primary-groups
When enabled, the system administrator can retrieve the primary group

of a user, and use that name as a group in access policy item rules. The
default value is false.
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See Also

24 -4

hints
When enabled, the system offers the user an option to create a hint that
assists in remembering a password. The default value is false.

query-attrname
Specifies the attribute name that you are adding or deleting for the agent.

query-filter

Specifies the search criteria the system uses when querying an AAA
Active Directory® server for authentication information. The system
supports session variables as part of search query string.

[name]
Specifies the name of an AAA Active Directory agent. This setting is
required.

partition
Displays the partition within which the component resides.

server
Specifies an AAA Active Directory server the system uses for Active
Directory queries and authentication.

server

Specifies an AAA Active Directory Trusted Domains object that the
system uses for Active Directory queries and authentication. This option
requires upn option to be enabled

show-extended-error
Specifies to display a verbose error message. The default value is false.

type
Specifies the type of AAA Active Directory agent. The default value is
last.

* query
Specifies that the agent makes a query against the AAA Active
Directory Server to retrieve information in accordance with the
query-filter and query-attributes options.

e auth
Specifies that the agent is an authentication agent only. It uses the
AAA Active Directory Server, but only for authentication purposes.
APM does not get any information from the Domain.

e Jast

upn

When enabled, APM supports the user principal name (UPN) naming
style and process cross-domain authentication requests. Some examples
of UPNs are: user @fqdn.of.domain.com, user @upnsuffix.com, and
user @domain. The default value is false.

tmsh
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aaa-client-cert
Manages an AAA Client Certification agent.

Syntax
Configure the aaa-client-cert component within the policy-agent module
using the following syntax.

Create/Modify

modify aaa-client-cert [name]

create aaa-client-cert [namel]
app-service [[string]l | none]
mode [request | require]

Display
list aaa-client-cert
list aaa-client-cert [ [ [name] | [glob]l | [regex] ] ... ]
show running-config aaa-client-cert
show running-config aaa-client-cert [ [ [name] | [glob] | [regex] 1 ... ]
all

all-properties
current-module
non-default-properties
one-line

app-service

partition

Delete

delete aaa-client-cert [namel]

Description

You can use this component to configure an AAA Client Certification agent.

Examples

o create aaa-client-cert MyCCagent
Creates the AAA Client Certification agent named MyCCagent in the
Common partition.

« list aaa-client-cert all
Displays a list of AAA Client Certification agents.

+ delete aaa-client-cert MyCCagent
Deletes the MyCCagent AAA Client Certification agent.
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Options

See Also
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[name]
Specifies the name of an AAA client cert agent. This setting is required.

app-service

Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

mode
Specifies the mode (request/require) for this certificate. The options are:

* request
Specifies that the system requests a valid certificate from a client, but
always authenticates the client.

* require

Specifies that the system requires a client to present a valid certificate.
partition
Displays the partition within which the component resides.
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aaa-crldp
Manages an AAA CRLDP (Constraint-Based Routed Label Distributed
Protocol) agent.

Syntax
Configure the aaa-crldp component within the policy agent module using
the following syntax.

Create/Modify

create aaa-crldp [name]

modify aaa-crldp [name]
app-service [[string]l | none]
server (<string> | none)

Display
list aaa-crldp
list aaa-crldp [ [ [name] | [glob]l | [regex] ] ... ]
show running-config aaa-crldp
show running-config aaa-crldp [ [ [name] | [globl] | [regex] 1 ... ]
all

all-properties
app-service
current-module
non-default-properties
one-line

partition

Delete

delete aaa-crldp [name]

Description

You can use the aaa-crldp component to create and manage an AAA
CRLDP agent.

Examples

+ create aaa-crldp MyCCagent
Creates an AAA CRLDP agent named MyCCagent in the Common
partition.

« list aaa-crldp all
Displays a list of AAA CRLDP agents.

+ delete aaa-crldp MyCCagent
Deletes the MyCCagent AAA CRLDP agent.
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Options

See Also
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[name]
Specifies the name of an agent that you want to display or delete. This
setting is required.

partition
Displays the partition within which the component resides.

app-service

Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

server
Specifies the name of the server on which this agent resides. This option
is required.
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aaa-http

Manages an AAA HTTP agent.

Syntax

Configure the aaa-http component within the policy agent module using
the following syntax.

Create/Modify

create aaa-http [name]
modify aaa-http [name]

options
app-service [[string] | none]
max-logon-attempt [integer]
server [[string] | nonmel
Display

list aaa-http

list aaa-http [ [ [name] | [glob] | [regex] 1 ... ]

show running-config aaa-http

show running-config aaa-http [ [ [name] | [glob]l | [regex] ] ... ]
all

all-properties
current-module
non-default-properties
one-line

app-service

partition

Delete

delete aaa-http [name]

Description

You can use the aaa-http component to configure an AAA HTTP agent.

Examples
+ create aaa-http MyCCagent
Creates the aaa-http agent named MyCCagent in the Common partition.

« list all aaa-http
Displays a list of aaa-http agents.

¢ delete aaa-http MyCCagent
Deletes the MyCCagent aaa-http agent.
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app-service

Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

max-logon-attempt

Specifies the maximum number of opportunities that users have to
re-enter credentials after their first attempt to log in fails. If you set this
value to a number from 2 to 5 inclusive, the system allows users the
specified number of opportunities to log in after the first attempt to log in
fails. If you set the value to 1, the system does not allow a second log in
opportunity after a first log in attempt fails. The default value is 3.

[name]
Specifies the name of an AAA HTTP agent. This setting is required.

partition
Displays the partition within which the component resides.

server
Specifies which AAA HTTP server the system uses for Active Directory
queries and authentication.
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aaa-ldap

Manages an AAA LDAP® agent.

Syntax

Configure the aaa-ldap component within the policy agent module using
the following syntax.

Create/Modify

create aaa-ldap [name]
modify aaa-ldap [name]
app-service [[string]l | none]
attr-name (<string list> | none) [add | deletel]
fetch-nested-groups [enable | disable]
filter [[string]l | none]
max-logon-attempt [integer]
search-dn [[string] | none]
server [[string] | nonmel
show-extended-error [true | false]
type [query | auth | modify | last]
user-dn [[string] | nonel]
modify-type [add | modify | delete | modify-last]
ldapmod-attributes (<ldapmod attribute list> | none) [add | delete]

Display

list aaa-ldap
list aaa-ldap [ [ [name] | [globl | [regex] 1 ... ]
show running-config aaa-1ldap
show running-config aaa-ldap [ [ [name] | [glob]l | [regex] ] ... ]
all
all-properties
current-module
non-default-properties
one-line
app-service
partition

Delete

delete aaa-ldap [name]

Description

Use this component to create, modify, display, or delete an AAA LDAP
agent.
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Examples

¢ create aaa-ldap MyLDAPagent {
user-dn
"en="% {session.logon.last.username},cn=users,dc=lab,dc=fp,dc=com
type auth
server ''companyLDAP"
}
aaa-ldap MyLDAPagent {
search-dn "cn=users,dc=lab,dc=fp,dc=com"'
filter ''(SAMA ccountName=% {{session.logon.last.username})"
type auth
server ''companyLDAP"
}
Creates the authorization type AAA LDAP agent named MyLDAPagent
that is associated with the companyLDAP server that uses the
cn=%{session.logon.last.username},cn=users,dc=lab,dc=fp,dc=f5net,
dc=com user domain name, the cn=users,dc=lab,dc=fp,dc=com search
domain, and the
(SAMA ccountName=% {{session.logon.last.username}) filter.

+ create aaa-ldap MyLDAPagent {
search-dn 'cn=users,dc=lab,dc=fp,dc=com"’
filter " (sAMAccountName=% {{session.logon.last.username})"
type query
server ''companyLDAP"
}
Creates the query type AAA LDAP agent named MyLDAPagent that is
associated with the companyLDAP server that uses the
cn=users,dc=lab,dc=fp,dc=com search domain and the
(SAMA ccountName=% {{session.logon.last.username}) filter.

o create aaa-ldap MyLDAPagent {

user-dn
""en=% {session.logon.last.username},cn=users,dc=lab,dc=fp,dc=com

type modify

modify-type add

server ''companyLDAP"

Idapmod-attributes add { objectClass { mod-op add mod-values
add { top person organizationalPerson user } } cn { mod-op add
mod-values add { demo } } }

}
Creates the modify type AAA LDAP agent named MyLDAPagent that
is associated with the companyLDAP server that uses the
cn="% {session.logon.last.username},cn=users,dc=lab,dc=fp,dc=f5net,
dc=com user domain name, the add modify type, and the ldapmod
attributes

¢ create aaa-ldap MyLDAPagent {
user-dn
"en="% {session.logon.last.username},cn=users,dc=lab,dc=fp,dc=com
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type modify

modify-type modify

server '"'companyLDAP"

ldapmod-attributes add { givenName { mod-op replace
mod-values add { demo } } }

}

Creates the modify type AAA LDAP agent named MyLDAPagent that
is associated with the companyLDAP server that uses the
cn=%{session.logon.last.username},cn=users,dc=lab,dc=fp,dc=f5net,
dc=com user domain name, the modify modify type, and the ldapmod
attributes which uses givenName modify attribute replace mod
operation and the demo mod values

create aaa-ldap MyLDAPagent {

user-dn
""cn=% {session.logon.last.username},cn=users,dc=lab,dc=fp,dc=com

type modify

modify-type delete

server '"'companyLDAP"

}

Creates the modify type AAA LDAP agent named MyLDAPagent that
is associated with the companyLDAP server that uses the
cn="% {session.logon.last.username},cn=users,dc=lab,dc=fp,dc=f5net,
dc=com user domain name, the delete modify type

list aaa-ldap
Displays a list of AAA LDAP agents.

delete aaa-ldap MyLDAPagent
Deletes the MyLDAPagent AAA LDAP agent.

app-service

Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

attr-name
Adds an attribute name to the agent or deletes an attribute name from the
agent.

fetch-nested-groups

When enabled, the system administrator can retrieve the full list of
groups that user belongs to, even if the retrieval privileges are nested
through other groups to which the user belongs to directly. The default is
false.
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filter

Specifies the LDAP filter that APM uses when querying an AAA LDAP
server for authentication information. You must use the filter option with
the search-dn option.

max-logon-attempt

Specifies the maximum number of opportunities that users have to
re-enter credentials after their first attempt to log in fails. If you set this
value to a number from 2 to 5 inclusive, the system allows users the
specified number of opportunities to log in after the first attempt to log in
fails. If you set the value to 1, the system does not allow a second log in
opportunity after a first log in attempt fails. The default value is 3.

[name]
Specifies the name of an AAA LDAP agent. This setting is required.

partition
Displays the partition within which the component resides.

search-dn
Specifies the base domain name that APM uses for internal LDAP search
operations. You must use the search-dn option with the filter option.

server
Specifies the AAA LDAP server that the system uses for LDAP queries
and authentication.

show-extended-error
Specifies to display a verbose error message. The default value is false.

type
Specifies a type of AAA LDAP agent. This setting is required. The
default is last.

user-dn

Specifies the fully qualified domain name of the Access Policy Manager.
F5 Networks recommends that you specify this value in lower case and
without spaces for compatibility with some specific LDAP servers. The
specific content of this string depends on your directory layout.
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aaa-ocsp

Manages an AAA OCSP (Online Certificate Status Protocol) agent.

Syntax

Configure the aaa-ocsp component within the policy agent module using
the following syntax.

Create/Modify

create aaa-ocsp [name]

modify aaa-ocsp [name]
app-service [[string] | none]
ocsp-responder <string>

Display
list aaa-ocsp
list aaa-ocsp [ [ [name]l | [glob] | [regex] 1 ... ]
show running-config aaa-ocsp
show running-config aaa-ocsp [ [ [name]l | [glob] | [regex] 1 ... ]
all

all-properties
current-module
non-default-properties
one-line

app-service

partition

Delete

delete aaa-ocsp [name]

Description

Use this command to create, modify, display, or delete an AAA OCSP
agent.

Examples

+ create aaa-ocsp MyCCagent
Creates the AAA OCSP agent named MyCCagent in the Common
partition.

« list aaa-ocsp all
Displays a list of AAA OCSP agents.

¢ delete aaa-ocsp MyCCagent
Deletes the MyCCagent AAA OCSP agent.
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[name]
Specifies the name of an agent that you want to display or delete. This
setting is required.

app-service

Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

ocsp-responder

partition
Displays the partition within which the object resides.
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aaa-radius
Manages an AAA RADIUS agent.

Syntax
Configure the aaa-radius component within the policy agent module using
the following syntax.

Create/Modify

create aaa-radius [name]

modify aaa-radius [name]
app-service [[string]l | none]
max-logon-attempt <number>
server (<string> | none)
show-extended-error (true | false)

Display
list aaa-radius
list aaa-radius [ [ [name] | [glob] | [regex] ] ... ]
show running-config aaa-radius
show running-config aaa-radius [ [ [name] | [glob] | [regex] 1 ... ]
all

all-properties
current-module
non-default-properties
one-line

app-service

partition

Delete

delete aaa-radius [name]

Description

Use this command to create, modify, display, or delete an AAA RADIUS
agent.

Examples

+ create aaa-radius Myradiusagent {server ''companyradius''}
Creates an AAA RADIUS agent named Myradiusagent that is
associated with the companyradius server.

o list aaa-radius
Displays a list of AAA RADIUS agents.
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delete aaa-radius Myradiusagent
Deletes the Myradiusagent AAA RADIUS agent.

app-service

Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

max-logon-attempt

Specifies the maximum number of opportunities that users have to
re-enter credentials after their first attempt to log in fails. If you set this
value to a number from 2 to 5 inclusive, the system allows users the
specified number of opportunities to log in after the first attempt to log in
fails. If you set the value to 1, the system does not allow a second log in
opportunity after a first log in attempt fails. The default value is 3.

[name]

Specifies the name of an aaa radius agent. This setting is required.
partition

Displays the partition within which the object resides.

server
Specifies the AAA RADIUS server that the system uses for RADIUS
queries and authentication.

show-extended-error
Specifies to display a verbose error message. The default value is false.
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aaa-securid
Manages an AAA SecurlD agent.

Syntax
Configure the aaa-securid component within the policy agent module
using the following syntax.

Create/Modify

create aaa-securid [name]

modify aaa-securid [name]
app-service [[string]l | none]
max-logon-attempt [integer]
server [[string] | none]
show-extended-error [true | falsel

edit aaa-securid | [glob] | [regex] 1 ... ]
all-properties
non-default-properties

Display
list aaa-securid
list aaa-securid [ [ [name] | [glob]l | [regex] ] ... ]
show running-config aaa-securid
show running-config aaa-securid [ [ [name] | [glob] | [regex] 1 ... ]
all

all-properties
current-module
non-default-properties
one-line

app-service

partition

Delete

delete aaa-securid [name]

Description

You can use the aaa-securid component to create and manage an AAA
SecurID agent.

Examples

+ create aaa-securid mySecuridAgent { server rsal_106 }
Creates an AAA SecurlD agent named mySecuridAgent that is
associated to AAA RSA Server rsal_106.
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list all aaa-securid
Displays a list of AAA SecurlD agents.

delete aaa-securid MyCCagent
Deletes the MyCCagent AAA Client Certification agent.

[name]
Specifies the name of an agent that you want to display or delete. This
setting is required.

partition
Displays the partition within which the component resides.

app-service

Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

max-logon-attempt

Specifies the maximum number of opportunities that users have to
re-enter credentials after their first attempt to log in fails. If you set this
value to a number from 2 to 5 inclusive, the system allows users the
specified number of opportunities to log in after the first attempt to log in
fails. If you set the value to 1, the system does not allow a second log in
opportunity after a first log in attempt fails. The default value is 3.

server
Specifies the AAA RSA SecurlD server that the system uses for LDAP
queries and authentication.

show-extended-error
Specifies to display a verbose error message. The default value is false.
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acct-radius
Manages a RADIUS Account agent.

Syntax
Configure the acct-radius component within the policy agent module using
the following syntax.

Create/Modify

create acct-radius [name]
modify acct-radius [name]

app-service [[string]l | none]
server [[string] | none]
edit acct-radius | [glob] | [regex] 1 ... ]

all-properties
non-default-properties

Display
list acct-radius
list acct-radius [ [ [name] | [glob]l | [regex] 1 ... ]
show running-config acct-radius
show running-config acct-radius [ [ [name] | [glob] | [regex] 1 ... ]
all

all-properties
current-module
non-default-properties
one-line

app-service

partition

Delete

delete acct-radius [name]

Description

You can use the acct-radius component to create and manage an RADIUS
Account agent.

Examples

+ create acct-radius MyRADIUSagent {
server ""MyRADIUS"
}
Creates the MyRADIUSagent RADIUS Account agent that is associated
with the MyRADIUS server.
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list acct-radius
Displays a list of RADIUS Account agents and the servers associated
with the agents.

delete acct-radius MyRADIUSagent
Deletes the MyRADIUSagent RADIUS Account agent.

[name]
Specifies the name of an RADIUS Account server. This setting is
required.

partition
Displays the partition within which the component resides.

app-service

Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

server
Specifies an RADIUS Account server the system uses for RADIUS
queries and authentication. This option is required.
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acct-tacacsplus
Manages a TACACS+® Account agent.

Syntax
Configure the acct-tacacsplus component within the policy agent module
using the following syntax.

Create/Modify

create acct-tacacsplus [name]
modify acct-tacacsplus [name]
options
app-service [[string] | none]
server [[string] | none]

Display

list acct-tacacsplus
list acct-tacacsplus [ [ [name] | [glob]l | [regex] 1 ... ]
show running-config acct-tacacsplus
show running-config acct-tacacsplus [ [ [name] | [glob] | [regex] ] ... 1]
all
all-properties
current-module
non-default-properties
app-service
partition

Delete

delete acct-tacacsplus [name]

Description

You can use the acct-tacacsplus component to configure a TACACS+
Account agent.

Examples

+ create acct-tacacsplus MyADQueryagent {
server ''companyAD"
}
Creates the agent type TACACS+ Account named MyADQueryagent
that uses the companyAD server.

« list acct-tacacsplus all
Displays a list of TACACS+ Account agents and the server associated
with each agent.
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delete acct-tacacsplus MyADagent
Deletes the MyADagent TACACS+ Account agent.

[name]
Specifies the name of an acct-tacacsplus agent. This setting is required.

partition
Displays the partition within which the component resides.

app-service

Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

server
Specifies the TACACS+ Account server that the system uses for queries
and authentication.
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decision-box
Manages a Decision Box agent.

Syntax
Configure the decision-box component within the policy agent module
using the following syntax.

Create/Modify

create decision-box [name]
modify decision-box [name]
options
app-service [[string] | none]
customization-group [name]

Display
list decision-box
list decision-box [ [ [name] | [glob]l | [regex] 1 ... ]
show running-config decision-box
show running-config decision-box [ [ [name] | [glob] | [regex] 1 ... ]
all

all-properties
app-service
current-module
non-default-properties

one-line
partition
Delete
delete decision-box ([name] | all)
Description
You can use the decision-box component to configure a Decision Box
agent.
Examples

¢ create dynamic-acl MyADQueryagent
Creates the Decision Box agent named MyADQueryagent.

o list decision-box all
Displays a list of Decision Box agents.

+ delete decision-box MyADagent
Deletes the MyADagent Decision Box agent.
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app-service

Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

customization-group
Specifies the name of the existing customization group to which the
agent belongs.

[name]
Specifies the name of a Decision Box agent. This setting is required.

partition
Displays the partition within which the component resides.
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dynamic-acl
Manages a Dynamic ACL agent.

Syntax
Configure the dynamic-acl component within the policy agent module
using the following syntax.

Create/Modify

create dynamic-acl [name]
modify dynamic-acl [name]
options
app-service [[string] | none]
entries [ add | delete | modify | none | replace-all-with]

Display
list dynamic-acl
list dynamic-acl [ [ [name] | [glob]l | [regex] 1 ... ]
show running-config dynamic-acl
show running-config dynamic-acl [ [ [name] | [glob]l | [regex] ] ... ]
all

all-properties
app-service
current-module
non-default-properties
one-line

partition

Delete

delete dynamic-acl [name]

Description

You can use the dynamic-acl component to create and manage a Dynamic
access control list (acl) agent that parses ACL text input with a specified
format from a specified session variable, assigns the parsed entry into a

Dynamic ACL object, and assigns it into a current user session. An ACL is a

set of restrictions associated with a resource or favorite that defines access
for users and groups.

Examples

¢ create dynamic-acl <dynamic-acl-agent-name { entries <operator> {
<index> { acl <DynamicACLentry> [ format [f5 | cisco] ] source
<session.variable source> } } }>
Creates the Dynamic ACL agent named MyDynamicAclAgent.
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list dynamic-acl
Displays a list of Dynamic ACL agents.

delete dynamic-acl MyDynamicAclAgent
Deletes the Dynamic ACL agent named MyDynamicAclAgent.

app-service

Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

entries
Specifies the name of the entry to assign this dynamic access control list.

[name]

Specifies the name of the Dynamic Acl agent. This setting is required.
partition

Displays the partition within which the component resides.
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ending-allow

Manages an Ending Allow agent.

Syntax

Configure the ending-allow component within the policy agent module
using the following syntax.

Create/Modify

create ending-allow [name]
modify ending-allow [name]
app-service [[string]l | none]

Display

list ending-allow
list ending-allow [ [ [name] | [globl | [regex] 1 ... ]
show running-config ending-allow
show running-config ending-allow [ [ [name]l | [glob] | [regex] 1 ... ]
all
all-properties
app-service
current-module
non-default-properties

one-line
partition
Delete
delete ending-allow ([name] | all)
Description
Access policy endings indicate the final outcome of a branch of an access
policy. An Allow ending is a successful ending in which the system displays
the user’s home page and grants access to a webtop connection.
Examples

+ create ending-allow MyEndingAllowAgent { }
Creates the Ending Allow agent named MyEndingAllowAgent.

+ list ending-allow
Displays a list of Ending Allow agents.

+ delete ending-allow MyEndingAllowAgent
Deletes the Ending Allow agent named MyEndingDeniedAgent.
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¢ [name]
Specifies the name of an Ending Allow agent. This option is required.

& app-service
Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

+ partition
Displays the partition within which the component resides.

See Also
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ending-deny

Manages an Ending Deny agent.

Syntax

Configure the ending-deny component within the policy agent module
using the following syntax.

Create/Modify

create ending-deny [name]
modify ending-deny [name]
options
app-service [[string] | none]
customization-group [name]

Display

list ending-deny
list ending-deny [ [ [name] | [glob]l | [regex] 1 ... ]
show running-config ending-deny
show running-config ending-deny [ [ [name] | [glob] | [regex] 1 ... ]
all
all-properties
app-service
current-module
non-default-properties

one-line
partition
Delete
delete ending-deny ([name] | all)
Description
Access policy endings indicate the final outcome of a branch of an access
policy. The Logon Deny ending is the final result of an unsuccessful logon
attempt (the failure could be caused by an incorrect logon attempt, a security
requirement incompatibility, or the use of an unsupported device). Upon
reaching a Logon Deny ending, the user sees an error message. You can use
the ending-deny component to create and manage an Ending Deny agent.
Examples

¢ create ending-deny MyEndingDenyAgent customization-group
MyLogOffCG
Creates the Ending Deny agent named MyEndingDenyAgent that is
associated with the MyLogOffCG customization group.
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list ending-deny
Displays a list of Ending Deny agents.

delete ending-deny MyEndingDenyAgent
Deletes the Ending Deny agent named MyEndingDenyAgent.

app-service

Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

customization-group

Specifies the name of the existing customization-group to which the
agent belongs. It enables you to customizes the logon deny page. For
example, you can indicate a specific reason for the denial of access. This
setting is required, and the customization group that you assign must be
of the type logout.

[name]

Specifies the name of an Ending Deny agent. This setting is required.
partition

Displays the partition within which the component resides.
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ending-redirect

Manages an Ending Redirect agent.

Syntax

Configure the ending-redirect component within the policy agent module
using the following syntax.

Create/Modify

create ending-redirect [name]
modify ending-redirect [name]
options
app-service [[string] | none]
close-session [true | falsel
url [value]

Display
list ending-redirect
list ending-redirect [ [ [name] | [glob] | [regex] 1 ... ]
show running-config ending-redirect
show running-config ending-redirect [ [ [name] | [glob]l | [regex] 1 ... ]
all

all-properties
app-service
current-module
non-default-properties

one-line
partition
Delete
delete ending-redirect ([name] | all)
Description
The Redirect ending can be used to redirect the user, rather than allowing or
denying a connection. It can also send a user directly to an update script or
to different server or landing URI. Upon reaching a Redirect ending, the
user sees a screen indicating that they are being redirected to a different
URL. You can use the ending-redirect component to create and manage an
Ending Redirect agent.
Examples

+ create ending-redirect MyEndingRedirectAgent { url
""http://www.myweb.com" }
Creates the Ending Redirect agent named MyEndingRedirectAgent that
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redirects a connection to http://www.myweb.com.
Creates an agent using the current protocol and the session variable
% {sesession.server.network.protocol }

list ending-redirect
Displays a list of Ending Redirect agents.

delete ending-redirect MyEndingRedirectAgent
Deletes the Ending Redirect agent named MyEndingRedirectAgent.

app-service

Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

close-session

Redirects to the specified URI after closing the session if enabled.
Otherwise, redirect to the specified URI without closing the session. The
default is enabled.

[name]
Specifies the name of an Ending Redirect agent. This option is required.

url

Specifies the URL to which the system redirects the original request.
This option is required, and you must specify an absolute URL.

An absolute URL specifies the exact location of a file or directory on the
Internet.
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endpoint-check-machine-cert

Manages an End-point Check Machine certificate agent.

Syntax

Configure the endpoint-check-machine-cert component within the apm
policy agent module using the following syntax.

Create/Modify

create endpoint-check-machine-cert [name]
modify endpoint-check-machine-cert [name]
app-service [[string]l | none]
ca-profile-name [value]
issuer [value]
match-rule [any | issuer | issuer-and-serial-num | last |
subject-alt-name-match-fgqdn | subject-on-match-fgdn ]
ocsp-responder-name [value]
save-cert [ true| falsel
allow-elevation [ true| false]
serial-number [integer]
store-location [machine | user]
store-name [valuel
subject-alt-name [value]

edit endpoint-check-machine-cert [ [ [name] | [glob]l] | [regex] 1 ... ]
all-properties
non-default-properties

Display

list endpoint-check-machine-cert

list endpoint-check-machine-cert [ [ [name] | [glob]l | [regex] 1 ... ]

show running-config endpoint-check-machine-cert

show running-config endpoint-check-machine-cert [ [ [name]l | [glob] | [regex] 1 ... ]
all

all-properties
app-service
current-module
non-default-properties
one-line

partition

Delete

delete endpoint-check-machine-cert [name]

Description

Endpoint security is a centrally-managed method of monitoring and
maintaining client-system security.
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The endpoint-check-machine-cert component checks for the presence of a
valid machine certificate on Windows/Mac client systems during access
policy validation.

create endpoint-check-machine-cert MyMCagent

Creates the Endpoint Check Machine certificate agent named
MyMCagent in the

Common partition.

B <list endpoint-check-machine-cert>
Displays a list of Endpoint Check Machine certificate agents.

delete endpoint-check-machine-cert MyMCagent
Deletes the MyMCagent Endpoint Check Machine certificate agent.

app-service

Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

ca-profile-name
Specifies the name of the certificate authority profile to validate the
certificate.

issuer
Specifies the name used to match the issuer name in the machine
certificate.

match-rule
Specifies the match rule to look up the machine certificate on the client
machine.

[name]
Specifies the name of an external logon page agent. This option is
required.

ocsp-responder-name
Specifies the name of the OCSP responder to validate the certificate
using OCSP.

partition
Displays the partition within which the component resides.

save-cert
Specifies to store the entire machine certificate in a session variable.

allow-elevation
Specifies to allow UAC prompts during private key checking.
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See Also

+ serial-number
Specifies the serial number used to match the serial number of the
machine certificate.

+ store-location
Specifies the location of the certificate store on the client machine.

¢ store-name
Specifies the name of the certificate store on the client machine.

¢ subject-alt-name
Specifies the name used to match the subject-alt-name in the machine
certificate.

& partition
Specifies the partition within which the object resides.

endpoint-check-software, endpoint-linux-check-file,
endpoint-linux-check-process, endpoint-mac-check-file,
endpoint-mac-check-process, endpoint-windows-check-file,
endpoint-windows-browser-cache-cleaner,
endpoint-windows-check-process, endpoint-windows-check-registry,
endpoint-windows-group-policy, endpoint-windows-info-os,
endpoint-machine-info, endpoint-windows-protected-workspace
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Manages an Endpoint Software Check agent.

Syntax

Configure the endpoint-check-software component within the apm policy
agent module using the following syntax.

Create/Modify

create endpoint-check-software [name]
modify endpoint-check-software [name]

collect [ true | false ]

continuous-check [ true | false ]

type [ antivirus | firewall | patch-management | antispyware | peer-to-peer |
hard-disk-encryption | health-agent ]

check-list-type [ required | allow | deny ]

items [ vendor_id | product_id | state | version | db-age | db-version | last-scan
| missing-updates | platform ]

edit endpoint-check-software [ [ [name] | [glob] | [regex] 1 ... ]
all-properties
non-default-properties

Display
list endpoint-check-software
list endpoint-check-software [ [ [name] | [glob] | [regex] ] ... ]
show running-config endpoint-check-software
show running-config endpoint-check-software [ [ [name] | [globl] | [regex] 1 ... ]
all

all-properties
app-service
current-module
non-default-properties
one-line

partition

Delete

delete endpoint-check-software ([name] | all)

Description

Endpoint security is a centrally-managed method of monitoring and
maintaining client-system security. You can use the
endpoint-check-software component to create and manage an agent that
enforces monitoring of various client-system security third party software.
Different type s of third party software supported are described below in
options.
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The configuration attributes in the ifems option are generic and therefore for
a given software fype only certain ifems attributes are useful, rest of the
attributes are ignored even if they are configured. For example: for type =
peer-to-peer only vendor_id, product_id, state and version are considered
and rest of the items like db-age, db-version etc are ignored. Following is
the list of useful attributes corresponding to the software fype:

Commont to all software type: vendor_id, product_id, version, platform
antivirus & antispyware: db-age, db-version, last-scan, state
patch-management: missing-updates, state

health-agent: compliant

hard-disk encryption, Peer-to-peer and firewall: state

+ create endpoint-check-software MyEndpointWCagent items state
enabled add
Creates the Endpoint Check Software agent named
MyEndpointWCagent, which
verifies that the specified third party software on the client is compliant
with system administrators configuration, which my just check for the
installation or monitor the state of the software

+ list endpoint-check-software
Displays a list of Endpoint Software Check agents.

+ delete endpoint-check-software MyEndpointWCagent
Deletes the Endpoint Software Check agent named
MyEndpointWCagent.

o items
Adds items to or deletes items from an Endpoint Software Check agent.
You can specify the following attributes for the software:

* check-list-typeSpecifies how the list of software should be checked
required: Client is required to have at least one of the software
configured in the list in order to pass the access policy. And that
software should satisfy all the configuration fields e.g. state, version
etc.
allow: Client is allowed to have any of the software configured in the
list but NOT any other than that, in order to pass the access policy.
List is treated as whitelist. A given client software will not match
unless it satisfies all the configuration fields (e.g. state, version etc).
NOTE: The check will also be successful if client has no software
installed at all. List of software is treated as whitelist.
deny: Client should NOT have any software configured in the list in
order to pass the access policy. And that software should satisfy all
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the configuration fields (e.g. state, version etc). NOTE: The check will
also be successful if client has no software installed at all. List of
software is treated as blacklist.

db-age

Specifies the maximum age of the anti-virus/anti-spyware database
that you want an Endpoint Software Check agent to verify the
presence of on the client in order to allow the access policy to pass.

db-version

Specifies the version of the anti-virus/anti-spyware database that you
want an Endpoint Software Check agent to verify the presence of on
the client in order to allow the access policy to pass.

product_id

Specifies the product ID of the software that you want an Endpoint
Software Check agent to verify the presence of on the client in order
to allow the access policy to pass.

vendor_id

Specifies the vendor ID of the software that you want an Endpoint
Software Check agent to verify the presence of on the client in order
to allow the access policy to pass.

NOTE: If none of the vendor id or product id is defined then check is
performed for any of the software of given rype If both vendor id and
product id are configured then, product id is ignored and only vendor
id is considered. Vendor ID always takes precedence. A vendor can
have many products. Each product (of every vendor) has unique ID
assigned to them. Similarly, every vendor is assigned a unique ID too
which is separate from product ID. If you want to check every
software from a vendor then specify vendor_id only.

state

State means different things to different software fype. The state can
be enabled, disabled or unspecified. The default is unspecified.
antivirus and antispyware: When the state is set to enabled or
disabled, agent verifies that the specified antivirus/antispyware
software has real time protection enabled or disabled on the client that
is attempting to connect. When state is unspecified, it ignores the
state.

patch-management: When the state is set to enabled, agent verifies
that the specified PM software is running on the client that is
attempting to connect. When its set to unspecified, state of the
software is ignored.

firewall: When the state is enabled or disabled, agent verifies that the
specified firewall software has real time protection enabled or
disabled on the client that is attempting to connect. When state is
unspecified, the software state is ignored.

peer-to-peer: When the state is set to enabled agent verifies that the
peer-to-peer software is running on the client that is attempting to
connect. When state is unspecified, the agent only verifies that the
software is installed or not.

hard-disk-encryption: When the state is set to enabled agent verifies
that all disk volumes are encrypted on the client that is attempting to
connect. When state is unspecified, the agent only verifies that the
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software is installed or not.

health-agent: When the state is set to enabled agent verifies that
endpoint client is compliant with the health policy set out by the site
administrator.

* version
Specifies the version of the software that you want an Endpoint
Software Check agent to verify the presence of on the client in order
to allow the access policy to pass.

* last-scan
Specifies the maximum allowed duration without the full system scan
of endpoint client that software agent can accept in order to allow the
access policy to pass. It is specified in number of days.

¢ missingupdates
Specifies the maximum number of allowed missing critical updates of
the PM software at the endpoint client in order to allow the access
policy to pass. Leave blank to ignore number of missing critical
updates. Specify 0 to make sure endpoint client is up-to-date

e platform
Specifies the platform. It could be any of the following: windows,
linux, mac or any. The default is any.

+ type
Its the type of the third party software to be monitored on the client
system. It could be any of the following: antivirus, firewall,
patch-management, antispyware, peer-to-peer, hard-disk-encryption,
health-agent

¢ collect
Store information about client software in session variables. The default
is false.

+ continuous-check
Continuously check the items, and end the session if the result changes.
The default is false.

¢ [name]
Specifies the name of an Endpoint Software Check agent. This option is
required.

& partition
Displays the partition within which the component resides.

endpoint-linux-check-file, endpoint-linux-check-process,
endpoint-mac-check-file, endpoint-mac-check-process,
endpoint-windows-browser-cache-cleaner, endpoint-windows-check-file,
endpoint-check-machine-cert, endpoint-windows-check-process,
endpoint-windows-check-registry, endpoint-windows-group-policy,
endpoint-windows-info-os, endpoint-machine-info,
endpoint-windows-protected-workspace
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endpoint-linux-check-file

Manages an Endpoint Linux Check File agent.

Syntax

Configure the endpoint-linux-check-file component within the policy
agent module using the following syntax.

Create/Modify

create endpoint-linux-check-file [name]
modify endpoint-linux-check-file [name]
continuous-check [ true | false ]
app-service [[string] | none]
files [ filename | md5 | modified | size ]

edit endpoint-linux-check-file [ [ [name] | [glob] | [regex] 1 ... ]
all-properties
non-default-properties

Display
list endpoint-linux-check-file
list endpoint-linux-check-file [ [ [name] | [glob]l | [regex] ] ... ]
show running-config endpoint-linux-check-file
show running-config endpoint-linux-check-file [ [ [name] | [glob]l | [regex] 1 ... ]
all

all-properties
app-service
current-module
non-default-properties
one-line

partition

Delete

delete endpoint-linux-check-file ([name] | all)

Description

Access Policy Manager checks for the presence of one or more files on a
client that is attempting to connect. If a file with the described properties
exists, the action goes to the successful branch. If the file does not exist, or a
file exists but one or more properties are not correct, the action goes to the
fallback branch.

You can use the endpoint-linux-check-file component to create or manage
an Endpoint Linux Check File agent that verifies the presence of specified
Linux files on a client.
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+ create endpoint-linux-check-file Myprofile_act_file_check_ag {

*

files {
filename ''/tmp/demo/demofile'
md5 "6b61ad518c23650b17e738elfa2bb04e"
modified 2007-06-01 10:30:10
size 12
}
{

filename ''/tmp/demo/testfile"’
md5 "'20d9f2072bbeb6691c0f9c5099b01£3"
size 9
}
}

Creates the Endpoint Linux Check File agent named
Myprofile_act_file_check_ag that checks that the client contains two
files located in the /tmp/demo directory: a 12 byte file named demofile
that was modified no later than January 6, 2007 at 10:30 and has an MD5
checksum of 6b61ad518c23650b17e738e1fa2bb04e, and a 9-byte file
named testfile that has an MD5 check sum of
£20d9f2072bbeb6691c0f9c5099b01£3.

list all endpoint-linux-check-file Company8profile_act_file_check_ag
Displays information about the Endpoint Linux Check File agent named
Company8profile_act_file_check_ag.

delete endpoint-linux-check-file Company8profile_act_check _file {
files { filename ''/tmp/demo/demofile' }}

Deletes the /tmp/demo/demofile file from the Endpoint Linux Check File
agent named Company8profile_act_file check_ag.

app-service

Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

files

Adds files to or deletes files from an Endpoint Linux Check File agent.
You can specify the following attributes of the files that you want an
Endpoint Linux Check File agent to verify the presence of on the client
in order to allow the access policy to pass.

filename

Specifies the name of the file and includes the full path. The Endpoint
linus Check File agent that you are creating must be able to verify the
file’s presence on the client for the access policy to pass. When you
add a file to or delete a file from the agent, this setting is required.
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e md>S
Specifies the value of an MD5 checksum. The Endpoint Linux Check
File agent you are creating must be able to match the checksum on the
client for the access policy to pass. The default is none.

* modified
Specifies the last modified date of the specified file. The Endpoint
Linux Check File agent you are creating must verify this date on the
client for the access policy to pass. The default is 1970-01-01
00:00:00.

e size
Specifies the size, in bytes, of the specified file. The Endpoint Linux
Check File agent you are creating must verify this size on the client
for the access policy to pass. The default is 0.

+ continuous-check
Continuously check the files, and end the session if the result changes.
The default is false.

¢ [name]
Specifies the name of an Endpoint Linux Check File agent. This setting
is required.

+ partition
Displays the partition within which the component resides.

endpoint-check-software, endpoint-linux-check-process,
endpoint-mac-check-file, endpoint-mac-check-process,
endpoint-windows-browser-cache-cleaner, endpoint-windows-check-file,
endpoint-check-machine-cert, endpoint-windows-check-process,
endpoint-windows-check-registry, endpoint-windows-group-policy,
endpoint-windows-info-os, endpoint-machine-info,
endpoint-windows-protected-workspace
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endpoint-linux-check-process

Manages an Endpoint Linux Check Process agent.

Syntax

Configure the endpoint-linux-check-process component within the policy

agent module using the following syntax.

Create/Modify

create endpoint-linux-check-process [name]
modify endpoint-linux-check-process [name]

options
continuous-check [ true | false ]
app-service [[string] | none]

expression [ string | none ]

edit endpoint-linux-check-process [ [ [name] | [glob] | [regex] ]

all-properties
non-default-properties

Display

list endpoint-linux-check-process

list endpoint-linux-check-process [ [ [name] | [glob] | [regex] ]

show running-config endpoint-linux-check-process
show running-config endpoint-linux-check-process [ [ [name] |
1

all

all-properties

app-service

current-module

non-default-properties

one-line

partition

Delete

delete endpoint-linux-check-process [name]

Description

You can use the endpoint-linux-check-process component to create and
manage an Endpoint Linux Check Process agent that collects information

about the Linux processes running on the client.

TMSH Reference
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+ create endpoint-linux-check-process MyEndpointWCPagent { (bash
OR top) AND firefox }
Creates the Endpoint Linux Check Process agent named
MyEndpointWCPagent that checks that the client has either bash or
top, and firefox launched.

+ list endpoint-linux-check-process
Displays a list of Endpoint Linux Check Process agents.

o delete endpoint-linux-check-process MyEndpointWCPagent
Deletes the Endpoint Linux Check Process agent named
MyEndpointWCPagent.

& app-service
Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

& expression
Specifies the expression that you want an Endpoint Linux Check Process
agent to use to verify the processes that are running on the client to allow
the access policy to pass. You can use the following operators: AND,
OR, NOT, (and). You can use wildcards in the process name, for
example, navapsvc.*.

If the check is successful, the system returns 1. If the check fails, the
system returns 0. If the expression is incorrect, the system returns -1.

+ continuous-check
Continuously check the expression, and end the session if the result
changes. The default is false.

¢ [name]
Specifies the name of an Endpoint Linux Check Process agent. This
setting is required.

+ partition
Displays the partition within which the component resides.

endpoint-check-software, endpoint-linux-check-file,
endpoint-mac-check-file, endpoint-mac-check-process,
endpoint-windows-browser-cache-cleaner, endpoint-windows-check-file,
endpoint-check-machine-cert, endpoint-windows-check-process,
endpoint-windows-check-registry, endpoint-windows-group-policy,
endpoint-windows-info-os, endpoint-machine-info,
endpoint-windows-protected-workspace
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Manages an Endpoint Macintosh Check File agent.

Syntax

Configure the endpoint-mac-check-file component within the policy
agent module using the following syntax.

Create/Modify

create endpoint-mac-check-file [name]
modify endpoint-mac-check-file [name]

options
continuous-check [ true | false ]
app-service [[string] | none]

files [ filename | md5 | modified | size ]

edit endpoint-mac-check-file [ [ [name] | [glob] | [regex] 1 ... ]
all-properties
non-default-properties

Display
list endpoint-mac-check-file
list endpoint-mac-check-file [ [ [name]l | [glob] | [regex] 1 ... ]
show running-config endpoint-mac-check-file
show running-config endpoint-mac-check-file [ [ [name] | [glob]l | [regex] 1 ... ]
all

all-properties
app-service
current-module
non-default-properties
one-line

partition

Delete

delete endpoint-mac-check-file ([name] | all)

Description

Access Policy Manager checks for the presence of one or more files on a
client that is attempting to connect. If a file with the described properties
exists, the action goes to the successful branch. If the file does not exist, or a
file exists but one or more properties are not correct, the action goes to the
fallback branch.

You can use the endpoint-mac-check-file component to create or manage
an Endpoint Macintosh Check File agent that verifies the presence of
specified Macintosh files on a client.
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¢ create endpoint-mac-check-file Myprofile_act_file_check_ag {
files {
filename ''/tmp/demo/demofile'
mdS5 ""6b61ad518¢23650b17e¢738el1fa2bb04e"
modified 2007-06-01 10:30:10
size 12

}
{

filename ''/tmp/demo/testfile"’
mdS5 "'£20d9f2072bbeb6691c0f9¢5099b01£3"
size 9
}
}
Creates the Endpoint Macintosh Check File agent named
Myprofile_act_file_check_ag that checks that the client contains two
files located in the /tmp/demo directory: a 12 byte file named demofile
that was modified no later than January 6, 2007 at 10:30 and has an MD5
checksum of 6b61ad518c23650b17e738e1fa2bb04e, and a 9 byte file
named testfile that has an MD5 check sum of
£20d9f2072bbeb6691c0f9c5099b01£3.

+ list all endpoint-mac-check-file Company8profile_act_file_check_ag
Displays information about the Endpoint Macintosh Check File agent
named Company8profile_act_file_check_ag.

*

delete endpoint-mac-check-file Company8profile_act_check _file {
files { filename ''/tmp/demo/demofile' }}

Deletes the /tmp/demo/demofile file from the Endpoint Macintosh Check
File agent named Company8profile_act_file_check_ag.

Options

& app-service
Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

o files
Adds files to or deletes files from an Endpoint Macintosh Check File
agent. You can specify the following attributes of the files that you want
an Endpoint Macintosh Check File agent to verify the presence of on the
client to allow the access policy to pass:

 filename
Specifies the name of the file and includes the full path. The Endpoint
Macintosh Check File agent that you are creating must be able to
verify the file’s presence on the client for the access policy to pass.
When you add a file to or delete a file from the agent, this setting is
required.

TMSH Reference 24 - 49



Chapter 24
apm policy agent

See Also

24 -50

e md>S
Specifies the value of an MD5 checksum. The Endpoint Macintosh
Check File agent you are creating must be able to match the checksum
on the client for the access policy to pass. The default is none.

* modified
Specifies the last modified date of the specified file. The Endpoint
Macintosh Check File agent you are creating must verify this date on
the client for the access policy to pass. The default is 1970-01-01
00:00:00.

e size
Specifies the size, in bytes, of the specified file. The Endpoint
Macintosh Check File agent you are creating must verify this size on
the client for the access policy to pass. The default is 0.

+ continuous-check
Continuously check the files, and end the session if the result changes.
The default is false.

¢ [name]
Specifies the name of an Endpoint Macintosh Check File agent. This
setting is required.

+ partition
Displays the partition within which the component resides.

endpoint-check-software, endpoint-linux-check-file,
endpoint-linux-check-process, endpoint-mac-check-process,
endpoint-windows-browser-cache-cleaner, endpoint-windows-check-file,
endpoint-check-machine-cert, endpoint-windows-check-process,
endpoint-windows-check-registry, endpoint-windows-group-policy,
endpoint-windows-info-os, endpoint-machine-info,
endpoint-windows-protected-workspace
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endpoint-mac-check-process

Manages an Endpoint Macintosh Check Process agent.

Syntax

Configure the endpoint-mac-check-process component within the policy
agent module using the following syntax.

Create/Modify

create endpoint-mac-check-process [name]
modify endpoint-mac-check-process [name]

options
continuous-check [ true | false ]
app-service [[string] | none]

expression [ string | none ]

edit endpoint-mac-check-process [ [ [name] | [glob] | [regex] 1 ... ]
all-properties
non-default-properties

Display
list endpoint-mac-check-process
list endpoint-mac-check-process [ [ [name] | [glob] | [regex] 1 ... ]
show running-config endpoint-mac-check-process
show running-config endpoint-mac-check-process [ [ [name] | [globl] | [regex] 1 ... ]
all

all-properties
app-service
current-module
non-default-properties
one-line

partition

Delete

delete endpoint-mac-check-process ([name] | all)

Description

You can use the endpoint-mac-check-process component to create and
manage an Endpoint Macintosh Check Process agent that collects
information about the Macintosh processes running on the client.
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create endpoint-mac-check-process MyEndpointWCPagent { (bash
OR top) AND firefox }

Creates the Endpoint Macintosh Check Process agent named
MyEndpointWCPagent that checks that the client has either bash or
top, and firefox launched.

list endpoint-mac-check-process
Displays a list of Endpoint Macintosh Check Process agents.

delete endpoint-mac-check-process MyEndpointWCPagent
Deletes the Endpoint Macintosh Check Process agent named
MyEndpointWCPagent.

app-service

Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

expression

Specifies the expression that you want an Endpoint Macintosh Check
Process agent to use to verify the processes that are running on the client
in order to allow the access policy to pass. You can use the following
operators: AND, OR, NOT, (and). You can use wildcards in the process
name, for example, navapsvc.*.

If the check is successful, the system returns 1. If the check fails, the
system returns 0. If the expression is incorrect, the system returns -1.

continuous-check
Continuously check the expression, and end the session if the result
changes. The default is false.

[name]
Specifies the name of an Endpoint Macintosh Check Process agent. This
setting is required.

partition
Displays the partition within which the component resides.
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endpoint-machine-info

Manages an Endpoint Machine Information agent.

Syntax

Configure the endpoint-machine-info component within the policy agent
module using the following syntax.

Create/Modify

create endpoint-machine-info [name]
modify endpoint-machine-info [name]
app-service [[string]l | none]
edit endpoint-machine-info [ [ [name] | [glob]l | [regex] ] ... ]

all-properties
non-default-properties

one-line
Display
list endpoint-machine-info
list endpoint-machine-info [ [ [name]l | [glob]l | [regex] 1 ... ]
show running-config endpoint-machine-info
show running-config endpoint-machine-info [ [ [name] | [glob] | [regex] ] ... ]

all-properties
non-default-properties
partition

show endpoint-machine-info
show endpoint-machine-info [name]

Delete

delete endpoint-machine-info [name]

Description

You can use the endpoint-machine-info component to create and manage
an agent that collects information about the machine that is attempting to
connect.

Options

¢ [name]
Specifies the name of the an Endpoint Check Machine Information agent.
This setting is required.

& partition
Displays the partition within which the component resides.
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& app-service
Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

See Also

endpoint-check-software, endpoint-linux-check-file,
endpoint-linux-check-process, endpoint-mac-check-file,
endpoint-mac-check-process, endpoint-windows-browser-cache-cleaner,
endpoint-windows-check-file, endpoint-check-machine-cert,
endpoint-windows-check-process, endpoint-windows-check-registry,
endpoint-windows-group-policy, endpoint-windows-info-os,
endpoint-windows-protected-workspace
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endpoint-windows-browser-cache-cleaner

Manages an Endpoint Windows Browser Cache Cleaner agent.

Syntax

Configure the endpoint-windows-browser-cache-cleaner component
within the policy agent module using the following syntax.

Create/Modify

create endpoint-windows-browser-cache-cleaner [name]
modify endpoint-windows-browser-cache-cleaner [name]
options
app-service [[string] | none]
cache-clean-type [all | all-except-css-js | all-except-img-css-js none ]
clean-passwords [false | true ]
empty-recycle-bin [false | true ]
idle-timeout [<integer> | immediate | indefinite]
idle-timeout-screen-lock [<integer>]
monitor-webtop [enable | disablel]
partition <name>
remove-connection-entry [false | true ]

edit endpoint-windows-browser-cache-cleaner [ [ [name] | [glob] | [regex] 1 ... ]
all-properties
non-default-properties

Display

list endpoint-windows-browser-cache-cleaner

list endpoint-windows-browser-cache-cleaner [ [ [name] | [glob] | [regex] ] ... ]
show running-config endpoint-windows-browser-cache-cleaner
show running-config endpoint-windows-browser-cache-cleaner [ [ [name] | [globl |
[regex] 1 ... 1]

all

all-properties
app-service
current-module
non-default-properties
one-line

partition

Delete

delete endpoint-windows-browser-cache-cleaner ([name] | all)

Description

Endpoint security is a centrally-managed method of monitoring and
maintaining client-system security. You can use the
endpoint-windows-browser-cache-cleaner component to create and
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manage an Endpoint Windows Browser Cache Cleaner agent. This agent
cleans items from the client browser and computer after logoff, and also
enforces session inactivity timeouts.

+ create endpoint-windows-browser-cache-cleaner
MyEndpointWBCCagent idle timeout 0
Creates the Endpoint Windows Browser Cache Cleaner agent named
MyEndpointWBCCagent that does not enforce a timeout.

+ create endpoint-windows-browser-cache-cleaner
MyEndpointWBCCagent { idle timeout 0 clean passwords enable }
Creates the Endpoint Windows Browser Cache Cleaner agent named
MyEndpointWBCCagent that does not enforce a timeout, but does
clear saved passwords from the client after logoff.

« list endpoint-windows-browser-cache-cleaner
Displays a list of Endpoint Windows Browser Cache Cleaner agents.

¢ delete endpoint-windows-browser-cache-cleaner
MyEndpointWBCCagent
Deletes the Endpoint Windows Browser Cache Cleaner agent named
MyEndpointWBCCagent.

& app-service
Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

¢ cache-clean-type
Specifies which browser cache temporary files are removed. If set to all,
the temporary files are removed. If set to all-except-css-js, the browser
cache is cleared, but all style sheets and JavaScript are left on the
browser cache. If set to all-except-img-css-js, the browser cache is
cleared, but all style sheets, JavaScript, and images are left on the
browser cache. The default is all.

¢ clean-passwords
When true, the Endpoint Windows Browser Cache Cleaner agent
ensures that saved passwords are cleared from the client after logoff. The
default is false.

¢ empty-recycle-bin
When true, the Endpoint Windows Browser Cache Cleaner agent
empties the Recycle Bin on the client after logoff. The default is false.
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o idle-timeout
Specifies the number of minutes that the client session can be idle before
the Endpoint Windows Browser Cache Cleaner agent disconnects the
session. The default is 0, which enforces no timeout. This is a required
setting.

¢ Idle-timeout-screen-lock
Specifies the number of minutes the system can receive no user input
before the workstation is locked. The default is 0, which specifies no
timeout enforced.

¢ monitor-webtop
When true, the Endpoint Windows Browser Cache Cleaner agent forces
session termination if the browser or webtop is closed. The default is
false.

¢ [name]
Specifies the name of the Endpoint Windows Browser Cache Cleaner
agent. This is a required setting.

& partition
Displays the partition within which the component resides.

¢ remove-connection-entry
When true, the Endpoint Windows Browser Cache Cleaner agent
removes the connection from the Network Connections Dial-up
Networking folder on the client. The default is false.

endpoint-check-software, endpoint-linux-check-file,
endpoint-linux-check-process, endpoint-mac-check-file,
endpoint-mac-check-process, endpoint-windows-check-file,
endpoint-check-machine-cert, endpoint-windows-check-process,
endpoint-windows-check-registry, endpoint-windows-group-policy,
endpoint-windows-info-os, endpoint-machine-info,
endpoint-windows-protected-workspace
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endpoint-windows-check-file

Manages an Endpoint Windows Check File agent.

Syntax

Configure the endpoint-windows-check-file component within the policy
agent module using the following syntax.

Create/Modify

create endpoint-windows-check-file [name]

modi

fy endpoint-windows-check-file [name]

options

edit

continuous-check [ true | false ]
app-service [[string] | none]
files [ filename | md5 | modified | operation | signer | size | version ]

endpoint-windows-check-file [ [ [name] | [glob] | [regex] 1 ... ]
all-properties
non-default-properties

Display
list endpoint-windows-check-file
list endpoint-windows-check-file [ [ [name]l | [glob] | [regex] 1 ... ]
show running-config endpoint-windows-check-file
show running-config endpoint-windows-check-file [ [ [name] | [glob]l | [regex] 1 ...
1
all

all-properties
app-service
current-module
non-default-properties
one-line

partition

Delete

dele

te endpoint-windows-check-file ([name] | all)

Description

24 -58

Access Policy Manager checks for the presence of one or more files on a
client that is attempting to connect. If a file with the described properties
exists, the action goes to the successful branch. If the file does not exist, or a
file exists but one or more properties are not correct, the action goes to the
fallback branch.

You can use the endpoint-windows-check-file component to create or
manage an Endpoint Windows Check File agent that verifies the presence of
specified Windows files on a client.
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+ create endpoint-windows-check-file Myprofile_act_file_check_ag {

*

files {
filename ' C:\demo\demofile"
mdS5 ""6b61ad518¢23650b17e¢738el1fa2bb04e"
modified 2007-06-01 10:30:10
size 12
}
{

filename ' C:\demo\test.file'"
mdS5 "'£20d9f2072bbeb6691c0f9¢5099b01£3"
size 9
}
}

Creates the Endpoint Windows Check File agent named
Myprofile_act_file_check_ag that checks that the client contains two
files located in the C:demo directory: a 12 byte file named demofile that
was modified no later than January 6, 2007 at 10:30 and has an MD5
checksum of 6b61ad518c23650b17e738e1fa2bb04e, and a 9 byte file
named test.file that has an MD5 check sum of
£20d9£2072bbeb6691c0f9c5099b01£3.

list all endpoint-windows-check-file
Company8profile_act_file_check_ag

Displays information about the Endpoint Windows Check File agent
named Company8profile_act_file_check_ag.

delete endpoint-windows-check-file Company8profile_act_check _file
{ files { filename "' C:\demo\demofile' }}

Deletes the C:demodemofile file from the Endpoint Windows Check File
agent named Company8profile_act_file check_ag.

app-service

Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

files

Adds files to or deletes files from an Endpoint Windows Check File
agent. You can specify the following attributes for the files that you want
an Endpoint Windows Check File agent to verify the presence of on the
client to allow the access policy to pass.

filename

Specifies a file name and includes the full path. The Endpoint
windows Check File agent you are creating must be able to verify the
file’s presence on the client for the access policy to pass. When you
add a file to or delete a file from the agent, this setting is required.

24 -59



Chapter 24
apm policy agent

See Also

24 - 60

mdS5S

Specifies the value of an MD5 checksum. The Endpoint windows
Check File agent that you are creating must match the checksum on
the client for the access policy to pass. The default is none.

modified

Specifies the last modified date of the specified file. The Endpoint
windows Check File agent you are creating must verify this date on
the client for the access policy to pass. The default is 1970-01-01
00:00:00.

operation

Specifies the operator that you want your Endpoint Windows Check
File agent to use when verifying the attributes of the specified file on
the client. The default is equal.

signer

Specifies that the Endpoint Windows Check File agent must verify
that the specified file on the client is signed for the access policy to
pass. The default is none.

size

Specifies the size, in bytes, of the specified file. The Endpoint
Windows Check File agent you are creating must verify this file size
on the client for the access policy to pass. The default is 0.

version

Specifies the version of the specified file that you want your Endpoint
Windows Check File agent to verify on the client for the access policy
to pass. Specify the version using the followoiong form: x.x.x.x. The

maximum value is 65535.65535.65535.65535. The default is none.

+ continuous-check
Continuously check the files, and end the session if the result changes.
The default is false.

¢ [name]
Specifies the name of an Endpoint Windows Check File agent. This
option is required.

+ partition
Displays the partition within which the component resides.

endpoint-check-software, endpoint-linux-check-file,
endpoint-linux-check-process, endpoint-mac-check-file,
endpoint-mac-check-process, endpoint-windows-check-file,
endpoint-windows-browser-cache-cleaner,
endpoint-windows-check-process, endpoint-windows-check-registry,
endpoint-windows-group-policy, endpoint-windows-info-os,
endpoint-machine-info, endpoint-windows-protected-workspace
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endpoint-windows-check-process

Manages an Endpoint Windows Check Process agent.

Syntax

Configure the endpoint-windows-check-process component within the
policy agent module using the following syntax.

Create/Modify

create endpoint-windows-check-process [name]
modify endpoint-windows-check-process [name]
continuous-check [ true | false ]
app-service [[string] | none]
expression (<string> | none)

edit endpoint-windows-check-process [ [ [name] | [glob]l | [regex] 1 ... ]
all-properties
non-default-properties

Display
list endpoint-windows-check-process
list endpoint-windows-check-process [ [ [name] | [glob]l] | [regex] 1 ... ]
show running-config endpoint-windows-check-process
show running-config endpoint-windows-check-process [ [ [name] | [glob]l | [regex] ] ...

1
all-properties
non-default-properties
partition

show endpoint-windows-check-process
show endpoint-windows-check-process [name]

Delete

delete endpoint-windows-check-process [name]

Description

You can use the endpoint-windows-check-process component to create
and manage an agent that collects information about the Windows processes
running on the client.
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¢ create endpoint-windows-check-process MyEndpointWCPagent {
(NISUM.exe OR blackd.exe) AND navapsve.* }
Creates the Endpoint Windows Check Process agent named
MyEndpointWCPagent that checks that the client has either
NISUM.exe or blackd.exe, and navapsvc.* installed.

+ list endpoint-windows-check-process
Displays a list of Endpoint Windows Check Process agents.

o delete endpoint-windows-check-process MyEndpointWCPagent
delete
Deletes the Endpoint Windows Check Process agent named
MyEndpointWCPagent.

& app-service
Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

& expression
Specifies the expression that you want an Endpoint Windows Check
Process agent to use to verify the processes that are running on the client
in order to allow the access policy to pass. You can use the following
operators: AND, OR, NOT, (and). You can use wildcards in the process
name, for example, navapsvc.*.
If the check is successful, the system returns 1. If the check fails, the
system returns 0. If the expression is incorrect, the system returns -1.

+ continuous-check
Continuously check the expression, and end the session if the result
changes. The default is false.

¢ [name]
Specifies the name of an Endpoint Windows Check Process agent. This
setting is required.

+ partition
Displays the partition within which the component resides.

endpoint-check-software, endpoint-linux-check-file,
endpoint-linux-check-process, endpoint-mac-check-file,
endpoint-mac-check-process, endpoint-windows-check-file,
endpoint-check-machine-cert, endpoint-windows-browser-cache-cleaner,



endpoint-windows-check-process

endpoint-windows-check-registry, endpoint-windows-group-policy,
endpoint-windows-info-os, endpoint-machine-info,
endpoint-windows-protected-workspace
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endpoint-windows-check-registry

Manages an Endpoint Windows Check Registry agent.

Syntax

Configure the endpoint-windows-check-registry component within the
policy agent module using the following syntax.

Create/Modify

create endpoint-windows-check-registry [name]
modify endpoint-windows-check-registry [name]
continuous-check [ true | false ]

app-service [[string] | none]
expression [[string] | none]
edit endpoint-windows-check-registry [ [ [name] | [glob]l | [regex] 1 ... ]

all-properties
non-default-properties

Display
list endpoint-windows-check-registry
list endpoint-windows-check-registry [ [ [name] | [glob] | [regex] 1 ... ]
show running-config endpoint-windows-check-registry
show running-config endpoint-windows-check-registry [ [ [name] | [globl] | [regex] 1]

eee ]
all-properties
non-default-properties
partition

show endpoint-windows-check-registry
show endpoint-windows-check-registry [name]

Delete

delete endpoint-windows-check-registry [name]

Description
You can use the endpoint-windows-check-registry component to create
and manage an agent that collects information about the Windows registry
keys on the client that is attempting to connect.

Examples

+ create endpoint-windows-check-registry MyEndpointWCRagent
{"""HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Internet
Explorer"." Version''="5.0.2800.0""" }

Creates the Endpoint Windows Check Registry agent named

24 - 64



Options

TMSH Reference

endpoint-windows-check-registry

MyEndpointWCRagent that checks the registry on the client for
version 5.0.2800.0 of Internet Explorer in the
HKEY_LOCAL_MACHINESOFTWAREMicrosoft directory.

create endpoint-windows-check-registry MyEndpointWCRagent
{""HKEY_LOCAL_MACHINE64\SOFTWAREWMicrosoft\Internet
Explorer"."Version'="5.0.2800.0"""
Creates the Endpoint Windows Check Registry agent named
MyEndpointWCRagent that checks the registry on the client for version
5.0.2800.0 of Internet Explorer in the
HKEY_LOCAL_MACHINE64SOFTWAREMicrosoft directory.
Note that the registry value HKEY_LOCAL_MACHINEG64 is one of the
32 and 64-bit registry keys that you can specify on 64-bit Windows
versions.
On 64-bit Windows systems, you can check for registry keys in either the
64-bit registry or the 32-bit registry. To specify the registry to check,
append a number to the registry root key name. The following key names
are supported:

HKEY_CURRENT_USER

HKEY_CURRENT_USER32

HKEY_CURRENT_USER64

HKEY_LOCAL_MACHINE

HKEY_LOCAL_MACHINE32

HKEY_LOCAL_MACHINE64

HKEY_CLASSES_ROOT

HKEY_CLASSES_ROOT32

HKEY_CLASSES_ROOT64

HKEY_USERS

HKEY_USERS32

HKEY_USERS64
HKEY values specified with a 32 allow you to check values in the 32-bit
view of 64-bit registry. This is the perspective used by 32-bit
applications running with on a 64-bit operating system.
HKEY values with a 64 appended allow you to check values in the 64-bit
view of the registry. This is the perspective used by native 64-bit
applications. When checking values on 32-bit Windows, the number of
bits specified in the registry key name is ignored.

list endpoint-windows-check-registry
Displays a list of Endpoint Windows Check Registry agents.

delete endpoint-windows-check-registry MyEndpointWCRagent
delete

Deletes the Endpoint Windows Check Registry agent named
MyEndpointWCRagent.

app-service
Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
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on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

& expression
Specifies the expression that you want an Endpoint Windows Check
Registry agent to use to verify the registry entries that are present on the
client in order to allow the access policy to pass. You can use the
following operators: AND, OR, NOT, (and).
If the check is successful, the system returns 1. If the check fails, the
system returns 0. If the expression is incorrect, the system returns -1.

’ Important

You must use quotation marks (" ") around key and value arguments, and in
data when the content contains spaces, commas, slashes, tabs, or other
delimiters. If quotation marks exist as part of a registry path or value name,
you must use quotation marks around those quotation marks.

Tip: The system treats data in the formats "d.d[.d][.d]" or "d,d[,d][,d]"
(where d is a number) as a version number. The system treats data in the
format "mm/dd/yyyy" as a date.

¢ continuous-check
Continuously check the expression, and end the session if the result
changes. The default is false.

¢ [name]
Specifies the name of the an Endpoint Windows Check Registry agent.
This option is required.

& partition
Displays the partition within which the component resides.

endpoint-check-software, endpoint-linux-check-file,
endpoint-linux-check-process, endpoint-mac-check-file,
endpoint-mac-check-process, endpoint-windows-browser-cache-cleaner,
endpoint-windows-check-file, endpoint-check-machine-cert,
endpoint-windows-check-process, endpoint-windows-group-policy,
endpoint-windows-info-os, endpoint-machine-info,
endpoint-windows-protected-workspace



endpoint-windows-group-policy

endpoint-windows-group-policy

Manages an Endpoint Windows Group Policy agent.

Syntax

Configure the external-logon-page component within the policy agent
module using the following syntax.

Create/Modify

create endpoint-windows-group-policy [name]
modify endpoint-windows-group-policy [name]
app-service [[string]l | none]
policy-file { [name] }
edit endpoint-windows-group-policy [ [ [name] | [glob] | [regex] 1 ... ]
all-properties
non-default-properties

Display
list endpoint-windows-group-policy
list endpoint-windows-group-policy [ [ [name] | [glob]l | [regex] 1 ... ]
show running-config endpoint-windows-group-policy
show running-config endpoint-windows-group-policy [ [ [name] | [glob] | [regex] ] ...

1
all-properties
non-default-properties
partition

show endpoint-windows-group-policy
show endpoint-windows-group-policy [name]

Delete

delete endpoint-windows-group-policy [name]

Description
Endpoint Windows Group Policy agents enable you to apply an Endpoint
Windows Group Policy to a client machine and create a result session
variable.
Examples
+ create endpoint-windows-group-policy { Firewall_Settings_Template
}
Creates a policy for the Access Policy using the Firewall Settings
template.
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edit endpoint-windows-group-policy Firewall_Settings_Template
Edits the Firewall Settings Template.

[name]
Specifies a name for the Endpoint Windows Group Policy agent.

partition
Displays the partition within which the component resides.

app-service

Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

policy-file
Specifies the group policy template that is applied to the client. This
option is required.

endpoint-check-software, endpoint-linux-check-file,
endpoint-linux-check-process, endpoint-mac-check-file,
endpoint-mac-check-process, endpoint-windows-browser-cache-cleaner,
endpoint-windows-check-file, endpoint-check-machine-cert,
endpoint-windows-check-process, endpoint-windows-check-registry,
endpoint-windows-info-os, endpoint-machine-info,
endpoint-windows-protected-workspace



endpoint-windows-info-os

endpoint-windows-info-os

Manages an Endpoint Windows Information Operating System agent.

Syntax

Configure the endpoint-windows-info-os component within the policy
agent module using the following syntax.

Create/Modify

create endpoint-windows-info-os [name]
modify endpoint-windows-info-os [name]
app-service [[string]l | none]

edit endpoint-windows-info-os [ [ [name] | [glob]l | [regex] ] ... ]
all-properties
non-default-properties

Display
list endpoint-windows-info-os
list endpoint-windows-info-os [ [ [name]l | [glob] | [regex] 1 ... ]
show running-config endpoint-windows-info-os
show running-config endpoint-windows-info-os [ [ [name] | [glob]l] | [regex] ] ... ]

all-properties
non-default-properties
partition

show endpoint-windows-info-os
show endpoint-windows-info-os [name]

Delete

delete endpoint-windows-info-os [name]

Description
You can use the endpoint-windows-info-os component to create and
manage an agent that retrieves information about the Microsoft Windows
operating system from the client, such as version and hotfix number.
Examples

+ create endpoint-windows-info-os MyEndpointWIOSagent { }
Creates the Endpoint Windows Operating System Information agent
named MyEndpointWIOSagent.

+ list endpoint-windows-info-os
Displays a list of Endpoint Windows Operating System Information
agents.
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+ delete endpoint-windows-info-os MyEndpointWIOSagent delete
Deletes the Endpoint Windows Operating System Information agent
named MyEndpointWCRagent.

¢ [name]
Specifies the name of an Endpoint Windows Info OS agent. This setting
is required.

+ partition
Displays the partition within which the component resides.

& app-service
Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

endpoint-check-software, endpoint-linux-check-file,
endpoint-linux-check-process, endpoint-mac-check-file,
endpoint-mac-check-process, endpoint-windows-browser-cache-cleaner,
endpoint-windows-check-file, endpoint-check-machine-cert,
endpoint-windows-check-process, endpoint-windows-check-registry,
endpoint-windows-group-policy, endpoint-machine-info,
endpoint-windows-protected-workspace



endpoint-windows-protected-workspace

endpoint-windows-protected-workspace

Manages an Endpoint Windows Protected Workspace agent.

Syntax

Configure the endpoint-windows-protected-workspace component within
the policy agent module using the following syntax.

Create/Modify

create endpoint-windows-protected-workspace [name]
modify endpoint-windows-protected-workspace [name]
allow-burn-cid [true | false]
allow-printer-use [true | false]
allow-user-switch [true | falsel
allowed-network-shares [add | delete | modify | replace-all-with] {
[[string]]
}
app-service [[string]l | none]
close-google-desktop-search [true | false]
usb-flash-access [all | ironkey | none]

edit endpoint-windows-protected-workspace [ [ [name] | [glob]l | [regex] 1 ... ]
all-properties
non-default-properties

Display
list endpoint-windows-protected-workspace
list endpoint-windows-protected-workspace [ [ [name] | [glob] | [regex] 1 ... ]
show running-config endpoint-windows-protected-workspace
show running-config endpoint-windows-protected-workspace [ [ [name] | [glob] | [regex]

1 ... 1
all-properties
non-default-properties
partition

show endpoint-windows-protected-workspace
show endpoint-windows-protected-workspace [name]

Delete

delete endpoint-windows-protected-workspace [name]

Description

You can use the endpoint-windows-protected-workspace component to
create and manage an agent that enables an administrator to impose
limitations on applications running on Windows client machines.
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allow-burn-cid
Specifies that the user can burn CDs from within protected workspace.
The default is false.

allow-printer-use
Specifies whether a user can print inside a protected workspace. The
default is true.

allow-user-switch
Specifies whether a user can temporarily switch from a protected
workspace. The default is true.

allowed-network-shares
Specifies a list of Windows network shares to which user has Write
access. The default is none.

app-service

Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

[name]
Specifies the name of the Endpoint Windows Protected Workspace
agent. This option is required.

partition
Displays the partition within which the component resides.

ush-flash-access
Specifies whether a user has access to a USB port. The default is false.

endpoint-check-software, endpoint-linux-check-file,
endpoint-linux-check-process, endpoint-mac-check-file,
endpoint-mac-check-process, endpoint-windows-browser-cache-cleaner,
endpoint-windows-check-file, endpoint-check-machine-cert,
endpoint-windows-check-process, endpoint-windows-check-registry,
endpoint-windows-group-policy, endpoint-windows-info-os,
endpoint-machine-info



external-logon-page

external-logon-page

Manages an External Logon Page agent.

Syntax

Configure the external-logon-page component within the policy agent
module using the following syntax.

Create/Modify

create external-logon-page [name]

modify external-logon-page [name]
app-service [[string]l | none]
split-username [true | false]
uri [[string]> | nonel

edit external-logon-page [ [ [name] | [globl] | [regex] 1 ... ]
all-properties
non-default-properties

Display

list external-logon-page

list external-logon-page [ [ [name] | [glob]l | [regex] 1 ... ]
all-properties
non-default-properties
partition

Delete

delete external-logon-page [name]

Description

The External Logon Page agent creates an external Logon page that
redirects the client browser.

Examples

+ create external-logon-page MyExternalLLogonPageAgent { uri
""MyExternalLogonPageServerURI" }
Creates the External Logon Page agent named
MyExternalLogonPageAgent that is associated with the
URI MyExternalLogonPageServerURI.

+ create external-logon-page MyExternalLLogonPageAgent { uri
"% {session.my_server_uri}'" }
Creates the External Logon Page agent named
MyExternall.ogonPageAgent with a URI of session.my_server_uri.
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list external-logon-page
Displays a list of External Logon Page agents.

delete external-logon-page MyExternalLLogonPageAgent
Deletes the External Logon Page agent named
MyExternalLogonPageAgent.

[name]
Specifies the name of an External Logon Page agent. This option is
required.

partition
Displays the partition within which the component resides.

app-service

Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

split-username

Specifies whether user’s input is split into username and domain. This
option supports UPN style logon ID (userid @domainid) and Windows
Domain User account ID (domainiduserid). The default is false. Set this
to true when you want to store the username and domain separately.

uri

Specifies a predefined configuration that contains several settings that
you want the agent to use to configure an External Logon page. This
option is required.

logon-page



irule-event

irule-event
Manages an iRule Event agent.

Syntax
Configure the irule-event component within the policy agent module using
the syntax shown in the following sections.

Create/Modify

create irule-event [name]
modify irule-event [name]

app-service [[string]l | none]
id [[string] | nonel]
edit irule-event [ [ [name]l | [glob] | [regex] 1 ... ]

all-properties
non-default-properties

Display
list irule-event
list irule-event [ [ [name] | [glob] | [regex] ] ... ]
show running-config irule-event
show running-config irule-event [ [ [name] | [glob]l | [regex] ] ... ]

all-properties
non-default-properties
partition

show irule-event
show irule-event [name]

Delete

delete irule-event [name]

Description

You can use the irule-event component to add a custom Access iRule event
to an access policy. This agent enables you to combine access policy
execution with iRule execution.

For example, you can retrieve the current agent ID (using an iRule
command ACCESS::policy agent_id ) to determine which of the iRule
agents raised the event and then perform some custom logic execution.

Examples

¢ when ACCESS_POLICY_AGENT_EVENT {
if {[ACCESS::policy agent_id] eq "'lastLogon" }
$2weeks } { ACCESS::session data set
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session.custom.lastLogonWithin2Weeks 0 } else { ACCESS::session
data set session.custom.lastLogonWithin2Weeks 1 }
}

} >
In this example, ACCESS_POLICY_AGENT_EVENT gathers data
containing the users whose last logon was within the last two weeks.
Note that you can access session variables and create new session
variables inside this event.

list irule-event all
Displays a list of OAM agents.

delete irule-event my_irule_agent
Deletes the iRule Event agent named my_irule_agent.

app-service

Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

id

Specifies the ID of the iRule event. The default is none. You can use the
ID to determine which agent caused the
ACCESS_POLICY_AGENT_EVENT. You can also use the ID to
perform different processing inside iRule for different agents.

[name]
Specifies the name of the component. This option is required.

partition
Displays the partition within which the component resides.



kerberos

kerberos
Manages a Kerberos agent.

Syntax
Configure the kerberos component within the policy agent module using
the syntax shown in the following sections.

Create/Modify

create kerberos [namel]
modify kerberos [name]
app-service [[string]l | none]
max-logon-attempt [integer]
server [string]
edit kerberos [ [ [name] | [glob]l | [regex] 1 ... ]

all-properties
non-default-properties

Display
list kerberos
list kerberos [ [ [name] | [glob] | [regex] 1 ... ]
show running-config kerberos
show running-config kerberos [ [ [name] | [glob]l | [regex] ] ... ]

all-properties
non-default-properties
partition

show kerberos
show kerberos [name]

Delete

delete kerberos [name]

Description

You can use the kerberos component to create and manage a Kerberos
agent.

Examples

+ create kerberos my_kerberos_agent
Creates a Kerberos agent named my_kerberos_agent.

o list kerberos all
Displays a list of Kerberos agents.
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delete kerberos my_kerberos_agent
Deletes the Kerberos agent named my_kerberos_agent.

[name]
Specifies the name of the component. This option is required.

app-service

Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

max-logon-attempt

Specifies the maximum number of opportunities that users have to
re-enter credentials after their first attempt to log in fails. If you set this
value to a number from 2 to 5 inclusive, the system allows users the
specified number of opportunities to log in after the first attempt to log in
fails. If you set the value to 1, the system does not allow a second log in
opportunity after a first log in attempt fails. The default value is 3.

partition
Displays the partition within which the component resides.

server
Specifies the name of the Kerberos server. This option is required.



logging

logging

Manages a Logging agent.

Syntax

Configure the logging component within the policy agent module using the
syntax shown in the following sections.

Create/Modify

create logging [name]

modify logging [name]
app-service [[string]l | none]
log-message [[string] | none]
variables [[string] | none]

edit logging [ [ [name] | [glob]l | [regex] 1 ... ]
all-properties
non-default-properties

Display
list logging
list logging [ [ [name]l | [glob] | [regex] 1 ... ]
show running-config logging
show running-config logging [ [ [name]l | [glob] | [regex] 1 ... ]

all-properties
app-service
log-message
non-default-properties
partition

variables

Delete

delete logging [name]

Description

You can use the logging component to create and manage a logging agent
that monitors the value of session variables and identifies the path taken by
access policy execution. A logging agent can also be used to create and
monitor custom or predefined session variables. Note that a session variable
may or may not exist depending on the result of the access policy execution.

Examples

+ create logging MyProfile_act_logging_ag {
variables

{
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{session-var ''session.logon.*''}

{session-var
""session.windows_check_file.Company8profile_act_file_check_ag.it
em_x.filename''}

}
}

Creates the logging agent named MyProfile_act_logging ag in partition
Common and adds two session variables

that define actions that the agent logs: session.logon.* indicates to log
application logon attempts and
session.windows_check_file.Company8profile_act_file_check_ag.ite
m_x.filename indicates to log the outcome

of the file check on the client. The x in item_x indicates the order of the
files in the list configured for

the file checker. The list starts with index 0 (zero).

list logging
Displays a list of logging agents.

app-service

Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

log-message
Specifies the log message to display. This option is required.

[name]
Specifies the name of a logging agent. This option is required.

partition
Displays the partition within which the component resides.

variables

Adds a variable to or deletes a variable from a logging agent. You use the
sessionvar option to specify a session variable that indicates what
actions the system logs.



logon-page

Manages a Logon Page agent.

Syntax

logon-page

Configure the logon-page component within the policy agent module using
the following syntax.

Create/Modify

create logon-page [name]
modify logon-page [name]

app-service [[string]l | none]

basic-auth-realm [[string]

customization-group [[string] |
| falsel

field-modifiablel [true
field-modifiable2 [true
field-modifiable3 [true
field-modifiabled4 [true
field-modifiable5 [true
field-typel [checkbox |
field-type2 [checkbox |
field-type3 [checkbox |
field-type4 [checkbox |
field-type5 [checkbox |

none |
none |
none |
none |
none |

| nonel

none]

falsel]
falsel]
falsel]
falsel]

password
password
password
password
password

| text]
| text]
| text]
| text]
| text]

http-401l-auth-level [basic | basic-negotiate | negotiate | nonel

post-var-namel [[integer] |
post-var-name2 [[integer] | nonmel
|

none]

post-var-name3 [[integer] none]
post-var-name4d [[integer] none]
post-var-name5 [[integer] | none]
session-var-namel [[integer] | nonel]
session-var-name2 [[integer] | none]
session-var-name3 [[integer] | none]
session-var-name4 [[integer] | none]
session-var-name5 [[integer] | none]

split-username [true | false]

type [401 | form-based]

edit logon-page [ [ [name]
all-properties
non-default-properties

Display

list logon-page
list logon-page [ [ [name]

[glob]

[glob]

show running-config logon-page
show running-config logon-page [ [ [name] |

all-properties
non-default-properties
partition

show logon-page

show logon-page [name]
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| [regex] 1 ...

| [regex] 1 ...

[globl]

1

1

[regex] 1]

1
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delete logon-page [name]

Description

Examples
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You can use the logon-page component to create and manage a Logon Page
agent. This agent creates a logon page that includes the form in which users
input the credentials required by an access policy. You can use the
customization-group option to customize the logon page.

+ create logon-page MyLogonPageAgent my {
type 401
basic-auth-realm myrealm
split-username false
http-401-auth-level none
}
Creates a basic authentication Logon Page agent named
MyLogonPageAgent that results in a 401 response.

« list logon-page
Displays a list of Logon Page agents.

+ delete logon-page MyLogonPageAgent
Deletes the Logon Page agent named MyLogonPageAgent.

& app-service
Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

¢ basic-auth-realm
Specifies the system being accessed for HTTP basic authentication. This
value is shown in the 401 response. Use this option only for basic
authentication Logon pages.

¢ customization-group
Specifies a predefined configuration that contains several settings that
you want the agent to use to configure a logon page. This setting is
required, and the customization group that you assign must be of the type
logon. Use this option only for basic authentication Logon pages.

+ field-modifiablel - field-modifiable5
Specifies whether the user can modify the contents of the field on a
form-based Logon page. The default is true. You can use this option to



TMSH Reference

logon-page

display read-only information. A Logon page contains can have a
maximum of five fields. Use this option only for form-based Logon

pages.
field-typel - field-typeS

Specifies the type of fields on a form-based Logon page. The default is
text. Use this option only for form-based Logon pages. The options are:

* checkbox
* none

e password
e text

http-401-auth-level
Use this option only for basic authentication Logon pages. The options
are:

* basic

* Dbasic-negotiate
* negotiate

* none

[name]
Specifies the name of a Logon Page agent. This setting is required.

partition
Displays the partition within which the component resides.

post-var-namel - post-var-nameS
Specifies the name of the variable that is sent with POST request. Use
this option only for form-based Logon pages.

sess-var-namel - sess-var-name3
Specifies the session variable from which the initial value is taken. Use
this option only for form-based Logon pages.

split-username

Specifies whether the user’s input is split into username and domain.
This option supports UPN style logon ID (userid @domainid) and
Windows Domain User account ID (domainiduserid). The default is
false. Set this to true when you want to store the username and domain
separately.

Use this option only for basic authentication Logon pages.

type
Specifies the type of logon page that appears. The options are:

* 401
Displays a basic HTTP authentication form.
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* form-based
Displays a logon page.

See Also

external-logon-page
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message-box
Manages a Message Box agent.

Syntax
Configure the message-box component within the policy agent module
using the syntax shown in the following sections.

Create/Modify

create message-box [name]

modify message-box [name]
app-service [[string]l | none]
customization-group [string]

edit message-box [ [ [name] | [glob]l | [regex] ] ... ]
all-properties
non-default-properties

Display
list message-box
list message-box [ [ [name] | [glob]l | [regex] 1 ... ]
show running-config message-box
show running-config message-box [ [ [name] | [glob] | [regex] 1 ... 1]

all-properties
non-default-properties
partition

show message-box
show message-box [name]

Delete

delete message-box [name]

Description
You can use the message-box agent to create, display, or delete a Message
Box agent. You cannot use the command line interface to create or modify
the messages that display in a message box. You can also edit customizable
messages using the visual policy editor.

Examples

+ create message-box MyMessageBoxAgent { customization group
""MyMessageBoxCG"' }
Creates the Message Box agent named MyMessageBoxAgent that is
associated with the
customization group named MyMessageBoxCG.
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list message-box
Displays a list of Message Box agents.

delete message-box MyMessageBoxAgent
Deletes the Message Box agent named MyMessage BoxAgent.

[name]
Specifies the name of a Message Box agent. This option is required.

app-service

Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

customization-group
Specifies the name of the customization group that contains the messages
you want to apply to an access policy. This option is required.

partition
Displays the partition within which the component resides.
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oam
Manages an OAM agent.

Syntax
Configure the oam component within the policy agent module using the
syntax shown in the following sections.

Create/Modify

create oam [name]

modi

edit

fy oam [name]

app-service [[string]l | none]
max-logon-attempt [integer]

server [[string] | none]
show-extended-error [true | falsel
url [[string] | nonel]

oam [ [ [name]l | [glob] | [regex] 1 ... ]
all-properties
non-default-properties

Display

list
list

oam
oam [ [ [name]l | [glob] | [regex] 1 ... ]

show running-config oam
show running-config oam [ [ [name] | [glob]l | [regex] ] ... ]

all-properties
non-default-properties
partition

show oam
show oam [name]

Delete

dele

te oam [name]

Description

You can use the oam component to create and manage an OAM agent.

Examples

TMSH Reference

¢ create oam oam_agent] {
server oam10g
max-logon-attempt 3
show-extended-error false
url "http://www.mydomain.com/protected/"
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}

Creates an OAM agent named oam_agentl1 that uses authentication
server oam10g and prompts a user for credentials three times before
denying access to http://www.mydomain.com/protected/.

modify oam oam_agent]l max-logon-attempt 4

list oam all
Displays a list of OAM agents.

delete oam my_oam_agent
Deletes the OAM agent named my_tacacsplus_agent.

[name]
Specifies the name of the component. This option is required.

app-service

Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

max-logon-attempt

Specifies the maximum number of opportunities that users have to
re-enter credentials after their first attempt to log in fails. If you set this
value to a number from 2 to 5 inclusive, the system allows users the
specified number of opportunities to log in after the first attempt to log in
fails. If you set the value to 1, the system does not allow a second log in
opportunity after a first log in attempt fails. The default value is 3.

partition
Displays the partition within which the component resides.

server
Specifies the name of the OAM server used for user authentication. This
option is required.

url

Specifies the URL of the resource that is protected by the OAM server. It
is used to authenticate the user using the specified user credentials. This
option is required, and you must specify an absolute URL. An absolute
URL specifies the exact location of a file or directory on the Internet.

show-extended-error
Specifies to display a verbose error message on the retry logon page. The
default value is false.
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resource-assign

Manages a Resource Assign agent.

Syntax

Configure the resource-assign component within the policy agent module
using the syntax shown in the following sections.

Create/Modify

create resource-assign [name]
modify resource-assign [name]
app-service [[string]l | none]
rules (<string> | none)
type [acls | general | resources | webtop-and-webtop-links]

edit resource-assign [ [ [name] | [glob] | [regex] 1 ... ]
all-properties
non-default-properties

Display

list resource-assign

list resource-assign [ [ [name] | [glob] | [regex] 1 ... ]

show running-config resource-assign

show running-config resource-assign [ [ [name] | [glob]l | [regex] ] ... ]

all-properties
non-default-properties
partition

show resource-assign
show resource-assign [name]

Delete

delete resource-assign [namel]

Description

You can use the resource-assign component to create and manage an agent
that assigns an ACL, a resource group, or both to an access policy. A
resource group is a collection of resources, access control lists, and
protection criteria, which includes your company intranet servers,
applications, and network shares. An ACL is a set of restrictions associated
with a resource or favorite that defines access for users and groups.
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create resource-assign MyAssignResourceAgent my rules {
{ expression "expr { [mcget {session.ad.last.authresult}] ==1 }"
webtop-links add { google }
}
}

Creates the Resource Assign agent named MyAssignResourceAgent
and assigns webtop-link google when authentication is passed.

list resource-assign all
Displays a list of Resource Assign agents.

delete resource-assign MyAssignResourceAgent
Deletes the Resource Assign agent named MyAssignResourceAgent.

[name]
Specifies the name of the Resource Assign agent. This option is required.

partition
Displays the partition within which the component resides.

app-service

Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

rules
Adds a rule to or deletes a rule from the Resource Assign agent. You can
use the following attributes to define a rule:

e acl
Specifies an access control list that this rule assigns to users.

e connectivity-resource-group
Specifies the name of the connectivity resource group to which this
rule applies.

e expression
Specifies the expression that indicates which resource groups this rule
assigns to users.

type
Specifies the type of Resource Assign agent. The default is general.
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route-domain-selection

Manages a Route Domain Selection agent.

Syntax

Configure the route-domain-selection component within the policy agent
module using the syntax shown in the following sections.

Create/Modify

create route-domain-selection [name]
modify route-domain-selection [name]
app-service [[string]l | none]
location-specific [true | false]
route-domain [[integer] | none]
snat [automap | none]
snatpool [[string] | none]

edit route-domain-selection [ [ [name] | [glob] | [regex] 1 ... ]
all-properties
non-default-properties

Display
list route-domain-selection
list route-domain-selection [ [ [name] | [glob] | [regex] 1 ... ]
show running-config route-domain-selection
show running-config route-domain-selection [ [ [name] | [glob] | [regex] ] ... ]

all-properties
non-default-properties
partition

show route-domain-selection
show route-domain-selection [name]

Delete

delete route-domain-selection [name]

Description

You can use the route-domain-selection component to create a Route
Domain Selection agent.

Examples

+ create route-domain-selection my_rds_ag route-domain 0 snat
automap
Creates the my_rds_ag Route Domain Selection agent.
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show route-domain-selection
Displays a list of Route Domain Selection agents.

delete route-domain-selection my_rd_selection_agent
Deletes the Route Domain Selection agent named
my_rd_selection_agent.

[name]
Specifies the name of a Variable Assignment agent. This option is
required.

partition
Displays the partition within which the component resides.

app-service

Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

location-specific

Specifies whether or not this object contains one or more attributes with
values that are specific to the location where the BIG-IP device resides.
The location-specific attribute is either true or false. When using policy
sync, mark an object as location-specific to prevent errors that can occur
when policies reference objects, such as authentication servers, that are
specific to a certain location.

route-domain
Specifies the route domain. The default is 0 (zero).

snat
¢ automap
* none

Snat is not used.

snatpool
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tacacsplus
Manages a TACACS+ agent.

Syntax
Configure the tacacsplus component within the policy agent module using
the syntax shown in the following sections.

Create/Modify

create tacacsplus

modify tacacsplus
app-service [[string]l | none]
max-logon-attempt [integer]
server [[string] | none]

edit tacacsplus [ [ [name] | [glob]l | [regex] 1 ... ]
all-properties
non-default-properties

Display
list tacacsplus
list tacacsplus [ [ [name] | [glob] | [regex] ] ... ]
show running-config tacacsplus
show running-config tacacsplus [ [ [name]l | [glob] | [regex] 1 ... ]

all-properties
non-default-properties
partition

show tacacsplus
show tacacsplus [name]

Delete

delete tacacsplus [name]

Description

You can use the tacacsplus component to create and manage a TACACS+
agent.

Examples

« list tacacsplus all
Displays a list of TACACS+ agents.

+ delete tacacsplus my_tacacsplus_agent
Deletes the TACACS+ agent named my_tacacsplus_agent.
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¢ [name]
Specifies the name of the component. This option is required.

& app-service
Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

¢ max-logon-attempt
Specifies the maximum number of opportunities that users have to
re-enter credentials after their first attempt to log in fails. If you set this
value to a number from 2 to 5 inclusive, the system allows users the
specified number of opportunities to log in after the first attempt to log in
fails. If you set the value to 1, the system does not allow a second log in
opportunity after a first log in attempt fails. The default value is 3.

& partition
Displays the partition within which the component resides.

& server
Specifies the name of the TACACS+ server. This option is required.
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variable-assign
Manages a Variable Assignment agent.

Syntax
Configure the variable-assign component within the policy agent module
using the syntax shown in the following sections.

Create/Modify

create variable-assign [name]
modify variable-assign [name]

app-service [[string]l | none]

type [citrix-smart-access | general | intranet-webtop | sso-cred-mapping |
virtual-keyboard]

variables { [varname [name] expression {[string] }}

edit variable-assign [ [ [name] | [glob] | [regex] 1 ... ]
all-properties
non-default-properties

Display
list variable-assign
list variable-assign [ [ [name] | [glob]l | [regex] ] ... ]
show running-config variable-assign
show running-config variable-assign [ [ [name] | [glob] | [regex] 1 ... ]

all-properties
non-default-properties
partition

show variable-assign
show variable-assign [name]

Delete

delete variable-assign [name]

Description
You can use the variable-assign component to create and manage an agent
that assigns one or more variables to an access policy. F5 Networks
recommends that you use the visual policy editor to create complex variable
assignments.

Examples

+ create variable-assign username_variable_assign_ag {
variables
{ varname ''session.logon.last.username'' expression ''{[mcget
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{session.ssl.cert.cn}]}" }

}
Creates the username_variable_assign_ag Variable Assignment agent
that automatically
assigns the value of the common name field in the client certificate to the
username field of
the logon page. This is useful when an access policy contains the
Variable Assignment agent
between the client certification and the AAA Active Directory server
query actions.

create variable-assign acl_variable_assign_ag {

variables

{ varname
""config.connectivity_resource_network_access.MyprofileNR2.acl_n
ame"'

expression "expr {"MY_ACL1"}"
}
}

Creates a Variable Assignment agent that carries out a configured ACL
when a particular branch in the access

policy is followed, using the Variable Assignment agent to populate the
appropriate variables with

the ACL name.

show variable-assign
Displays a list of Variable Assignment agents.

delete variable-assign MyAssignVariableAgent delete
Deletes the Variable Assignment agent named
MyAssignVariableAgent.

[name]
Specifies the name of a Variable Assignment agent. This setting is
required.

partition
Displays the partition within which the component resides.

app-service

Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

type

Specifies the type of agent. The default is general.

variables

Adds a variable to or deletes a variable from the Variable Assignment
agent. You must specify the following attributes for each variable:



variable-assign

e expression
A Tcl expression that the system evaluates, and then assigns the value
of the expression to a specific property of the assigned Network
Access resource or to a newly created session variable.

e varname
A variable that forms the left-hand side of the expression. You can use
the name of an existing variable or a new session variable.
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Introducing the apm profile module

Introducing the apm profile module

You can use the tmsh components that reside within the apm profile module
to configure BIG-IP® Access Policy Manager®. For more information about
the tmsh hierarchical structure, see Chapter 2, Understanding and Using the
Traffic Management Shell.

Alphabetical list of components

The remainder of this chapter lists the tmsh components that are available in
the apm profile module.
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Configures an access profile.

Syntax

Configure the access component within the profile module using the syntax
shown in the following sections.

Create/Modify

create access [name]
modify access [name]
accept-languages [add | delete | modify | replace-all-with] {
[name]
}
access-policy [[string] | nonel
access-policy-timeout [integer]
app-service [[string] | none]
cache-generation [integer]
customization-group [[string] | none]
default-language [[string] | none]
defaults-from [[string] | nonel]
domain-cookie [[string] | none]
domain-groups [add | delete | modify | replace-all-with] {
[name]
}
domain-mode [single-domain | multi-domain]
user-identity-method [http | ip-address]
eps-group [[string] | nonel
errormap-group [[string] | none]
framework-installation-group [[string] | none]
general-ui-group [[string] | nonel
generation-action [increment | noop]
httponly-cookie [true | false]
inactivity-timeout [integer]
logout-uri-include [add | delete | modify | replace-all-with] {

[name]
}
logout-uri-timeout [integer]
max-concurrent-sessions [[integer] | none]
max-concurrent-users [[integer] | nonel
max-failure-delay [integer]
max-in-progress-sessions [[integer] | none]

max-session-timeout [integer]
min-failure-delay [integer]
persistent-cookie [true | falsel]
primary-auth-service [[string] | nonel]
restrict-to-single-client-ip [true | false]
secure-cookie [true | false]

sso-name [[string] | none]
log-settings [add | delete | modify | replace-all-with] {
[name]
}
edit access [ [ [name] | [glob]l | [regex] 1 ... ]

all-properties
non-default-properties
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Display
list access
list access [ [ [name]l | [glob] | [regex] 1 ... ]
show running-config access
show running-config access [ [ [name] | [glob]l | [regex] 1 ... ]

all-properties
non-default-properties
partition

show access
show access [namel

Delete

delete access [namel

Description
You can use the access component to configure an access profile. An access
profile is a pre-configured group of settings that you can use to configure
secure Network Access for an application.

Examples

+ create access MyAccessProfile {

defaults-from access

access-policy '"'my_access_policy"

accepted-languages ''my_accepted_languages"'

default-language "'en"

customization-group ''company_logout"

eps-group ‘myepsgroup’

framework-installation-group 'company_header"
""company_footer"

errormap-group '‘company_errormap"’

}

Creates an access profile named MyAccessProfile that is based on the
default access profile named access, uses the access policy named
my_access-policy, accepts the languages in the
my_accepted_languages class, uses English as the default language, and
uses these groups to customize the application pages and messages:
company_logout, company_header, company_footer, and
company_errormap.

« list access all all-properties
Displays a list of access profiles, including parameter values.

¢ delete access MyAccessProfile
Deletes the access profile named MyA ccessProfile.
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accept-languages

Specifies the name of a class that defines the languages supported by the
access profile. The default languages are en (English), ja (Japanese),
zh-cn (simplified Chinese (PRC)), and zh tw (traditional Chinese
(Taiwan)). This option is required.

access-policy

Specifies the access policy that you want to enforce using this access
profile. An access policy contains various security checks that a client
must pass before the BIG-IP Access Policy Manager grants access to a
protected application. This option is required.

access-policy-timeout

Specifies, for this access profile, the number of seconds within which a
user must complete the steps to gain access to an application. The default
is 300 seconds. This option is designed to quickly release session
resources when a user does not complete the access process, for example,
when the user closes the browser before completing the access process.

app-service

Specifies the name of the application service to which the object belongs.
The default value is none. Note: If the strict-updates option is enabled
on the application service that owns the object, you cannot modify or
delete the object. Only the application service can modify or delete the
object.

customization-group
Specifies the customization group that defines the appearance of the
logout and error pages. This option is required.

default-language

Specifies the default language for the BIG-IP Access Policy Manager
that you want to implement with this access profile. The default is en
(English). If the client requests a language that is not supported, the
BIG-IP Access Policy Manager uses the default value. This option is
required.

defaults-from
Specifies the default access policy from which this profile is created.
This option is required.

domain-cookie

Specifies a domain cookie to use with an application access control
connection. If you specify a domain cookie, then the line
domain=specified_domain is added to the MRHsession cookie. The
default is none.

domain-groups

Specifies a group of multiple domains or multiple hosts in multiple
domains to which a single user session has access. For example, you can
use this option to configure a single user session to have access to three
domains: www.a.com, www.b.com, and www.c.com. When a user logs
in to any of these domains, that user can access the other domains
without logging in again. This option is required when you set the
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domain-mode option to multi-domain.
For each domain in the domain group, you can specify the following
settings:

* cookie-host
Specifies the host name for which to create the user’s session cookie.

* cookie-domain
Specifies the domain for which to create the user’s session cookie.

* secure-cookie
Adds a security attribute to the user’s session cookie.

* persistent-cookie
Adds a persistence attribute to the user’s session.

* sso-name
Specifies the SSO method to use when accessing a backend
application.

domain-mode
Specifies how the SSO configuration is applied. The options are:

* single-domain
Applies the SSO configuration to a single domain. This is the default.
When you set domain-mode to single-domain, you must also set the
Sso-name option.

¢ multi-domain
Applies the SSO configuration across multiple domains. This option
allows users a single APM login/session and applies the credentials
across multiple Local Traffic Manager or Access Policy Manager
virtual servers in front of different domains. Note that to apply SSO
configurations across multiple domains, all virtual servers must be on
one BIG-IP system.
When you set domain-mode to multi-domain, you must also
configure the domain-group option, and provide a URI for the
primary-auth-service option.

user-identity-method
Specifies how access will bind a session to a request.

e http
Use http information such as cookies and URI query string to identify
user.

¢ ip-address
Use IP address to identify a user. Do not use this setting if clients may
be behind a NAT.

eps-group
This option is required.
errormap-group

Specifies the customization settings for the error map that you want to
implement with this access profile. This setting is required.

framework-installation-group
Specifies the customization settings for the header and footer that you
want to implement with this access profile. This setting is required.
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generation-ui-group
Specifies the generation of the user interface group for the new
generation access configuration. This option is required.

generation-timeout
Specifies the timeout, in seconds, for the new generation access
configuration.

generation-action

* increment
Activates the current access policy configuration for an access profile.
For example, the following command activates current access policy
configuration for profile myAccessProfile: tmsh modify apm profile
access myAccessProfile generation-action increment

* noop
Specifies "no operation to be performed". This is the default.

* sync
Specifies that the policy is being modified due to APM policy sync
operation. This is an internal action; you should not set it.

httponly-cookie

Specifies whether HttpOnly directive should be inserted in HTTP
response from BIG-IP. The client browser should prevent script from
accessing cookie, if this flag is set in the response. The default is false.

inactivity-timeout

Specifies, for this access profile, the number of seconds that the session
on the client can be idle before the server disconnects the VPN tunnel.
The default is 900 seconds.

logout-uri-include
Specifies a list of URISs to include in the access profile for initiating
session logout.

logout-uri-timeout
Specifies the timeout used to delay logout for the customized logout
URIs defined in the logout uri include list

max-concurrent-sessions

Specifies, for this access profile, the number of concurrent sessions
allowed. The default is 0 (zero), which represents unlimited sessions.
Users assigned an administrative role of Application Editor can view
the value of this option. Users assigned any other administrative role can
modify this option.

max-concurrent-users

Specifies, for this access profile, the number of concurrent sessions
allowed. The default is O (zero), which represents unlimited sessions.
This field is Read-only for Application Editors. Users assigned any other
administrative role can modify this field.

max-failure-delay

Specifies the maximum random delay after authentication failure during
the access policy. It is the maximum number of seconds before the user is
shown an error message on the logon page and prompted to re-enter
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credentials. The default is 5 seconds. 0 (zero) represents no delay. Note:
Set max-failure-delay to no more than one-half the access-policy-timeout
value and no more than 65 seconds greater than min-failure-delay.

max-in-progress-sessions

Specifies the maximum number of in-progress concurrent sessions a user
can have. The in-progress sessions are the sessions for which an access
policy has not completed. The default is 0, which represents an unlimited
number of such sessions.

max-session-timeout
Specifies the maximum lifetime of one session. The maximum lifetime is
the number of seconds between session creation and session termination.

min-failure-delay

Specifies the minimum random delay after authentication failure during
the access policy. It is the minimum number of seconds before the user is
prompted for credentials again or shown an error message on the logon
page. The default is 2 seconds.

[name]
Specifies the name of the access profile. This option is required.

persistent-cookie

Specifies to retain the cookie for a user session, even when the user
session is terminated, when set to true. Although this is an insecure
method, this setting is useful and required in cases where you have a
third-party application, such as Sharepoint, and need to store the cookie
in a local database so that any attempt to access backend server
applications through Access Policy Manager succeeds. The default is
false.

primary-auth-service

Specifies the address of your primary authentication URI. This setting is
required when you set the domain-mode option to multi-domain.

For example, when you set this option to
https://logon.yourcompany.com, the user session is stored on this
primary domain, and the user can access multiple backend applications
from multiple domains and hosts without re-entering credentials.

restrict-to-single-client-ip

Specifies whether a user session is tied to a single client IP. If during
session’s lifetime, the user’s client IP address changes, the current
session is terminated. The user needs to re-login to create a new session
from the new client IP address. The default is false.

secure-cookie

Set this option to true, if you want to add a secure keyword to the session
cookie. Set this option to false, if you want to configure an application
access control scenario that uses an HTTPS virtual server to authenticate
the user, and then sends the user to an existing HTTP virtual server to use
applications. The default is true.

sso-name
Specifies the SSO configuration that you want BIG-IP Access Policy
Manager to use to submit the user’s credentials to the backend
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application. This allows the user to log in once to the Access Policy
Manager and then gain access to backend applications without logging in
again.
¢ log-settings
Specifies one or more log-setting containers to associate with this