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About loading and saving the system configuration

The system applies all configuration changes that you make from within tmsh to the running configuration
of the system. You can save a portion of the running configuration known as the base configuration. You
can also load the base configuration from the stored configuration files.

» To save the base configuration to the stored configuration files, use the following command sequence:

save /sys config base

+ Toreplace the base configuration with the configuration in the stored configuration files, use the following
command sequence:

load /sys config base

« To save the entire running configuration to the stored configuration files, use the following command
sequence:

save /sys config

+ Toreplace the entire running configuration with the configuration in the stored configuration files using
the following command sequence:

load /sys config

About working within the tmsh hierarchy

It is important to understand how to use the command syntax based on where you are in the tmsh hierarchy.
When you are working in the root module, you enter a command sequence using this syntax:
[command] [module...module] [component] (options)

When you are working in a subordinate module, and you want to configure a component that resides within
another module, you enter a command sequence using this syntax:

[command] / [module...module] [component] (options)

Note that the slash provides the path from one module to another. The first slash can optionally have space
after it; “/ Itm” is equivalent to “/Itm.”



Using tmsh

As you navigate within tmsh, the prompt contains a visual cue to your location within the hierarchy.

You can navigate to a module, a component within a module, or a specific component (object mode). The
following list provides examples of how the tmsh prompt changes as you navigate through the hierarchy.
From the root module prompt:

» To navigate to the Itm module, type: 1tm

The 1tm module prompt displays: (tmos.1ltm) #
* To navigate to the Itm pool component, type: 1tm pool

The Itm pool component prompt displays: (tmos.ltm.pool) #
+ To navigate to pooll, type: modify ltm pool pooll

The pooll object prompt displays: (tmos.ltm.pool.pooll)#

Note: You can navigate only to an object that already exists, and you must use the modify command to
navigate to that object.

Note: You can change the information that displays in the tmsh prompt, but the prompt always includes
your location in the hierarchy and ends with a pound sign (#). For information about customizing the
prompt, see the documentation for c1i preference.

About working within a module

34

From the root module, you can navigate to another module by entering the name of the module at the prompt.
tmsh opens the module, and displays the prompt:

(tmos.module) #

For example, from the root module, to navigate to the gtm module, type:

gtm
The prompt now indicates that the current location in the hierarchy is the gtm module.
Within a module, you can type a command sequence using this syntax:

[command] [component] (options)

For example, you can display all the properties of all Global Traffic Manager  pools by entering the following
command sequence at the gtm module prompt:

list pool all-properties

Additionally, from a module, you can manage a component in a different module using this syntax:

[command] / [module...module] [component] (options)
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For example, from the gtm module, you can show all of the properties of the VLANSs on your network by
entering the following command sequence at the gtm module prompt:

list / net vlan all-properties

About working within a component

From a tmsh module, you can navigate to a component by entering the name of the component at the prompt.
tmsh displays the component prompt:

(tmos.module.component) #

For example, from the gtm module, to navigate to the gtm pool module, type:

pool
The prompt now indicates that the current location in the hierarchy is the gtm pool component.
Within the component, you can type a command sequence using this syntax:

[command] (options)

For example, you can display all of the properties of all of the Local Traffic Manager  pools by entering
the following command sequence at the 1tm pool component prompt:

list all-properties

From within a component, you can also manage a component in a different module using this syntax:

[command] / [module...module] [component] (options)

Note that you can manage a component from anywhere within the tmsh hierarchy by using the full path to
the component. For example, from the gtm pool component, you can show all of the properties of the VLANs
on your network by entering the following command sequence at the prompt:

list / net vlan all-properties

About working in object mode

From a tmsh component, you can navigate to a specific object of that type, by entering the modify command
followed by the name of the component at the prompt. tmsh opens the component and displays the prompt:

(tmos.module.component.object name) #

35



Using tmsh

For example, from the gtm pool module, to navigate to the Global Traffic Manager pool, named pooll,
type:

modify pooll

The prompt now indicates that the current location in the hierarchy is the gtm pool pooll object.
The Properties list contains the available properties of the current object.

For example, to navigate to the Global Traffic Manager pool named pooll type the following command
sequence:

modify gtm pool pooll

tmsh displays this prompt:

(tmos.gtm.pool.pooll) #

In the object mode, you can type a command sequence using this syntax:

[command] (options)

For example, you can display all of the properties of gtm pool1 by entering the following command sequence
at the gtm pooll object prompt:

list all-properties

From within an object, you can also manage a component in a different module using this syntax:

[command] / [module...module] [component] (options)
For example, from within the gtm pool pooll object, you can display all of the properties of the Local Traffic

Manager  pool named my_pool by entering the following command sequence at the gtm pool pool1 object
prompt:

list / 1ltm pool pooll all-properties

About exiting a mode, module, or tmsh itself
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This table describes the commands you use to navigate out of a mode or a module, and eventually close
tmsh and return to the BIG-IP system prompt.

Table 1: Commands for navigating out of a mode, module, or tmsh

Command Action

/ From any level of the tmsh hierarchy, returns you to the root module.
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Command Action
exit From within object mode, returns you to the component within which the object
resides.

From within a component, returns you to the module within which the component
resides.

From within a module, returns you to the parent module.

quit From within a module, closes tmsh.

About the scripting feature

You can use the tmsh script component to build Tel scripts to automate and customize management of the
BIG-IP system. The tmsh scripting feature is a small API that provides structured programmatic access to
all system configuration, status, and statistics. The API mirrors the interactive command line syntax. The

structured access of the API eliminates the need to screen scrape output.

Using the tmsh scripting feature, you can write scripts that perform the following:

*  Accept parameters from the command line

* Provide command completion and context-sensitive help

* Handle the management of complex system configurations with simple form-based input

* Run in their own execution environment separate from the shell from which they were started

This feature also gives you the ability to perform the following:

* Build reusable script libraries and include them in other scripts using the #include directive
+ Use transactional semantics

+ Combine command aliases with scripts, allowing you to extend tmsh to build commands that are
customized to your environment

About checking the tmsh version

Each release of tmsh has a unique tree of modules and components, so if a tmsh script functions with one
version, it may not function with another. To see the current version of tmsh, use the following command
sequence:

show cli version

cli version {
active 11.5.0
latest 11.5.0
supported { 11.5.0 }

This identifies the currently-active tmsh version as well as all the versions supported on this system.

37



Using tmsh

About reverting to a former version

For a script that supports an older version of tmsh, you can use the modify cli version command to
set the active tmsh version:

modify cli version active new-version

This changes the tree of available modules and components to be compatible with the tmsh version that you
choose. The tmsh interface reverts entirely to the former version. If you place this command at the top of
a script that was built for the given version, the script functions the same way it did on earlier releases of
the software.

Software Release 11.5.0 is the first release to support tmsh version control. We recommend setting the
version to 11.5.0 at the top of your 11.5.0 tmsh scripts, to guard against the script breaking in a future version
of tmsh.

About command completion

At any point while typing or editing a command in tmsh, you can press the Tab key. tmsh either completes
the current or next word, or displays possible completions for the current or next word.

The command completion feature reduces the amount of typing that is required to run commands. When
you press the Tab key, the system automatically completes the current command-line element to as many
unique characters as possible. If there is more than one possible completion the list of possible completions
displays. Command completion also completes configuration object identifiers.

For example, if the command has only one option, tmsh fills in the remainder of the word with that option
and a trailing space. If the command has more than one option, tmsh completes the current word with the
longest possible match, while also displaying the other possible matches. If tmsh displays nothing after you
press the Tab key, no options exist to complete the word.

If you move the cursor anywhere on the command line and press the Tab key, tmsh completes what is to
the left of the cursor. For example, tmsh completes sho[Tab] pool as show pool.

About using glob with command completion
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tmsh uses glob matching to complete object identifiers. glob matching checks for the presence of the
constituents of a given pattern. This means that if you partially type an object identifier, such as the IP
address of a node, tmsh completes the command by offering all IP addresses that contain the partial address
you entered.

For example, tmsh returns addresses that match 10.1.1* when you type the following command sequence:

show node 10.1.1[Tab]

Likewise, tmsh returns addresses that match 10%22*, when you type the following command sequence:

show node 10*22[Tab]
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About command completion behavior

There are several behaviors to be aware of when using the command completion feature. When you press
the Tab key, the components that display in the Configuration Items list are determined by your permissions
and the action you are taking. The following rules apply:

When you configure a component that is not a child component, the Configuration Items list contains
the existing components of the type that you are configuring that you have permission to view.

For example, tmsh displays all virtual servers that you have permission to view in the Configuration
Items list when you configure a virtual server using the following syntax:

[create | delete | modify] wvirtual [Tab]

When you configure a child component, (for example, when you add a pool member to a pool), the
Configuration Items list contains the existing components of the type that you are configuring based on
the following rules:

*  When you add a child component to its parent, the list contains only the components of that type
that you have permission to view that are not yet associated with the parent component. For example,
the list contains all of the virtual servers that you have permission to view that are not yet associated
with poolA when you add members to poolA using the following syntax:

modify pool poolA members add { [Tab]

*  When you replace all of the child components that are associated with a parent component, the list
contains all of the components of that type that you have permission to view. For example, the list
contains all of the virtual servers that you have permission to view when you replace all of the
members of poolA using the following syntax:

modify pool poolA members replace-all-with { [Tab]

*  When you delete or modify the child components that are associated with a parent component, the
list contains only the components of that type that are already associated with the parent. For example,
the list contains all of the virtual servers that are currently a member of poolA when you delete the
members of poolA using the following syntax:

modify pool poolA members delete { [Tab]

When you configure a component, the Properties list only contains properties that you can use with
other already configured properties of that component.

The command route is a good example. If you specify a pool for the route, then the interface, gateway,
and blackhole options are no longer valid, so they do not appear in the list.

Note: At the BIG-IP system prompt, tmsh displays possible completions for a command, only if you type
the tmsh command followed by: Ctrl + V Ctrl + T Enter
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About the help feature

tmsh includes man pages for each of the commands and components that are available within tmsh. You
access the man pages using the following command syntax:

help [ [command] | [full path to component]

For example, to access the man page for the vlan component from the root module, use the following
command sequence:

help / net vlancl

You can also search the man pages for information on a specific term or topic. To do this, you use the
following command syntax:

help search [term or topic]

You can perform a help search from within any module in the tmsh hierarchy. For example, to find the man
pages that contain a reference to VLANS, use the following command sequence:

help search vlan

Additionally, you can display a list of topics that are available in a module using the following command
sequence:

help [full path to module]

For example, to display the topics that are available in the current module, use this command: help. To
display the topics that are available in the net module, use the following command sequence: help / net.

About context-sensitive help
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tmsh includes a context-sensitive help feature that provides help as you type commands. At any time, you
can type a question mark (?) on the command line, and tmsh returns information to assist you in completing
the command. Based on when you type the question mark, you get the following results:

*  When you type a question mark immediately following any portion of a command, tmsh returns possible
completions for the command, but does not complete the command as the command completion feature
does.

*  When you type a space before the question mark, tmsh returns descriptive text that explains the commands,
components, or properties that you can configure.

*  When you type a question mark in the middle of a command, tmsh returns help on the command to the
left of the cursor.

Note: To use a question mark in a glob or regular expression, you must escape the question mark using
quotation marks, apostrophes, or a backslash.
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Additionally, you can request context-sensitive help for the last command in a series of commands. For
more information, see Entering multiple commands, on page 2-10.

About interrupting a command

You can cancel a command that you issued by typing Ctrl + C one or more times.

About entering multiple commands

You can enter multiple commands on the command line by separating the commands with semi-colons (;).
For example, to display the properties of the self IP addresses and VLANSs of the system, use the following
command sequence:

list / net self ; list / net vlan

When you enter multiple commands in this way, all of the commands are added to the command glob in a
single line item, regardless of whether any of the commands were successful. However, if one of the
commands that you enter fails to parse, tmsh does not run the remaining commands you entered. tmsh audits
commands as the commands run; therefore, if a command fails to parse, tmsh does not audit the remaining
commands.

You can also specify multiple commands in a command alias by separating the commands with semi-colons.
For example, to create an alias that displays the properties of the VLANs and VLAN groups on the system,
use the following command sequence:

create / cli alias vlans command "list / net vlan ; list / net vlan-group"

Additionally, you can request context-sensitive help and use the command completion feature on the last
command in a series of commands. For example, to display help for the vlan-group component, use the
following command sequence:

list / net vlan ; list / net vlan-group ?

About the glob feature

tmsh saves each command that you enter in the command glob file.

The command glob persists when you log off of the system. The next time you log on to the system, you
can search for, display, and then edit, the tmsh commands that you entered in previous sessions. The command
glob persists even through a restart of the BIG-IP system.

There are two limits that you can set for the command glob: the number of commands that tmsh saves in
the command glob file, and the number of commands that you can view or search from the command line.

*  You use the set cli preference glob-file-size command to set the maximum number of commands that
you want tmsh to save in the command glob file.

41



Using tmsh

The default is 10,000 commands. The maximum number of commands that the file can contain is 100,000
commands. If you do not want to use the command glob feature, set the maximum number of commands

to 0 (zero). This means that tmsh does not save any commands in the glob file.

You use the set cli preference glob-size command to set the number of commands that you want to be

able to view or search from the command line.

The default is 500 commands. The maximum number of commands that you can view or search is 10,000
commands. When you set the glob-size option to (0) zero, tmsh does not add commands to the in-memory

list of commands, but does continue to write commands to the command glob file.

Note: After you change the value of the glob-size option, tmsh might renumber the commands, however,

the commands remain in the same order.

Note: tmsh does not save commands in the command glob file that end in a question mark (?) or begin with

an exclamation point (!). Likewise, these types of commands do not appear in the command glob list.

Changing whether the date and time display in the glob file

The date and time the command was issued displays before the command in this format: [Month day
hh:mm:ss]. You can disable this feature.

1.
2.

Log on to tmsh and navigate to the cli preference module.
To disable the display of the date and time in the glob file, type:

modify glob-date-time disabled

To enable the display of the date and time in the glob file, type:

modify glob-date-time enabled

Displaying the commands in the tmsh glob list
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Each command in the glob list is identified by a numeric ID. The larger the ID, the more recently the
command was issued relative to other commands.

1.
2.

Log on to tmsh.
Enter an exclamation point (!).

The command glob list displays the previously used commands in the reverse order of use.

After you locate the command that you want to use again, type:

! [numeric ID]

For example, to run the command with a numeric ID of 32, type:
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Finding and running a tmsh glob list command using a partial string

1. Log on to tmsh.

The tmsh prompt displays.

To run the most recent command in the glob list that begins with the specified string, type the following
command:

!'[string]

tmsh locates the command in the glob list and runs it.

For example, from the cli module, to run the most recent command that you used to set the preferences
for the command line, type:

!'set preference.

Running the previous command

When you are logged on to tmsh, you can use the glob list to run the previous command, even if it was run
in the previous tmsh session.

1. Issue commands to configure the system.

tmsh runs the commands you issue.

Type the following command:

The previous command runs.

Searching for a command using the pager's search feature

When you are logged on to tmsh, you can use pager’s search feature to locate a tmsh command by date/time

stamp.
1. Log on to tmsh.
2. Type one of the following commands:
show glob
or
i
3. Use the pager’s search feature to find a specific date and time.
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Searching for a command using grep

When you are logged on to tmsh, you can pipe the output of the glob file to the grep utility to search for a
command by the date/time stamp.

1. Log on to tmsh.
The tmsh prompt displays.

2. Type the following command:

show glob | grep "[hh:mm:ss]"

About the tmsh keyboard map

You can use the default keyboard map to search the command glob list for a specified command. For
example, to search for the previous command that contains a specified string, type the following command:

[string] Alt-P

You must press Enter to run the command.

The following table describes the default keyboard map for tmsh. The key sequences are not case-sensitive.

Table 2: Default keyboard map for tmsh

Key Sequences Action

Ctrl + A Moves the cursor to the beginning of the line.

Ctrl+ B Moves the cursor to the left one character.

Ctrl + C Cancels the current command.

Ctrl+D Deletes the character under the cursor, or when the command line is empty, exits
tmsh.

Ctrl+ E Moves the cursor to the end of the line.

Ctrl + F Moves the cursor to the right one character.

Ctrl+ G Clears all characters from the command line.

Ctrl + H Deletes the previous character.

Ctrl +7J Enters a new line and runs the current command.

Ctrl + K Deletes all characters from the cursor to the end of the line.

Ctrl+ L Clears the screen, repositions the prompt at the upper left, and leaves the current

command intact.

Ctrl+ M Enters a new line and runs the current command.
Ctrl + N Displays the next item in the command glob.
Ctrl + P Displays the previous item in the command glob.
Ctrl +Q Resumes input.
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Ctrl + R

Ctrl + S
Cul+T
Cul+U
Ctrl + W
Esc + B
Esc+D
Esc +F
Esc+L
Esc+ N
Esc +P
Esc+U
Esc + Backspace
Backspace
Delete

Up Arrow

Down Arrow
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Action

Clears the screen, repositions the prompt at upper left, and leaves the current command
intact.

Suspends input.

Transposes the character under the cursor with the character to the left of the cursor.
Deletes all characters before the cursor.

Deletes the word before the cursor.

Moves the cursor one word to the left.

Deletes all characters from the cursor to the end of the current or next word.
Moves the cursor one word to the right.

Changes the word to the right and the word under the cursor to lowercase.
Searches command glob search for the next item.

Searches command glob search for the previous item.

Changes the word to the right and the word under the cursor to uppercase.
Deletes the word to the left of the cursor.

Deletes the character to the left of the cursor.

Scrolls back through the command glob.

Scrolls forward through the command glob.

About the command audit feature

The BIG-IP system contains a read-only audit file named /var/log/audit. tmsh writes an entry in the audit
file for each tmsh command that runs, providing a historical log of issued commands. Only users with the
role of Administrator or Resource-Administrator can view the audit logs.

You can change whether tmsh audits commands using the following syntax:

modify / cli global-settings audit [enabled | disabled]

Note: If tmsh cannot connect to the mcpd daemon, tmsh audits all commands until the connection is

re-established.

About audit-log entries

The audit file contains entries with the format shown below:

01420002:5: AUDIT - pid=number user=user id query partitions=pl,p2,..,pn
update partition=partition name module=(tmos.module..)# status=[success/fail]
cmd data=command that was issued
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This table defines each portion of an audit entry.

Table 3: Audit entry components

Audit Entry
Component

01420002:5:
AUDIT

pid=number

user=user_id

query_partitions=

update partition=

module=

status

cmd_data=

Viewing historical logs
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Definition

Identifies the entry as a tmsh command.

Specifies the process ID of the tmsh instance that generated the entry.

Identifies, by user ID, the user who issued the tmsh command. For commands run

—nn

by the system, this portion of the entry is empty, for example: user:

Identifies the administrative partitions, in a comma-separated list, that the user can
query. For more information about setting the administrative partitions that a user
can query, see the documentation about c1i admin-partitions.

Identifies the administrative partitions that the user can update. For more information
about setting the administrative partitions that a user can update, see the documentation
about cli admin-partitions.

Identifies the tmsh module within which the user issued the command.
Indicates whether the command was run successfully. The possible values are:
*  Command OK

Indicates that the command was successful.
e [error syntax]

Displays the same error that the system displayed when the command failed. Note
that when you use the edit command, and it fails, the audit log contains each line
of the file that you attempted to run with the error displayed

Indicates the command sequence that the user entered. Note that when the edit
command runs successfully, the audit file contains each line of the file that was
submitted as a separate entry. For more information about the command edit, see
GTM rule, on page 46-44.

When you view an audit log from the sys module, you can use the lines or range options to reduce the
number of log entries that display.

1. Log on to tmsh.

The tmsh prompt displays.

2. Type the following command sequence:

show / sys log audit lines 5

The first five lines in the audit log display.
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About command aliases

You can create command aliases to use as short cuts within tmsh. For example, if you perform specific
operations on a regular basis, or if you configure the system using long commands, you can create a command
alias to save you some typing.

You can issue a command alias from within any tmsh module. For example, if you create an alias named
show to display all of the components in the Itm module, when you type show in the cli module, tmsh
displays only the Itm module components. This example illustrates that the command alias you created
takes precedence over the system default show command, which normally displays the components of the
module within which you issue the command.

Note: Aliases that you create take precedence over system commands. Additionally, an alias with the same
name as a tmsh module causes the module to be hidden from the command completion feature.

About creating command aliases

A command alias consists of a name and a command sequence that runs when you use the name of the
command alias on the command line. When you create a command alias, the name of the command alias:

+ Is not case-sensitive
» Cannot be create or delete
+ Cannot contain spaces, tabs, exclamation points, or question marks

The following rules apply to the command sequence for which you are creating a command alias.

* The command cannot be empty.

*  You can use multiple command sequences, separated by semi-colons.

* You can use another alias as the first argument in the command sequence.

* tmsh does not verify validity of the command sequence until you issue the command alias.

*  When you include an exclamation point in the command sequence, the exclamation point does not invoke
the command glob.

+ Ifyouinclude spaces in the command sequence, then you must use quotation marks around the command
sequence.

About using command aliases

When you use a command alias on the command line, the following rules apply.

*  When you use a command alias within a command, you must use the alias at the beginning of the
command sequence.

*  When you use the command completion or context-sensitive help feature with a command alias, tmsh
responds as if you had entered the command sequence that the command alias references.

+ Command aliases display in all command completion lists, regardless of whether the command itself is
valid within the current module.

* The name of the command alias displays in the command glob list.

* The command, for which you created the alias, not the name of the command alias, displays in error
messages related to usage of the alias.
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Setting the tmsh preference for show-aliases

You can configure tmsh to include command aliases in the list of commands in the Commands section on
the command line when you use the command completion and context-sensitive help features.

1. Log on to tmsh.
The tmsh prompt displays.

2. Type the following command:

cli

3. Type the following command sequence:

set preference show-aliases enabled

When you type a question mark (?) on the command line or use the command completion feature, tmsh
now displays command aliases in the Commands section on the command line.

About the wildcard search feature

tmsh supports regular expression (RE) and glob-based wildcard search methods. For more information
about these programs, access the man page for each program using the following tmsh commands:

* help regex
* help glob

About the statistics feature

You can use tmsh to display statistics, including historical performance statistics. You can select the format
in which these statistics display, as well as reset the statistics for some of the tmsh components. To determine
if statistics are available for a specific component, see the specific component in one of the following
chapters.

About setting preferences for statistics
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You can view statistics for many of the tmsh components using the show command. You can specify the
units in which you want tmsh to display statistics. You do this using the following command syntax:

set / cli preference stat-units [default | kil | meg | gig | raw]

For example, to set tmsh to display statistics in parts per million, use the following command sequence:

set / cli preference stat-units meg
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While you are working in tmsh, you can override the stat-units setting to display statistics for a specific
component in a different unit. For example, to display the statistics for the 1tm pools in gigabits, use the
following command sequence:

show / ltm pool gig

This table describes the units in which tmsh can display statistics.

Table 4: Unit options for statistics

Option Description
default Displays data in the simplest units.

For example, if the data is 1,200,001, tmsh displays 1.20M; however, if the data is 1,200,
tmsh displays 1.2K.

This is the default value for system statistics.

gig Displays data in parts per billion.
kil Displays data in parts per thousand.
meg Displays data in parts per million.
raw Displays raw data.

For some tmsh components, you can choose the level of statistics that you want to view. The next table
contains a description of the options you can use to display statistics, depending upon the information that
you want to view. Note that all levels are not available for all components. To determine which of these
options is available for a specific component, refer to the man page for the component or use the command
completion feature.

To display the statistics for a specific component at a specific level, use the following command syntax:

show / [module...module] [component] [detail | global | historicall]

For example, use the following command sequence when you want to view detailed pool statistics for Local
Traffic Manager pools:

show / ltm pool detail

tmsh also provides a historical view of system performance. You can use the historical option, shown in
the table below, to display historical performance data. This option displays data that is equivalent to the
performance graphs in the Configuration utility. For more information, see Collecting performance data in
the TMOS Management Guide for BIG-IP Systems.

For example, to display statistics about current connections, and for connections that have occurred within
the last 3 hours, 24 hours, 7 days, and 30 days, use the following command sequence:

show / sys performance connections historical

The components for which you can view historical data are in the system performance module. They include
connections, gtm, ramcache, system, and throughput.
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Table 5: Levels in which you can display statistics in tmsh

Show Statistics that display  Syntax of show command
Command

Option

Used

detail Statistics for all of the

show / [module...module] [component] detail
components of the

specified type, and the
components with which
these components are
associated.

Sunmncsﬁﬂthespemﬁed show / [module...module] [component]
component, and the [component name] detail
components with which

the specified component
is associated.

global Roll-up statistics for the
component, and all
related components.

show / [module...module] [component] global

Roﬂﬂq)ﬁansncsﬁnthe show / [module...module] [component]
specified component, and [component name] global

all related components.

historical =~ Historical system
L. show / system performance [component]
performance statistics. historical

Note: You can also view statistics from the BIG-IP system prompt, using the following command syntax:

tmsh show / [module...module] [component] \
[detail | global | historical] [default | kil | meg | gig | raw]

About resetting statistics

When you are evaluating the performance of your system, you might want to reset the statistics for a
component. You can do that in one of two ways:

* You can reset the statistics for a type of component using this syntax:

reset-stats / [module...module] [component]

* You can reset the statistics for a specific component using this syntax:

reset-stats / [module...module] [component] [component name]
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Note: After you reset statistics, when you run the show command, you might see a value of nan. This stands
for not a number, which indicates that no data is currently available. Wait a few moments and run the show
command again, and in most cases the nan value will be replaced by an integer value.

About using grep to filter tmsh output

grep is a command line search utility. For more information about grep, see the man page using the tmsh
command help grep.

To use the output of a tmsh command as input to the grep utility, use this syntax:
[command] | grep [grep options]

tmsh supports the grep utility options shown in this Table.

Table 6: grep options supported in tmsh

Supported option Usage

-A, -B, -C, -m These options require a numeric argument between 0 and 4294967295.

-c, -E, -G, -1, -n, -0, These options do not accept arguments. Instead, the grep utility treats arguments for
-P, -v, -w, -x these options as either another option or a search pattern.

-e This option requires one argument, a search pattern.

-[unsupported Unsupported options preceded by a hyphen result in syntax errors.

option]

[argument] tmsh treats any argument that is not preceded by a supported option, and does not

begin with a hyphen, as a search pattern preceded by -e.

For example, if you enter show pool | grep 10.2.3.4 within the Itm module,
tmsh runs show pool | grep -e 10.2.3.4.

About batch mode transactions

You can issue a set of commands in a batch, and tmsh processes the commands as a single transaction. You
enter batch mode by using the transaction component within the cli module.

When you run a set of commands in batch mode, tmsh does one of two things:

* Successfully runs all of the commands in the transaction.

* Does not commit any of the commands in the transaction, if the syntax of any of the commands does
not pass the syntax check. In other words, tmsh does not partially commit a transaction.

Creating a batch mode transaction

1. Log on to tmsh.
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2. Type the following command sequence:

create /cli transaction

The tmsh batch mode prompt displays:
[batch mode] (tmos)#

3. Enter a command using the full path to the command. tmsh parses the command, and if the command
passes syntax checks, tmsh indicates that the command has been added to the transaction.

About viewing the commands in a transaction

At the tmsh batch mode prompt, type:

list transaction

tmsh displays the commands in the transaction by numeric ID.

About deleting a command from the transaction

At the tmsh batch mode prompt, type:

modify transaction delete [numeric ID]

tmsh deletes the command that you specify with a numeric ID. Note that the system might renumber the
commands in the transaction.

About replacing a command in the transaction

At the tmsh batch mode prompt, type:

modify transaction replace [numeric ID] [command sequence]

tmsh checks the syntax of the new command that you specify with a numeric ID, replaces the existing

command identified by the numeric ID with the new command, and indicates that the transaction was
updated successfully.

About inserting a command in the transaction

At the tmsh batch mode prompt, type:

modify transaction insert [numeric ID] [command sequence]
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tmsh checks the syntax of the new command that you specify to insert before a command identified by a
numeric ID, renumbers the existing commands identified, and indicates that the transaction was updated
successfully.

About submitting a transaction

At the tmsh batch mode prompt, type:

submit transaction

tmsh runs the transaction. Note that if the transaction fails, tmsh remains in batch mode, and you can update
the transaction, and then resubmit it.

About cancelling the transaction

At the tmsh batch mode prompt, type:

delete transaction

tmsh deletes all the commands in the transaction and returns you to the tmsh prompt.

About tmsh behavior controls

tmsh includes a set of commands that you can use to change the behavior of tmsh, and to configure the
BIG-IP system. For more information about the tmsh commands, see the manual about tmsh Global
Commands, or use the help command within tmsh.

About tmsh options

You invoke tmsh from the shell prompt, just after you connect to the BIG-IP system with SSH. There are
several options you can use when invoking tmsh, described in this table:

Table 7: tmsh invocation options

Option Action
-a tmsh does not write commands to the command glob file. For more information
about the command glob file, see About the glob feature.

Note that if auditing is enabled, tmsh continues to write commands to the audit
log. For more information, see About the command audit feature.

This option is useful when writing scripts, because it stops the scripts from filling
up the command glob file. This option applies to the non-interactive mode only.

-c Disables video highlighting in tmsh.
-d [ip address | Connects to the specified blade in a clustered system.
hostname]
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Option
-n

-m

Action
Displays options you can use when accessing tmsh from the system shell.

Generates a tmsh debug log file name tmsh.out in the current directory. Note that
when you run a tmsh script, the shell generates a debug log file for the script named
tmsh.out. [script name].

Using this option causes tmsh to run significantly slower.

Prevents tmsh from responding to user actions with questions. This option is useful
when writing non-interactive shell scripts from the system shell.

About using special characters in tmsh
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You can use special characters when running tmsh commands. This table lists these special characters,
describes how to use them, and provides examples of their usage.



Table 8: Special character usage in tmsh

Character Usage

space

Use quotation marks around
strings that contain a space, a
backslash (V) that is not being used
to escape another character, or an
apostrophe (°).

Use apostrophes around
arguments, a string with a space,
a string with a backslash (), or a
string with a double-quote (").

Use a backslash to escape the
following: quotation marks (" "),
another backslash (\), an asterisk
(*), a question mark (?), a left
bracket ([), or a space.

Inside a pair of apostrophes or
double quotes, you do not need to
escape the backslash (\).

When escaping glob and regex
special characters, use an asterisk
(not between brackets) in a search
string to match any string
including an empty string.

Use a backslash (\) to escape an
asterisk.

When escaping glob and regex
special characters, use a question
mark (not between brackets) in a
search string to match a single
character.

Use a backslash (\) to escape a
question mark.

When escaping glob and regex
special characters, use brackets to
enclose any characters that you
want to include in a search string
to match a single character.

Use a backslash to escape square
brackets.

You must escape the space
character or put quotation marks
around it.

Use the vertical bar to filter output
from the commands show or list.
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Examples

create partition A description
partition"

create partition A description
partition’
list gtm wideip "\*siterequest.

list

list

list

list

gtm

gtm

gtm

gtm

wideip "\*site\?.com"

wideip \\*siterequest.

wideip \\*site\\?.com

wideip "\*siterequest.

list gtm wideip "\*site\?.com"

list gtm datacenter \[site]

"Admin’ s

"Admins

com"

com

com"

create gtm pool my\ http\ pool create gtm
pool "my http pool"

show ltm pool | grep 10.2.3.4 list ltm
| grep 10.2.3.4

pool
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Global

cd

Change the current working folder.

Syntax

Use the command cd to change the current working folder.

cd [folder name]
cd /[folder name]

Description

The command ed [folder name] changes the current working folder to allow the user navigation around the
folder system (see sys folder). The command pwd displays the current working directory.

The current working folder may be listed in the tmos command prompt while in tmsh interactive mode (see
cli preference).

Folder names are separated by a forward slash /.

There are two built-in folders:

/ is the root folder

/Common is the default folder for creating new configurations objects.
Additionally, the following directory entries:

. is the current folder

.. is the parent folder

Examples

cd /Common

Change the current working folder to /Common.
cd resources

Change the current working folder to resources. In this example the resources folder is relative to the current
working folder. As an example, if the current working folder was /Common, the new working folder will
be /Common/resources.

cd resources/profiles/udp

Multiple folders may be specified. Tab complete assists filling the command line with folder names.
cd/

Make the current working folder the root folder.

cd ../Alpha



Global

cp

Change the working directory by first going to the parent, and then switch to the sub-folder Alpha.

See Also

help, pwd, sys folder, tmsh
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Creates a copy of a TMOS(tm) configuration object.

Syntax

Use the command cp within a tmsh module to create a copy of the component that resides in that module.
To create a copy component that resides in another module, use the full path to the component.

cp [component] [source] [destination]
cp / [module...module] [component] [source] [destination]
Description

You must provide a unique name for each component destination of the copy operation.

Examples
cp template mytemplate newtemplate

From within the sys application module, creates a new Application Template named newtemplate with
the same properties as mytemplate .

cp / cli script my_scriptl my_script2

From within the sys application module, copies the my_scriptl script to my_script2 within the cli module.

Options
* component

Specifies the type of the component that you want to copy.

* module

Specifies the module within which the component that you want to copy resides.

¢ source

Specifies the component to be copied.

¢ destination

Specifies a unique name for the component that will be created as part of the copy.

See Also

tmsh
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create
Creates a TMOS(tm) configuration component.
Syntax
Use the command create within a tmsh module to create a component that resides in that module. To create
a component that resides in another module, use the full path to the component.
create [component] [name] [property [value]...]
create / [module...module] [component] [name] [property [value]...]
Description
You must provide a unique name for each component that you create.
Examples
create pool pooll
From within the gtm module, creates a Global Traffic Manager pool named pooll.
create / Itm pool my_pool
From within the gtm module, creates a Local Traffic Manager pool named my_pool.
Options
* component
Specifies the type of the component that you want to create.
* module
Specifies the module within which the component that you want to create resides.
* name
Specifies a unique name for the component.
* property [value]...
Specifies properties for the component and their values.
See Also
tmsh
delete

Deletes a tmsh component.
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Syntax

Use the command delete within a tmsh module to delete a component that resides in that module. To delete
a component that resides in another module, use the full path to the component.

delete [component] [name]
delete / [module...module] [component] [name]

Description

You must provide the name of the component that you want to delete.

Examples

delete pool pooll

From within the gtm module, deletes the Global Traffic Manager pool named pooll.
delete / 1tm pool my_pool

From within the gtm module, deletes the Local Traffic Manager pool named my_pool.

Options
* component
Specifies the type of the component that you want to delete.
*  module
Specifies the module within which the component that you want to delete resides.
* name

Specifies the name of the component that you want to delete. All may be used as an identifier for most
component types.

e recursive

Deletes all items in the current folder and all sub-folders that match the module, component and the
name specified. all may be used as the name identifier with this command.

Note: When using recursive and all together, you will be prompted to verify this action. If you wish to
disable this prompt, you may run tmsh using the -q command-line option. This is very useful when
writing scripts that use this command.

See Also

tmsh

edit

Modules
All tmsh modules.

Opens the specified components in an editor.
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Syntax

Use the command edit to create components or modify the configuration of components using a text editor.
To edit a component that resides in another module, use the full path to the component.

edit [component] [name ... name | all]
edit / [module...module] [component] [name ... name | all]
Description

You can use the command edit to create or modify components in the auth, cli, gtm, Itm, net, sys and wom
modules, and iRules(r).

If you are assigned the role of Administrator, when you use the command edit, the system starts the vi
editor. If you are assigned any other role, the system starts the pico/nano editor.

The system saves, in a temporary directory, the text file, named data, that you are editing. When you save
the file and close the editor, the system checks for errors, and then prompts you with an opportunity to
continue editing and resolve any errors.

When you edit an existing component that can have associations, such as a Global Traffic Manager wide
IP that can have pool member associations. but the component does not currently have associations, to
create the new associations, you must use the full command syntax in the text file. For the full command
syntax for each component, see the associated man page.

When you edit a component that has associations with components that are children of the component you
are editing, the text file contains a line for the configuration of the child components that begins with the
command modify, for example: pools modify { [existing pool members configurations] }. In this case, if
you want to add or delete pool members, you must add additional lines to the text file, for example: pools
delete { [pool members to delete] }.

If you want the text file that opens to contain all of the editable properties of the component that you want
to edit, you must use the all-properties option at the end of the edit command sequence; otherwise, only
the non-default properties display in the text file.

Examples
edit / gtm pool a*

From the root module, opens a file in an editor in which you can modify the configuration of all Global
Traffic Manager pools with names that start with the letter a using the template that displays in the editor.

edit datacenter new_dc

From the gtm module, opens a file in an editor in which you can create the Data Center named new_dc
using the template that displays in the editor.

edit datacenter a*

From the gtm module, opens a file in an editor in which you can edit all existing datacenters with names
that begin with the letter a.

edit datacenter new_datacenter existing_datacenter

From the gtm module, opens a file in an editor in which you can create a new datacenter and edit an existing
datacenter. Note that when the file opens, a template displays that you can use to create a new datacenter
followed by the configuration of the existing datacenter.

edit rule rule_1

From the gtm module, opens a file in an editor in which you can create an iRule named rule_1 using the
template that displays in the editor.
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exit

When the editor opens, and you are creating or editing an iRule, you must enclose the iRule syntax in
brackets, for example, [ ...iRule... ]. Note that the template includes the brackets.

Options
o all

Specifies that you want to modify all of the existing components of the specified type.
* component

Specifies the type of component that you want to create or modify.

* module

Specifies the module within which the component resides.

¢ name

Specifies a unique name of each component that you want to create or modify.

See Also

tmsh

generate

Exits a tmsh module or component.

Syntax

Use the command exit within a tmsh module or component to leave that module or component and return
to the higher level of the shell structure.

exit
Note that to exit tmsh and return to the BIG-IP(r) system prompt, use the command quit.

See Also

tmsh
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Description

Use the generate command to generate signed scripts for components. Currently two algorithms are
supported: checksum and signature.

generate <script name> checksum
generate <script name> signature signing-key <key name>
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See Also

Itm rule, sys application template

Displays context-sensitive help text.

Syntax

Use the command help within a tmsh module to display information about the components that reside
within that module, or at the component level to display help about the component. To display help for a
component that resides in one module from within another module, use the full path to the component.

Type the question mark (?) character anywhere in tmsh to display a list of modules, components, and
commands that are available within the module in which you are currently working.

?

help

help [module...module]

help [component]

help / [module...module] [component]
help search [text]

Description

You can display tmsh man pages using the command help.

Examples

?

From within the gtm module, displays a list of modules, components, and commands that are available.
help pool

From within the gtm module, displays help about Global Traffic Manager pools.

help / Itm pool

From within the gtm module, displays help about Local Traffic Manager pools.

Options
* component

Specifies the type of the component for which you want to display help.
* search

Use the search option to find help topics that contain the specified text. The search is case insensitive.
Text that contains a space or special tmsh characters must be quoted. Note that the search will not always
find text that spans multiple lines.

* module

Specifies the module within which the component for which you want to display help resides.
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install

See Also

tmsh

list

Description

Use the command install to install or update the following components. For the description and syntax see
the help page for each component.

sys license

sys software block-device-hotfix
sys software block-device-image
sys software hotfix

sys software image

See Also

sys license, sys software block-device-hotfix, sys software block-device-image, sys software hotfix, sys
software image, tmsh
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Displays components that you have permission to view.

Syntax

Use the list command within a tmsh module to display the properties of the components in that module.
To display the properties of the components in one module from within another module, use the full path
to the component.

list [component]
list [component] [name]
list [component] [name] [property]
list / [module...module] [component] [name] [property]
all-properties
current-module
non-default-properties
one-line
partition
recursive

Description

When the default Read partition is All, use the list command to display all of the components that you have
permission to view within a tmsh module. When you specify a Read partition, the list command displays:

*  Only the components that you have permission to view in the current partition

* All of the components that are not in partitions
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+ All of the components in partition Common

Examples
list / Itm

From within the gtm module, displays the properties of all of the components in the Itm module, including
the components in the ltm monitor, Itm persistence, and Itm profile modules.

list / Itm current-module

From within the gtm module, displays the properties of all of the components in the Itm module, not
including the components in the ltm monitor, Itm persistence, and 1tm profile modules.

list pool

From within the gtm module, displays the properties of all of the Global Traffic Manager pools.

list pool all-properties

From within the gtm module, displays all of the properties of all of the Global Traffic Manager pools.
list pool monitor

From within the gtm module, displays the monitor associated with each Global Traffic Manager pool.
list / Itm pool

From within the gtm module, displays the properties of all of the Local Traffic Manager pools.

Options
+ all-properties
Displays the values of all of the properties of the specified component.
* component
Specifies the component that you want to display.
* current-module

Specifies to display only the components that reside in the specified module, not the components that
reside in the sub-modules of that module.

For example, from within the Itm module to display only the components in the gtm module, and not
the components in the gtm monitor and gtm settings sub-modules, use the following command sequence:
list / gtm current-module.

¢« module

Specifies the module within which the component that you want to display resides.

Note: When you use the command list at the module level, by default, the system does not display all
of the components that reside in the specified module. To display the properties of some components
you must explicitly specify the component. For example, from the ltm module, to display the virtual
addresses for the Local Traffic Manager, use this command sequence:

list virtual-address

For more information about displaying the properties of a component, see the man page for the component.

* hame

Specifies the unique name of the component.

* non-default-properties
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load

Displays the values of all of the properties for which a user changed the value from the default value
for the specified component.

¢ one-line

Displays the configuration for each object on one line. Configuration that consists of scripts will not be
formatted on to a single line. This include Itm and gtm iRules and tmsh scripts.

e partition

Displays the administrative partition within which the specified component exists.
* property

Specifies the property of the component that you want to display.
* recursive

Specifies to display the components not only from the current folder but also from all sub-folders
recursively.

See Also

tmsh

modify

See Also

save, tmsh, asm policy, Itm dns dns-express db, sys config, sys geoip, sys ucs
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Modifies a tmsh component.

Syntax

Use the command modify within a tmsh module to modify a component that resides in that module. To
modify a component in one module from within another module, use the full path to the component.

modify [component] [name] [property [value] ]...
modify / [module...module] [component] [name] [property [value] ]...

Description
You must provide the name of the component that you want to modify.

You can apply one or more property settings to multiple components using a single command sequence.
For example, to associate the Local Traffic Manager pool named pool-1 with the virtual servers named
virtual-1 and virtual-2, use this command sequence: modify Itm virtual virtual-1 virtual-2 pool pool-1
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Examples

modify pool pooll disabled

From within the gtm module, disables the Global Traffic Manager pool named pooll.
modify / Itm pool my_pool disabled

From within the gtm module, disables the Local Traffic Manager pool named my_pool.

Options
* component

Specifies the type of the component that you want to modify.
* module

Specifies the module within which the component that you want to modify resides.

¢ name

Specifies the unique name of the component that you want to modify.
* property [value]...

Specifies the properties of the component that you want to modify and their new values.

See Also

tmsh

Renames or moves a TMOS(tm) configuration object.

Syntax

Use the mv command within a tmsh module to move or rename the component that resides in that module.
To move a component that resides in another module, use the full path to the component.

mv [component] [source] [destination]
mv / [module...module] [component] [source] [destination]
Description

You must provide a unique name for the source and destination of the move operation.

WARNING Currently MV is an experimental feature. By using this feature, you may be subject to loss of
statistics and disruption in GTM service. If you plan to move or rename a Virtual Server, please contact
your GTM administrator before doing so. You may enable this feature by setting the appropriate db variable.
This can be done by issuing the command:

modify /sys db mcpd.mvenabled value true

This will turn on the feature and allow moving and rename of select objects through TMSH only. Once you
have finished using the feature, we recommend disabling it once again. You may do this by issuing the
following command:

modify /sys db mcpd.mvenabled value false
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publish

Please use responsibly.

Examples

mv cm device bigip seattle32

Renames the device named bigip to seattle32.

mv Itm pool mypool myotherpool

Renames the LTM Pool named mypool to myotherpool.

mv Itm pool /Common/by/mypool /Common/myotherpool /Common/sub/mythirdpool to-folder
/Partition2/subl

Moves the 3 pools in 3 different locations named mypool, myotherpool and mythirdpool into a single folder
in another partition.

Options

to-folder

Specifies the folder to move the item or items into.

component

Specifies the type of the component that you want to move.

destination

Specifies a unique name for the component.

module

Specifies the module within which the component that you want to move resides.

source

Specifies the component to be moved.

See Also

tmsh

68

Description

Use the command publish to make wam policies available for usage in wam applications. You can also
use this command to apply asm policies. For the description and syntax see the help page for wam policy
or asm policy.

See Also

asm policy, wam policy, tmsh
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pwd

Display the current working folder.

Syntax

Use the command pwd to display the current working folder.

pwd

Description

Display the current working folder

Examples

pwd

See Also

cd, help, sys folder, tmsh

quit

Exits tmsh.

Syntax

Use the following command at the tmsh prompt to close tmsh and return to the BIG-IP(r) system prompt.

quit
Note that to exit a tmsh module or component, you use the command exit.

See Also

tmsh

reboot

Reboots the system or boots the system into a different volume.
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reset-stats

Syntax

reboot
slot [ [slot number] | all ]
volume [name]

Description

You can use the command reboot to reboot the system or cluster. If you do not specify an option, the local
system reboots.

You can use the volume option to reboot a system into a specific volume. For a cluster, you can use the
volume option to reboot all slots into the specified volume.

Additionally, for a cluster, you can use the slot option to reboot either a specific slot or all slots. Note that
the slot option does not modify the active volume.

Examples

reboot

Immediately reboots the running image.
reboot volume HD1.2

If the volume HD1.2 has a complete image on it, the system (or cluster) reboots into that image immediately.
However, if a software installation is in progress on the volume the system reboots as soon as the installation
is complete.

Options
+ slot [ [slot number] | all |
Reboots either a specific slot or all slots in a cluster, without changing the active volume of the slot(s).

This option is only available in a clustered environment.

Note: The slot and volume options are mutually exclusive.

¢ volume

Specifies the volume that you want to boot. The volume you specify becomes the default boot volume.
You cannot specify the active volume. In a clustered environment all slots reboot into the same volume.

Note: The slot and volume options are mutually exclusive.

See Also

install, sys software hotfix, sys software image, sys software status, sys software volume, tmsh
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Resets statistics for the specified components.



Traffic Management Shell (tmsh) Reference Guide

Syntax

Use the command reset-stats within a tmsh module to reset the statistics for the specified component to
zero. To reset the statistics for the specified component in one module from within another module, use the
full path to the component.

reset-stats [component]

reset-stats [component] [name]

reset-stats / [module...module] [component]
reset-stats / [module...module] [component] [name]

Description
You can reset statistics for a group of components, or you can reset statistics for a specific component.

After you reset statistics, when you run the command show, you may see a value of nan. This stands for
not a number, which indicates that no data is currently available. Wait a few moments and run the command
show again, and in most cases the nan value will be replaced by an integer value.

It is important to note the following when you reset statistics:

» For a data center, the system also resets the statistics for the servers in that data center.

* For a Global Traffic Manager server, the system also resets the statistics for the virtual servers on that
server.

* For a Global Traffic Manager pool, the system also resets the statistics for the pool members.
» For a Local Traffic Manager pool, the system also resets the statistics for the pool members.
* For a VLAN, you must reset the statistics for the trunks and interfaces associated with the VLAN.

*  You cannot reset statistics for system-supplied profiles.

Examples

reset-stats pool

From within the gtm module, resets the statistics for all of the Global Traffic Manager pools.
reset-stats pool pooll

From within the Itm module, resets the statistics for the Local Traffic Manager pool named pooll.
reset-stats / Itm pool my_pool

From within the gtm module, resets the statistics for the Local Traffic Manager pool named my_pool.
reset-stats all-stats

From within the sys performance module, resets all performance statistics for the system.

Options
* component
Specifies the type of the component for which you want to reset statistics.

« module

Specifies the module within which the component for which you want to reset statistics resides.
* name

Specifies the unique name of the component for which you want to reset statistics.
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restart

See Also

tmsh

run

Restarts a service on the BIG-IP(r) system.

Syntax

Use the command restart within tmsh to restart a specified service.

restart
/sys service [service name]

Description

You can use the command restart to restart a specified service.

Examples

restart /sys service mepd
Restarts the mepd daemon.
restart /sys service snmpd

Restarts the snmpd daemon.

Options

Tip: Use the tab completion feature to see a list of available services.

See Also

start, stop, sys service, tmsh
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Runs the specified program.

Syntax

Use the run command within tmsh to run a specified utility.

run
/cli script [arguments]
/cm add-to-trust
/cm config-sync
/cm remove-from-trust
/cm sniff-updates
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/cm watch-devicegroup-device
/cm watch-sys-device

/cm watch-trafficgroup-device
/gtm big3d install [arguments]
/gtm bigip add [arguments]
/gtm gtm_add [arguments]
/security anti-fraud engine-update
/security anti-fraud signatures-update [arguments]
/util bash [arguments]

/util dig [arguments]

/util dnat [arguments]

/util get-dossier [arguments]
/util get ccn dossier

/util lsndb [arguments]

/util sipdb [arguments]

/util diadb [arguments]

/util netstat [arguments]
/util ping [arguments]

/util ping6 [arguments]

/util gkview [arguments]

/util racoonctl [arguments]
/util sys-icheck [arguments]
/util tcpdump [arguments]
/util tracepath [arguments]
/util tracepath6 [arguments]
/util traceroute [arguments]
/util traceroute6 [arguments]
/wom diagnose-conn

/wom verify-config

Description
You can use the run command to run the specified program, utility or process.

You can read about the arguments that are available for the utilities in the em module using the following
command sequence:

help /cm [utility name]

You can read about the arguments that are available for the utilities in the gtm module using the following
command sequence:

help /gtm [big3d_install | bigip_add | gtm_add]

You can read about the arguments that are available for the utilities in the util module using the following
command sequence:

help /util [utility name]

Note: Some tmsh features, such as tab completion, context-sensitive help, paging, and grep, are not available
for utilities.

When you are building a batch mode transaction in tmsh, if you type the run command, the system runs
the specified program immediately. It does not add the run command to the transaction that you are building.
Examples

help /util ping

Displays the help page for the ping utility.

Options
* Dbig3d_install

Specifies to install the big3d daemon.

73



Global

74

bigip_add

Specifies the BIG-IP systems that you want to add to the Global Traffic Manager configuration.
bash

Accesses the system shell.

add-to-trust

Add a device to a trust domain.

config-sync

Synchronize the configuration between devices.
remote-from-trust

Remove a device from a trust domain.
sniff-updates

Display the commit ID updates that occur over the CMI communications channel. When you troubleshoot
a ConfigSync issue, it is helpful to determine which device group member has the latest commit ID
update and contains the most recent configuration. You can then decide whether to replicate the newer
configuration to the group, or perform a ConfigSync operation that replicates an older configuration to
the group, thus overwriting a newer configuration.

watch-devicegroup-device

Display information about the devices in the device group to which the local device belongs.
watch-sys-device

Display information about the local device.

watch-trafficgroup-device

Display information about the traffic groups associated with devices in a device group.
diagnose-conn

Runs the specified diagnose-conn script, which detects the sources of network connection and
performance problems in a WAN optimization configuration.

dig
Runs the specified dig command. The dig utility queries DNS name servers.
dnat

Runs the specified dnat command for the purpose of doing forward/reverse mapping of addresses for
DNAT.

sipdb

Displays SIP persistence entries. The sipdb utility displays specific persistence entries and delete a
particular persistence record.

diadb

Displays Diameter persistence entries. The diadb utility displays diameter persistence entries or delete
a particular persistence entry.

get-dossier

Runs the get_dossier utility for the purpose of displaying system license dossier information.
get-ccn-dossier

Runs the get_cen_dossier utility for the purpose of displaying system information for dossier creation.

gtm_add
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Specifies the Global Traffic Manager systems that you want to add to the Global Traffic Manager
configuration.

netstat

Displays network connections, routing tables, interface statistics, masquerade connections, and multicast
memberships.

ping

Runs the specified ping command. The ping utility sends ICMP echo requests to network hosts.
ping6

Runs the specified ping6é command. The ping6 utility sends ICMPv6 echo requests to network hosts.
gkview

Runs the specified gkview command. The qkview utility gathers diagnostic information from a BIG-IP
system.

racoonctl

Runs the specified racoonctl command. The racoonctl utility is used to control operation of the racoon
daemon.

ssh-keyswap

Runs the keyswap.sh script for managing SSH keys on the BIG-IP.

sys-icheck

Runs the specified sys-icheck command. The sys-icheck utility verifies all RPM packages and files.
tcpdump

Runs the specified tepdump command. The tepdump utility prints headers and content of network
traffic.

tracepath

Displays the route packets take to a network host.
tracepath6

Displays the route packets take to an IPv6 network host.
traceroute

Displays the route packets take to a network host.
traceroute6

Displays the route packets take to an [Pv6 network host.
verify-config

Runs the specified verify-config script, which detects errors in the configuration of the WAN Optimization
Manager.

engine-update
For the description and syntax see the help page for security anti-fraud engine-update.
signatures-update

For the description and syntax see the help page for security anti-fraud signatures-update.

See Also

cli script, gtm big3d _install, gtm bigip add, gtm gtm_add, security anti-fraud engine-update, security
anti-fraud signatures-update, cm config-sync, fmsh, util bash, util dig, util dnat, util netstat, util ping, util
ping6, util gkview, util racoonctl, util tcpdump
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save

send-mail

Description

You can use the save command to write changes that you make to the running configuration of the BIG-IP
system to the specified file. You can also use this command to save an analytics report to a file on the
BIG-IP(r) system or to export an ASM policy to a file / standard output.

See Also

analytics report, asm policy, load, sys config, sys ucs, tmsh

show

Description

You can use the send-mail command to send an analytics report from the BIG-IP system to a list of e-mail
recipients.

See Also

analytics report, tmsh
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Displays statistics for and the status of specified components.

Syntax

Use the show command within a tmsh module to display statistics for and the status of components in that
module. To display statistics for and the status of components in another module, use the full path to the
component.

show
show [component]
show [component]
show / [module]
all-stats
current-module
(default | exa | gig | kil | meg |
(detail | global | historical)
field-fmt
running-config
recursive

[name]

[component] [name]

peta | raw | tera | yotta | zetta)
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Description

You can use the show command to specify the unit value in which the system displays statistics and the
type of statistics that you want the system to display.

After you reset statistics, when you run the command show, you may see a value of nan. This stands for
not a number, which indicates that no data is currently available. Wait a few moments and run the show
command again, and in most cases the nan value is replaced by an integer value. For more information, see
help reset-stats.

Examples
show / Itm current-module

From within the gtm module, displays statistics and status for all the components within the Itm module,
but not the components in the Itm monitor, Itm persistence, and Itm profile modules.

show pool
From within the gtm module, displays statistics and status for all Global Traffic Manager pools.
show pool pooll

From within the gtm module, displays statistics and status for the Global Traffic Manager pool named
pooll.

show / Itm pool
From within the gtm module, displays statistics and status for all Local Traffic Manager pools.
show / Itm profile tcp global

From within the gtm module, displays global statistics and status for all Local Traffic Manager TCP profiles
in the system default unit.

Options
« all-stats
Displays all of the available system performance statistics.
* component
Specifies the type of the component for which you want to show statistics and status.
* current-module

Specifies to display only the components that reside in the specified module, not the components that
reside in the sub-modules of that module.

For example, from within the Itm module to display only the components in the gtm module, and not
the components in the gtm monitor and gtm settings sub-modules, use this command sequence: show
/ gtm current-module.

e default

Displays data in the simplest units. For example, if the value of the data is 1,200,001, the system displays
1.20M; however, if the value of the data is 1,200, the system displays 1.2K.

e detail

Displays detailed data for the specified component and associated components. Note that this option is
available for only a partial set of tmsh components.

You can use the tab completion and context-sensitive help features to determine if this option is available.
For more information about these features, see help.

¢ field-fmt
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Displays data as a list of options and their values. The option names can be used to retrieve statistics
and status values in a shell script, see cli script.

gig
Displays data in parts per billion.
global

Displays global statistics for the specified component that includes statistics for all components of the
specified type. Note that this option is available for only a partial set of tmsh components. You can use
the tab completion and context-sensitive help features to determine if this option is available.

historical

Displays historical statistics for the specified component. Note that this option is available only for a
partial set of tmsh components. You can use the tab completion and context-sensitive help features to
determine if this option is available.

kil

Displays data in parts per thousand.

lines

Specifies how many lines of the log that you want the system to display.
meg

Displays data in parts per million.

module

Specifies the module within which the component for which you want to show statistics and status
resides.

Note: When you use the command show at the module level, by default, the system does not display all
of the components that reside in the module. To display some components you must explicitly specify
the component. For example, from the ltm module, to display the statistics for and status of the virtual
addresses of the Local Traffic Manager, use the following command sequence:

show virtual-address

For more information about displaying statistics for and status of a component, see the man page for
the component.

name
Specifies the unique name of the component for which you want to show statistics and status.
range
Specifies a date range for the logs that you want the system to display, for example:
+ 2d-4d
Specifies 2 - 4 days ago.
+ 3d
Specifies 3 days ago to now.
* epoch--7/25:12:00:00
Specifies everything older than July 25th at noon.
* 2008-07-25--2008-07-28:13:30
Specifies between July 25th and 28th at 1:30 p.m.

raw
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Displays raw data.
e recursive

Specifies to display the components not only from the current folder, but also from all sub-folders
recursively.

* running-config

Displays the running configuration of the components that you have permission to view within a tmsh
module, if the default Read partition is All. If you specify a Read partition, this option displays only the
components that you have permission to view in the current partition, all of the components that are not
in partitions, and all of the components in partition Common. Note that this option is valid only for tmsh
components you can configure.

The running-config option must be specified immediately after the show command, for example:

show running-config Itm pool

See Also

cli script, tmsh

shutdown

Shuts down the system.

Syntax

shutdown
slot [ [slot number] | all ]

Description

You can use the command shutdown to power down the system or cluster. If you do not specify an option,
the local system shuts down.

For a cluster, you can use the slot option to shut down either a specific slot or all slots.

Examples
shutdown

Immediately shuts down the running system.

Options
+ slot [ [slot number] | all |

Shuts down either a specific slot or all slots in the cluster. This option is only available in a clustered
environment.

See Also

reboot, install
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start

Starts a service on the BIG-IP(r) system.

Syntax

Use the start command within tmsh to restart a specified service.

start
/sys service [service name]

Description

You can use the start command to start a specified service.

Examples

start /sys service mepd
Starts the mepd daemon.
start /sys service snmpd

Starts the snmpd daemon.

Options

Tip: Use the tab completion feature to see a list of available services.

See Also

restart, stop, sys service, tmsh

stop

Stops a service that is running on the BIG-IP(r) system.

Syntax

Use the command stop within tmsh to stop a running service.

stop
/sys service [service name]

Description

You can use the command stop to stop a running service.
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Examples

stop /sys service mcpd
Stops the mepd daemon.
stop /sys service snmpd

Stops the snmpd daemon.

Options

Tip: Use the tab completion feature to see a list of available services.

See Also

restart, start, sys service, tmsh

time

Runs the transaction that you are creating.

Syntax

Use the submit command to run a transaction that you are creating.

submit transaction

Description

You can use the submit command to run a transaction, which is a series of commands that you enter in
transaction mode.

For more information about creating transactions, see cli transaction.

See Also

cli transaction, tmsh

Date and Time formats.

Syntax
Date/Time Syntax

now[ [ + | - ] <integer> [ d | h | w | m ] ]
yyyy-mm-dd[ : | T ]Jhh:mm[:ss]
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mm-dd [-yyyy] [ | T Jhh:mm[:ss]
mm/dd[/yyyyl[ : | T ]lhh:mm[:ss]
Date Range Syntax
now[ [ + | - ] <integer> [ d | h | w | m ] ]J--now[ [ + | - ] <integer> [ d |
h | w | ml]]
yyyy-mm-dd[ : | T ]Jhhimm[:ss]--yyyy-mm-dd[ : | T ]Jhh:mm[:ss]

mm-dd [-yyyy]
epoch--mm/dd
now[ [ + | -

[ ¢+ ] T J]hh:mm[:ss]--indefinite
[/yyyyll ¢ | T lhh:mm[:ss]
] <integer> [ d | h | w | m ] ]

Description

The date or time format is found in tmsh as an attribute or parameter for many configuration items. Below
are the various formats supported for both Date / Time and Date Range. Please see the examples for further
assistance in using the required formats.

Date:Time Formats
e nowX

This date format starts with now (the current time) and is optionally followed by + or - some time span.
The format will look like the following: now|[ [ + | - ] integer [ d | h | w | m ] ], where the user picks
either before (-) or after (+) the current time and then specifies integer number of minutes (m), hours
(h), days (d) or weeks (w). This format is case-insensitive.

+ Examples:

Input Date Description
now-3d 3 days ago.
now+3h 3 hours from now.
now-3m 3 minutes ago.
now+3w 3 weeks from now.

* yyyy-mm-dd:hh:mm:ss

This format requires a year, month, day separated by - characters. A time is also required, which is
specified as hour: minute: second, where the seconds are optional. The date and time must be separated
by a : colon. Note: This is the default time format for output from tmsh.

* Examples:

Input Date Description
2013-05-29:13:30 May 29th, 2013 at 1:30pm.
2000-01-04:12:22:30 January 4th, 2000 at 12:22pm and 30 seconds.

* mm-dd-yyyy:hh:mm:ss
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This format requires at least a month (m) and day (d) specified and optionally a year (y). If no year is
specified, tmsh will auto-fill the year with the current year. A time is also required in the format of
hour: minute: second, where the seconds are optional.

* Examples:

Input Date Description
3-12-2015:12:01:00 March 12th, 2015 at 12:01 pm.
4-15:22:10:30 April 15th of this year at 10:10 pm and 30 seconds.

mm/dd/yyyy:hh:mm:ss

This format requires at least a month (m) and day (d) specified and optionally a year (y). If no year is
specified, tmsh will auto-fill the year with the current year. A time is also required in the format of
hour: minute: second, where the seconds are optional.

* Examples:

Input Date Description
3/12/2015:12:01:00 March 12th, 2015 at 12:01 pm.
4/15:22:10:30 April 15th of this year at 10:10 pm and 30 seconds.

T Delimiter

Any of the above time formats may optionally use a capital letter T (as in the word Time) to separate
the date from the time, instead of using a colon (:).

* Examples:

Input Date Description

9/16/2005T12:01:01 September 16th, 2005 at 12:01lpm and 1 second.

2011-11-12T00:03:30 November 12th, 2011 at 12:03am and 30 seconds.
Special Dates

There are two special dates that may be used in tmsh. They are indefinite and epoch. Below is an
explanation of those dates.

* indefinite
The date will be marked as being infinitely in the future (end of time).
* epoch

The date will be marked as being infinitely in the past (beginning of time).
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Date Ranges
* DateX--DateZ

A Date Range is 2 dates in a valid Date Format separated by a -- (double hyphen). The dates may be
any of the Date Formats specified above. See examples below on how to use this notation.

* Examples:

Input Date Description

now-2d--now-4d 2 to 4 days ago.

now--now-3m From 3 minutes ago to now.

epoch--3/12/2011:12:00:00 Everything older than March 12th, 2011 at

noon.

2008-03-12--indefinite Everything after midnight on March 12th, 2008.
* DateX

When specifying a date range, the second date may be left out. This will cause the system to assume the
second date in the range to be now. Using this format for a date range may make it confusing when
using the NowX date format listed above. The following examples will help clarify how to use this
format with any supported Date Format.

« Examples:

Input Date Description

now-3d From 3 days ago to now.

now+3w From now to 3 weeks from now.

epoch Everything before the current date and time.

indefinite Everything after the current date and time.
See Also

tmsh, create, modify

tmsh

Description

You can use tmsh to configure and manage the BIG-IP system in conjunction with the Configuration utility,
which is the browser-based BIG-IP system and network management tool.
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Modules

The structure of tmsh is hierarchical and modular. The highest level is the root module, which contains
subordinate modules: auth, cli, gtm, Itm, net, sys and wom. Use the command help with no arguments to
display the module hierarchy relative to the current module.

The gtm, Itm, net, sys, and wom modules also contain subordinate modules. All modules and subordinate
modules contain components. To display the list of modules and components that are available in the current
module type Tab or ? at the tmsh prompt.

Commands operate on components. To display the list of available commands type Tab or ? at the beginning
of the command line. To display a list of components on which a command can operate type the command
followed by a space followed by Tab or ?.

The following examples illustrate how to navigate the tmsh hierarchy.

To enter a module, type the name of the module at the tmsh prompt.

(tmos) # 1ltm

The prompt displays the current module location.

(tmos.ltm) #
You can display the components in a module using the commands list (configuration) and show (statistics

and runtime status). The following command sequence displays the virtual server configuration of the
BIG-IP system.

(tmos.ltm)# list virtual

In the following examples, the commands list and show display information about only ltm components.

(tmos.ltm)# list
(tmos.ltm)# show

You can access any component in any module from any other module by specifying a complete path to the

component. For example, from the ltm module, the following command displays all of the properties of
the VLANSs on the system. The forward slash / specifies that what follows is relative to the root module.

(tmos.ltm)# list /net vlan all-properties

The forward slash is optional if the root module is the current module. For example, the following command
sequences display profiles.

(tmos) # list ltm profile
(tmos) # list /ltm profile
(tmos) # list / ltm profile
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Most components also support component mode. You can navigate to a single component and run commands
to manage that component. For example, from the Itm module, to navigate to the node component, use the
following command.

(tmos.ltm)# node

To display the properties of all nodes, use the following command.

(tmos.ltm.node)# list

You can also navigate to a specific object (object mode). For example, from the node component, to enter
object mode for a specific node, enter the command modify followed by the IP address of the node.

(tmos.ltm.node) # modify 10.1.1.10

In object mode, you can configure property settings directly. For example, to set the connection limit for
10.1.1.10 to 10000, use the following command.

(tmos.ltm.node.10.1.1.10)# connection-limit 10000

To exit a module enter the command exit at the tmsh prompt, as shown below.

(tmos.ltm) # exit
(tmos) #

Product Provisioning

You must provision a BIG-IP system module before you can use tmsh to configure that product, for example,
the Global Traffic Manager. The command sequence list sys provision displays the BIG-IP system modules
that can be provisioned. For more information about provisioning, see the TMOS(r) Management Guide
for BIG-IP Systems and help sys provision.

Loading/Saving The System Configuration

The system applies all configuration changes that you make from within tmsh to the running configuration
of the system.

You can save a portion of the running configuration known as the base configuration. You can also load
the base configuration from the stored configuration files.

» To save the base configuration to the stored configuration files, use the command sequence: save sys
base-config.

+ To replace the running base configuration with the configuration in the stored configuration files, use
the command sequence: load /sys base-config.

Additionally, you can save the entire running configuration or load all of the stored configuration files.

* To save the entire running configuration to the stored configuration files, use the command sequence:
save /sys config.
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+ To replace the entire running configuration with the configuration in the stored configuration files using
the command sequence: load /sys config.

Help

tmsh tmsh includes man pages for each of the commands and components that are available within tmsh.
You access the man pages using the following command syntax: help [ [command] | [full path to
component] |.

For example, to access the man page for the vlan component from the root module, use this command
sequence: help / net vlan.

You can also search the man pages for information on a specific topic. To do this you use the command
syntax: help search [topic]. You can perform a help search from within any module in the tmsh hierarchy.
For example, to find the man pages that contain a reference to VLANS, use this command sequence: help
search vlan

To display a list of topics that are available in a module use this command sequence: help [full path to
module].

For example, to display the topics that are available in the current module use this command: help. To
display the topics that are available in the net module use this command sequence: help / net.

Context-Sensitive Help

tmsh includes a context-sensitive help feature that provides help as you type commands. At any time, you
can type a question mark (?) on the command line, and tmsh returns information to assist you in completing
the command. Based on when you type the question mark, you get the following results.

*  When you type a question mark immediately following any portion of a command, tmsh returns possible
completions for the command, but does not complete the command as the command completion feature
does.

*  When you type a space before the question mark, tmsh returns descriptive text that explains the
commands, components, or properties that you can configure.

*  When you type a question mark in the middle of a command, tmsh returns help on the command to the
left of the cursor.

Note: To use a question mark in a Glob or regular expression, you must escape the question mark using
quotation marks, apostrophes, or a backslash.

Additionally, you can request context-sensitive help for the last command in a series of commands. For
more information, see ENTERING MULTIPLE COMMANDS, following.

Command Completion

At any point while typing or editing a command in tmsh, you can press the Tab key. tmsh either completes
the current or next word, or displays possible completions for the current or next word. If tmsh displays
nothing after you press the Tab key, no options exist to complete the word. If you move the cursor anywhere
on the command line and press the Tab key, tmsh completes what is to the left of the cursor.

Command completion also reduces the amount of typing that is required to run commands. When you press
the Tab key, the system automatically completes the current command-line element to as many unique
characters as possible. If there is more than one possible completion the list of possible completions displays.
Command completion also completes configuration object identifiers.
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Entering Multiple Commands

You can enter multiple commands on the command line by separating the commands with semi-colons (;).
For example, to display the properties of the self IP addresses and VLANSs of the system, use this command
sequence:

list / net self ; list / net vlan

When you enter multiple commands in this way, all of the commands are added to the command history in
a single line item, regardless of whether any of the commands were successful. However, if one of the
commands that you enter fails to parse, tmsh does not run the remaining commands you entered. tmsh audits
commands as the commands run; therefore, if a command fails to parse, tmsh does not audit the remaining
commands. For more information about the command history, see COMMAND HISTORY, following.

You can also specify multiple commands in a command alias by separating the commands with semi-colons.
For example, to create an alias that displays the properties of the VLANs and VLAN groups on the system,
use this command sequence:

create / cli alias vlans command "list / net vlan ; list / net vlan-group"

You can request context-sensitive help and utilize the command completion feature on the last command
in a series of commands. For example, the following command sequence displays help for the vlan-group
component.

list / net vlan ; list / net vlan-group ?

Command History

tmsh saves in the command history file each command that you enter. The command history persists when
you log off of the system. The next time you log on to the system, you can search for, display, and then

edit, the tmsh commands that you entered in previous sessions. The command history persists even through
a restart of the BIG-IP system. For more information about the command history feature, see help history.

The following examples show how to use the command history feature.

To display the commands in the history list, enter either the command sequence show history or an
exclamation point (!). tmsh displays a list of commands each preceded by a numeric ID.

To run a command from the history list, enter an exclamation point followed by the numeric ID of the
command.

To run the previous command, enter !!.

Filtering Output

You can filter the output generated by the commands list (configuration settings) and show (statistics and
runtime status) using the UNIX grep utility. You must type the character | before the grep specification.
You can use multiple filters chained together.

The following examples show how to use the grep utility in tmsh.

list 1ltm node | grep "~10\.2"
list 1ltm virtual | grep -1 seattle
list ltm virtual | grep -i abc | grep -i ab | grep -i a
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Keyboard Bindings

tmsh supports vi, emacs and default keyboard bindings. You can set the binding using the keymap preference.
For more information, see help cli preference.

Note that all mappings provide command-line editing and the capability to search the command history.

Wildcard Object Identifiers
You can specify configuration object identifiers using glob and regular expression syntax.

For glob and regular expression syntax rules, see help glob and help regex. Note that you can escape the
glob and regular expression special characters using a back slash.

The following examples show how to use glob and regular expressions in tmsh.

Uses a glob expression to display the configuration of all nodes that begin with 10.1..

list 1ltm node 10.1.*

Uses a regular expression to display the configuration of all nodes that begin with 10. and contain .44.. Note
that a regular expression must begin with an @ symbol. This identifies to tmsh that the identifier should
be treated as a regular expression and not a glob or standard object identifier. The leading @ is not part of
the regular expression.

list 1ltm node @~10\..*\.44\.

Preferences

You can customize the behavior of tmsh. For more information, see help cli preference.

Files
tmsh manages several files in a user's home directory.

*  $HOME/.tmsh-history-<user> contains command history.

Statistics

You can use tmsh to display statistics, including historical performance statistics. You can select the format
in which the statistics display, as well as reset the statistics for some of the tmsh components. To determine
if statistics are available for a component, see the man page for the specific component.

The following examples show how to display and reset statistics for the net interface component from the
root module.

show net interface
reset-stats net interface

The following examples show how to display and reset statistics for the net interface component from the
net module.

show interface
reset-stats interface

89



Global

90

Automating Tmsh

You can use tmsh to build TCL scripts to automate management of the BIG-IP. See the cli script help page.

Command Line Options

The following options can be specified when tmsh is started from the system shell.

-a
tmsh does not write commands to the command history file.

Note that if auditing is enabled, tmsh continues to write commands to the audit log. This option is useful
when writing scripts from the system shell, because it stops the scripts from filling up the command
history file. This option applies to the non-interactive mode only.

-C

Run the specified command. A command that contains multiple arguments must be in quotes. No other
options may be specified after -¢

-d [ip address | host name]

Connects to the specified blade in a clustered system.

-e

Disables video highlighting in tmsh.

-h

Displays options you can use when accessing tmsh from the system shell.
-m

Generates a tmsh debug log named tmsh.out in the current directory.

Note that when you run a tmsh script, the shell generates a debug log file for the script named
tmsh.out.[script name].

Using this option causes tmsh to run significantly slower.
-q

Prevents tmsh from responding to user actions with questions. This option is useful when writing
non-interactive shell scripts from the system shell.

-r <version>

This option allows the user to run TMSH the specified version. This is used to provide backwards
compatibility for older TMSH syntax only. The version must be specified in the format maj.min.pt,
for example 11.5.0

See Also

Detailed information on the following topics is available through the zelp command: cli preference, cli
script, glob, help, regex, and sys provision.
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report

Displays an HTTP/L7-DoS analytics report.

Syntax

Show, save or send an analytics report using the syntax shown in the following sections.

Display

show report view-by [ application | virtual | pool-member | url |
client-ip | country | response-code |
method | user-agent | client-subnet |
dosl7-attack-id | dosl7-profile | transaction-outcome

dosl7-bot-signature | dosl7-bot-signature-category ]
drilldown {
{
entity [ application | virtual | pool-member | url |
client-ip | country | response-code | method |
user-agent | client-subnet | dosl7-attack-id |

dosl7-profile | transaction-outcome | dosl7-bot-signature |
dosl7-bot-signature-category ]
values
{
[value ...]
}
}
}
field-fmt

include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
{
measure [ measure name |
sort-type [ asc / desc ]
}o.o..
}

range [date range]

Save

save report view-by [ application | virtual | pool-member | url |
client-ip | country | response-code |
method | user-agent | client-subnet |
dosl7-attack-id | dosl7-profile | transaction-outcome

dosl7-bot-signature | dosl7-bot-signature-category ]
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drilldown {
{
entity [ application | virtual | pool-member | url |
client-ip | country | response-code | method |

user-agent | client-subnet | dosl7-attack-id |
dosl7-profile | transaction-outcome | dosl7-bot-signature |
dosl7-bot-signature-category ]
values
{
[value ...]
}
}
}
file [ file name ]
format [ csv-aggregated | csv-time-series | pdf ]

include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
{
measure [ measure name ]
sort-type [ asc / desc ]
}o.o..
}

range [date range]

Send

send-mail report view-by [ application virtual | pool-member |
url | client-ip | country | response-code |
method | user-agent | client-subnet
dosl7-attack-id | dosl7-profile | transaction-outcome

dosl7-bot-signature | dosl7-bot-signature-category

1
drilldown {

{

entity [ application | virtual | pool-member | url | client-ip |
country | response-code | method | user-agent | client-subnet
dosl7-attack-id | dosl7-profile | transaction-outcome |
dosl7-bot-signature | dosl7-bot-signature-category ]
values
{
[value ...]
}
}
}
email-addresses {
[email address ...]
}
format [ csv-aggregated | csv-time-series | pdf ]
include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
{
measure [ measure name |
sort-type [ asc / desc ]

}
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range [date range]
smtp-config-override [ smtp configuration object name ]

Description

Use this command to generate HTTP analytics reports. You can generate an HTTP analytics report for the
following entities:

« application - Application services.

* virtual - Virtual servers.

* pool-member - Pool members.

* url- A URL accessed by HTTP or HTTPs.

+ client-ip - A single client identified by an IP address.

* country - A country from which HTTP/HTTPs traffic was sent to each of the virtual servers.
* response-code - An HTTP response code that was sent back to the client.

* method - An HTTP method used by the client (GET, CREATE, POST, DELETE, etc.).

+ user-agent - A browser identifier sent by the client's browser as part of the request for URL.
+ subnet - Client IP addresses classified into subnets.

* dosl7-attack-id - Application/L7 DoS Attack ID.

* dosl7-profile - DoS Layer 7 (Application) Profile.

+ transaction-outcome - Transaction outcomes (Blocked/Dropped/Passthrough/etc.)

* dosl7-bot-signature - DoS Layer 7 bot signature.

* dosl7-bot-signature-category - DoS Layer 7 bot category.

Different measures are collected for each of these entities and can be a part of the report request.

Examples
show analytics report view-by virtual measures {average-tps} limit 20
Gets the average tps of 20 virtual servers (unordered).

show analytics report view-by virtual measures {average-tps} limit 20 order-by { { measure average-tps
sort-type desc } }

Gets the average tps of the top 20 virtual servers.

show analytics report view-by virtual measures {average-tps} limit 20 order-by { { measure average-tps
sort-type desc } } range now-3d--now

Gets the average tps of the top 20 virtual servers from the last three days.

show analytics report view-by virtual drilldown { { entity application values { app } } { entity
pool-member values { p1 p2 } } } range now-4d--now-2d measures {average-tps} limit 10 order-by {
{ measure average-tps sort-type DESC } }

Gets the average tps of the top 10 virtual servers (ordered by average tps) on app iApp (out of several
monitored) on pool members p1 and p2 (out of five monitored p1-p5) in the interval ranging from two to
four days ago.

show analytics report view-by response-code drilldown { { entity virtual values { vl } } } measures {
transactions }

Gets a distribution of requests per response code on virtual v1.
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show analytics report view-by country drilldown { { entity application values { app } } } measures {
average-concurrent-sessions average-sessions } order-by { { measure average-sessions sort-type DESC
} } limit 5

Gets the new sessions and average concurrent sessions of the top five countries, ordered by the average
concurrent sessions on the application app.

show analytics report view-by client-ip drilldown { { entity virtual values { vl } } } measures {
max-page-load-time } limit 1

Gets the client IP address with the worst page load time.

show analytics report view-by application drilldown { { entity pool-member values { p1 p2 } } }
measures { transactions } order-by { { measure transactions } } range now-7d--now

Gets the distribution of requests per application on pool members p/ and p2 ordered by the number of
requests during the last week.

save analytics report view-by virtual measures {average-tps} limit 20 order-by { { measure average-tps
sort-type desc } } format pdf file report.pdf

Gets the average tps of the top 20 virtual servers and exports to a PDF file on the BIG-IP system.

save analytics report view-by virtual measures {average-tps} limit 20 order-by { { measure average-tps
sort-type desc } } format csv-aggregated file report.csv

Gets the average tps of the top 20 virtual servers and exports to a CSV file on the BIG-IP system.

save analytics report view-by virtual measures {average-tps} limit 20 order-by { { measure average-tps
sort-type desc } } format csv-time-series file report.csv

Gets the average tps over time of the top 10 virtual servers and exports to a CSV file on the BIG-IP system.

send-mail analytics report view-by virtual measures {average-tps} limit 20 order-by { { measure
average-tps sort-type desc } } format pdf email-addresses { some.one@someaddress.com }

Gets the average tps over time of the top 10 virtual servers and sends out an email containing the report as
a PDF.

Options
* device
Specifies a BIG-IP device on which to generate a report. (Enterprise Manager only)
* device-list
Specifies a custom list of BIG-IP devices on which to generate a report. (Enterprise Manager only)
* drilldown
Specifies specific entities that are used as a filter.
* email-addresses
Specifies the list of email addresses to which the report file is sent when using the send-mail command.
o file

Specifies the exported file path to be saved when using the save command. The file name should be
simple (not a full path).

¢ format

Specifies the exported file format to be saved or sent. This option must be specified when using the save
or send-mail commands.

¢ include-others
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Specifies that the grand total for the measure is displayed for all entities, except for those shown in the
result. It can be used along with include-total.

include-total

Specifies that a total summary row should be added to the analytics report. For average measures, the
total value is also an average.

limit
Specifies the maximum number of rows/entities in the output result set/file. The default value is 10, not
including the total row/entity. The maximum value is 1000.

measures

Specifies a list of measures that can be used with the chosen entity type. The default value is transactions.
The options are:

* average-concurrent-sessions
The average number of concurrent sessions for each entity.
* average-new-sessions
The average number of new sessions for each entity.
* average-page-load-time
The average client page load time for each entity.
» average-request-throughput
The average request throughput for each entity.
« average-response-throughput
The average response throughput for each entity.
+ average-server-latency
The average server latency for each entity.
* average-tps
The average number of transactions per second for each entity.
* client-side-sampled-transactions
The number of transactions sampled for client side page load time.
* max-page-load-time
The maximum client page load time for each entity.
* max-request-throughput
The maximum request throughput for each entity.
* max-response-throughput
The maximum response throughput for each entity.
* max-server-latency
The maximum server latency for each entity.
* max-tps
The maximum number of transactions per second for each entity.
* transactions

The absolute number of transactions for each entity.

order-by
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Specifies the measures and sort type (ascending or descending) that will be used to sort the final report.
The default value for measures is previously chosen measures. The default value for sort type is desc
(descending).

* range

Specifies the time/date range of the analytics information that you want to display. The given results
will reflect the time range chosen here. The default value is the last hour (now--now-1h).

* smtp-config-override

Specifies the SMTP configuration to use when sending reports by email. This overrides the default
SMTP settings.

See Also

show, save, send-mail, tmsh, ltm profile analytics, analytics http report
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report

Displays an application-security analytics report.

Syntax

Show, save or send an analytics application-security report using the syntax shown in the following
sections.

Display

show report view-by [ application | virtual | request-type | severity | rating

username | attack-type | ip-address-intelligence | policy
response-code | ip | violation | country | method |
protocol session-id | url | virus ]

drilldown {
{

entity [ application | virtual | request-type | severity | rating |

username | attack-type | ip-address-intelligence | policy
response-code | ip | violation | country | method | protocol

| session-id | url | wvirus ]

values

{

[value ...]
}
}

}
field-fmt

include-total
include-others
limit [number of rows]
measures {

[measure name ...]
}
order-by {

{

measure [ measure name ]
sort-type [ asc / desc ]
b,
}

range [date range]

Save

save report view-by [ application | virtual | request-type | severity | rating

| username | attack-type | ip-address-intelligence | policy
response-code | ip | violation | country | method |
protocol session-id | url | virus ]

drilldown {
{

entity [ application | virtual | request-type | severity | rating |
attack-type ip-address-intelligence | policy

username
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response-code | ip | violation | country | method | protocol

session-id | url | wvirus ]

values

{

[value ...]
}
}

}
file [ file name ]
format [ csv-aggregated | csv-time-series | pdf ]

include-total
include-others
limit [number of rows]
measures {

[measure name ...]
}
order-by {

{

measure [ measure name ]
sort-type [ asc / desc ]
b,
}

range [date range]

Send
send-mail report view-by [ application | virtual | request-type | severity |
rating | username | attack-type | ip-address-intelligence | policy

ip | violation | country | method

response-code

| protocol | session-id | url | virus ]

drilldown {
{

entity [ application virtual request-type | severity | rating |
username | attack-type | ip-address-intelligence | policy
response-code | ip | violation | country | method | protocol
session-id | url | wvirus ]
values
{
[value ...]

}
}
}

email-addresses {
[email address ...]

}

format [ csv-aggregated | csv-time-series | pdf ]
include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
{

measure [ measure name |
sort-type [ asc / desc ]
b oo
}

range [date range]
smtp-config-override [ smtp configuration object name ]

Description

Use this command to generate application-security analytics reports. You can generate an application-security
analytics report for the following entities:
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« application - Application services.

+ virtual - Virtual servers.

* request-type - Request types (Legal/Alarmed/Blocked).
* severity - Violation severities.

* rating - Violation ratings.

* username - User names.

+ attack-type - Attack type of the illegal request.

+ ip-address-intelligence - I[P Address reputation categories.
* policy - Security policy.

* response-code - Response codes.

* ip - Source IP addresses.

+ violation - Violation types.

* country - Countries of the source IP address.

* method - HTTP methods.

+ protocol - Protocols (HTTP/HTTPS).

+ session-id - IDs of sessions.

* url - Requested URLs.

* virus - Viruses that were detected by the system.

Different measures are collected for each of these entities and can be a part of the report request.

Examples
show analytics application-security report view-by violation

show analytics application-security report view-by violation drilldown { { entity severity values {
Error} }}

send-mail analytics application-security report view-by ip measures {requests} limit 20 order-by { {
measure requests sort-type desc } } format pdf email-addresses { some.one@someaddress.com }

For more syntactical examples see manual for analytics report.

Options
* device
Specifies a BIG-IP device on which to generate a report. (Enterprise Manager only)
* device-list
Specifies a custom list of BIG-IP devices on which to generate a report. (Enterprise Manager only)
* drilldown
Specifies specific entities that are used as a filter.
* email-addresses
Specifies the list of email addresses to which the report file is sent when using the send-mail command.

o file

Specifies the exported file path to be saved when using the save command. The file name should be
simple (not a full path).

e format
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Specifies the exported file format to be saved or sent. This option must be specified when using the save
or send-mail commands.

¢ include-others

Specifies that the grand total for the measure is displayed for all entities, except for those shown in the
result. It can be used along with include-total.

¢ include-total

Specifies that a total summary row should be added to the analytics report. For average measures, the
total value is also an average.

e limit

Specifies the maximum number of rows/entities in the output result set/file. The default value is 10, not
including the total row/entity. The maximum value is 1000.

* measures
Specifies a list of measures that can be used with the chosen entity type. The options are:
* requests

The total number of requests for the selected filter (entity).

¢ occurrences

Number of occurrences for the selected filter (relevant for attack-type, violation and
ip-address-intelligence entities)

* order-by

Specifies the measures and sort type (ascending or descending) that will be used to sort the final report.
The value for each measure is a previously chosen measure. The default value for sort type is desc
(descending).

* range

Specifies the time/date range of the analytics information that you want to display. The given results
will reflect the time range chosen here. The default value is the last hour (now--now-1h).

* smtp-config-override

Specifies the SMTP configuration to use when sending reports by email. This overrides the default
SMTP settings.

See Also

show, save, send-mail, tmsh, Itm profile analytics, analytics, analytics report

scheduled-report

Configure scheduled reports for application security (ASM).

Syntax

Configure the scheduled-report component within the analytics application-security module using the
syntax shown in the following sections.
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Create/Modify

create scheduled-report [name]
modify scheduled-report [name]
email-addresses [none | add | delete | modify |
replace-all-with] { email-address [string] }
first-time [date]
frequency [every-6-hours | every-12-hours | every-24-hours | every-week
| every-month]
include-total [enabled | disabled]
multi-leveled-report ({
chart-path [none | add | delete | modify | replace-all-with] { entity
name [string] }
limit [number of rows]
time-diff [last-hour | last-day | last-week | last-month | last-year]

view-by { entity name [string] }
}

predefined-report-name [name]
smtp-config [name]

Display

list scheduled-report

list scheduled-report [ [ [name] | [glob] | [regex] ] ... ]

show running-config scheduled-report

show running-config scheduled-report [ [ [name] | [glob] | [regex] ] ... ]
Delete

delete scheduled-report [name]

Description

Use the scheduled-report component to create, modify or delete scheduled reports for the application
security module.

Examples

create scheduled-report myScheduledReport first-time now predefined-report-name "Top blocked
URLSs" frequency every-6-hours email-addresses add { person@domain.com } smtp-config
asm_smtp_conf

Creates a scheduled report, starting from the next hour and executing every 6 hours. The report contains a
PDF showing statistics for the top blocked URLs and is sent to person@domain.com using the smtp
configuration defined in asm_smtp conf.

modify scheduled-report myScheduledReport smtp-config none

Set smtp configuration of the scheduled report "myScheduledReport" to none, thus effectively disabling
the scheduled report from begin generated and sent over eMail.

create scheduled-report myCustomScheduledReport first-time now email-addresses add {
person@domain.com } frequency every-6-hours smtp-config asm_smtp_conf multi-leveled-report {
view-by url time-diff last-hour limit 5 chart-path add { policy violation } }
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Creates a scheduled report, starting from the next hour and executing every 6 hours. The report contains a
PDF showing statistics for the top 5 violated URLSs after drilling-down to the top policy followed by the
top violation. The report is sent to person@domain.co using the smtp configuration defined inasm_smtp conf.

list scheduled-report

Displays all of the application security scheduled reports.

Options
* email-addresses
A list of the email addresses of the recipients that receive the scheduled report.
o first-time
First scheduled report time. Must be after current time and rounded up to the next round hour.
* frequency

The scheduled report frequency. Example: every-6-hours means that the report will be generated and
sent every 6 hours.

* include-total
Enables or disables including a summary (Overall result) entity in results.
* multi-leveled-report

Defines a custom multi-leveled report. Mutually exclusive with predefined-report-name. The
multi-leveled-report definition contains the following parameters:

* chart-path

A list of entities that define the scope in which the report will be displayed. For example: a chart
path { violation url } means: Use the top violation list and generate a top URL list from it. These top
URLSs will be then used to display the view-by entity. For a list of valid entities see the help manual
for analytics application-security report.

* limit

The number of view-by entities displayed in the scheduled report.
e time-diff

The time range for the report.
* view-by

The main entity that the report is viewed by. For a list of valid entities see the help manual for
analytics application-security report.

* predefined-report-name

Defines which predefined report (AKA predefined filter) will be used to generate the report. This keyword
is mutually exclusive with multi-leveled-report.

* smtp-config

Defines which SMTP configuration will be used to send the scheduled report. If set to none, the scheduled
report will be disabled.

See Also

list, modify, show, tmsh, analytics application-security report, sys smtp-server

102



Analytics Application Security Anomalies

report

Displays an application-security-anomalies analytics report.

Syntax
Show, save or send an analytics application-security-anomalies report using the syntax shown in the
following sections.

Display

show report view-by [ anomaly-type | application | policy | virtual ]
drilldown {
{

entity [ anomaly-type | application | policy | virtual ]
values
{
[value ...]
}
}

}
field-fmt
include-total
include-others
limit [number of rows]
measures {

[measure name ...]
}
order-by {

{

measure [ measure name |
sort-type [ asc / desc ]
} .
}

range [date range]

Save

save report view-by [ anomaly-type | application | policy | virtual ]
drilldown {

{
entity [ anomaly-type | application | policy | virtual ]

values
{
[value ...]
}
}
}
file [ file name ]
format [ csv-aggregated | csv-time-series | pdf ]

include-total
include-others
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limit [number of rows]
measures {
[measure name ...]
}
order-by {
{
measure [ measure name ]
sort-type [ asc / desc ]
b,
}

range [date range]

Send

send-mail report view-by [ anomaly-type | application | policy | virtual ]
drilldown {
{

virtual ]

entity [ anomaly-type | application | policy
values

{

[value ...]
}
} ..
}
email-addresses {
[email address ...]

}
format [ csv-aggregated | csv-time-series | pdf ]
include-total
include-others
limit [number of rows]
measures {
[measure name ...]

}
order-by {

{

measure [ measure name ]
sort-type [ asc / desc ]
}o.o..
}

range [date range]
smtp-config-override [ smtp configuration object name ]

Description

Use this command to generate application-security-anomalies analytics reports. You can generate an
application-security-network analytics report for the following entities:

+ anomaly-type - Anomaly type (Brute Force/Web Scraping)
+ application - Application services.
* policy - Security policy.

e virtual - Virtual servers.

Different measures are collected for each of these entities and can be a part of the report request.

Examples
show analytics application-security-network report view-by application

show analytics application-security-network report view-by application drilldown { { entity virtual
values { my vip } }}
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send-mail analytics application-security-anomalies report view-by virtual measures { rejected-requests
} limit 20 order-by { { measure rejected-requests sort-type desc } } format pdf email-addresses {
some.one@someaddress.com }

For more syntactical examples, see the tmsh help manual for analytics report.

Options
* device
Specifies a BIG-IP device on which to generate a report. (Enterprise Manager only)
* device-list
Specifies a custom list of BIG-IP devices on which to generate a report. (Enterprise Manager only)
* drilldown
Specifies specific entities that are used as a filter.
* email-addresses
Specifies the list of email addresses to which the report file is sent when using the send-mail command.

o file

Specifies the exported file path to be saved when using the save command. The file name should be
simple (not a full path).

¢ format

Specifies the exported file format to be saved or sent. This option must be specified when using the save
or send-mail commands.

¢ include-others

Specifies that the grand total for the measure is displayed for all entities, except for those shown in the
result. It can be used along with include-total.

¢ include-total

Specifies that a total summary row should be added to the analytics report. For average measures, the
total value is also an average.

+ limit
Specifies the maximum number of rows/entities in the output result set/file. The default value is 10, not
including the total row/entity. The maximum value is 1000.

* measures
Specifies a list of measures that can be used with the chosen entity type. The options are:
* rejected-requests

The total number of rejected requests for the selected filter (entity).
* total-attacks

The total number of attacks for the selected filter (entity).

e total-violations

The total number of violations for the selected filter (entity).

* order-by

Specifies the measures and sort type (ascending or descending) that will be used to sort the final report.
The value for each measure is a previously chosen measure. The default value for sort type is desc
(descending).

* range
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Specifies the time/date range of the analytics information that you want to display. The given results
will reflect the time range chosen here. The default value is the last hour (now--now-1h).

* smtp-config-override

Specifies the SMTP configuration to use when sending reports by email. This overrides the default
SMTP settings.

See Also

show, save, send-mail, tmsh, Itm profile analytics, analytics, analytics report
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report

Displays an application-security-network analytics report.

Syntax
Show, save or send an analytics application-security report using the syntax shown in the following
sections.

Display

show report view-by [ application | virtual | request-type | policy ]
drilldown {
{
entity [ application | virtual | request-type | policy ]
values
{
[value ...]
}
}
}
field-fmt
include-total
include-others
limit [number of rows]
measures |
[measure name ...]
}
order-by {
{

measure [ measure name |
sort-type [ asc / desc ]
} ooo
}

range [date range]

Save

save report view-by [ application | virtual | request-type | policy ]

drilldown {
{
entity [ application virtual request-type | policy ]
values
{
[value ...]
}
b ooo
}
file [ file name ]
format [ csv-aggregated | csv-time-series | pdf ]

include-total
include-others
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limit [number of rows]
measures {
[measure name ...]
}
order-by {
{
measure [ measure name ]
sort-type [ asc / desc ]
b,
}

range [date range]

Send

send-mail report view-by [ application | virtual | request-type | policy ]
drilldown {

{
request-type | policy ]

virtual

entity [ application
values

{

[value ...]
}
} ..
}
email-addresses {
[email address ...]

}
format [ csv-aggregated | csv-time-series | pdf ]
include-total
include-others
limit [number of rows]
measures {
[measure name ...]

}
order-by {

{

measure [ measure name ]
sort-type [ asc / desc ]
}o.o..
}

range [date range]
smtp-config-override [ smtp configuration object name ]

Description

Use this command to generate application-security-network analytics reports. You can generate an
application-security-network analytics report for the following entities:

+ application - Application services.

 virtual - Virtual servers.

* request-type - Request types (Legal/Alarmed/Blocked).
* policy - Security policy.

Different measures are collected for each of these entities and can be a part of the report request.
Examples

show analytics application-security-network report view-by violation

show analytics application-security-network report view-by violation drilldown { { entity severity
values { Error } } }
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send-mail analytics application-security-network report view-by virtual measures {events} limit 20
order-by { { measure events sort-type desc } } format pdf email-addresses { some.one@someaddress.com

}

For more syntactical examples see manual for analytics report.

Options
* device
Specifies a BIG-IP device on which to generate a report. (Enterprise Manager only)
* device-list
Specifies a custom list of BIG-IP devices on which to generate a report. (Enterprise Manager only)
* drilldown
Specifies specific entities that are used as a filter.
* email-addresses
Specifies the list of email addresses to which the report file is sent when using the send-mail command.

o file

Specifies the exported file path to be saved when using the save command. The file name should be
simple (not a full path).

¢ format

Specifies the exported file format to be saved or sent. This option must be specified when using the save
or send-mail commands.

¢ include-others

Specifies that the grand total for the measure is displayed for all entities, except for those shown in the
result. It can be used along with include-total.

¢ include-total

Specifies that a total summary row should be added to the analytics report. For average measures, the
total value is also an average.

+ limit
Specifies the maximum number of rows/entities in the output result set/file. The default value is 10, not
including the total row/entity. The maximum value is 1000.

* measures
Specifies a list of measures that can be used with the chosen entity type. The options are:
* events
The total number of events (requests) for the selected filter (entity).
* throughput
The average throughput (bits/s) for the selected filter (entity).
* tps

The average number of transactions per second for the selected filter (entity).

* order-by

Specifies the measures and sort type (ascending or descending) that will be used to sort the final report.
The value for each measure is a previously chosen measure. The default value for sort type is desc
(descending).

* range
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Specifies the time/date range of the analytics information that you want to display. The given results
will reflect the time range chosen here. The default value is the last hour (now--now-1h).

* smtp-config-override

Specifies the SMTP configuration to use when sending reports by email. This overrides the default
SMTP settings.

See Also

show, save, send-mail, tmsh, Itm profile analytics, analytics, analytics report
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report

Displays an asm-bypass analytics report.

Syntax

Show, save or send an analytics asm-bypass report using the syntax shown in the following sections.

Display

show report view-by [ slot | memory ]
drilldown {
{
entity [ slot | memory ]
values
{
[value ...]
}
}
}
field-fmt
include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
{

measure [ measure name |
sort-type [ asc / desc ]
b oo
}

range [date range]

Save

save report view-by [ slot | memory ]
drilldown {
{

entity [ slot | memory ]

values
{
[value ...]
}
b ooo
}
file [ file name ]
format [ csv-aggregated | csv-time-series | pdf ]

include-total
include-others
limit [number of rows]
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measures {
[measure name ...]
}
order-by {
{
measure [ measure name ]
sort-type [ asc / desc ]
}o...
}

range [date range]

Send

send-mail report view-by [ slot | memory ]
drilldown {
{
entity [ slot | memory ]
values
{
[value ...]
}
J ooo
}
email-addresses {
[email address ...]
}
format [ csv-aggregated | csv-time-series | pdf ]
include-total
include-others
limit [number of rows]
measures {
[measure name ...]

}

order-by {
{
measure [ measure name ]

sort-type [ asc / desc ]
b,
}

range [date range]
smtp-config-override [ smtp configuration object name ]

Description

Use this command to generate asm-bypass analytics reports. You can generate an asm-bypass analytics
report for the following entities:

« slot - Blade Number

*  memory - BD memory

Different measures are collected for each of these entities and can be a part of the report request.

Examples
show analytics asm-bypass report view-by slot
show analytics asm-bypass report view-by slot drilldown { { entity slot values { slot_index } } }

end-mail analytics asm-bypass report view-by slot measures { backlog-messages } limit 20 order-by
{ { measure backlog-messages sort-type desc } } format pdf email-addresses {
some.one@someaddress.com }

For more syntactical examples, see the tmsh help manual for analytics report.
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Options

device

Specifies a BIG-IP device on which to generate a report. (Enterprise Manager only)

device-list

Specifies a custom list of BIG-IP devices on which to generate a report. (Enterprise Manager only)
drilldown

Specifies specific entities that are used as a filter.

email-addresses

Specifies the list of email addresses to which the report file is sent when using the send-mail command.

file

Specifies the exported file path to be saved when using the save command. The file name should be
simple (not a full path).

format

Specifies the exported file format to be saved or sent. This option must be specified when using the save
or send-mail commands.

include-others

Specifies that the grand total for the measure is displayed for all entities, except for those shown in the
result. It can be used along with include-total.

include-total

Specifies that a total summary row should be added to the analytics report. For average measures, the
total value is also an average.

limit
Specifies the maximum number of rows/entities in the output result set/file. The default value is 10, not
including the total row/entity. The maximum value is 1000.
measures
Specifies a list of measures that can be used with the chosen entity type. The options are:
* backlog-messages
The sum of backlog messages for the selected filter (entity).
* http-requests
The sum of HTTP requests for the selected filter (entity).
* transactions-bypass

The sum of transactions bypass for the selected filter (entity).

order-by

Specifies the measures and sort type (ascending or descending) that will be used to sort the final report.
The value for each measure is a previously chosen measure. The default value for sort type is desc
(descending).

range

Specifies the time/date range of the analytics information that you want to display. The given results
will reflect the time range chosen here. The default value is the last hour (now--now-1h).

smtp-config-override
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Specifies the SMTP configuration to use when sending reports by email. This overrides the default SMTP
settings.

See Also

show, save, send-mail, tmsh, Itm profile analytics, analytics, analytics report
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report

Displays an asm-cpu analytics report.

Syntax
Show, save or send an analytics asm-cpu report using the syntax shown in the following sections.
Display

show report view-by [ virtual | slot ]

drilldown {
{
entity [ virtual | slot ]
values
{
[value ...]
}
}
}
field-fmt
include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
{

measure [ measure name |
sort-type [ asc / desc ]
}o...
}

range [date range]

Save

save report view-by [ virtual | slot ]
drilldown {

{
entity [ virtual | slot ]

values
{
[value ...]
}
}
}
file [ file name ]
format [ csv-aggregated | csv-time-series | pdf ]

include-total
include-others
limit [number of rows]



Analytics ASM CPU

measures {
[measure name ...]
}
order-by {
{
measure [ measure name ]
sort-type [ asc / desc ]
}o...
}

range [date range]

Send

send-mail report view-by [ virtual | slot ]
drilldown {
{
entity [ virtual | slot ]
values
{
[value ...]
}
J ooo
}
email-addresses {
[email address ...]
}
format [ csv-aggregated | csv-time-series | pdf ]
include-total
include-others
limit [number of rows]
measures {
[measure name ...]

}

order-by {
{
measure [ measure name ]

sort-type [ asc / desc ]
b,
}

range [date range]
smtp-config-override [ smtp configuration object name ]

Description

Use this command to generate asm-cpu analytics reports. You can generate an asm-cpu analytics report for
the following entities:

e virtual - Virtual servers.

« slot - Blade Number

Different measures are collected for each of these entities and can be a part of the report request.

Examples
show analytics asm-cpu report view-by slot
show analytics asm-cpu report view-by slot drilldown { { entity slot values { slot_index } } }

send-mail analytics asm-cpu report view-by slot measures { bd-cpu-utilization } limit 20 order-by {
{ measure bd-cpu-utilization sort-type desc } } format pdf email-addresses {
some.one@someaddress.com }

For more syntactical examples, see the tmsh help manual for analytics report.
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Options

device

Specifies a BIG-IP device on which to generate a report. (Enterprise Manager only)

device-list

Specifies a custom list of BIG-IP devices on which to generate a report. (Enterprise Manager only)
drilldown

Specifies specific entities that are used as a filter.

email-addresses

Specifies the list of email addresses to which the report file is sent when using the send-mail command.

file

Specifies the exported file path to be saved when using the save command. The file name should be
simple (not a full path).

format

Specifies the exported file format to be saved or sent. This option must be specified when using the save
or send-mail commands.

include-others

Specifies that the grand total for the measure is displayed for all entities, except for those shown in the
result. It can be used along with include-total.

include-total

Specifies that a total summary row should be added to the analytics report. For average measures, the
total value is also an average.

limit
Specifies the maximum number of rows/entities in the output result set/file. The default value is 10, not
including the total row/entity. The maximum value is 1000.
measures
Specifies a list of measures that can be used with the chosen entity type. The options are:
* bd-cpu-utilization
The BD CPU utilization for the selected filter (entity).
* tmm-cpu-utilization

The TMM CPU utilization for the selected filter (entity).

order-by

Specifies the measures and sort type (ascending or descending) that will be used to sort the final report.
The value for each measure is a previously chosen measure. The default value for sort type is desc
(descending).

range

Specifies the time/date range of the analytics information that you want to display. The given results
will reflect the time range chosen here. The default value is the last hour (now--now-1h).

smtp-config-override

Specifies the SMTP configuration to use when sending reports by email. This overrides the default
SMTP settings.
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See Also

show, save, send-mail, tmsh, Itm profile analytics, analytics, analytics report
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report

Displays an asm-memory analytics report.

Syntax

Show, save or send an analytics asm-memory report using the syntax shown in the following sections.

Display

show report view-by [ slot ]
drilldown {
{
entity [ slot ]
values
{
[value ...]
}
}
}
field-fmt
include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
{

measure [ measure name |
sort-type [ asc / desc ]
b oo
}

range [date range]

Save

save report view-by [ slot ]
drilldown {

{
entity [ slot ]

values
{
[value ...]
}
b ooo
}
file [ file name ]
format [ csv-aggregated | csv-time-series | pdf ]

include-total
include-others
limit [number of rows]
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measures {
[measure name ...]
}
order-by {
{
measure [ measure name ]
sort-type [ asc / desc ]
}o...
}

range [date range]

Send

send-mail report view-by [ slot ]
drilldown {
{
entity [ slot ]
values
{
[value ...]
}
J ooo
}
email-addresses {
[email address ...]

}
format [ csv-aggregated | csv-time-series | pdf ]
include-total
include-others
limit [number of rows]
measures {
[measure name ...]

}
order-by {
{
measure [ measure name ]
sort-type [ asc / desc ]
b,
}

range [date range]
smtp-config-override [ smtp configuration object name ]

Description

Use this command to generate asm-memory analytics reports. You can generate a ASM memory analytics
report for the following entities:

« slot - Slot ID

Different measures are collected for each of these entities and can be a part of the report request.

Examples
show analytics asm-memory report view-by slot
show analytics asm-memory report view-by slot drilldown { { entity slot values { slot_index } } }

send-mail analytics asm-memory report view-by slot measures { total-swap-size } limit 20 order-by
{ { measure total-swap-size sort-type desc } } format pdf email-addresses { some.one@someaddress.com

}

For more syntactical examples, see the tmsh help manual for analytics report.
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Options

device

Specifies a BIG-IP device on which to generate a report. (Enterprise Manager only)

device-list

Specifies a custom list of BIG-IP devices on which to generate a report. (Enterprise Manager only)
drilldown

Specifies specific entities that are used as a filter.

email-addresses

Specifies the list of email addresses to which the report file is sent when using the send-mail command.

file

Specifies the exported file path to be saved when using the save command. The file name should be
simple (not a full path).

format

Specifies the exported file format to be saved or sent. This option must be specified when using the save
or send-mail commands.

include-others

Specifies that the grand total for the measure is displayed for all entities, except for those shown in the
result. It can be used along with include-total.

include-total

Specifies that a total summary row should be added to the analytics report. For average measures, the
total value is also an average.

limit
Specifies the maximum number of rows/entities in the output result set/file. The default value is 10, not
including the total row/entity. The maximum value is 1000.
measures
Specifies a list of measures that can be used with the chosen entity type. The options are:
* bd-memory-utilization
The BD memory utilization out of total assigned to BD (in percents) for the selected filter (entity).
* tmm-memory-util

The TMM memory utilization out of total assigned to TMM (in percents) for the selected filter
(entity).

* bd-swap-size
The swap used by BD in MBs for the selected filter (entity).
* total-swap-size

The total swap used in MBs for the selected filter (entity).

order-by

Specifies the measures and sort type (ascending or descending) that will be used to sort the final report.
The value for each measure is a previously chosen measure. The default value for sort type is desc
(descending).

range
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Specifies the time/date range of the analytics information that you want to display. The given results
will reflect the time range chosen here. The default value is the last hour (now--now-1h).

* smtp-config-override

Specifies the SMTP configuration to use when sending reports by email. This overrides the default
SMTP settings.

See Also

show, save, send-mail, tmsh, Itm profile analytics, analytics, analytics report
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report

Displays an cpu analytics report.

Syntax
Show, save or send an analytics cpu report using the syntax shown in the following sections.
Display

show report view-by [ slot | cpu ]

drilldown {
{
entity [ slot | cpu ]
values
{
[value ...]
}
}
}
field-fmt
include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
{

measure [ measure name |
sort-type [ asc / desc ]
b oo
}

range [date range]

Save

save report view-by [ slot | cpu ]
drilldown {

{
entity [ slot | cpu ]

values
{
[value ...]
}
b ooo
}
file [ file name ]
format [ csv-aggregated | csv-time-series | pdf ]

include-total
include-others
limit [number of rows]
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measures {

[measure name ...]
}
order-by {

{

measure [ measure name ]
sort-type [ asc / desc ]
}o...
}

range [date range]

Send

send-mail report view-by [ slot | cpu ]
drilldown {

{
entity [ slot | cpu ]
values

{

[value ...]
}
J ooo
}

email-addresses {
[email address ...]

}
format [ csv-aggregated | csv-time-series | pdf ]
include-total
include-others
limit [number of rows]
measures {
[measure name ...]

}
order-by {

{

measure [ measure name ]
sort-type [ asc / desc ]
b,
}

range [date range]
smtp-config-override [ smtp configuration object name ]

Description

Use this command to generate cpu analytics reports. You can generate a [P-layer analytics report for the
following entities:

+ slot - Slot ID
* cpu - CPU number ID

Different measures are collected for each of these entities and can be a part of the report request.

Examples
show analytics cpu report view-by cpu
show analytics cpu report view-by cpu drilldown { { entity cpu values {1} }}

send-mail analytics cpu report view-by slot measures { cpu-usage } limit 20 order-by { { measure
cpu-usage sort-type desc } } format pdf email-addresses { some.one@someaddress.com }

For more syntactical examples, see the tmsh help manual for analytics report.
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Options

device

Specifies a BIG-IP device on which to generate a report. (Enterprise Manager only)

device-list

Specifies a custom list of BIG-IP devices on which to generate a report. (Enterprise Manager only)

drilldown

Specifies specific entities that are used as a filter.

email-addresses

Specifies the list of email addresses to which the report file is sent when using the send-mail command.

file

Specifies the exported file path to be saved when using the save command. The file name should be
simple (not a full path).

format

Specifies the exported file format to be saved or sent. This option must be specified when using the save
or send-mail commands.

include-others

Specifies that the grand total for the measure is displayed for all entities, except for those shown in the
result. It can be used along with include-total.

include-total

Specifies that a total summary row should be added to the analytics report. For average measures, the
total value is also an average.

limit
Specifies the maximum number of rows/entities in the output result set/file. The default value is 10, not
including the total row/entity. The maximum value is 1000.
measures
Specifies a list of measures that can be used with the chosen entity type. The options are:
* cpu-usage
The average time percentage of real CPU usage (user + system + nice) usage for the selected filter
(entity).
* o
The average time percentage of (iowait + irq + softirq) for the selected filter (entity).

¢ stolen

The average time percentage of virtual CPU waits for a real CPU while the hypervisor is servicing
another virtual processor.

order-by

Specifies the measures and sort type (ascending or descending) that will be used to sort the final report.
The value for each measure is a previously chosen measure. The default value for sort type is desc
(descending).

range

Specifies the time/date range of the analytics information that you want to display. The given results
will reflect the time range chosen here. The default value is the last hour (now--now-1h).

smtp-config-override
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Specifies the SMTP configuration to use when sending reports by email. This overrides the default
SMTP settings.

See Also

show, save, send-mail, tmsh, Itm profile analytics, analytics, analytics report
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report

Displays an disk-info analytics report.

Syntax

Show, save or send an analytics disk-info report using the syntax shown in the following sections.

Display

show report view-by [ slot ]
drilldown {
{
entity [ slot ]
values
{
[value ...]
}
}
}
field-fmt
include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
{

measure [ measure name |
sort-type [ asc / desc ]
b oo
}

range [date range]

Save

save report view-by [ slot ]
drilldown {

{
entity [ slot ]

values
{
[value ...]
}
b ooo
}
file [ file name ]
format [ csv-aggregated | csv-time-series | pdf ]

include-total
include-others
limit [number of rows]
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measures {
[measure name ...]
}
order-by {
{
measure [ measure name ]
sort-type [ asc / desc ]
}o...
}

range [date range]

Send

send-mail report view-by [ slot ]
drilldown {
{
entity [ slot ]
values
{
[value ...]
}
J ooo
}

email-addresses {
[email address ...]

}
format [ csv-aggregated | csv-time-series | pdf ]
include-total
include-others
limit [number of rows]
measures {
[measure name ...]

}
order-by {

{

measure [ measure name ]
sort-type [ asc / desc ]
b,
}

range [date range]
smtp-config-override [ smtp configuration object name ]

Description

Use this command to generate disk-info analytics reports. You can generate a disk-info analytics report for
the following entities:

« slot - Slot ID

Different measures are collected for each of these entities and can be a part of the report request.

Examples
show analytics disk-info report view-by slot
show analytics disk-info report view-by slot drilldown { { entity slot values {7 } } }

send-mail analytics disk-info report view-by slot measures { total-ios } limit 20 order-by { { measure
total-ios sort-type desc } } format pdf email-addresses { some.one@someaddress.com }

For more syntactical examples, see the tmsh help manual for analytics report.
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Options
* device
Specifies a BIG-IP device on which to generate a report. (Enterprise Manager only)
* device-list
Specifies a custom list of BIG-IP devices on which to generate a report. (Enterprise Manager only)
* drilldown
Specifies specific entities that are used as a filter.
* email-addresses
Specifies the list of email addresses to which the report file is sent when using the send-mail command.
o file

Specifies the exported file path to be saved when using the save command. The file name should be
simple (not a full path).

¢ format

Specifies the exported file format to be saved or sent. This option must be specified when using the save
or send-mail commands.

¢ include-others

Specifies that the grand total for the measure is displayed for all entities, except for those shown in the
result. It can be used along with include-total.

¢ include-total

Specifies that a total summary row should be added to the analytics report. For average measures, the
total value is also an average.

e limit

Specifies the maximum number of rows/entities in the output result set/file. The default value is 10, not
including the total row/entity. The maximum value is 1000.

* measures
Specifies a list of measures that can be used with the chosen entity type. The options are:
+ total-ios
The total number of I/O for the selected filter (entity).
* read-operations

The total number of read operations for the selected filter (entity).
* read-merged

The total number of merged reads for the selected filter (entity).
* write-operations

The total number of write operations for the selected filter (entity).
* write-merged

The total number of merged writes for the selected filter (entity).
* read-bytes

The total number of read bytes for the selected filter (entity).
* write-bytes

The total number of write bytes for the selected filter (entity).
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* max-read-latency
The max value of read latency for the selected filter (entity).
* average-read-latency

The average number of average read latency for the selected filter (entity).

* order-by

Specifies the measures and sort type (ascending or descending) that will be used to sort the final report.
The value for each measure is a previously chosen measure. The default value for sort type is desc
(descending).

* range

Specifies the time/date range of the analytics information that you want to display. The given results
will reflect the time range chosen here. The default value is the last hour (now--now-1h).

* smtp-config-override

Specifies the SMTP configuration to use when sending reports by email. This overrides the default
SMTP settings.

See Also

show, save, send-mail, tmsh, Itm profile analytics, analytics, analytics report
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report

Displays a DNS analytics report.

Syntax
Show, save or send an analytics dns report using the syntax shown in the following sections.

Display

show report view-by [ application | client-ip | domain-name | query-type |
virtual | attack-id | transaction-outcome ]
drilldown {

{
| query-type | virtual

entity [ application | client-ip | domain-name
| attack-id transaction-outcome ]
values
{
[value ...]
}
} .
}
field-fmt

include-total
include-others
limit [number of rows]

measures {
[measure name ...]

}
order-by {

{

measure [ measure name ]
sort-type [ asc | desc ]
}o.o..
}

range [date range]

Save

save report view-by [ application | client-ip | domain-name | query-type |
virtual | attack-id | transaction-outcome ]
drilldown {

{
entity [ application | client-ip
attack-id | transaction-outcome ]
values
{

| domain-name | query-type | virtual

[value ...]
}
}
}

file [ file name ]
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format [ csv-aggregated | csv-time-series | pdf ]
include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
{
measure [ measure name ]
sort-type [ asc | desc ]
}o...
}

range [date range]

Send

send-mail report view-by [ application | client-ip | domain-name | query-type
| virtual | attack-id | transaction-outcome ]
drilldown {
{
entity [ application | client-ip | domain-name | query-type | virtual
| attack-id | transaction-outcome ]
values
{
[value ...]
}
}
}
email-addresses {
[email address ...]
}
format [ csv-aggregated | csv-time-series | pdf ]
include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
{
measure [ measure name ]
sort-type [ asc | desc ]
}
}
range [date range]
smtp-config-override [ smtp configuration object name ]

Description

Use this command to generate DNS analytics reports. You can generate a DNS analytics report for the
following entities:

+ application - Application services (IApps(tm)).

+ client-ip - DNS query source/client IP address.

* domain-name - Queried domain name.

* query-type - DNS query type.

+ virtual - Virtual server.

+ attack-id - (Only available with AFM is provisioned) DoS Attack ID.

+ transaction-outcome - Request outcome.
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Examples
show analytics dns report view-by virtual
show analytics dns report view-by query-type drilldown { { entity virtual values { /Common/v1 } } }

send-mail analytics dns report view-by client-ip limit 20 format pdf email-addresses {
some.one@someaddress.com }

For more syntactical examples see manual for analytics report.

Options
* device
Specifies a BIG-IP device on which to generate a report. (Enterprise Manager only)
* device-list
Specifies a custom list of BIG-IP devices on which to generate a report. (Enterprise Manager only)
* drilldown
Specifies specific entities that are used as a filter.
* email-addresses
Specifies the list of email addresses to which the report file is sent when using the send-mail command.
« file

Specifies the exported file path to be saved when using the save command. The file name should be
simple (not a full path).

¢ format

Specifies the exported file format to be saved or sent. This option must be specified when using the save
or send-mail commands.

¢ include-others

Specifies that the grand total for the measure is displayed for all entities, except for those shown in the
result. It can be used along with include-total.

¢ include-total

Specifies that a total summary row should be added to the analytics report. For average measures, the
total value is also an average.

e limit

Specifies the maximum number of rows/entities in the output result set/file. The default value is 10, not
including the total row/entity. The maximum value is 1000.

* measures
Specifies a list of measures that can be used with the chosen entity type. The options are:
* packets

The total number of DNS packets for the specified view-by entity.

e order-by

Specifies the measures and sort type (ascending or descending) that will be used to sort the final report.
The value for each measure is a previously chosen measure. The default value for sort type is desc
(descending).

* range

Specifies the time/date range of the analytics information that you want to display. The given results
will reflect the time range chosen here. The default value is the last hour (now--now-1h).
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* smtp-config-override

Specifies the SMTP configuration to use when sending reports by email. This overrides the default
SMTP settings.

See Also

show, save, send-mail, tmsh, Itm profile dns, analytics, analytics report
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report

Displays a DoS (Layers 3-4) prevention analytics report.

Syntax

Show, save or send an analytics dos-13 report using the syntax shown in the following sections.

Display

show report view-by [ action | application | attack-id | attack-type | category
source-ip virtual vlan | vlan-group ]
drilldown {
{

entity [ action | application | attack-id | attack-type | category |
source-ip | virtual | vlan | vlan-group ]
values
{
[value ...]
}
}
}
field-fmt
include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
{
measure [ measure name |
sort-type [ asc | desc ]
}oo..
}

range [date range]

Save

save report view-by [ action | application | attack-id | attack-type | category
| source-ip | wvirtual | vlan | vlan-group ]
drilldown {

{
entity [ action | application | attack-id | attack-type | category |

source-ip | virtual vlan | vlan-group ]
values
{

[value ...]
}
}
}

file [ file name ]
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format [ csv-aggregated | csv-time-series | pdf ]
include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
{
measure [ measure name ]
sort-type [ asc | desc ]
}o...
}

range [date range]

Send

send-mail report view-by [ action | application | attack-id | attack-type |
category | source-ip | virtual | vlan | vlan-group ]
drilldown {
{
entity [ application | action | application | attack-id | attack-type
| category | source-ip | virtual | vlan | vlan-group ]
values

{

[value ...]
}
}
}

email-addresses {
[email address ...]

}
format [ csv-aggregated | csv-time-series | pdf ]
include-total
include-others
limit [number of rows]
measures {
[measure name ...]

}
order-by {

{
measure [ measure name ]
sort-type [ asc | desc ]
}
}

range [date range]
smtp-config-override [ smtp configuration object name ]

Description

Use this command to generate DoS (Layers 3-4) prevention analytics reports. You can generate a DoS
prevention analytics report for the following entities:

+ action - Action taken (allowed/dropped).

« application - Application services (IApps(tm)).
+ attack-id - DoS attack ID.

« attack-type - DoS attack type.

+ category - Attack category.

* source-ip - Source/client IP address.

e virtual - Virtual server.
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e vlan - VLAN.
* vlan-group - VLAN Group.

Examples
show analytics dos-13 report view-by virtual

show analytics dos-13 report view-by attack-type drilldown { { entity virtual values { /Common/v1 }

b

send-mail analytics dos-13 report view-by source-ip limit 20 format pdf email-addresses {
some.one@someaddress.com }

For more syntactical examples see manual for analytics report.

Options
* device
Specifies a BIG-IP device on which to generate a report. (Enterprise Manager only)
* device-list
Specifies a custom list of BIG-IP devices on which to generate a report. (Enterprise Manager only)
* drilldown
Specifies specific entities that are used as a filter.
* email-addresses
Specifies the list of email addresses to which the report file is sent when using the send-mail command.
o file

Specifies the exported file path to be saved when using the save command. The file name should be
simple (not a full path).

¢ format

Specifies the exported file format to be saved or sent. This option must be specified when using the save
or send-mail commands.

¢ include-others

Specifies that the grand total for the measure is displayed for all entities, except for those shown in the
result. It can be used along with include-total.

¢ include-total

Specifies that a total summary row should be added to the analytics report. For average measures, the
total value is also an average.

* limit
Specifies the maximum number of rows/entities in the output result set/file. The default value is 10, not
including the total row/entity. The maximum value is 1000.

* measures
Specifies a list of measures that can be used with the chosen entity type. The options are:

* allowed-requests

The total number of packets that were received by the virtual server(/s)s

* dropped-requests

The total number of packets that were dropped by the virtual server(/s)s

* total-requests
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The total number of packets that were received or dropped by the virtual server(/s)s

* order-by

Specifies the measures and sort type (ascending or descending) that will be used to sort the final report.
The value for each measure is a previously chosen measure. The default value for sort type is desc
(descending).

* range

Specifies the time/date range of the analytics information that you want to display. The given results
will reflect the time range chosen here. The default value is the last hour (now--now-1h).

* smtp-config-override

Specifies the SMTP configuration to use when sending reports by email. This overrides the default
SMTP settings.

See Also

show, save, send-mail, tmsh, analytics, analytics report
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report

Displays an HTTP/L7-DoS analytics report.

Syntax

Show, save or send an analytics dos-17 report using the syntax shown in the following sections.

Display

show report view-by [ application | virtual | pool-member | url |

client-ip | country | response-code |
method user-agent | client-subnet |
dosl7-attack-id | profile | transaction-outcome ]

drilldown {
{
entity [ application | virtual | pool-member | url |
client-ip | country | response-code | method |
user-agent | client-subnet | dosl7-attack-id |
profile | transaction-outcome ]
values
{
[value ...]
}
} .
}
field-fmt
include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
{
measure [ measure name |
sort-type [ asc / desc ]
}oo..
}

range [date range]

Save

save report view-by [ application | virtual | pool-member | url |

client-ip | country | response-code |
method | user-agent | client-subnet |
dosl7-attack-id | profile | transaction-outcome ]

drilldown {
{
entity [ application | virtual | pool-member | url |
client-ip | country | response-code | method |
user-agent | client-subnet | dosl7-attack-id |
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profile transaction-outcome ]
values
{
[value ...]
}
}
}
file [ file name ]
format [ csv-aggregated | csv-time-series | pdf ]

include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
{
measure [ measure name ]
sort-type [ asc / desc ]
}o...
}

range [date range]

Send

send-mail report view-by [ application virtual | pool-member |
url | client-ip | country | response-code |
method | user-agent | client-subnet |
dosl7-attack-id | profile | transaction-outcome ]
drilldown {
{
entity [ application | virtual | pool-member | url | client-ip |

country | response-code | method | user-agent | client-subnet

dosl7-attack-id | profile | transaction-outcome ]
values

[value ...]

}
}

email-addresses {
[email address ...]

}

format [ csv-aggregated | csv-time-series | pdf ]
include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
{
measure [ measure name |
sort-type [ asc / desc ]
}o...
}
range [date range]
smtp-config-override [ smtp configuration object name ]

Description

Use this command to generate HTTP analytics reports. You can generate an HTTP analytics report for the
following entities:

« application - Application services.
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+ virtual - Virtual servers.

* pool-member - Pool members.

* url- A URL accessed by HTTP or HTTPs.

+ client-ip - A single client identified by an IP address.

* country - A country from which HTTP/HTTPs traffic was sent to each of the virtual servers.
* response-code - An HTTP response code that was sent back to the client.

* method - An HTTP method used by the client (GET, CREATE, POST, DELETE, etc.).

+ user-agent - A browser identifier sent by the client's browser as part of the request for URL.
+ subnet - Client IP addresses classified into subnets.

+ dosl7-attack-id - Application/L7 DoS Attack ID.

+ profile - DoS Layer 7 (Application) Profile.

* transaction-outcome - Transaction outcomes (Blocked/Dropped/Passthrough/etc.)

Different measures are collected for each of these entities and can be a part of the report request.

Examples
show analytics http report view-by virtual measures {average-tps} limit 20
Gets the average tps of 20 virtual servers (unordered).

show analytics http report view-by virtual measures {average-tps} limit 20 order-by { { measure
average-tps sort-type desc } }

Gets the average tps of the top 20 virtual servers.

show analytics http report view-by virtual measures {average-tps} limit 20 order-by { { measure
average-tps sort-type desc } } range now-3d--now

Gets the average tps of the top 20 virtual servers from the last three days.

show analytics http report view-by virtual drilldown { { entity application values { app } } { entity
pool-member values { p1 p2 } } } range now-4d--now-2d measures {average-tps} limit 10 order-by {
{ measure average-tps sort-type DESC } }

Gets the average tps of the top 10 virtual servers (ordered by average tps) on app iApp (out of several
monitored) on pool members p1 and p2 (out of five monitored p1-pS) in the interval ranging from two to
four days ago.

show analytics http report view-by response-code drilldown { { entity virtual values { vl } } } measures
{ transactions }

Gets a distribution of requests per response code on virtual v1.

show analytics http report view-by country drilldown { { entity application values { app } } } measures
{ average-concurrent-sessions average-sessions } order-by { { measure average-sessions sort-type
DESC } } limit 5

Gets the new sessions and average concurrent sessions of the top five countries, ordered by the average
concurrent sessions on the application app.

show analytics http report view-by client-ip drilldown { { entity virtual values { vl } } } measures {
max-page-load-time } limit 1

Gets the client IP address with the worst page load time.

show analytics http report view-by application drilldown { { entity pool-member values { p1 p2}}}
measures { transactions } order-by { { measure transactions } } range now-7d--now
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Gets the distribution of requests per application on pool members p/ and p2 ordered by the number of
requests during the last week.

save analytics http report view-by virtual measures {average-tps} limit 20 order-by { { measure
average-tps sort-type desc } } format pdf file report.pdf

Gets the average tps of the top 20 virtual servers and exports to a PDF file on the BIG-IP system.

save analytics http report view-by virtual measures {average-tps} limit 20 order-by { { measure
average-tps sort-type desc } } format csv-aggregated file report.csv

Gets the average tps of the top 20 virtual servers and exports to a CSV file on the BIG-IP system.

save analytics http report view-by virtual measures {average-tps} limit 20 order-by { { measure
average-tps sort-type desc } } format csv-time-series file report.csv

Gets the average tps over time of the top 10 virtual servers and exports to a CSV file on the BIG-IP system.

send-mail analytics http report view-by virtual measures {average-tps} limit 20 order-by { { measure
average-tps sort-type desc } } format pdf email-addresses { some.one@someaddress.com }

Gets the average tps over time of the top 10 virtual servers and sends out an email containing the report as
a PDF.

Options
* device
Specifies a BIG-IP device on which to generate a report. (Enterprise Manager only)
* device-list
Specifies a custom list of BIG-IP devices on which to generate a report. (Enterprise Manager only)
* drilldown
Specifies specific entities that are used as a filter.
* email-addresses
Specifies the list of email addresses to which the report file is sent when using the send-mail command.
« file

Specifies the exported file path to be saved when using the save command. The file name should be
simple (not a full path).

e format

Specifies the exported file format to be saved or sent. This option must be specified when using the save
or send-mail commands.

¢ include-others

Specifies that the grand total for the measure is displayed for all entities, except for those shown in the
result. It can be used along with include-total.

¢ include-total

Specifies that a total summary row should be added to the analytics report. For average measures, the
total value is also an average.

+ limit
Specifies the maximum number of rows/entities in the output result set/file. The default value is 10, not
including the total row/entity. The maximum value is 1000.

¢ Imeasures

Specifies a list of measures that can be used with the chosen entity type. The default value is transactions.
The options are:
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+ average-concurrent-sessions
The average number of concurrent sessions for each entity.
* average-new-sessions
The average number of new sessions for each entity.
* average-page-load-time
The average client page load time for each entity.
* average-request-throughput
The average request throughput for each entity.
* average-response-throughput
The average response throughput for each entity.
* average-server-latency
The average server latency for each entity.
* average-tps
The average number of transactions per second for each entity.
* client-side-sampled-transactions
The number of transactions sampled for client side page load time.
* max-page-load-time
The maximum client page load time for each entity.
* max-request-throughput
The maximum request throughput for each entity.
* max-response-throughput
The maximum response throughput for each entity.
* max-server-latency
The maximum server latency for each entity.
* max-tps
The maximum number of transactions per second for each entity.
* transactions

The absolute number of transactions for each entity.

order-by

Specifies the measures and sort type (ascending or descending) that will be used to sort the final report.
The default value for measures is previously chosen measures. The default value for sort type is dese
(descending).

range

Specifies the time/date range of the analytics information that you want to display. The given results
will reflect the time range chosen here. The default value is the last hour (now--now-1h).

smtp-config-override

Specifies the SMTP configuration to use when sending reports by email. This overrides the default
SMTP settings.
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See Also

show, save, send-mail, tmsh, Itm profile analytics, security dos profile, analytics report
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report

Displays an HTTP/L7-DoS analytics report.

Syntax

Show, save or send an analytics http report using the syntax shown in the following sections.

Display

show report view-by [ application | virtual | pool-member | url |
client-ip | country | response-code |
method | user-agent | client-subnet |
dosl7-attack-id | dosl7-profile | transaction-outcome

dosl7-bot-signature | dosl7-bot-signature-category ]
drilldown {
{
entity [ application | virtual | pool-member | url |
client-ip | country | response-code | method |
user-agent | client-subnet | dosl7-attack-id |

dosl7-profile | transaction-outcome | dosl7-bot-signature |
dosl7-bot-signature-category ]
values
{
[value ...]
}
}
}
field-fmt

include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
{
measure [ measure name |
sort-type [ asc / desc ]
}o.o..
}

range [date range]

Save

save report view-by [ application | virtual | pool-member | url |
client-ip | country | response-code |
method | user-agent | client-subnet |
dosl7-attack-id | dosl7-profile | transaction-outcome

dosl7-bot-signature | dosl7-bot-signature-category ]
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drilldown {
{
entity [ application | virtual | pool-member | url |
client-ip | country | response-code | method |

user-agent | client-subnet | dosl7-attack-id |
dosl7-profile | transaction-outcome | dosl7-bot-signature |
dosl7-bot-signature-category ]
values
{
[value ...]
}
}
}
file [ file name ]
format [ csv-aggregated | csv-time-series | pdf ]

include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
{
measure [ measure name ]
sort-type [ asc / desc ]
}o.o..
}

range [date range]

Send

send-mail report view-by [ application virtual | pool-member |
url | client-ip | country | response-code |
method | user-agent | client-subnet
dosl7-attack-id | dosl7-profile | transaction-outcome

dosl7-bot-signature | dosl7-bot-signature-category

1
drilldown {

{

entity [ application | virtual | pool-member | url | client-ip |
country | response-code | method | user-agent | client-subnet
dosl7-attack-id | dosl7-profile | transaction-outcome |
dosl7-bot-signature | dosl7-bot-signature-category ]
values
{
[value ...]
}
}
}
email-addresses {
[email address ...]
}
format [ csv-aggregated | csv-time-series | pdf ]
include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
{
measure [ measure name |
sort-type [ asc / desc ]

}
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range [date range]
smtp-config-override [ smtp configuration object name ]

Description

Use this command to generate HTTP analytics reports. You can generate an HTTP analytics report for the
following entities:

« application - Application services.

* virtual - Virtual servers.

* pool-member - Pool members.

* url- A URL accessed by HTTP or HTTPs.

+ client-ip - A single client identified by an IP address.

* country - A country from which HTTP/HTTPs traffic was sent to each of the virtual servers.
* response-code - An HTTP response code that was sent back to the client.

* method - An HTTP method used by the client (GET, CREATE, POST, DELETE, etc.).

+ user-agent - A browser identifier sent by the client's browser as part of the request for URL.
+ subnet - Client IP addresses classified into subnets.

* dosl7-attack-id - Application/L7 DoS Attack ID.

* dosl7-profile - DoS Layer 7 (Application) Profile.

+ transaction-outcome - Transaction outcomes (Blocked/Dropped/Passthrough/etc.)

* dosl7-bot-signature - DoS Layer 7 bot signature.

* dosl7-bot-signature-category - DoS Layer 7 bot category.

Different measures are collected for each of these entities and can be a part of the report request.

Examples
show analytics http report view-by virtual measures {average-tps} limit 20
Gets the average tps of 20 virtual servers (unordered).

show analytics http report view-by virtual measures {average-tps} limit 20 order-by { { measure
average-tps sort-type desc } }

Gets the average tps of the top 20 virtual servers.

show analytics http report view-by virtual measures {average-tps} limit 20 order-by { { measure
average-tps sort-type desc } } range now-3d--now

Gets the average tps of the top 20 virtual servers from the last three days.

show analytics http report view-by virtual drilldown { { entity application values { app } } { entity
pool-member values { p1 p2 } } } range now-4d--now-2d measures {average-tps} limit 10 order-by {
{ measure average-tps sort-type DESC } }

Gets the average tps of the top 10 virtual servers (ordered by average tps) on app iApp (out of several
monitored) on pool members p1 and p2 (out of five monitored p1-p5) in the interval ranging from two to
four days ago.

show analytics http report view-by response-code drilldown { { entity virtual values { vl } } } measures
{ transactions }

Gets a distribution of requests per response code on virtual v1.

147



Analytics HTTP

148

show analytics http report view-by country drilldown { { entity application values { app } } } measures
{ average-concurrent-sessions average-sessions } order-by { { measure average-sessions sort-type
DESC } } limit 5

Gets the new sessions and average concurrent sessions of the top five countries, ordered by the average
concurrent sessions on the application app.

show analytics http report view-by client-ip drilldown { { entity virtual values { vl } } } measures {
max-page-load-time } limit 1

Gets the client IP address with the worst page load time.

show analytics http report view-by application drilldown { { entity pool-member values { p1 p2 }}}
measures { transactions } order-by { { measure transactions } } range now-7d--now

Gets the distribution of requests per application on pool members p/ and p2 ordered by the number of
requests during the last week.

save analytics http report view-by virtual measures {average-tps} limit 20 order-by { { measure
average-tps sort-type desc } } format pdf file report.pdf

Gets the average tps of the top 20 virtual servers and exports to a PDF file on the BIG-IP system.

save analytics http report view-by virtual measures {average-tps} limit 20 order-by { { measure
average-tps sort-type desc } } format csv-aggregated file report.csv

Gets the average tps of the top 20 virtual servers and exports to a CSV file on the BIG-IP system.

save analytics http report view-by virtual measures {average-tps} limit 20 order-by { { measure
average-tps sort-type desc } } format csv-time-series file report.csv

Gets the average tps over time of the top 10 virtual servers and exports to a CSV file on the BIG-IP system.

send-mail analytics http report view-by virtual measures {average-tps} limit 20 order-by { { measure
average-tps sort-type desc } } format pdf email-addresses { some.one@someaddress.com }

Gets the average tps over time of the top 10 virtual servers and sends out an email containing the report as
a PDF.

Options
* device
Specifies a BIG-IP device on which to generate a report. (Enterprise Manager only)
* device-list
Specifies a custom list of BIG-IP devices on which to generate a report. (Enterprise Manager only)
* drilldown
Specifies specific entities that are used as a filter.
* email-addresses
Specifies the list of email addresses to which the report file is sent when using the send-mail command.
o file

Specifies the exported file path to be saved when using the save command. The file name should be
simple (not a full path).

¢ format

Specifies the exported file format to be saved or sent. This option must be specified when using the save
or send-mail commands.

¢ include-others
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Specifies that the grand total for the measure is displayed for all entities, except for those shown in the
result. It can be used along with include-total.

include-total

Specifies that a total summary row should be added to the analytics report. For average measures, the
total value is also an average.

limit
Specifies the maximum number of rows/entities in the output result set/file. The default value is 10, not
including the total row/entity. The maximum value is 1000.

measures

Specifies a list of measures that can be used with the chosen entity type. The default value is transactions.
The options are:

* average-concurrent-sessions
The average number of concurrent sessions for each entity.
* average-new-sessions
The average number of new sessions for each entity.
* average-page-load-time
The average client page load time for each entity.
» average-request-throughput
The average request throughput for each entity.
« average-response-throughput
The average response throughput for each entity.
+ average-server-latency
The average server latency for each entity.
* average-tps
The average number of transactions per second for each entity.
* client-side-sampled-transactions
The number of transactions sampled for client side page load time.
* max-page-load-time
The maximum client page load time for each entity.
* max-request-throughput
The maximum request throughput for each entity.
* max-response-throughput
The maximum response throughput for each entity.
* max-server-latency
The maximum server latency for each entity.
* max-tps
The maximum number of transactions per second for each entity.
* transactions

The absolute number of transactions for each entity.

order-by
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Specifies the measures and sort type (ascending or descending) that will be used to sort the final report.
The default value for measures is previously chosen measures. The default value for sort type is desc
(descending).

* range

Specifies the time/date range of the analytics information that you want to display. The given results
will reflect the time range chosen here. The default value is the last hour (now--now-1h).

* smtp-config-override

Specifies the SMTP configuration to use when sending reports by email. This overrides the default
SMTP settings.

See Also

show, save, send-mail, tmsh, ltm profile analytics, analytics report
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report

Displays an ip-layer analytics report.

Syntax

Show, save or send an analytics ip-layer report using the syntax shown in the following sections.

Display

show report view-by [ ip ]
drilldown {
{
entity [ ip 1
values
{
[value ...]
}
}
}
field-fmt
include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
{

measure [ measure name |
sort-type [ asc / desc ]
b oo
}

range [date range]

Save

save report view-by [ ip ]
drilldown {

{
entity [ ip ]

values
{
[value ...]
}
b ooo
}
file [ file name ]
format [ csv-aggregated | csv-time-series | pdf ]

include-total
include-others
limit [number of rows]
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measures {
[measure name ...]
}
order-by {
{
measure [ measure name ]
sort-type [ asc / desc ]
}o...
}

range [date range]

Send

send-mail report view-by [ ip ]
drilldown {
{
entity [ ip 1
values
{
[value ...]
}
J ooo
}

email-addresses {
[email address ...]

}
format [ csv-aggregated | csv-time-series | pdf ]
include-total
include-others
limit [number of rows]
measures {
[measure name ...]

}
order-by {

{

measure [ measure name ]
sort-type [ asc / desc ]
b,
}

range [date range]
smtp-config-override [ smtp configuration object name ]

Description

Use this command to generate ip-layer analytics reports. You can generate a [P-layer analytics report for
the following entities:

* ip - IP version (IPV4 /IPV6)

Different measures are collected for each of these entities and can be a part of the report request.

Examples
show analytics ip-layer report view-by ip
show analytics ip-layer report view-by ip drilldown { { entity ip values { IP-V4 } } }

send-mail analytics ip-layer report view-by ip measures { dropped-pkts } limit 20 order-by { { measure
dropped-pkts sort-type desc } } format pdf email-addresses { some.one@someaddress.com }

For more syntactical examples, see the tmsh help manual for analytics report.
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Options

device

Specifies a BIG-IP device on which to generate a report. (Enterprise Manager only)

device-list

Specifies a custom list of BIG-IP devices on which to generate a report. (Enterprise Manager only)
drilldown

Specifies specific entities that are used as a filter.

email-addresses

Specifies the list of email addresses to which the report file is sent when using the send-mail command.

file

Specifies the exported file path to be saved when using the save command. The file name should be
simple (not a full path).

format

Specifies the exported file format to be saved or sent. This option must be specified when using the save
or send-mail commands.

include-others

Specifies that the grand total for the measure is displayed for all entities, except for those shown in the
result. It can be used along with include-total.

include-total

Specifies that a total summary row should be added to the analytics report. For average measures, the
total value is also an average.

limit

Specifies the maximum number of rows/entities in the output result set/file. The default value is 10, not
including the total row/entity. The maximum value is 1000.

measures
Specifies a list of measures that can be used with the chosen entity type. The options are:
* transmitted-pkts

The total number of transmitted packets for the selected filter (entity).
* received-pkts

The total number of received packets for the selected filter (entity).
* dropped-pkts

The total number of dropped packets for the selected filter (entity).
* err-invalid-len

The total number of error invalid length for the selected filter (entity).
e err-memory

The total number of error memory for the selected filter (entity).

¢ err-retransmitted

The total number of error retransmitted for the selected filter (entity).

* err-protocol

The total number of error protocol for the selected filter (entity).
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err-options

The total number of error options for the selected filter (entity).
err-checksum

The total number of error checksum for the selected filter (entity).
received-frags

The total number of received fragments for the selected filter (entity).
received_dropped_frags

The total number of received dropped fragments for the selected filter (entity).
transmitted-frags

The total number of transmitted fragments for the selected filter (entity).

transmitted-dropped-frags

The total number of transmitted dropped fragment for the selected filter (entity).

reassembled-frags

The total number of reassembled fragment for the selected filter (entity).

reassembled-dropped-frags

The total number of 'too long' reassembled dropped fragment for the selected filter (entity).

order-by

Specifies the measures and sort type (ascending or descending) that will be used to sort the final report.
The value for each measure is a previously chosen measure. The default value for sort type is desc
(descending).

range

Specifies the time/date range of the analytics information that you want to display. The given results
will reflect the time range chosen here. The default value is the last hour (now--now-1h).

smtp-config-override

Specifies the SMTP configuration to use when sending reports by email. This overrides the default
SMTP settings.

See Also

show, save, send-mail, tmsh, Itm profile analytics, analytics, analytics report
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report

Displays an LSN Pool analytics report.

Syntax

Show, save or send an analytics Isn-pool report using the syntax shown in the following sections.

Display

show report view-by [ lsn-pool ]
drilldown {
{
entity [ none ]
values
{
[value ...]
}
}
}
field-fmt
include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
{

measure [ measure name |
sort-type [ asc / desc ]
b oo
}

range [date range]

Save

save report view-by [ lsn-pool ]
drilldown {
{

entity [ none ]

values
{
[value ...]
}
b ooo
}
file [ file name ]
format [ csv-aggregated | csv-time-series | pdf ]

include-total
include-others
limit [number of rows]
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measures {
[measure name ...]
}
order-by {
{
measure [ measure name ]
sort-type [ asc / desc ]
}o...
}

range [date range]

Send

send-mail report view-by [ lsn-pool ]
drilldown {
{
entity [ none ]
values

{

[value ...]
}
J ooo
}

email-addresses {
[email address ...]

}
format [ csv-aggregated | csv-time-series | pdf ]
include-total
include-others
limit [number of rows]
measures {
[measure name ...]

}
order-by {
{
measure [ measure name ]
sort-type [ asc / desc ]
b,
}

range [date range]
smtp-config-override [ smtp configuration object name ]

Description

Use this command to generate Isn-pool analytics reports. You can generate a LSN analytics report for the
following entities:

* Isn-pool - LSN Pool translation statistics

Different measures are collected for each of these entities and can be a part of the report request.

Examples
show analytics Isn-pool report view-by Isn-pool

send-mail analytics Isn-pool report view-by Isn-pool measures { active-translations } limit 20 order-by
{ { measure active-translations sort-type desc } } format pdf email-addresses {
some.one@someaddress.com }

For more syntactical examples, see the tmsh help manual for analytics report.

Options

¢ device
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Specifies a BIG-IP device on which to generate a report. (Enterprise Manager only)

device-list

Specifies a custom list of BIG-IP devices on which to generate a report. (Enterprise Manager only)
drilldown

Specifies specific entities that are used as a filter.

email-addresses

Specifies the list of email addresses to which the report file is sent when using the send-mail command.
file

Specifies the exported file path to be saved when using the save command. The file name should be
simple (not a full path).

format

Specifies the exported file format to be saved or sent. This option must be specified when using the save
or send-mail commands.

include-others

Specifies that the grand total for the measure is displayed for all entities, except for those shown in the
result. It can be used along with include-total.

include-total

Specifies that a total summary row should be added to the analytics report. For average measures, the
total value is also an average.

limit
Specifies the maximum number of rows/entities in the output result set/file. The default value is 10, not
including the total row/entity. The maximum value is 1000.
measures
Specifies a list of measures that can be used with the chosen entity type. The options are:
+ active-translations
The average number of active LSN translations for the selected filter (entity).
* translation-request
The total number of LSN translation requests for the selected filter (entity).
* translation-failure
The total number of failed LSN translations for the selected filter (entity).
+ translation-from-backup

The total number of LSN translations using the backup pool for selected filter (entity). Only applies
to LSN Pool in Deterministic NAT mode.

+ active-pb

The average number of active port-blocks for the selected filter (entity). Only applies to LSN Pool
in PBA mode.

* pb-allocations

The total number of port-block allocations for the selected filter (entity). Only applies to LSN Pool
in PBA mode.

e pb-freed

The total number of port-block deallocations for the selected filter (entity). Only applies to LSN
Pool in PBA mode.
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zombie-block-created

The total number of zombie blocks created for the selected filter (entity). Only applies to LSN Pool
in PBA mode.

zombie-block-deleted

The total number of zombie blocks deleted for the selected filter (entity). Only applies to LSN Pool
in PBA mode.

active-pb-clients-reached-limit

The average number of port-block clients that have reached the port-block limit for the selected filter
(entity). Only applies to LSN Pool in PBA mode.

pb-client-reached-limit

The total number of port-block clients that have reached the port-block limit for the selected filter
(entity). Only applies to LSN Pool in PBA mode.

pcp-requests

The total number of PCP requests for the selected filter (entity). Only applies to LSN Pool with PCP
profile.

pcp-responses

The total number of PCP responses for the selected filter (entity). Only applies to LSN Pool with
PCP profile.

pcp-errors

The total number of PCP errors for the selected filter (entity). Only applies to LSN Pool with PCP
profile.

log-attempts

The total number of logging attempts for the selected filter (entity). Only applies to LSN Pool with
Log publisher attached.

log-failures

The total number of logging failures for the selected filter (entity). Only applies to LSN Pool with
Log publisher attached.

order-by

Specifies the measures and sort type (ascending or descending) that will be used to sort the final report.
The value for each measure is a previously chosen measure. The default value for sort type is desc
(descending).

range

Specifies the time/date range of the analytics information that you want to display. The given results
will reflect the time range chosen here. The default value is the last hour (now--now-1h).

smtp-config-override

Specifies the SMTP configuration to use when sending reports by email. This overrides the default
SMTP settings.

See Also

show, save, send-mail, tmsh, Itm profile analytics, analytics, analytics report
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report

Displays an memory analytics report.

Syntax

Show, save or send an analytics memory report using the syntax shown in the following sections.

Display

show report view-by [ slot ]
drilldown {
{
entity [ slot ]
values
{
[value ...]
}
}
}
field-fmt
include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
{

measure [ measure name |
sort-type [ asc / desc ]
b oo
}

range [date range]

Save

save report view-by [ slot ]
drilldown {

{
entity [ slot ]

values
{
[value ...]
}
b ooo
}
file [ file name ]
format [ csv-aggregated | csv-time-series | pdf ]

include-total
include-others
limit [number of rows]
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measures {
[measure name ...]
}
order-by {
{
measure [ measure name ]
sort-type [ asc / desc ]
}o...
}

range [date range]

Send

send-mail report view-by [ slot ]
drilldown {
{
entity [ slot ]
values
{
[value ...]
}
J ooo
}

email-addresses {
[email address ...]

}
format [ csv-aggregated | csv-time-series | pdf ]
include-total
include-others
limit [number of rows]
measures {
[measure name ...]

}
order-by {

{

measure [ measure name ]
sort-type [ asc / desc ]
b,
}

range [date range]
smtp-config-override [ smtp configuration object name ]

Description

Use this command to generate memory analytics reports. You can generate a memory analytics report for
the following entities:

« slot - Slot ID

Different measures are collected for each of these entities and can be a part of the report request.

Examples
show analytics memory report view-by slot
show analytics memory report view-by slot drilldown { { entity slot values { [P-V4 } } }

send-mail analytics memory report view-by slot measures { dropped-pkts } limit 20 order-by { {
measure host-usage sort-type desc } } format pdf email-addresses { some.one@someaddress.com }

For more syntactical examples, see the tmsh help manual for analytics report.
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Options

device

Specifies a BIG-IP device on which to generate a report. (Enterprise Manager only)

device-list

Specifies a custom list of BIG-IP devices on which to generate a report. (Enterprise Manager only)
drilldown

Specifies specific entities that are used as a filter.

email-addresses

Specifies the list of email addresses to which the report file is sent when using the send-mail command.

file

Specifies the exported file path to be saved when using the save command. The file name should be
simple (not a full path).

format

Specifies the exported file format to be saved or sent. This option must be specified when using the save
or send-mail commands.

include-others

Specifies that the grand total for the measure is displayed for all entities, except for those shown in the
result. It can be used along with include-total.

include-total

Specifies that a total summary row should be added to the analytics report. For average measures, the
total value is also an average.

limit

Specifies the maximum number of rows/entities in the output result set/file. The default value is 10, not
including the total row/entity. The maximum value is 1000.

measures

Specifies a list of measures that can be used with the chosen entity type. The options are:

+ tmm-total-ram The average of total TMM memory for the selected filter (entity).

+ tmm-used-ram The average of used TMM memory for the selected filter (entity).

+ tmm-free-ram The average of free TMM memory for the selected filter (entity).

+ other-total-ram The average of total other (daemons and kernel) memory for the selected filter
(entity).

* other-used-ram The average of used other (daecmons and kernel) memory for the selected filter
(entity).

+ other-free-ram The average of free other (daemons and kernel) memory for the selected filter
(entity).

» system-total-ram The average of total system memory for the selected filter (entity).

+ system-used-ram The average of used system memory for the selected filter (entity).

» system-free-ram The average of free system memory for the selected filter (entity).

* swap-total-ram The average of total swap memory for the selected filter (entity).

+ swap-used-ram The average of used swap memory for the selected filter (entity).

+ swap-free-ram The average of free swap memory for the selected filter (entity).
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* order-by

Specifies the measures and sort type (ascending or descending) that will be used to sort the final report.
The value for each measure is a previously chosen measure. The default value for sort type is desc
(descending).

* range

Specifies the time/date range of the analytics information that you want to display. The given results
will reflect the time range chosen here. The default value is the last hour (now--now-1h).

* smtp-config-override

Specifies the SMTP configuration to use when sending reports by email. This overrides the default
SMTP settings.

See Also

show, save, send-mail, tmsh, Itm profile analytics, analytics, analytics report
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report

Displays a network firewall analytics report.

Syntax
Show, save or send an analytics network report using the syntax shown in the following sections.

Display

show report view-by [ 1l3l4-errors-error-reason | 1l3l4-errors-network-protocol
| 1314-errors-action | 13l4-errors-source-ip | 1l3l4-errors-destination-ip |
131l4-errors-vlan |
acl-enforced-application | acl-enforced-destination-ip
| acl-enforced-destination-port | acl-enforced-policy | acl-enforced-rule |
acl-enforced-rule-action | acl-enforced-rule-context |
acl-enforced-rule-context-type | acl-enforced-self-ip | acl-enforced-server-ip
\
acl-enforced-source-ip | acl-enforced-source-port |
acl-enforced-translation-pool | acl-enforced-translation-type |
acl-enforced-vlan |
acl-mgmt-application | acl-mgmt-destination-ip |
acl-mgmt-destination-port | acl-mgmt-rule | acl-mgmt-rule-action |
acl-mgmt-rule-context | acl-mgmt-source-ip |
acl-mgmt-source-port |
acl-staged-application | acl-staged-destination-ip |
acl-staged-destination-port | acl-staged-policy | acl-staged-rule |
acl-staged-rule-action | acl-staged-rule-context |
acl-staged-rule-context-type | acl-staged-self-ip | acl-staged-server-ip |
acl-staged-source-ip | acl-staged-source-port |
acl-staged-translation-pool | acl-staged-translation-type | acl-staged-vlan
]
drilldown {
{
entity [ 13l4-errors-error-reason | 13l4-errors-network-protocol |
1314-errors-action | 13l4-errors-source-ip | 1l3l4-errors-destination-ip |
1314-errors-vlan |
acl-enforced-application | acl-enforced-destination-ip |
acl-enforced-destination-port | acl-enforced-policy | acl-enforced-rule |
acl-enforced-rule-action | acl-enforced-rule-context |
acl-enforced-rule-context-type | acl-enforced-self-ip | acl-enforced-server-ip
\
acl-enforced-source-ip | acl-enforced-source-port |
acl-enforced-translation-pool | acl-enforced-translation-type |
acl-enforced-vlan |
acl-mgmt-application | acl-mgmt-destination-ip |
acl-mgmt-destination-port | acl-mgmt-rule | acl-mgmt-rule-action |
acl-mgmt-rule-context | acl-mgmt-source-ip |
acl-mgmt-source-port |
acl-staged-application | acl-staged-destination-ip |
acl-staged-destination-port | acl-staged-policy | acl-staged-rule |
acl-staged-rule-action | acl-staged-rule-context |
acl-staged-rule-context-type | acl-staged-self-ip | acl-staged-server-ip |
acl-staged-source-ip | acl-staged-source-port |
acl-staged-translation-pool | acl-staged-translation-type | acl-staged-vlan
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values
{
[value ...]
}
}
}
field-fmt
include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
{
measure [ measure name |
sort-type [ asc | desc ]
}
}

range [date range]

Save

save report view-by [ 1l3l4-errors-error-reason | 1l3l4-errors-network-protocol
| 1314-errors-action | 13l4-errors-source-ip | 1l3l4-errors-destination-ip |
1314-errors-vlian |
acl-enforced-application | acl-enforced-destination-ip
| acl-enforced-destination-port | acl-enforced-policy | acl-enforced-rule |
acl-enforced-rule-action | acl-enforced-rule-context |
acl-enforced-rule-context-type | acl-enforced-self-ip | acl-enforced-server-ip
\
acl-enforced-source-ip | acl-enforced-source-port |
acl-enforced-translation-pool | acl-enforced-translation-type |
acl-enforced-vlan |
acl-mgmt-application | acl-mgmt-destination-ip |
acl-mgmt-destination-port | acl-mgmt-rule | acl-mgmt-rule-action |
acl-mgmt-rule-context | acl-mgmt-source-ip |
acl-mgmt-source-port |
acl-staged-application | acl-staged-destination-ip |
acl-staged-destination-port | acl-staged-policy | acl-staged-rule |
acl-staged-rule-action | acl-staged-rule-context |

acl-staged-rule-context-type | acl-staged-self-ip | acl-staged-server-ip |
acl-staged-source-ip | acl-staged-source-port |
acl-staged-translation-pool | acl-staged-translation-type | acl-staged-vlan

]
drilldown {
{
entity [ 13l4-errors-error-reason | 13l4-errors-network-protocol |
1314-errors-action | 13l4-errors-source-ip | 13l4-errors-destination-ip |
1314-errors-vlan |
acl-enforced-application | acl-enforced-destination-ip |
acl-enforced-destination-port | acl-enforced-policy | acl-enforced-rule |
acl-enforced-rule-action | acl-enforced-rule-context |
acl-enforced-rule-context-type | acl-enforced-self-ip | acl-enforced-server-ip
\
acl-enforced-source-ip | acl-enforced-source-port |
acl-enforced-stranslation-pool | acl-enforced-translation-type |
acl-enforced-vlan |
acl-mgmt-application | acl-mgmt-destination-ip |
acl-mgmt-destination-port | acl-mgmt-rule | acl-mgmt-rule-action |
acl-mgmt-rule-context | acl-mgmt-source-ip |
acl-mgmt-source-port |
acl-staged-application | acl-staged-destination-ip |
acl-staged-destination-port | acl-staged-policy | acl-staged-rule |
acl-staged-rule-action | acl-staged-rule-context |
acl-staged-rule-context-type | acl-staged-self-ip | acl-staged-server-ip |
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acl-staged-source-ip | acl-staged-source-port |

acl-staged-translation-pool | acl-staged-translation-type | acl-staged-vlan
]
values
{
[value ...]
}
}
}
file [ file name ]
format [ csv-aggregated | csv-time-series | pdf ]

include-total
include-others

limit [number of rows]
measures {

}

[measure name ...]

order-by {

}

{

measure [ measure name ]
sort-type [ asc | desc ]

}

range [date range]

Send

send-mail report view-by [ 13l4-errors-error-reason |

131
131

acl
acl

acl

acl

acl

acl
\

| a

acl

]
d

131
131
acl

acl

acl
acl

acl

acl

4-errors—-network-protocol | 13l4-errors-action | 13l4-errors-source-ip |
4-errors-destination-ip | 13l4-errors-vlan |

acl-enforced-application |
-enforced-destination-ip | acl-enforced-destination-port |
-enforced-policy | acl-enforced-rule |

acl-enforced-rule-action | acl-enforced-rule-context

acl-enforced-rule-context-type | acl-enforced-self-ip |
-enforced-server-ip |

acl-enforced-source-ip | acl-enforced-source-port
acl-enforced-translation-pool | acl-enforced-translation-type |

-enforced-vlan |
acl-mgmt-application | acl-mgmt-destination-ip |
-mgmt-destination-port | acl-mgmt-rule | acl-mgmt-rule-action |
acl-mgmt-rule-context | acl-mgmt-source-ip |
-mgmt-source-port |

acl-staged-application | acl-staged-destination-ip
acl-staged-destination-port | acl-staged-policy | acl-staged-rule |

acl-staged-rule-action | acl-staged-rule-context
cl-staged-rule-context-type | acl-staged-self-ip | acl-staged-server-ip |

acl-staged-source-ip | acl-staged-source-port |
-staged-translation-pool | acl-staged-translation-type | acl-staged-vlan

rilldown {
{

entity [ 13l4-errors-error-reason | 13l4-errors-network-protocol |
4-errors-action | 1l3l4-errors-source-ip | 1l3l4-errors-destination-ip |
4-errors-vlan |
acl-enforced-application | acl-enforced-destination-ip |
-enforced-destination-port | acl-enforced-policy | acl-enforced-rule |

acl-enforced-rule-action | acl-enforced-rule-context |

—enforced-rule-context-type | acl-enforced-self-ip | acl-enforced-server-ip

acl-enforced-source-ip | acl-enforced-source-port |
-enforced-translation-pool | acl-enforced-translation-type |
-enforced-vlan |

acl-mgmt-application | acl-mgmt-destination-ip |
-mgmt-destination-port | acl-mgmt-rule | acl-mgmt-rule-action |

acl-mgmt-rule-context | acl-mgmt-source-ip |
-mgmt-source-port |
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acl-staged-application | acl-staged-destination-ip |
acl-staged-destination-port | acl-staged-policy | acl-staged-rule |
acl-staged-rule-action | acl-staged-rule-context |

acl-staged-rule-context-type | acl-staged-self-ip | acl-staged-server-ip |
acl-staged-source-ip | acl-staged-source-port |
acl-staged-translation-pool | acl-staged-translation-type | acl-staged-vlan
]
values
{
[value ...]

}
J ooo
}
email-addresses {

[email address ...]
}
format [ csv-aggregated | csv-time-series | pdf ]
include-total
include-others
limit [number of rows]
measures {

[measure name ...]

}
order-by {
{
measure [ measure name ]
sort-type [ asc | desc ]
}o...
}
range [date range]
smtp-config-override [ smtp configuration object name ]

Description

Use this command to generate network firewall analytics reports. You can generate a network firewall
analytics report for the following entities:

+ action - Action taken (allowed/dropped).

+ acl-enforced-application - Application services (ACL - Enforced).

+ acl-enforced-destination-ip - Destination IP Address (ACL - Enforced).
+ acl-enforced-destination-port - Destination IP Port (ACL - Enforced).
« acl-enforced-policy - Policy (ACL - Enforced).

+ acl-enforced-rule-action - Rule Action (ACL - Enforced).

+ acl-enforced-rule-context - Rule Context (ACL - Enforced).

+ acl-enforced-rule-context-type - Rule Context Type (ACL - Enforced).
» acl-enforced-rule - Rule (ACL - Enforced).

+ acl-enforced-self-ip - Self IP Address (ACL - Enforced).

+ acl-enforced-server-ip - Server IP Address (ACL - Enforced).

+ acl-enforced-source-ip - Source IP Address (ACL - Enforced).

+ acl-enforced-source-port - Source IP Port (ACL - Enforced).

+ acl-enforced-translation-pool - Translation Pool (ACL - Enforced).

+ acl-enforced-translation-type - Translation Type (ACL - Enforced).

+ acl-enforced-vlan - VLAN (ACL - Enforced).

+ acl-mgmt-application - Application services (ACL - Management).

+ acl-mgmt-destination-ip - Destination IP Address (ACL - Management).
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acl-mgmt-destination-port - Destination IP Port (ACL - Management).
acl-mgmt-rule-action - Rule Action (ACL - Management).
acl-mgmt-rule-context - Rule Context (ACL - Management).
acl-mgmt-rule - Rule (ACL - Management).

acl-mgmt-source-ip - Source [P Address (ACL - Management).
acl-mgmt-source-port - Source [P Port (ACL - Management).
acl-staged-application - Application services (ACL - Staged).
acl-staged-destination-ip - Destination IP Address (ACL - Staged).
acl-staged-destination-port - Destination IP Port (ACL - Staged).
acl-staged-policy - Policy (ACL - Staged).

acl-staged-rule-action - Rule Action (ACL - Staged).
acl-staged-rule-context - Rule Context (ACL - Staged).
acl-staged-rule-context-type - Rule Context Type (ACL - Staged).
acl-staged-rule - Rule (ACL - Staged).

acl-staged-self-ip - Self IP Address (ACL - Staged).
acl-staged-server-ip - Server I[P Address (ACL - Staged).
acl-staged-source-ip - Source IP Address (ACL - Staged).
acl-staged-source-port - Source IP Port (ACL - Staged).
acl-staged-translation-pool - Translation Reason (ACL - Staged).
acl-staged-translation-type - Translation Type (ACL - Staged).
acl-staged-vlan - VLAN (ACL - Staged).

1314-errors-action - Network firewall errors action.
1314-errors-destination-ip - Destination IP address (Network firewall errors).
1314-errors-error-reason - Network firewall error reason.
1314-errors-network-protocol - Destination port (Network protocol).
1314-errors-source-ip - Source IP address (Network firewall errors).
1314-errors-vlan - VLAN (Network firewall errors).

Examples

show analytics network report view-by acl-enforced-rule

show analytics network report view-by acl-staged-vlan drilldown { { entity acl-staged-destination-port
values {80} }}

send-mail analytics network report view-by acl-mgmt-source-ip limit 20 format pdf email-addresses
{ some.one@someaddress.com }

For more syntactical examples see manual for analytics report.

Options

device

Specifies a BIG-IP device on which to generate a report. (Enterprise Manager only)
device-list

Specifies a custom list of BIG-IP devices on which to generate a report. (Enterprise Manager only)
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drilldown
Specifies specific entities that are used as a filter.
email-addresses

Specifies the list of email addresses to which the report file is sent when using the send-mail command.
file

Specifies the exported file path to be saved when using the save command. The file name should be
simple (not a full path).

format

Specifies the exported file format to be saved or sent. This option must be specified when using the save
or send-mail commands.

include-others

Specifies that the grand total for the measure is displayed for all entities, except for those shown in the
result. It can be used along with include-total.

include-total

Specifies that a total summary row should be added to the analytics report. For average measures, the
total value is also an average.

limit
Specifies the maximum number of rows/entities in the output result set/file. The default value is 10, not
including the total row/entity. The maximum value is 1000.
measures
Specifies a list of measures that can be used with the chosen entity type. The options are:
* acl-matches
The total number of ACL rule matches. Applicable only to view-by entities starting with "acl-".

¢ errors

The total number of firewall errors. Applicable only to view-by entities starting with "1313-errors-".

order-by

Specifies the measures and sort type (ascending or descending) that will be used to sort the final report.
The value for each measure is a previously chosen measure. The default value for sort type is desc
(descending).

range

Specifies the time/date range of the analytics information that you want to display. The given results
will reflect the time range chosen here. The default value is the last hour (now--now-1h).

smtp-config-override

Specifies the SMTP configuration to use when sending reports by email. This overrides the default
SMTP settings.

See Also

show, save, send-mail, tmsh, analytics, analytics report
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Displays a network firewall stale rules report.

Syntax
Show an analytics network stale-rules report using the syntax shown in the following sections.

Display

show stale-rules type [ enforced | staged ]
options:

drilldown {
{
entity [ context | policy | rule-name ]
values

{

[value ...]

}

field-fmt
first-rule-number [ value ]
number-of-rules [ value ]
range [ date range ]

Description

Use this command to generate network firewall stale rules reports. A stale rule is one that has had not hits,
or very few hits, over a specified time period. The report is displayed in order from the least-hit rules
(including rules with no hits) to the most hit rules. You can generate a stale rules report for either enforced
or staged rules.

Examples
show analytics network stale-rules type enforced
Shows a stale rules report for enforced rules (either inline or not).

show analytics network stale-rules type staged drilldown { { entity context values {
/Common/virtual_server 1} }}

Shows a stale rules report for staged rules in the context of the virtual server /Common/virtual server 1
show analytics network stale-rules type enforced number-of-rules 100 range now-1w

Shows a stale rules report for enforced rules. 100 rules are shown in the report. This report is shown for the
last week (including the last day).
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show analytics network stale-rules type enforced first-rule-number 10 number-of-rules 100 range
now-1w

Shows a stale rules report for enforced rules. The first least hit 9 rules are skipped, and 100 rules are shown
in the report. This report is shown for the last week (including the last day).

show analytics network stale-rules type enforced first-rule-number 10 number-of-rules 100 range
now-1d--now-1w

Shows a stale rules report for enforced rules. The first least hit 9 rules are skipped, and 100 rules are shown
in the report. This report is shown for the last week, excluding the last day.

Options
e drilldown

Specifies specific entities that are used as a filter.
o field-fmt

Shows statistics in field format for the specified items.

e first-rule-number

Specifies the first rule number being displayed (rules are ordered by hit count in an ascending order).

¢ number-of-rules

Specifies the maximum number of firewall rules being displayed in the output result set. The default
value is 10.

* range

Specifies the time/date range of the analytics information that you want to display. The given results
will reflect the time range chosen here. The default value is the last hour (now--now-1h).

See Also

analytics, analytics report, security analytics settings, show, tmsh
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report

Displays an pem analytics report.

Syntax

Show, save or send an analytics pem report using the syntax shown in the following sections.

Display

show report view-by [ application | category | url-category | policy |

| action | tower | subscribers | subscriber-name | ip-list |
device-os | called-station | calling-station | subscriber-type

drilldown {
{

category | url-category |

entity [ application

action | tower | subscribers | subscriber-name |
device-os | called-station calling-station subscriber-type
values
{
[value ...]
}
}
}
field-fmt

include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
{
measure [ measure name |
sort-type [ asc / desc ]
}o...
}

range [date range]

Save

device-name
user-name]

policy
ip-list | device-name
user-name |

save report view-by [ application | category | url-category | policy

| action | tower | subscribers | subscriber-name | ip-list |
device-os | called-station | calling-station | subscriber-type
drilldown {

{

device-name
user-name|]

entity [ application | category | url-category | policy

user-name|

action tower subscribers subscriber-name | ip-list | device-name
device-os | called-station | calling-station | subscriber-type
values

{

[value ...]
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}
}
file [ file name ]
format [ csv-aggregated | csv-time-series | pdf ]
include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
{
measure [ measure name ]
sort-type [ asc / desc ]
}o...
}

range [date range]

Send

send-mail report view-by [ application | category | url-category | policy |
service | action | tower | subscribers| subscriber-name | ip-list device—-name
| device-os | called-station | calling-station | subscriber-type | user-name
1
drilldown {
{

entity [ application | category | url-category | policy | service |
action | tower | subscribers | subscriber-name | ip-list | device-name |
device-os | called-station | calling-station | subscriber-type | user-name]
values
{
[value ...]

}
}
}
email-addresses {
[email address ...]

}

format [ csv-aggregated | csv-time-series | pdf ]
include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
{

measure [ measure name ]
sort-type [ asc / desc ]

b,

}

range [date range]

smtp-config-override [ smtp configuration object name ]

Description

Use this command to generate pem analytics reports. You can generate a PEM analytics report for the
following entities:

+ application - Classification application
+ category - Classification category

* url-category - URL category
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* policy - Classification application policy

+ service - Forwarding service (endpoint)

+ action - PEM action (Gate, Forward, ICAP, Modify HTTP header, etc...)
» tower - Tower the subscriber communicates from
+ subscribers - Subscriber summary statistics

+ subscriber-name - Subscriber name

+ ip-list - IP address list

* device-name - Device name

* device-os - Device operating system

+ called-station - Called station

+ calling-station - Calling station

* subscriber-type - Subscriber type

¢ user-name - User Name

Different measures are collected for each of these entities and can be a part of the report request.

Examples
show analytics pem report view-by category

show analytics pem report view-by category drilldown { { entity policy values { Some_Policy Name

P}

send-mail analytics pem report view-by tower measures { total_bytes_in } limit 20 order-by { { measure
total _bytes_in sort-type desc } } format pdf email-addresses { some.one@someaddress.com }

For more syntactical examples, see the tmsh help manual for analytics report.

Options
* device
Specifies a BIG-IP device on which to generate a report. (Enterprise Manager only)
* device-list
Specifies a custom list of BIG-IP devices on which to generate a report. (Enterprise Manager only)
* drilldown
Specifies specific entities that are used as a filter.
* email-addresses
Specifies the list of email addresses to which the report file is sent when using the send-mail command.
« file

Specifies the exported file path to be saved when using the save command. The file name should be
simple (not a full path).

¢ format

Specifies the exported file format to be saved or sent. This option must be specified when using the save
or send-mail commands.

¢ include-others

Specifies that the grand total for the measure is displayed for all entities, except for those shown in the
result. It can be used along with include-total.
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include-total

Specifies that a total summary row should be added to the analytics report. For average measures, the
total value is also an average.

limit
Specifies the maximum number of rows/entities in the output result set/file. The default value is 10, not
including the total row/entity. The maximum value is 1000.
measures
Specifies a list of measures that can be used with the chosen entity type. The options are:
* hitcount
The total number of classified flows for the selected filter (entity).
* total-bytes-in
The total number of bytes received for the selected filter (entity).
* total-bytes-out
The total number of bytes sent for the selected filter (entity).
+ total-flows-opened
The total number of flows (classified and non-classified) for the selected filter (entity).
+ total-flows-closed
The total number of closed flows for the selected filter (entity).
* total-subscribers-login
The total number of login events for the selected filter (entity).
» total-subscribers-logout
The total number of logout events for the selected filter (entity).
* avg-distinct-apps
The average number of distinct applications for the selected filter (entity).
» avg-distinct-categories

The average number of distinct categories for the selected filter (entity).

order-by

Specifies the measures and sort type (ascending or descending) that will be used to sort the final report.
The value for each measure is a previously chosen measure. The default value for sort type is desc
(descending).

range

Specifies the time/date range of the analytics information that you want to display. The given results
will reflect the time range chosen here. The default value is the last hour (now--now-1h).

smtp-config-override

Specifies the SMTP configuration to use when sending reports by email. This overrides the default
SMTP settings.

See Also

show, save, send-mail, tmsh, Itm profile analytics, analytics, analytics report
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report

Displays a Protocol Security analytics report.

Syntax
Show, save, or send an analytics protocol-security report using the syntax shown in the following sections.

Display

show report view-by [ application | virtual-server | ip | violation]|

request-type protocol-type ]
drilldown {
{

entity [ application | virtual-server | ip | violation| request-type
| protocol-type ]
values
{
[value ...]
}
} .
}
field-fmt
include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {

{

measure [ measure name ]
sort-type [ asc / desc ]
}o.o..
}

range [date range]

Save

ip | violation]|

save report view-by [ application | virtual-server

request-type protocol-type ]
drilldown {
{

| violation| request-type

virtual-server | ip

entity [ application |
protocol-type ]
values

{

[value ...]
}
}
}

file [ file name ]
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format [ csv-aggregated | csv-time-series | pdf ]
include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
{
measure [ measure name ]
sort-type [ asc / desc ]
}o...
}

range [date range]

Send

send-mail report view-by [ application | virtual-server | ip | violation|
request-type | protocol-type ]
drilldown {
{

violation| request-type

virtual-server | ip

entity [ application
| protocol-type ]
values
{
[value ...]
}
J ooo
}
email-addresses {
[email address ...]
}
format [ csv-aggregated | csv-time-series | pdf ]
include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
{
measure [ measure name |
sort-type [ asc / desc ]
}
}
range [date range]
smtp-config-override [ smtp configuration object name ]

Description

Use this command to generate protocol-security analytics reports. You can generate a protocol-security
analytics report for the following entities:

+ application - Application services.

+ virtual-server - Virtual servers.

* ip - Source IP addresses.

+ violation - Violation types.

* protocol-type - Protocol type (HTTP/FTP/SMTP)

* request-type - PRequest type (Legal or Alarmed/Blocked/Dropped)

Different measures are collected for each of these entities and can be a part of the report request.
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Examples

show analytics protocol-security report view-by protocol-type

show analytics protocol-security report view-by request-type drilldown { { entity protocol-type values
{HTTP}}}

send-mail analytics protocol-security report view-by protocol-type measures {transactions} limit 20
order-by { { measure transactions sort-type desc } } format pdf email-addresses {
some.one@someaddress.com }

For more syntactical examples, see the manpage for analytics report.

Options

device

Specifies a BIG-IP device on which to generate a report. (Enterprise Manager only)

device-list

Specifies a custom list of BIG-IP devices on which to generate a report. (Enterprise Manager only)
drilldown

Specifies specific entities that are used as a filter.

email-addresses

Specifies the list of email addresses to which the report file is sent when using the send-mail command.
file

Specifies the exported file path to be saved when using the save command. The file name should be
simple (not a full path).

format

Specifies the exported file format to be saved or sent. This option must be specified when using the save
or send-mail commands.

include-others

Specifies that the grand total for the measure is displayed for all entities, except for those shown in the
result. It can be used along with include-total.

include-total

Specifies that a total summary row should be added to the analytics report. For average measures, the
total value is also an average.

limit
Specifies the maximum number of rows/entities in the output result set/file. The default value is 10, not
including the total row/entity. The maximum value is 1000.

measures
Specifies a list of measures that can be used with the chosen entity type. The options are:
* requests

Request count.

¢ occurrences

Number of occurrences for the selected filter (relevant for violation entity only)

order-by
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Specifies the measures and sort type (ascending or descending) that will be used to sort the final report.
The value for each measure is a previously chosen measure. The default value for sort type is desc
(descending).

* range

Specifies the time/date range of the analytics information that you want to display. The given results
will reflect the time range chosen here. The default value is the last hour (now--now-1h).

* smtp-config-override

Specifies the SMTP configuration to use when sending reports by email. This overrides the default
SMTP settings.

See Also

show, save, send-mail, tmsh, Itm profile analytics, analytics, analytics report
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report

Displays a SIP analytics report.

Syntax
Show, save or send an analytics sip report using the syntax shown in the following sections.

Display

show report view-by [ application | attack-id | attack-type | callee | caller

method | src-ip virtual vlan | transaction-outcome ]

drilldown {
{

callee | caller |

entity [ application attack-id attack-type
method src-ip | virtual | vlan transaction-outcome ]
values
{
[value ...]
}
} .
}
field-fmt

include-total
include-others
limit [number of rows]
measures {

[measure name ...]
}
order-by {

{

measure [ measure name ]
sort-type [ asc | desc ]
}o.o..
}

range [date range]

Save

[ application | attack-id | attack-type | callee | caller

save report view-by
vlan | transaction-outcome ]

method | src-ip
drilldown {
{

virtual

callee | caller |

entity [ application attack-id attack-type
method | src-ip | virtual | wvlan transaction-outcome ]

values

{

[value ...]
}
}
}

file [ file name ]
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format [ csv-aggregated | csv-time-series | pdf ]
include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
{
measure [ measure name ]
sort-type [ asc | desc ]
}o...
}

range [date range]

Send

send-mail report view-by [ application | attack-id | attack-type | callee |
caller | method | src-ip | virtual | vlan | transaction-outcome ]
drilldown {

{
entity [ application | attack-id | attack-type | callee | caller |
method | src-ip | virtual | vlan | transaction-outcome ]
values

{

[value ...]
}
}
}

email-addresses {
[email address ...]

}
format [ csv-aggregated | csv-time-series | pdf ]
include-total
include-others
limit [number of rows]
measures {
[measure name ...]

}
order-by {

{
measure [ measure name ]
sort-type [ asc | desc ]
}
}

range [date range]
smtp-config-override [ smtp configuration object name ]

Description

Use this command to generate SIP DoS analytics reports. You can generate a SIP DoS prevention analytics
report for the following entities:

« application - Application services (1App).
+ attack-id - DoS attack ID.

« attack-type - DoS attack type.

+ callee - Callee.

+ caller - Caller.

* method - Methos.

* sre-ip - Source [P Address.
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vlan - VLAN.

transaction-outcome - Transaction outcome.

Examples

show analytics sip report view-by attack-id

show analytics sip report view-by attack-type drilldown { { entity method values { ACK } } }

send-mail analytics sip report view-by callee limit 20 format pdf email-addresses {
some.one@someaddress.com }

For more syntactical examples see manual for analytics report.

Options

device

Specifies a BIG-IP device on which to generate a report. (Enterprise Manager only)

device-list

Specifies a custom list of BIG-IP devices on which to generate a report. (Enterprise Manager only)
drilldown

Specifies specific entities that are used as a filter.

email-addresses

Specifies the list of email addresses to which the report file is sent when using the send-mail command.
file

Specifies the exported file path to be saved when using the save command. The file name should be
simple (not a full path).

format

Specifies the exported file format to be saved or sent. This option must be specified when using the save
or send-mail commands.

include-others

Specifies that the grand total for the measure is displayed for all entities, except for those shown in the
result. This option must be used with the drilldown option. You can also use it along with include-others.

include-total

Specifies that a total summary row should be added to the analytics report. For average measures, the
total value is also an average.

limit

Specifies the maximum number of rows/entities in the output result set/file. The default value is 10, not
including the total row/entity. The maximum value is 1000.

measures
Specifies a list of measures that can be used with the chosen entity type. The options are:
* requests-count

The total number of requests that were received by the virtual server(/s)s

order-by
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Specifies the measures and sort type (ascending or descending) that will be used to sort the final report.
The value for each measure is a previously chosen measure. The default value for sort type is desc
(descending).

* range

Specifies the time/date range of the analytics information that you want to display. The given results
will reflect the time range chosen here. The default value is the last hour (now--now-1h).

* smtp-config-override

Specifies the SMTP configuration to use when sending reports by email. This overrides the default
SMTP settings.

See Also

show, save, send-mail, tmsh, analytics, analytics report
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report

Displays an swg analytics report.

Syntax
Show, save or send an analytics swg report using the syntax shown in the following sections.

Display

show report view-by [ action ssl bypass | username | client ip | url |
category | url filter | filter policy | host-name ]

drilldown {

{
entity [ action | ssl bypass
| url filter | filter policy | host-name ]
values

{

username | client ip | url | category

[value ...]
}
} .
}
field-fmt
include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
{

measure [ measure name ]
sort-type [ asc / desc ]
}o.o..
}

range [date range]

Save

save report view-by [ action ssl bypass | username | client ip | url |
category | url filter | filter policy | host-name ]
drilldown {

{
entity [ action | ssl bypass
| url filter | filter policy | host-name ]
values
{

username | client ip | url | category

[value ...]
}
}
}

file [ file name ]
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format [ csv-aggregated | csv-time-series | pdf ]
include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
{
measure [ measure name ]
sort-type [ asc / desc ]
}o...
}

range [date range]

Send
send-mail report view-by [ action | ssl bypass | username | client ip | url
| category | url filter | filter policy | host-name ]

drilldown {
{

entity [ action | ssl bypass | username | client ip | url | category
| url filter | filter policy | host-name ]
values
{
[value ...]

}

}
}
email-addresses {

[email address ...]

}
format [ csv-aggregated | csv-time-series | pdf ]
include-total
include-others
limit [number of rows]
measures {

[measure name ...]

}
order-by {

{
measure [ measure name ]
sort-type [ asc / desc ]

} oo

}

range [date range]

smtp-config-override [ smtp configuration object name ]

Description

Use this command to generate swg analytics reports. You can generate an application-security-network
analytics report for the following entities:

+ action - Transction's action (Blocked / Allowed / Allowed with log)
» ssl_bypass - s HTTP/HTPPS inspection bypassed

* username - User name

* client-ip - Client IP

* host-name - Host name

* url-URL

* category - URL category
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url-filter - URL filter

scheme - Scheme

Different measures are collected for each of these entities and can be a part of the report request.

Examples

show analytics swg report view-by client-ip

show analytics swg report view-by client-ip drilldown { { entity scheme values { my_scheme } } }

send-mail analytics swg report view-by category measures { blocked-count } limit 20 order-by { {
measure blocked-count sort-type desc } } format pdf email-addresses { some.one@someaddress.com

}

For more syntactical examples, see the tmsh help manual for analytics report.

Options

device

Specifies a BIG-IP device on which to generate a report. (Enterprise Manager only)

device-list

Specifies a custom list of BIG-IP devices on which to generate a report. (Enterprise Manager only)
drilldown

Specifies specific entities that are used as a filter.

email-addresses

Specifies the list of email addresses to which the report file is sent when using the send-mail command.

file

Specifies the exported file path to be saved when using the save command. The file name should be
simple (not a full path).

format

Specifies the exported file format to be saved or sent. This option must be specified when using the save
or send-mail commands.

include-others

Specifies that the grand total for the measure is displayed for all entities, except for those shown in the
result. It can be used along with include-total.

include-total

Specifies that a total summary row should be added to the analytics report. For average measures, the
total value is also an average.

limit
Specifies the maximum number of rows/entities in the output result set/file. The default value is 10, not
including the total row/entity. The maximum value is 1000.

measures
Specifies a list of measures that can be used with the chosen entity type. The options are:
* request-count

The total number of requests for the selected filter (entity).

order-by
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Specifies the measures and sort type (ascending or descending) that will be used to sort the final report.
The value for each measure is a previously chosen measure. The default value for sort type is desc
(descending).

* range

Specifies the time/date range of the analytics information that you want to display. The given results
will reflect the time range chosen here. The default value is the last hour (now--now-1h).

* smtp-config-override

Specifies the SMTP configuration to use when sending reports by email. This overrides the default
SMTP settings.

See Also

show, save, send-mail, tmsh, Itm profile analytics, analytics, analytics report
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report

Displays an swg-blocked analytics report.

Syntax
Show, save or send an analytics swg-blocked report using the syntax shown in the following sections.

Display

category |

show report view-by [ ssl bypass username | client ip | url |
url filter | filter policy security-category | host-name ]
drilldown {
{

entity [ ssl bypass | username | client ip | url | category | url filter
| filter policy security-category host-name ]
values

{

[value ...]
}
} .
}
field-fmt
include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
{

measure [ measure name ]
sort-type [ asc / desc ]
}o.o..
}

range [date range]

Save

username | client ip | url | category |
host-name ]

save report view-by [ ssl bypass
url filter | filter policy security-category

drilldown {

{
entity [ ssl bypass | username | client ip | url | category | url filter
filter policy | security-category host-name ]

values
{

[value ...]
}
}
}

file [ file name ]
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format [ csv-aggregated | csv-time-series | pdf ]
include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
{
measure [ measure name ]
sort-type [ asc / desc ]
}o...
}

range [date range]

Send

send-mail report view-by [ ssl bypass | username | client ip | url | category
| url filter | filter policy | security-category | host-name ]
drilldown {
{
entity [ ssl bypass | username | client ip | url | category | url filter
| filter policy | security-category | host-name ]
values
{
[value ...]
}
}
}
email-addresses {
[email address ...]
}
format [ csv-aggregated | csv-time-series | pdf ]
include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
{
measure [ measure name |
sort-type [ asc / desc ]
).,
}
range [date range]
smtp-config-override [ smtp configuration object name ]

Description

Use this command to generate swg-blocked analytics reports. You can generate an
application-security-network analytics report for the following entities:

+ ssl_bypass - Is HTTP/HTPPS inspection bypassed
* username - User name

* client-ip - Client IP

* host-name - Host name

* url-URL

» category - URL category

* security-category - Categories which their parent is 'Security' category
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e url-filter - URL filter

e scheme - Scheme

Different measures are collected for each of these entities and can be a part of the report request.

Examples
show analytics swg-blocked report view-by client-ip

show analytics swg-blocked report view-by client-ip drilldown { { entity scheme values { my_scheme

P

send-mail analytics swg-blocked report view-by category measures { blocked-count } limit 20 order-by
{ { measure blocked-count sort-type desc } } format pdf email-addresses { some.one@someaddress.com

}

For more syntactical examples, see the tmsh help manual for analytics report.

Options
* device
Specifies a BIG-IP device on which to generate a report. (Enterprise Manager only)
* device-list
Specifies a custom list of BIG-IP devices on which to generate a report. (Enterprise Manager only)
* drilldown
Specifies specific entities that are used as a filter.
* email-addresses
Specifies the list of email addresses to which the report file is sent when using the send-mail command.
« file

Specifies the exported file path to be saved when using the save command. The file name should be
simple (not a full path).

e format

Specifies the exported file format to be saved or sent. This option must be specified when using the save
or send-mail commands.

¢ include-others

Specifies that the grand total for the measure is displayed for all entities, except for those shown in the
result. It can be used along with include-total.

e include-total

Specifies that a total summary row should be added to the analytics report. For average measures, the
total value is also an average.

o limit

Specifies the maximum number of rows/entities in the output result set/file. The default value is 10, not
including the total row/entity. The maximum value is 1000.

* measures
Specifies a list of measures that can be used with the chosen entity type. The options are:
* blocked-count

The total number of blocked requests for the selected filter (entity).
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* order-by

Specifies the measures and sort type (ascending or descending) that will be used to sort the final report.
The value for each measure is a previously chosen measure. The default value for sort type is desc
(descending).

* range

Specifies the time/date range of the analytics information that you want to display. The given results
will reflect the time range chosen here. The default value is the last hour (now--now-1h).

* smtp-config-override

Specifies the SMTP configuration to use when sending reports by email. This overrides the default
SMTP settings.

See Also

show, save, send-mail, tmsh, Itm profile analytics, analytics, analytics report
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report

Displays an tcp analytics report.

Syntax
Show, save or send an analytics tep report using the syntax shown in the following sections.
Display

show report view-by [ virtual | tcp ]

drilldown {

{
tep ]

entity [ virtual
values
{
[value ...]
}
}
}
field-fmt
include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
{

measure [ measure name |
sort-type [ asc / desc ]
b oo
}

range [date range]

Save

save report view-by [ virtual | tcp ]
drilldown {

{
entity [ virtual | tcp ]

values
{
[value ...]
}
b ooo
}
file [ file name ]
format [ csv-aggregated | csv-time-series | pdf ]

include-total
include-others
limit [number of rows]
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measures {
[measure name ...]
}
order-by {
{
measure [ measure name ]
sort-type [ asc / desc ]
}o...
}

range [date range]

Send

send-mail report view-by [ virtual | tcp ]
drilldown {

{
entity [ virtual | tcp ]
values

{

[value ...]
}
J ooo
}

email-addresses {
[email address ...]

}
format [ csv-aggregated | csv-time-series | pdf ]
include-total
include-others
limit [number of rows]
measures {
[measure name ...]

}
order-by {

{

measure [ measure name ]
sort-type [ asc / desc ]
b,
}

range [date range]
smtp-config-override [ smtp configuration object name ]

Description

Use this command to generate tcp analytics reports. You can generate a TCP analytics report for the following
entities:

e virtual - Virtual Server

* tcp - TCP Profile

Different measures are collected for each of these entities and can be a part of the report request.

Examples
show analytics tcp report view-by virtual
show analytics tcp report view-by virtual drilldown { { entity virtual values { 172.12.34.56 } } }

send-mail analytics tcp report view-by tcp measures { max-active-conns } limit 20 order-by { { measure
max-active-conns sort-type desc } } format pdf email-addresses { some.one@someaddress.com }

For more syntactical examples, see the tmsh help manual for analytics report.
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Options
* device
Specifies a BIG-IP device on which to generate a report. (Enterprise Manager only)
* device-list
Specifies a custom list of BIG-IP devices on which to generate a report. (Enterprise Manager only)
* drilldown
Specifies specific entities that are used as a filter.
* email-addresses
Specifies the list of email addresses to which the report file is sent when using the send-mail command.
o file

Specifies the exported file path to be saved when using the save command. The file name should be
simple (not a full path).

¢ format

Specifies the exported file format to be saved or sent. This option must be specified when using the save
or send-mail commands.

¢ include-others

Specifies that the grand total for the measure is displayed for all entities, except for those shown in the
result. It can be used along with include-total.

¢ include-total

Specifies that a total summary row should be added to the analytics report. For average measures, the
total value is also an average.

e limit

Specifies the maximum number of rows/entities in the output result set/file. The default value is 10, not
including the total row/entity. The maximum value is 1000.

* measures
Specifies a list of measures that can be used with the chosen entity type. The options are:
* avg-active-conns

The average number of actice connections for the selected filter (entity).

e max-active-conns

The max number of active connections for the selected filter (entity).

* total-accepts
The total number of accepted connections for the selected filter (entity).
» total-accept_fails
The total number of denied accept connections for the selected filter (entity).
* total-new-conns
The total number of new connections for the selected filter (entity).
+ total-failed-conns
The total number of failed connections for the selected filter (entity).

» total-expired-conns

The total number of expired connections for the selected filter (entity).
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* total-abandoned-connections
The total number of abandoned connections for the selected filter (entity).
* total-rst-packets
The total number of RST connections for the selected filter (entity).
+ total-malformed-segments
The total number of malformed connections for the selected filter (entity).
* total-oo-segs
The total number of out of ordered segments for the selected filter (entity).
+ total-rx-cookie
The total number of received SYN cookies for the selected filter (entity).
+ total-rxbadcookies
The total number of received bad SYN cookies for the selected filter (entity).
+ total-hw-cookies
The total number of received HW SYN cookies for the selected filter (entity).
* total-syncacheover
The total number of SYN cache overflow for the selected filter (entity).
* total-txrexmits
The total number of retransmitted segments for the selected filter (entity).
» total-sndpack

The total number of sent packets for the selected filter (entity).

e order-by

Specifies the measures and sort type (ascending or descending) that will be used to sort the final report.
The value for each measure is a previously chosen measure. The default value for sort type is desc
(descending).

* range

Specifies the time/date range of the analytics information that you want to display. The given results
will reflect the time range chosen here. The default value is the last hour (now--now-1h).

* smtp-config-override

Specifies the SMTP configuration to use when sending reports by email. This overrides the default
SMTP settings.

See Also

show, save, send-mail, tmsh, Itm profile analytics, analytics, analytics report
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report

Displays an udp analytics report.

Syntax

Show, save or send an analytics udp report using the syntax shown in the following sections.

Display

show report view-by [ virtual | udp ]
drilldown {

{
udp ]

entity [ virtual
values
{
[value ...]
}
}
}
field-fmt
include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
{

measure [ measure name |
sort-type [ asc / desc ]
b oo
}

range [date range]

Save

save report view-by [ virtual | udp ]
drilldown {

{
entity [ virtual | udp ]

values
{
[value ...]
}
b ooo
}
file [ file name ]
format [ csv-aggregated | csv-time-series | pdf ]

include-total
include-others
limit [number of rows]
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measures {
[measure name ...]
}
order-by {
{
measure [ measure name ]
sort-type [ asc / desc ]
}o...
}

range [date range]

Send

send-mail report view-by [ virtual | udp ]
drilldown {
{
entity [ virtual | udp ]
values

{

[value ...]
}
J ooo
}
email-addresses {
[email address ...]

}
format [ csv-aggregated | csv-time-series | pdf ]
include-total
include-others
limit [number of rows]
measures {
[measure name ...]

}
order-by {
{
measure [ measure name ]
sort-type [ asc / desc ]
b,
}

range [date range]
smtp-config-override [ smtp configuration object name ]

Description

Use this command to generate udp analytics reports. You can generate a UDP analytics report for the
following entities:

e virtual - Virtual Server

* udp - UDP Profile

Different measures are collected for each of these entities and can be a part of the report request.

Examples
show analytics udp report view-by virtual
show analytics udp report view-by virtual drilldown { { entity virtual values { 172.12.34.56 } } }

send-mail analytics udp report view-by udp measures { max-active-conns } limit 20 order-by { {
measure max-active-conns sort-type desc } } format pdf email-addresses { some.one@someaddress.com

}

For more syntactical examples, see the tmsh help manual for analytics report.
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Options
* device
Specifies a BIG-IP device on which to generate a report. (Enterprise Manager only)
* device-list
Specifies a custom list of BIG-IP devices on which to generate a report. (Enterprise Manager only)
* drilldown
Specifies specific entities that are used as a filter.
* email-addresses
Specifies the list of email addresses to which the report file is sent when using the send-mail command.
o file

Specifies the exported file path to be saved when using the save command. The file name should be
simple (not a full path).

¢ format

Specifies the exported file format to be saved or sent. This option must be specified when using the save
or send-mail commands.

¢ include-others

Specifies that the grand total for the measure is displayed for all entities, except for those shown in the
result. It can be used along with include-total.

¢ include-total

Specifies that a total summary row should be added to the analytics report. For average measures, the
total value is also an average.

e limit

Specifies the maximum number of rows/entities in the output result set/file. The default value is 10, not
including the total row/entity. The maximum value is 1000.

* measures
Specifies a list of measures that can be used with the chosen entity type. The options are:
* avg-active-conns

The average number of actice connections for the selected filter (entity).

e max-active-conns

The max number of active connections for the selected filter (entity).

* total-accepts
The total number of accepted connections for the selected filter (entity).
» total-accept_fails
The total number of denied accept connections for the selected filter (entity).
* total-new-conns
The total number of new connections for the selected filter (entity).
+ total-failed-conns
The total number of failed connections for the selected filter (entity).

» total-expired-conns

The total number of expired connections for the selected filter (entity).
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* total-received-datagrams

The total number of received datagrams for the selected filter (entity).
* total-malformed-datagrams

The total number of malformed datagrams for the selected filter (entity).
* total-icmp-unreachable

The total number of ICMP unreachable for the selected filter (entity).
* total-bad-sum-datagrams

The total number of bad checksum datagrams for the selected filter (entity).
* total-no-sum-datagrams

The total number of 'no checksum' datagrams for the selected filter (entity).
+ total-transmitted-datagrams

The total number of transmitted datagrams for the selected filter (entity).

* order-by

Specifies the measures and sort type (ascending or descending) that will be used to sort the final report.
The value for each measure is a previously chosen measure. The default value for sort type is desc
(descending).

* range

Specifies the time/date range of the analytics information that you want to display. The given results
will reflect the time range chosen here. The default value is the last hour (now--now-1h).

* smtp-config-override

Specifies the SMTP configuration to use when sending reports by email. This overrides the default
SMTP settings.

See Also

show, save, send-mail, tmsh, ltm profile analytics, analytics, analytics report
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report

Displays an vemp analytics report.

Syntax

Show, save or send an analytics vemp report using the syntax shown in the following sections.

Display

process—name ]

interface

show report view-by [ guest | slot
drilldown {
{

entity [ guest | slot | interface | process-name ]
values
{
[value ...]
}
}
}
field-fmt
include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
{
measure [ measure name |
sort-type [ asc / desc ]
}o...
}

range [date range]

Save

process—name ]

interface

save report view-by [ guest | slot
drilldown {
{

entity [ guest | slot | interface | process-name ]
values
{
[value ...]
}
}
}
file [ file name ]
format [ csv-aggregated | csv-time-series | pdf ]
include-total
include-others
limit [number of rows]
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measures {

[measure name ...]
}
order-by {

{

measure [ measure name ]
sort-type [ asc / desc ]
}o...
}

range [date range]

Send

send-mail report view-by [ guest | slot | interface | process-name ]
drilldown {
{

entity [ guest | slot | interface | process-name ]
values

{

[value ...]
}
}
}
email-addresses {
[email address ...]

}
format [ csv-aggregated | csv-time-series | pdf ]
include-total
include-others
limit [number of rows]
measures {
[measure name ...]

}
order-by {
{

measure [ measure name ]
sort-type [ asc / desc ]
b,
}

range [date range]
smtp-config-override [ smtp configuration object name ]

Description

Use this command to generate vemp analytics reports. You can generate a vCMP analytics report for the
following entities:

« slot - Slot ID
+ guest - vCMP Guest name
e interface - vCMP Interface

* process-name - Process name

Different measures are collected for each of these entities and can be a part of the report request.

Examples
show analytics vemp report view-by slot

show analytics vemp report view-by slot drilldown { { entity slot values {5} } }
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send-mail analytics vemp report view-by guest measures { network-bytes-in } limit 20 order-by { {
measure network-bytes-in sort-type desc } } format pdf email-addresses { some.one@someaddress.com

}

For more syntactical examples, see the tmsh help manual for analytics report.

Options
* device
Specifies a BIG-IP device on which to generate a report. (Enterprise Manager only)
* device-list
Specifies a custom list of BIG-IP devices on which to generate a report. (Enterprise Manager only)
* drilldown
Specifies specific entities that are used as a filter.
* email-addresses

Specifies the list of email addresses to which the report file is sent when using the send-mail command.
+ file

Specifies the exported file path to be saved when using the save command. The file name should be
simple (not a full path).

¢ format

Specifies the exported file format to be saved or sent. This option must be specified when using the save
or send-mail commands.

¢ include-others

Specifies that the grand total for the measure is displayed for all entities, except for those shown in the
result. It can be used along with include-total.

¢ include-total

Specifies that a total summary row should be added to the analytics report. For average measures, the
total value is also an average.

e limit

Specifies the maximum number of rows/entities in the output result set/file. The default value is 10, not
including the total row/entity. The maximum value is 1000.

* measures

Specifies a list of measures that can be used with the chosen entity type. The options are:
* network-bytes-in

The total number of external and internal bytes received for the selected filter (entity).
* network-bytes-out

The total number of external and internal bytes sent for the selected filter (entity).
* network-average-in-throughput

The average internal and external received throughput for the selected filter (entity).
* network-average-out-throughput

The average internal and external throughput sent for the selected filter (entity).
* average-guest-cpu-usage

The average number of CPU usage for the selected filter (entity) relative to host CPU.
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diskio-bytes-read

The average number of bytes read from disk for the selected filter (entity).
diskio-bytes-written

The average number of bytes written to disk for the selected filter (entity).
diskio-requests-read

The average number of read requests from disk for the selected filter (entity).
diskio-requests-written

The average number of write requests from disk for the selected filter (entity).
average-process-cpu-usage

The average number of CPU usage for the selected filter (entity) normalized relatively to guest CPU.
traffic-client-new-connections

The total number of client-side new connections for the selected filter (entity).
traffic-client-avg-connections

The average number of client-side connections opened for a selected filter (entity).
traffic-client-packets-in

The total number of client-side received packets for a selected filter (entity).
traffic-client-packets-out

The total number of client-side sent packets for a selected filter (entity).
traffic-client-bytes-in

The total number of client-side received bytes for a selected filter (entity).
traffic-client-bytes-out

The total number of client-side sent bytes for a selected filter (entity).
traffic-server-new-connections

The total number of server-side new connections for the selected filter (entity).
traffic-server-avg-connections

The average number of server-side connections opened for a selected filter (entity).
traffic-server-packets-in

The total number of server-side received packets for a selected filter (entity).
traffic-server-packets-out

The total number of server-side sent packets for a selected filter (entity).
traffic-server-bytes-in

The total number of server-side received bytes for a selected filter (entity).
traffic-server-bytes-out

The total number of server-side sent bytes for a selected filter (entity).
total-assisted-connections

The total number of all hardware accelerated assisted connections for a selected filter (entity).
current-assisted-connections

The average number of all hardware accelerated assisted connections for a selected filter (entity).

hardware-syncookies-generated
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The total number of SYN cookies generated for a selected filter (entity).
hardware-syncookies-detected

The total number of SYN cookies detected for a selected filter (entity).
hw-accel-client-packets-in

The total number of hardware accelerated client-side received packets for a selected filter (entity).
hw-accel-client-packets-out

The total number of hardware accelerated client-side received sent for a selected filter (entity).
hw-accel-client-bytes-in

The total number of hardware accelerated client-side received bytes for a selected filter (entity).
hw-accel-client-bytes-out

The total number of hardware accelerated client-side sent bytes for a selected filter (entity).
hw-accel-client-max-connections

The max number of hardware accelerated client-side connections for a selected filter (entity).
hw-accel-client-new-connections

The total number of hardware accelerated client-side new connections for a selected filter (entity).
hw-accel-client-current-connections

The average number of hardware accelerated client-side opened connections for a selected filter
(entity).

hw-accel-server-packets-in

The total number of hardware accelerated server-side received packets for a selected filter (entity).
hw-accel-server-packets-out

The total number of hardware accelerated server-side received sent for a selected filter (entity).
hw-accel-server-bytes-in

The total number of hardware accelerated server-side received bytes for a selected filter (entity).
hw-accel-server-bytes-out

The total number of hardware accelerated server-side sent bytes for a selected filter (entity).
hw-accel-server-max-connections

The max number of hardware accelerated server-side connections for a selected filter (entity).
hw-accel-server-new-connections

The total number of hardware accelerated server-side new connections for a selected filter (entity).
hw-accel-server-current-connections

The average number of hardware accelerated server-side opened connections for a selected filter
(entity).

tmm-total-ram

The average of total TMM memory for the selected filter (entity).

tmm-used-ram

The average of used TMM memory for the selected filter (entity).

tmm-free-ram

The average of free TMM memory for the selected filter (entity).

other-total-ram
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The average of total other (daemons and kernel) memory for the selected filter (entity).
* other-used-ram

The average of used other (daemons and kernel) memory for the selected filter (entity).
* other-free-ram

The average of free other (daemons and kernel) memory for the selected filter (entity).
* system-total-ram

The average of total system memory for the selected filter (entity).
* system-used-ram

The average of used system memory for the selected filter (entity).
e system-free-ram

The average of free system memory for the selected filter (entity).
* swap-total-ram

The average of total swap memory for the selected filter (entity).
* swap-used-ram

The average of used swap memory for the selected filter (entity).

* swap-free-ram

The average of free swap memory for the selected filter (entity).

* order-by

Specifies the measures and sort type (ascending or descending) that will be used to sort the final report.
The value for each measure is a previously chosen measure. The default value for sort type is desc
(descending).

* range

Specifies the time/date range of the analytics information that you want to display. The given results
will reflect the time range chosen here. The default value is the last hour (now--now-1h).

* smtp-config-override

Specifies the SMTP configuration to use when sending reports by email. This overrides the default
SMTP settings.

See Also

show, save, send-mail, tmsh, ltm profile analytics, analytics, analytics report
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report

Displays an virtual analytics report.

Syntax

Show, save or send an analytics virtual report using the syntax shown in the following sections.

Display

show report view-by [ virtual ]
drilldown {
{
entity [ virtual ]
values
{
[value ...]
}
}
}
field-fmt
include-total
include-others
limit [number of rows]
measures {
[measure name ...]
}
order-by {
{

measure [ measure name |
sort-type [ asc / desc ]
b oo
}

range [date range]

Save

save report view-by [ virtual ]
drilldown {
{

entity [ virtual ]

values
{
[value ...]
}
b ooo
}
file [ file name ]
format [ csv-aggregated | csv-time-series | pdf ]

include-total
include-others
limit [number of rows]
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measures {

[measure name ...]
}
order-by {

{

measure [ measure name ]
sort-type [ asc / desc ]
}o...
}

range [date range]

Send

send-mail report view-by [ virtual ]
drilldown {
{
entity [ virtual ]
values
{
[value ...]
}
J ooo
}
email-addresses {
[email address ...]

}
format [ csv-aggregated | csv-time-series | pdf ]
include-total
include-others
limit [number of rows]
measures {
[measure name ...]

}
order-by {
{

measure [ measure name ]
sort-type [ asc / desc ]
b,
}

range [date range]
smtp-config-override [ smtp configuration object name ]

Description

Use this command to generate virtual analytics reports. You can generate a VIP analytics report for the
following entities:

e virtual - Virtual Server

Different measures are collected for each of these entities and can be a part of the report request.

Examples
show analytics virtual report view-by virtual
show analytics virtual report view-by virtual drilldown { { entity virtual values { 172.12.34.67 } } }

send-mail analytics virtual report view-by virtual measures { total-server-packets-in } limit 20 order-by
{ { measure total-server-packets-in sort-type desc } } format pdf email-addresses {
some.one@someaddress.com }

For more syntactical examples, see the tmsh help manual for analytics report.
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Options

device

Specifies a BIG-IP device on which to generate a report. (Enterprise Manager only)

device-list

Specifies a custom list of BIG-IP devices on which to generate a report. (Enterprise Manager only)
drilldown

Specifies specific entities that are used as a filter.

email-addresses

Specifies the list of email addresses to which the report file is sent when using the send-mail command.

file

Specifies the exported file path to be saved when using the save command. The file name should be
simple (not a full path).

format

Specifies the exported file format to be saved or sent. This option must be specified when using the save
or send-mail commands.

include-others

Specifies that the grand total for the measure is displayed for all entities, except for those shown in the
result. It can be used along with include-total.

include-total

Specifies that a total summary row should be added to the analytics report. For average measures, the
total value is also an average.

limit

Specifies the maximum number of rows/entities in the output result set/file. The default value is 10, not
including the total row/entity. The maximum value is 1000.

measures
Specifies a list of measures that can be used with the chosen entity type. The options are:
+ total-client-packets-in

The total number of client-side received packets for the selected filter (entity).

+ total-client-packets-out

The total number of client-side sent packets for the selected filter (entity).

* total-server-packets-in
The total number of server-side received packets for the selected filter (entity).
* total-server-packets-out
The total number of server-side sent packets for the selected filter (entity).
* total-client-bits-in
The total number of client-side received bits for the selected filter (entity).
* total-client-bits-out
The total number of client-side sent bits for the selected filter (entity).
* total-server-bits-in

The total number of server-side received bits for the selected filter (entity).
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+ total-server-bits-out

The total number of server-side sent bits for the selected filter (entity).
* total-client-conns

The total number of client-side connections for the selected filter (entity).
+ avg-client-concurrent-conns

The average number of client-side concurrent connections for the selected filter (entity).
* max-client-concurrent-conns

The max value of client-side concurrent connections for the selected filter (entity).
* total-server-conns

The total number of server-side connections for the selected filter (entity).
* avg-server-concurrent-conns

The average number of server-side concurrent connections for the selected filter (entity).
* max-server-concurrent-conns

The max value of server side concurrent connections for the selected filter (entity).
* total-syncookies

The total number of syncookies for the selected filter (entity).
* total-syncookies-accepts

The total number of accepted syncookies for the selected filter (entity).
» total-syncookies-rejects

The total number of rejected syncookies for the selected filter (entity).
* total-hw-syncookies

The total number of HW syncookies for the selected filter (entity).
+ total-hw-syncookies-accepts

The total number of accepted HW syncookies for the selected filter (entity).

* order-by

Specifies the measures and sort type (ascending or descending) that will be used to sort the final report.
The value for each measure is a previously chosen measure. The default value for sort type is desc
(descending).

* range

Specifies the time/date range of the analytics information that you want to display. The given results
will reflect the time range chosen here. The default value is the last hour (now--now-1h).

* smtp-config-override

Specifies the SMTP configuration to use when sending reports by email. This overrides the default
SMTP settings.

See Also

show, save, send-mail, tmsh, Itm profile analytics, analytics, analytics report
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acl

Manages an access control list (ACL).

Syntax
Configure the acl component within the apm module using the syntax shown in the following sections.

Create/Modify

create acl [name]

modify acl [name]
acl-order [integer]
app-service [[string] | none]
description [[string] | none]
entries {

{

action [allow | continue | discard | reject | unspec]
dst-end-port [[service] | none]
dst-start-port [[service] | none]
dst-subnet [[ip addr] | [[ip addr] [mask]]
host [[string] | none]
log [config | none | packet | summary | verbosel]
paths [[string] | none]

protocol [integer]
scheme [any | http | https}

src-end-port [[service] | none]

src-start-port [[service] | none]

src-subnet [[ip addr] | [[ip addr] [mask]]
}

}

location-specific [true | false]

path-match-case [false | true]
type [dynamic | static]

Display

list acl

list acl [ [ [name] | [glob] | [regex] ] ... ]
all-properties
non-default-properties
partition

Delete

delete acl [name]
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Description

You can use the acl component to configure a set of restrictions associated with a resource or favorite that
defines access for users and groups.

Examples

create acl MyACL { acl-order 3 entries src-start-port ip default inet dst-end-port ip default inet
action allow }

Creates the static access control list named MyACL that is the third ACL in the list of ACLs in the
visual policy editor, and adds an access control entry that allows traffic using the default source IP
address and the default destination IP address.

list acl all-properties

Displays a list of ACLs that includes the attributes of each ACL.
delete acl MyACL

Deletes the MyACL access control list.

Options

acl-order
Specifies the order of the access control entries in this access control list. This option is required.
app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

description

Describes the access control list.

entries

Configures an entry for an access control list.
* action

Specifies the action that an access control list takes when this access control list entry is encountered.
This option is required. You can specify one of the following actions:

e allow
Allows traffic.
e continue

Skips checking against the remaining access control list entries in this access control list, and
continues evaluation at the next access control list.

* discard
Drops packets silently.
* reject
Drops a packet and sends TCP RST on TCP flows or proper ICMP messages on UDP flows.
Silently drops a packet on other protocols.
* dst-end-port

Specifies the destination IP address and network mask of the access control list entry. The default
is 0.
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* dst-start-port
Specifies the source port or range of ports of the access control list entry.
* dst-subnet
Specifies the destination subnet.
* host
Specifies the host name of the access control list entry.
* location-specific

Specifies whether or not this object contains one or more attributes with values that are specific to
the location where the BIG-IP device resides. The location-specific attribute is either true or false.
When using policy sync, mark an object as location-specific to prevent errors that can occur when
policies reference objects, such as authentication servers, that are specific to a certain location.

* log
Specifies the log level that is logged when actions of this type occur. Your options are:
* config
Logs the configuration of a matched entry.
* none
Logs nothing. This is the default value.
* packet
Logs a matched packet.
e summary

Logs the name and entry number of a matched access control list and access control list entry.

* verbose
Logs everything.
* paths

Specifies an L7 access control list of matching URL paths.
* protocol
Specifies the protocol number (TCP=6, UDP=17) of the access control list entry. The default is 0.
* src-end-port
Specifies the source IP address and network mask of the access control list entry.
e src-start-port
Specifies the source port or range of ports of the access control list entry.
* src-subnet

Specifies the source subnet.

[name]

Specifies the name of the access control list. This setting is required.

partition

Displays the partition within which the object resides. The default is Common.
path-match-case

Indicates whether the path is case sensitive. The default is true.

211



APM

* type

Specifies the type of access control list. The default is static. The available types are static and dynamic.

apm-avr-config

Configures AVR overview/statistics settings for Secure Web Gateway Functionality

Syntax

Configure an apm-avr-config component within the apm module using the syntax shown in the following
sections.

Modify

The AVR Configuration consists of the following information: boolean flag to turn off data collection by
AVR; Boolean flag to turn off sampling by AVR; Both are on by default. No create or delete function is
allowed.

modify apm-avr-config apm-avr-config {
avr-collect-data [true | false]
avr-sampling [true | false]
}

Display

list apm-avr-config
list apm-avr-config [ [ [name] | [glob] | [regex] ] ... ]
all-properties
non-default-properties
one-line
partition

Description

Configures AVR Configuration for SWG Statistical Reporting

Examples
modify apm-avr-config apm-avr-config { avr-collect-data false }

Modify apm-avr-config by setting avr collect data to false.

Options
* avr-collect-data

Specifies whether data should be collected or not for statistical reporting.
+ avr-sampling

Specifies whether sampling should be turned on or off.
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Shows the session information related to apm license.

Syntax

Displays the apm license information.

Display

show apm license

Description

APM module license is based on the session count depending on the platform. This module shows the total
session information for access, ccu (connectivity), swg, swg limited and the currently used sessions for
access, ccu, swg, swg limited. In addition, the statistics include the threshold percent for all the sessions.

Examples

show apm license

Displays the apm license usage information.

total access sessions

Total access sessions for BIG-IP. This number is based on the license and platform type.

current active sessions

The number of access sessions that are currently in use.
current established sessions

Total number of currently established sessions.

access sessions threshold percent

Access sessions threshold warning percent set by the user. The default is 75%.

total connectivity sessions

Total connectivity sessions (ccu) for BIG-IP. This number is based on the license and platform type.

current connectivity sessions

The number of connectivity sessions (ccu) that are currently in use.

connectivity sessions threshold percent

Connectivity sessions threshold warning percent set by the user. The default is 75%.

total swg sessions

Total swg sessions for BIG-IP. This number is based on the subscription-based swg license.

current swg sessions

The number of swg sessions that are currently in use.

swg sessions threshold percent

SWG sessions threshold warning percent set by the user. The default is 75%.

total swg limited sessions

213



APM

Total swg limited sessions for BIG-IP. This number is based on the license and platform type.

* current swg limited sessions

The number of swg limited sessions that are currently in use.

» swg limited sessions threshold percent

SWG limited sessions threshold warning percent set by the user. The default is 75%.

log-setting

Configures log configurations for various features in APM, such as URL Filter/Classification (URL Filter).

Syntax

Configure the log-setting component within the <apm> module using the syntax shown in the following
sections.

Create/Modify

Consider log-setting as a container for log configurations belonging to different features. At this time URL
Filter is the only feature with a log setting.

create log-setting [name]
modify log-setting [name]
description
url-filters [add | delete | modify | replace-all-with] {
[item name] {
filter { log-allowed-url [true|false] log-blocked-url [true|false] }
publisher [string]
}
}
access [add | delete | modify | replace-all-with] {
[item name] {
log-level {
access-control [emerg|alert|crit|err|warn|notice|info]|debug]
access-per-request [emerg|alert|crit|err|warn|notice|infol|debug]
apm-acl [emergl|alert|crit|err|warn|notice|infol|debug]
eca [emerg|alert|crit|err|warn|notice|info|debug]
sso [emerg|alert|crit|err|warn|notice|info|debug]
swg [emerg|alert|crit|err|warn|notice|info|debug]
}
publisher [string]
}

Display

list log-setting
list log-setting [ [ [name] | [glob]l | [regex] 1 ... ]
all-properties
non-default-properties
one-line
partition

Description

Configures a container for log configurations.
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NOTE: Each container can enclose log configurations for many different features. However, each feature
can only have one log configuration in a container.

NOTE: For the log configuration to take effect, the log-setting must be associated with an access profile
(See man page for apm access profile).

NOTE: A log-setting container cannot be deleted if it is associated with an access profile.

Examples
create log-setting my-log-cfg
Creates a container without any log configuration.

create log-setting my-log-cfg url-filters add { my-urlf { filter { log-allowed-url true } publisher
my-publisher } }

Creates a container with a log configuration for the URL Filter feature. At this version, URL Filter is the
only feature with a log configuration.

modify log-setting my-log-cfg url-filters modify { my-urlf { publisher my-other-publisher } }
Modify the publisher of a log configuration.

modify log-setting my-log-cfg url-filters modify { my-urlf { filter { log-allowed-url false } } }
Modify the setting of a log filter

create log-setting my-log-cfg access add { my-access { publisher my-publisher } }

Creates a container with a log configuration for APM logging.

modify log-setting my-log-cfg access modify { my-access { log-level { access-control debug } } }

Modify the log level for module access-control.

Options
* description
Specifies a unique description for the log-setting container.
+ urlfilters
This is the list to store log configurations for the URL Filter feature.
* item name

Specifies the name of the log configuration to be added to the list url-filters. Currently, the list supports
only one item.

o filter

Specifies the value for different log filters. In particular, URL Filter log configuration has two filters:
log-allowed-url [true|false] log-blocked-url [true|false]

* publisher
Specifies the publisher of the log configuration. See sys log-config publisher.

¢ access

This is the list to store log configurations for APM logging.

* log-level

This is the list of log level settings for different modules in the APM family.
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See Also

apm profile access and sys log-config

swg-scheme

Configures SWG Scheme

Syntax

Configure a swg-scheme component within the apm module using the syntax shown in the following
sections.

Create/Modify

Each swg-scheme consists of the following.

create swg-scheme [name]

app-service [[string] | none]
description [[string] | none]
modify swg-scheme [name]
app-service [[string] | none]
description [[string] | none]
Display

list swg-scheme
list swg-scheme [ [ [name] | [glob] | [regex] ] ... ]
all-properties
non-default-properties
one-line
partition

Description

Configures an swg-scheme object

Examples

create apm swg-scheme schemel { app-service none description "My SWG Scheme" }
Creates a new swg-scheme.

modify swg-scheme schemel { description "My SWG Scheme" }

Modify a swg-scheme by modifying its description string.

Options

e app-service
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Specifies the application service to which the object belongs. The default value is none. Note: If the
strict-updates option is enabled on the Application Service that owns the object, you cannot modify
or delete the object. Only the Application Service can modify or delete the object.

+ description

Specifies a user-defined description for the swg scheme.

See Also

apm url-filter

Configures URL filters for URL classification and filtering

Syntax

Configure a url-filter component within the apm module using the syntax shown in the following sections.

Create/Modify

Each url-filter consists of two url-category lists: a list of allowed URL categories and a list of blocked URL

categories. The requests for URLs contained in the allowed list are allowed to pass unfettered, whereas

requests for URLs in the blocked list will not go out into the Internet.

create url-filter [name]
allowed-categories [add | delete
[string]
}
blocked-categories [add | delete
[string]
}

modify url-filter [name]
allowed-categories [add | delete
[string]
}
blocked-categories [add | delete
[string]
}

Display

list url-filter

list url-filter [ [ [name] | [glob]
all-properties
non-default-properties
one-line
partition

| modify

| modify

| modify

| modify

| [regex]

replace-all-with]

replace-all-with]

replace-all-with]

replace-all-with]
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Cp

cp url-filter [source-name] [target-name]

Description
Configures a url-filter

NOTE: A url-filter can have a large number of URL categories in each list. To facilitate the creation of
url-filter, you can create a new url-filter by copying from an existing url-filter. Then modify each list by
adding or removing url-categories to suit your needs.

Examples

create url-filter my-url-filter allowed-categories add { Business_and_Economy Education }
blocked-categories add { Adult_Content Shopping }

Creates a new url-filter.

modify url-filter my-own-filter allowed-categories delete { Education }
Modify a url-filter by deleting a URL category from the allowed list.

cp url-filter existing-filter another-filter

Create a new url-filter by copying from an existing filter.

Options
+ allowed-categories

Specifies the URL categories that should be allowed to pass.

* description

Specifies a unique description for the URL filter.

* Dblocked-categories

Specifies the URL categories that should be blocked.

See Also

sys url-db download-result sys url-db download-schedule and sys url-db url-category
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active-directory

Manages an authentication access policy (AAA) Active Directory(r) server.

Syntax

Configure the active-directory component within the aaa module using the syntax shown in the following
sections.

Create/Modify

create active-directory [name]
modify active-directory [name]

admin-encrypted-password [[string] | none]

admin-name [[string] | none]

app-service [[string] | none]

cleanup-cache [pso | group | none]

description [[string] | none]

domain [[string] | none]

domain-controller [[string] | none]

domain-controllers [add | delete | modify | replace-all-with] {
[name] {

ip [ip address]

}
}
group-cache-ttl [integer]
domain-controllers none
location-specific [true | false]
pool [name]
pso-cache-ttl [integer]
padata [encryption type]
timeout [integer]

edit active-directory [ [ [name] | [glob] | [regex] ] ... ]
all-properties
non-default-properties

Display

list active-directory
list active-directory [ [ [name] | [glob] | [regex] ] ... ]
all-properties
app-service
non-default-properties
one-line
partition
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Delete

delete active-directory [name]

Description

You can use the active-directory component to manage an AAA Active Directory server. The Active
Directory is a network structure supported by Windows(r) 2000, or later, that provides support for tracking
and locating any object on a network.

Examples

* create active-directory MyADserver { domain-controller "server0l.company.com domain
"company.com " admin-name "administrator" admin-encrypted-password "!My123Password"

}

Creates the AAA Active Directory server named MyADserver in the company.dom domain, sets the
administrator logon name to administrator and the administrator password to !My123Password, and
sets the Key Distribution Center to company.com.

* delete active-directory MyActiveDirectoryServer

Deletes the AAA Active Directory server named MyActiveDirectoryServer from the system.

Options
* admin-encrypted-password

Specifies the password associated with admin name. This option is required only when you are using
an Active Directory Query agent with this Active Directory server object.

¢ admin-name

Specifies the user name that has administrative permissions on an AAA Active Directory server. This
option is required only when you are using an Active Directory Query agent with this Active Directory
server object.

e app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

* cleanup-cache
Specifies if this is a cache cleanup request. You can cleanup Group cache or PSO cache.
+ description
Specifies a description for the component. The default is none.
* domain
Specifies the Active Directory domain name. This setting is required.
* [name]
Specifies the name of an AAA Active Directory server. This setting is required.
* domain-controller

Specifies the fully qualified domain name (FQDN) of the domain contoller for the domain specified in
the domain option. The default is none.

¢ domain-controllers
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Adds, deletes, or replaces a set of domain controllers, by specifying an FQDN for each entry. You can
configure the following options for each domain controller:

L] ip
An IP address for specified domain controller entry.

* group-cache-ttl

Specifies group cache lifetime in days [0..1825]. The default value is 30. If you specify group cache
lifetime 0, that means cache will be updated on every request.

* pso-cache-ttl

Specifies password security objects (PSO) Cache lifetime in days [0..1825]. The default value is 30. If
you specify PSO cache lifetime 0, that means cache will be updated on every request.

* location-specific

Specifies whether or not this object contains one or more attributes with values that are specific to the
location where the BIG-IP device resides. The location-specific attribute is either true or false. When
using policy sync, mark an object as location-specific to prevent errors that can occur when policies
reference objects, such as authentication servers, that are specific to a certain location.

* pool

Specifies the name of the pool with which the server is associated. The default is none.
+ partition

Displays the partition within which the component resides. The default is Common.
* padata

Specifies a Kerberos preauthentication encryption type. If it is specified, the BIG-IP system includes
Kerberos preauthentication data within the first AS-REQ. If you do not need to include preauthentication
data, set this option to "none". Supported encryption types: none, des-cbc-crc, des-cbe-md5,
aes128-cts-hmac-shal-96, aes256-cts-hmac-shal-96, rc4-hmac. The default is rc4-hmac.

e timeout

Specifies a timeout interval (in seconds) after which an AAA Active Directory server closes a connection.
The default is 15.

active-directory-trusted-domains

Manages authentication access policy (AAA) Active Directory(r) Trusted Domains.

Syntax

Configure the active-directory-tusted-domains component within the aaa module using the syntax shown
in the following sections.

Create/Modify

create active-directory-trusted-domains [name]
modify active-directory-trusted-domains [name]
app-service [[string] | none]
description [[string] | none]
root-domain [string]
trusted-domains [add | delete | modify | replace-all-with] {
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{

active-directory [name]

}

edit active-directory-trusted-domains [ [ [name] | [glob] | [regex] ] ... ]
all-properties
non-default-properties

Display

list active-directory-trusted-domains
list active-directory-trusted-domains [ [ [name] | [glob] | [regex] ] ... ]
all-properties
app-service
non-default-properties
one-line
partition

Delete

delete active-directory-trusted-domains [name]

Description

You can use the active-directory-trusted-domains component to manage AAA Active Directory Trusted
Domains. You can use this object to configure cross-domain authentication across a forest. It also allows
to configure Active Directory(r) agents to work in a Route Domains environment.

Examples

create active-directory-trusted-domains MyTRD { trusted-domains { myDomainl myDomain2
myDomain3 } root-domain /Common/myDomain2 }

Creates an object named MyTRD, sets domains myDomainl, myDomain2, myDomain3 as trusted and
the root-domain is set to myDomain2. To use this example you need to have Active Directory servers
myDomainl, myDomain2 and myDomain3 pre-configured.

delete active-directory MyTRD
Deletes the AAA Active Directory Trusted Domains named MyTRD from the system.

Options

app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

description
Specifies a user-defined description for the Active Directory Trusted Domains.
root-domain

Specifies an entry point to an Active Directory forest. An initial authentication request will always to
be sent to root domain first. This setting is required.



Traffic Management Shell (tmsh) Reference Guide

¢ trusted-domains

Specifies a list of AAA Active Directory server components. Trust relationships should be defined for
domains you add into this list. This setting is required.

See Also

active-directory

crldp

Configure a Certificate Revocation List Distribution Point (CRDLP) server object for implementing a
CRLDP authentication module.

Syntax
Configure the erldp component within the aaa module using the syntax shown in the following sections.

Create/Modify

create crldp [name]
modify crldp [name]
address [ip addr]

allow-nullcrl [true | false]
app-service [[string] | none]
base-dn [[string> | none]
cache-expire [[integer] | none]
connection-timeout [[integer] | none]
description [[string> | none]
location-specific [true | false]
pool [name]
port [[integer] | none]
reverse-dn [true | false]
use-issuer [true | false]
use-pool [enabled | disabled]
verify-sig [true | false]

edit crldp | [glob] | [regex] ] ... ]

all-properties
non-default-properties

Display

list crldp
list crldp [ [ [name] | [glob] | [regex] 1 ... ]
all-properties
app-service
non-default-properties
one-line
partition
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Delete

delete crldp [name]

Description

Configure a CRLDP authentication server, and then assign the server to the CRLDP auth agent in your
access policy.

Examples

* create crldp aaa-ldap-2027 { address 172.27.32.60 allow-nullcrl false base-dn
DC=net,DC=aina,DC=test cache-expire 1000 connection-timeout 15 description none partition
Common pool aaa-ldap-2027-pool port ldap reverse-dn true use-issuer false use-pool disabled
verify-sig true }

Creates a CRLDP server named aaa-ldap-2027.
* delete crldp server my_crldp_server

Deletes the CRLDP server named my_crldp_server.

Options
* address

Specifies the IP address of the server. This option is required.
* allow-nullerl

Specifies whether to consider a null CRL from the CRLDP server a successful authentication. The
default is false.

e app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

¢ base-dn

Specifies the LDAP base directory name for certificates that specify the CRL distribution point in

directory name (dirName) format. Used when the value of the X509v3 attribute crlDistributionPoints
is of type dirName. In this case, the BIG-IP system attempts to match the value of the crIDistributionPoints
attribute to the Base DN value. An example of a Base DN value is en=Ixxx,dc=f5,dc=com.

* cache-expire

Specifies (in seconds) an update interval for CRL distribution points. The update interval for distribution
points ensures that CRL status is checked at regular intervals, regardless of the CRL timeout value. This
helps prevent CRL information from becoming outdated before the Access Policy Manager checks the
status of a certificate.

¢ connection-timeout

Specifies the number of seconds of inactivity the system allows before the connection times out. The
default is 15.

e description
Specifies a unique description for the server. The default is none.
* partition

Displays the partition within which the component resides.
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* location-specific

Specifies whether or not this object contains one or more attributes with values that are specific to the
location where the BIG-IP device resides. The location-specific attribute is either true or false. When
using policy sync, mark an object as location-specific to prevent errors that can occur when policies
reference objects, such as authentication servers, that are specific to a certain location.

*  pool

Specifies the name of the pool with which the server is associated.
* port

Specifies the CRLDP service port. The default is 389.
* reverse-dn

Specifies in which order the system is to attempt to match the Base DN value to the value of the X509v3
attribute crlDistributionPoints. Possible values are enabled and disabled. When set to enabled, the system
matches the base DN from left to right, or from the beginning of the DN string, to accomodate dirName
strings in certificates such as C=US,ST=WA,L=SEA,OU=F5,CN=xxx. The default value is false.

e use-issuer

Specifies whether the CRL distribution point is extracted from the certificate of the client certificate
issuer. The default is false.

* use-pool

Enables or disables high availability between CRLDP servers. When enabled, Access Policy Manager
sends CRLDP authentication requests for the associated CRLDP auth agent to the virtual server, and
standard pool behavior is used to implement high availability for CRDLP.

» verify-sig

Specifies whether the signature on the received CRL is verified. The default if true.

endpoint-management-system

Manages an integration with a remote Mobile Device Management (MDM) server.

Syntax

Configure the endpoint-management-system component within the aaa module using the syntax shown
in the following sections.

Create/Modify

create endpoint-management-system [name]
type [airwatch | fiberlink]
fgdn [string]
port [port]
serverssl-profile [name]
description [[string] | none]
username [string]
password [string]

mdm-token [[string] | none]
billing-id [[string] | none]
application-id [[string] | none]
access-key [[string] | none]
platform [[string] | none]
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app-version [[string] | none]
sync-interval [[integer] | none]
location-specific [true | false]

modify endpoint-management-system [name]
fgdn [string]
port [port]
serverssl-profile [name]
description [[string] | none]
username [string]
password [string]
mdm-token [[string] | none]
billing-id [[string] | none]
application-id [[string] | none]
access-key [[string] | none]
platform [[string] | none]
app-version [[string] | none]
sync-interval [[integer] | none]
location-specific [true | false]

edit endpoint-management-system [ [ [name] | [glob] | [regex] ] ... ]
all-properties
non-default-properties

Display

list endpoint-management-system
list endpoint-management-system [ [ [name] | [glob] | [regex] ] ... ]
all-properties
app-service
non-default-properties
one-line
partition

Delete

delete endpoint-management-system [name]

Description

You can use the endpoint-management-system component to manage an integration with remote Mobile
Device Management (MDM) server.

Examples

* create endpoint-management-system MyEndpointManagementSystem { type airwatch fqdn
"server(01l.company.com" port 443 serverssl-profile serverssl username "administrator" password
"!My123Password" mdm-token "token" }

Creates the endpoint management system named MyEndpointManagementSystem with MDM API
URL server01.company.com:port, sets serverssl-profile to serverssl, sets the MDM administrator user
name to administrator and the password to !My123Password, and sets the API token to token.

* delete endpoint-management-system MyEndpointManagementSystem

Deletes the endpoint management system named MyEndpointManagementSystem from the system.
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Options

[name]

Specifies the name for the endpoint management system. This setting is required.
type

Specifies the type of endpoint management system: airwatch or fiberlink. This setting is required.
fqdn

Specifies the fully qualified domain name. This setting is required.

port

Specifies the port number. Default is 443

serverssl-profile

Specifies the server SSL profile. This setting is required.

description

Specifies a description for the component. The default is none.

username

Specifies the user name of the MDM administrator. This setting is required.
password

Specifies the password the MDM administrator uses to log in. This setting is required.
mdm-token

Specifies the API token.

billing-id

Specifies the billing ID for the user's Fiberlink account.

application-id

Specifies the application ID provided by Fiberlink.

access-key

Specifies the access key provided by Fiberlink.

platform

Specifies the platform version of the Fiberlink console.

app-version

Specifies the current version number of the application that corresponds to the account.
sync-interval

Specifies the length of time it takes for the synchronization to complete. The default is 240 minutes.
location-specific

Specifies whether or not this object contains one or more attributes with values that are specific to the
location where the BIG-IP device resides. The location-specific attribute is either true or false. When
using policy sync, mark an object as location-specific to prevent errors that can occur when policies
reference objects, such as authentication servers, that are specific to a certain location.
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Specify an http server configuration used for authentication.

Syntax

Configure the http component within the aaa module using the syntax shown in the following sections.

Create/Modify

create http [name]
modify http [name]
app-service [[string] | none]
auth-type [form-based | basic-ntlm | custom-post]
content-type [xml-utf8 | url-encoded-utf8 | none]
custom-body [[string] | none]
description [[string] | none]
follow-redirect [integer]
form-action [[string] | none]
form-fields [[string] | none]
form-method [get | post]
form-params [[string] | none]
form-password [[string] | none]
form-username [[string] | none]
headers [add | delete | modify | replace-all-with | none] {
[name] {

app-service [[string] | none]

hname [[string] | none]

hvalue [[string] | none]

}

}
location-specific [true | false]
start-uri [[string] | none]
success-match-type [url | cookie | string | exact-cookie]
success-match-value [[string] | none]

edit http [ [ [name]
all-properties
non-default-properties

[glob] | [regex] 1 ... ]

Display

list http
list http [ [ [name] | [glob] | [regex] ] ... ]
all-properties
app-service
non-default-properties
one-line
partition

Delete

delete http [name]
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Description

You can use the http component to create and manage AAA HTTP servers.

Examples

create http myHttpServer { start-uri '"http://mycompany.com/" auth-type basic-ntlm }

Creates an HTTP authentication server named "myHttpServer" with a starting URI of
http://mycompany.com.

delete http myHttpServer
Deletes the myHttpServer AAA HTTP server.

Options

app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

auth-type
Specifies the type of authentication you want to use.
* form-based

Specifies the authentication type to be form-based.
* basic-ntlm

Specifies the authentication type to be basic-ntlm.
* custom-post

Specifies the authentication type to be custom-post.

content-type

Specifies the encoding (xml-utf8, url-encoded-utf8, or none) for an HTTP custom post. If you specify
'none', you must use the headers option to add a custom header. In addition to specifying a custom
header, you must apply your own encoding through an iRule.

custom-body

Specifies the body for a HTTP Custom Post.

description

Specifies a unique description for the server. The default is none.

follow-redirect

Specifies the number of pages away from the landing page the request should travel before failing.
form-action

Specifies the complete destination URL to process the form using HTTP form-based authentication.
This is optional. If you do not specify a form action, then Access Policy Manager will use the URI from
the request to perform HTTP form-based authentication.

form-fields

Specifies the hidden form parameters that are required by the authentication server logon form at your
location. The default is none. Specify a parameter name, a space, and the parameter value, if any. Multiple
parameters can be configured with each "name value" pair in one line. Use edit to add multiple parameters.
Please note that create and modify do not allow using new line on the terminal.
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form-method

Specifies the form method you want to use for the form-based HTTP authentication. The value is either
Get or POST. The default is POST. However, if you specify GET, the Access Policy Manager will force
the authentication using HTTP GET rather than perform authentication using form-based POST.

form-password

Specifies the parameter names used by the form you are sending the POST request to.
form-username

Specifies the parameter names used by the form you are sending the POST request to.

headers

Specifies the name and value of the header content to be inserted in an HTTP Post. The options are:
e app-service

Specifies the name of the application service to which the HTTP header belongs. The default value
is none. Note: If the strict-updates option is enabled on the application service that owns the object,
you cannot modify or delete the HTTP header. Only the application service can modify or delete the
HTTP header.

e  hname
The name of the HTTP header.
¢ hvalue

The value of the HTTP header.

location-specific

Specifies whether or not this object contains one or more attributes with values that are specific to the
location where the BIG-IP device resides. The location-specific attribute is either true or false. When
using policy sync, mark an object as location-specific to prevent errors that can occur when policies
reference objects, such as authentication servers, that are specific to a certain location.

[name]

Specifies the name of the aaa http server. This option is required.

partition

Displays the partition within which the component resides. The default is Common.
start-uri

Specifies a URL resource, for example, http:/plum.tree.lab2.sp.companynet.com/. This resource must
respond with a challenge to a non-authenticated request.

success-match-type

Specifies the method your authentication server uses and determines the option definition used for this
field. The field toggles according to your selection.

e cookie

Specifies any string in cookie is required.
+ exact-cookie

Specifies key fields in cookie is required.
+ string

Specifies a specific string is required.
e url

Specifies a URL is required.



Traffic Management Shell (tmsh) Reference Guide

* success-match-value

Specifies the URL, any string in cookie, exact cookie or specific string used for the specific success
match type you see.

kerberos

Configures a Kerberos server.

Syntax
Configure the kerberos component within the aaa module using the syntax shown in the following sections.

Create/Modify

create kerberos [name]
modify kerberos [name]

options
auth-realm [[string] | none]
app-service [[string] | none]
keytab-file-obj [[string] | none]
location-specific [true | false]
service-name [[string] | none]
edit kerberos | [glob] | [regex] ] ... ]

all-properties
non-default-properties

Display

list kerberos
list kerberos [ [ [name] | [glob] | [regex] ] ... ]
all-properties
app-service
non-default-properties
one-line
partition

Delete

delete kerberos [name]

Description

You can use the kerberos component to create and manage AAA Kerberos servers. Use the Kerberos
authentication server to configure authentication for the Access Policy Manager. A client retrieves credentials
from the domain controller and passes those credentials to the Access Policy Manager. Then Access Policy
Manager uses the value in the keytab-file-obj option of the Kerberos AAA server object to verify the
credentials. Access Policy Manager system does not have to reside in the domain.
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Examples

delete kerberos my_kerberos

Deletes the server named my_kerberos.

Options

auth-realm

Specifies a Kerberos auth realm name (administrative name), such as user@realm.com to establish the
boundaries within which an authentication server has the authority to authenticate a user, host, or service.
Kerberos clients manually map DNS domain names to Kerberos realm names. This option is required.

app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

keytab-file-obj

Specifies a keytab file that contains the keys (derived from the Kerberos password) that the server uses
to authenticate the client. This option is required.

location-specific

Specifies whether or not this object contains one or more attributes with values that are specific to the
location where the BIG-IP device resides. The location-specific attribute is either true or false. When
using policy sync, mark an object as location-specific to prevent errors that can occur when policies
reference objects, such as authentication servers, that are specific to a certain location.

[name]

Specifies the name of an AAA Kerberos server. This option is required.
partition

Displays the partition within which the component resides.
service-name

Specifies the Kerberos service name defined inside KDC in the format service
name/hostname@kerberosrealm. This option is required, for example, HTTP.

kerberos-keytab-file

232

Manages a Kerberos keytab file.

Syntax

Configure the kerberos-keytab-file component within the aaa module using the syntax shown in the
following sections.

Create/Modify

create kerberos-keytab-file [name]
modify kerberos-keytab-file [name]
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app-service [[string] | none]
source-path [string]

edit kerberos-keytab-file | [glob] | [regex] ] ... ]
all-properties
non-default-properties

Display

list kerberos-keytab-file
list kerberos-keytab-file [ [ [name] | [glob] | [regex] ] ... ]
all-properties
app-service
non-default-properties
one-line
partition

Delete

delete kerberos-keytab-file [name]

Description

You can use the kerberos-keytab-file component to create and manage a Kerberos Keytab file.

Examples

* create kerberos-keytab-file my_keytab { source-path file:/root/apmkeytab }
Creates a Kerberos Keytab file name my_keytab located at root/apmkeytab.

* delete kerberos-keytab-file my_keytab
Deletes the Kerberos Keytab file name my_Kkeytab.

Options
+ app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

* source-path
Specifies the location of the Kerberos Keytab file.
+ partition

Displays the partition within which the component resides.

See Also

apm aaa kerberos, apm policy agent kerberos
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Manages an AAA LDAP server.

Syntax
Configure the ldap component within the aaa module using the syntax shown in the following sections.

Create/Modify

create ldap [name]
modify ldap [name]

address [[ip addr] | none]

admin-dn [[string] | none]

admin-encrypted-password [[string] | none]

app-service [[string] | none]

base-dn [string]

description [[string] | none]

is-ldaps [false | true]

location-specific [true | false]

pool [name]

port [[service] | none]

schema-attr {
group-member [[string] | none]
group-member-value [[string] | none]
group-memberof [[string] | none]
group-object-class [[string]]
user-memberof [[string] | none]

user-object-class [string]
}
serverssl-profile [none | serverssl | serverssl-insecure-compatible |
wom-default-serverssl]
timeout [integer]
use-pool [enabled | disabled]

edit ldap [ [ [name] | [glob] | [regex] ] ... ]
all-properties
non-default-properties

Display

list ldap
list 1ldap [ [ [name] | [glob] | [regex] ] ... 1]
all-properties
app-service
non-default-properties
one-line
partition

Delete

delete ldap [name]
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Description

You can use the ldap component to create and manage an AAA LDAP server.

Examples

create ldap MyLDAPserver { address 172.30.6.144 admin-dn
""ecn=administrator,cn=users,dc=company,dc=companynet,dc=com" admin-encrypted-password
"IMyPassword" }

Creates the AAA LDAP server named MyLDAPserver that is assigned the IP address 172.30.6.144
and the cn=administrator,cn=users,dc=company,dc=companynet,dc=com admin dn with a password
of !MyPassword.

delete ldap MyLDAPServer
Deletes the AAA LDAP server named MyLDAPServer from the system.

Options

address

Specifies the IP address of an AAA LDAP server. This option is required.

admin-dn

Specifies the Container Distinguished Name (DN) to use for authentication. This option is required.
admin-encrypted-password

Specifies the password for admin name. This option is required.

app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

base-dn

Specifies the base DN from which to search. This search DN is used to search groups across a whole
directory.

group-cache-ttl
Specifies a lifetime for the group cache (days).
cleanup-cache

Specifies whether cache invalidation is required. The default is none. The options are:

* none
e group
description

Specifies a unique description for the server. The default is none.
is-ldaps

Specifies whether to use the LDAPS protocol during authentication. If true, you must also specify the
option serverssl-profile.

location-specific

Specifies whether or not this object contains one or more attributes with values that are specific to the
location where the BIG-IP device resides. The location-specific attribute is either true or false. When

235



APM AAA

oam

using policy sync, mark an object as location-specific to prevent errors that can occur when policies
reference objects, such as authentication servers, that are specific to a certain location.

[name]

Specifies the name of the AAA server. This option is required.

partition

Displays the partition within which the component resides.

pool

Specifies the name of the pool with which the server is associated. The default is none.

port

Specifies the port number of the AAA LDAP server. The default is 1dap. This option is required.
schema-attr

Specifies LDAP schema-specific attribute names.

+ user-object-class The value of the objectClass attribute for a user object. The default is "user".

+ user-memberof If the user object maintains a group membership, you should specify the membership
attribute name here. The default is "memberOf".

+ group-object-class The value of the objectClass attribute for a group object. The default is "group".

+ group-memberof If the group object maintains a group membership in other groups, you should
specify a membership attribute name here. The default is "memberOf".

* group-member If the group object maintains a list of users that belong to the group, you should
specify the attribute here. The default is "member".

* group-member-value If the "group-member" attribute is specified, you should specify the attribute
that is used to add users into a group. The default is "dn".
serverssl-profile

Specifies the server side SSL profile. LDAPS is achieved by directing LDAP traffic over a virtual server
that uses a server side SSL to communicate with the LDAP server.

The options are:
* serverssl
» serverssl-insecure-compatible

¢ wom-default-serverssl

timeout

Specifies a timeout interval (in seconds) for the AAA server after which the server closes a connection.
The default is 15.

use-pool

Enables or disables high availability between pool members. When enabled, the Access Policy Manager
sends AAA requests for the associated policy item to the virtual server, and standard pool behavior is
used to implement high availability for CRDLP.
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Syntax

Configure the oam component within the aaa module using the syntax shown in the following sections.

Create/Modify

create oam [name]

modify oam [name]
access-server-hostname [[string] | none]
access-server—-name [[string] | none]
access-server-port [[integer] | none]
access-server-retries [integer]
accessgate-encrypted-password [[string] | none]
accessgates [add | delete | modify | replace-all-with] {

[name]

}
action [config-accessgate | noop]
admin-id [[string] | none]
admin-password [[string] | none]
app-service [[string] | none]
description [[string] | none]
enable [false | true]
global-access-protocol-passphrase [[string] | none]
location-specific [true | false]
transport-security-mode [cert | open | simple]

edit oam | [glob] | [regex] 1 ... ]
all-properties
non-default-properties

Display

list oam
list cam [ [ [name] | [glob] | [regex] ] ... ]
all-properties
app-service
non-default-properties
one-line
partition

Delete

delete ocam [name]

Description

You can use the oam component to create and manage an AAA Oracle Access Manager server.

Examples

* create oam oam10g { access-server-hostname www.localcorp.biz access-server-name accessSrvl
access-server-port 6021 access-server-retries 0 accessgates { oam10gwebgatel { encrypted-password
[string] } } admin-id firstname.lastname admin-password " [string]"
global-access-protocol-passphrase "[string]" transport-security-mode simple }
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Creates the AAA OAM server named oam10g accessing the web gate oam10gwebgatel on the Access
Server accessSrv1 at host name www.localcorp.biz on port 6021. The server retries connections zero
times.

delete aaa oam MyOAMServer
Deletes the AAA Oracle Access Manager server named MyOAMServer from the system.

Options

access-server-hostname

Specifies the IP address or FQDN of the Oracle Access Manager server. This option is required.
access-server-name

Specifies the name of the Oracle Access Manager server. This option is required.
access-server-port

Specifies the port of the Oracle Access Manager server. The default is 6021.
access-server-retries

Specify the number of times you want the access gate to attempt to connect to the Oracle Access Manager
server when the action option is set to config-accessgate. The default is 0 (zero).

accessgates

Specifies the ID of the access gate or web gate on the OAM Server. The system supports the use of
multiple access gates/web gates as long as they are from the same OAM server.

action

Specifies the Oracle Access Manager action type. Actions allow you to pass user profile information or
to redirect the user's browser to another site. For more information on Actions, refer to the Access
Administration Guide provided by Oracle. The options are:

+ config-accessgate
Specifies that you want the system to use the configureAccessGate tool.
*  noop

Specifies "no operation performed." This is the default.

admin-id

Specifies the administrator ID required by the Oracle Access Manager server. This option is required.
admin-password

Specifies the administrator password required by the Oracle Access Manager server. The default is none.
app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

description

Specifies a unique description for the Oracle Access Manager server. The default is none.
enable

Specifies whether you want to enable the server. The default is true.
global-access-protocol-passphrase

Specifies a global passphrase for all Oracle components. The default is none.
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* location-specific

Specifies whether or not this object contains one or more attributes with values that are specific to the
location where the BIG-IP device resides. The location-specific attribute is either true or false. When
using policy sync, mark an object as location-specific to prevent errors that can occur when policies
reference objects, such as authentication servers, that are specific to a certain location.

* [name]
Specifies the name of an AAA Oracle Access Manager server. This setting is required.
* transport-security-mode

Specifies the transport security level for the communication between Oracle components and Access
Policy Manager. The options are:

* open
Communication is not encrypted for protection. Use this mode when security is not an issue
* simple
Communication is encrypted with Oracle Access Manager's internal CA. Simple mode encrypts

communications using Transport Layer Security, RFC 2246 (TLS v1). This mode is less secure than

Cert mode. Use this mode if you have some security concerns but do not want to manage your own
CA.

* cert
Communication is encrypted with an external CA. Use cert mode if you want different certificates

on OAM servers and webgates and you have a trusted 3rd party CA. Oracle Access Manager
components use X.509 digital certificates in PEM format only.

Configure Online Certificate System Protocol (OCSP) responder objects.

Syntax
Configure the ocsp component within the aaa module using the syntax shown in the following sections.

Create/Modify

create ocsp [name]

modify ocsp [name]
allow-certs [true | false]
app-service [[string] | none]
ca-file (<file name> | none)
ca-path (<file name> | none)
cert-id-digest (shal | mdb5)

chain [true | false]

check-certs [true | false]
explicit-ocsp [true | false]
ignore-aia [true | false]

intern [true | false]
location-specific [true | false]
nonce [true | false]

sign-digest (shal | md5)
sign-key (<file name> | none)
sign-key-passphrase (<string> | none)
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sign-other (<file name> | none)
signer (<file name> | none)
status-age <number>
trust-other [true | false]

url (<string> | none)

va-file (<file name> | none)
validity-period <number>
verify [true | false]
verify-cert [true | false]
verify-other (<string> | none)
verif-sig [true | false]

edit ocsp | [glob] | [regex] ] ... ]
all-properties
non-default-properties

Display

list ocsp
list ocsp [ [ [name] | [glob] | [regex] ] ... 1]
all-properties
app-service
non-default-properties
one-line
partition

Delete

delete ocsp [name]

Description

To implement the SSL OCSP authentication module, create an OCSP responder object and assign it to the
OCSP auth agent in your access policy.

Options
« allow-certs

Specifies whether the addition of certificates to an OCSP request is enabled. The default is true.
e app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

e ca-file

Specifies the name of the certificate file object containing trusted CA certificates used to verify the
signature on the OCSP response. The default is none.

* ca-path

Specifies the path to the trusted CA certificates used to verify the signature on the OCSP response. The
default is none.

* cert-id-digest
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The cert ID digest is part of the OCSP protocol. The OCSP client (in this case, the BIG-IP system)
calculates the cert ID using a hash of the Issuer and serial number for the certificate that it is trying to
verify. The options are:

* shal

Newer algorithm that provides a higher security level with a 160 bit hash length. This is the default.
* md5S

Older algorithm with a 128 bit hash length.

chain

Specifies whether the system constructs a chain from certificates in the OCSP response. The default is
true.

check-certs

Specifies whether the LTM system makes additional checks to see if the signer's certificate is authorized
to provide the necessary status information. Use this option only for testing purposes. The default is
true.

explicit-ocsp
Specifies whether the BIG-IP system explicitly trusts that the OCSP response signer's certificate is

authorized for OCSP response signing. If the signer's certificate does not contain the OCSP signing
extension, setting this option to true causes a response to be untrusted. The default is true.

ignore-aia
Specifies whether to ignore the URL contained in the certificate's AIA fields, and to always use the URL
specified by the responder instead. The default is false.

intern

Specifies whether to ignore certificates contained in an OCSP response when searching for the signer's
certificate. When you set this option to true, you must also specify the signer's certificate using either
the verify-other or va-file option. The default is true.

location-specific

Specifies whether or not this object contains one or more attributes with values that are specific to the
location where the BIG-IP device resides. The location-specific attribute is either true or false. When
using policy sync, mark an object as location-specific to prevent errors that can occur when policies
reference objects, such as authentication servers, that are specific to a certain location.

[name]
Specifies a unique name for the component. This option is required.
nonce

Specifies whether a nonce will be sent in an OCSP request. When set to false, the request is sent without
a nonce. The default is true.

partition
Displays the partition within which the OCSP responder object resides.
sign-digest

Specifies the algorithm (md5 or shal> used to sign a request using a signing certificate and key. The
default is shal. If you use this option, you must also set the sign-key and sign-key-passphrase options.

sign-key

Specifies the key used to sign an OCSP request. If you use this option, you must also set the sign-digest
and sign-key-passphrase options. The default is none.

sign-key-passphrase
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Specifies the passphrase for the signing key. If you use this option, you must also set the sign-digest
and sign-key options. The default is none.

sign-other

Specifies additional certificates to add to an OCSP request. The options are default.crt and ca-bundle.crt.
The default is none.

signer

Specifies the certificate used to sign an OCSP request. If the certificate is specified but the key is not
specified, then the private key is read from the same file as the certificate. If neither the certificate nor
the key is specified, then the request is not signed. If the certificate is not specified and the key is specified,
then the configuration is considered to be invalid. The default is none.

status-age

Species the amount of time (in seconds) to compare to the notBefore value of a status response. Use
this option only when a status response does not include the notAfter field. The default is 0 (zero).

trust-other

Specifies whether the BIG-IP system trusts the certificates specified using the verify-other option. The
default is false.

url

Specifies the URL used to contact the OCSP service on the responder. This option is required. The
default is none.

va-file

Specifies the name of the file containing explicitly-trusted responder certificates. Use this option when
the responder is not covered by the certificates already loaded into the responder's CA store. The default
is none.

validity-period

Specifies an acceptable error range in seconds. Use this option when the OCSP responder clock and a
client clock are not synchronized, which could cause a certificate status check to fail. This value must
be a positive number. This option is required. The default is 300.

verify

Specifies whether verification of an OCSP response signature or the nonce values is enabled. Use this
option only for debugging purposes. The default is true.

verify-cert
Specifies whether the BIG-IP system verifies the certificate in the OCSP response. The default is true.
verify-other

Specifies the name of the file used to search for an OCSP response signing certificate when the certificate
has been omitted from the response. The default is none.

verify-sig

Specifies whether the BIG-IP system checks the signature on the OCSP response. Use this option only
for testing purposes. The default is true.
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Syntax
Configure the radius component within the aaa module using the syntax shown in the following sections.

Create/Modify

create radius [name]
modify radius [name]
acct-port [integer]
address [[ip addr] | none]
auth-port [integer]
app-service [[string] | none]
description [[string] | none]
mode [acct | auth | both]
nas-ip-address [[ip addr] | none]
nas-ipvé6-address [[ip addr] | none]
location-specific [true | false]
pool [[string] | none]
retries [integer]
secret [string]
service-type [default | login | framed | callback-login | callback-framed
| outbound | administrative | nas-prompt | authenticate-only |
callback-nas-promit | call-check | callback-administrative]
timeout [integer]
use-pool [enabled | disabled]

edit radius | [glob] | [regex] ] ... ]
all-properties
non-default-properties

Display

list radius
list radius [ [ [name] | [glob] | [regex] ] ... ]
all-properties
app-service
non-default-properties
one-line
partition

Delete

delete radius [name]

Description

You can use the radius component to create and manage an AAA RADIUS server.

Examples
* create rad_auth { address 172.30.6.144 secret "test" use-pool "disabled" }

Creates the AAA RADIUS server named rad_auth that has an IP address of 172.30.6.144 and has a
shared secret of test.

* delete radius MyRadiusServer

Deletes the AAA RADIUS server named MyRadiusServer from the system.
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Options

acct-port

Specifies the port number of the external AAA RADIUS accounting server. The default is radius-acct.
address

Specifies the IP address of the AAA RADIUS server. This option is required.

auth-port

Specifies the port number for the service. The default is radius. This option is required.

app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

description

Specifies a unique description for the AAA RADIUS server. The default is none.

mode

Specifies the configuration mode you want to use for RADIUS authentication. Note that you cannot
modify the mode once you create the server. The options are:

e acct

Configures the system to perform only RADIUS accounting. Use this option to pass accounting
information about your users to the external RADIUS accounting server.

¢ auth

Configures the system to perform only RADIUS authentication. Use this option to authenticate your
users through a RADIUS server.

¢ both

Configures the system to perform both RADIUS authentication and RADIUS accounting
simultaneously.

[name]

Specifies the name of an AAA RADIUS server. This option is required.
nas-ip-address

Specifies an IP address as RADIUS attribute 4 that you can configure without changing the source IP
address in the IP header of the RADIUS packets. Use this option in situations where you are using an
NAS cluster to be recognized as a single RADIUS client.

nas-ipvé6-address

Specifies an IPv6 address as RADIUS attribute 4 that you can configure without changing the source
IP address in the IP header of the RADIUS packets. Use this option in situations where you are using
an NAS cluster to be recognized as a single RADIUS client.

location-specific

Specifies whether or not this object contains one or more attributes with values that are specific to the
location where the BIG-IP device resides. The location-specific attribute is either true or false. When
using policy sync, mark an object as location-specific to prevent errors that can occur when policies
reference objects, such as authentication servers, that are specific to a certain location.

partition
Displays the partition within which the component resides.

pool
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Specifies the name of the pool to which this server belongs. The default is none.

e retries

Specifies the number of times the BIG-IP system tries to make a connection to the RADIUS AAA server
after the first attempt fails. The default is 3.

* secret
Specifies the shared secret password of the AAA RADIUS server. This option is required.
* service-type

Specifies the type of service used for the RADIUS server. The default is default, which behaves as
authenticate-only.

e timeout

Specifies a timeout interval (in seconds) for the AAA RADIUS server after which the server closes a
connection. The default is 5.

* use-pool

Enables or disables the use of the pool specified using the pool option. The default is none.

Specify a SAML server configuration used for authentication.

Syntax
Configure the saml component within the aaa module using the syntax shown in the following sections.

Create/Modify

create saml [name]
modify saml [name]
app-service [[string] | none]
assertion-consumer-binding [http-artifact | http-post]
auth-context-methods {
[string]
}
description [[string] | none]
entity-id [string]
force-authn [true | false]
export-metadata [ no-signing | with-signing ]

idp-connectors [add | delete | modify | none | replace-all-with] {
[name] {
idp-matching-source [[string] | none]
idp-matching-value [[string] | none]

}
}
is-authn-request-signed [true | false]
location-specific [true | false]
metadata-cert [[string] | none]
metadata-file [[string] | none]
metadata-signkey [[string] | none]
name-id-policy-allow-create [true | false]
name-id-policy-format [[string] | none]
name-id-policy-sp-name-qualifier [[string] | none]
relay-state [[string] | none]
sp-certificate [[string] | none]
sp-host [[string] | none]
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sp-scheme [http | https]

sp-signkey [[string] | none]
want-assertion-encrypted [true | false]
want-assertion-signed [true | false]

edit saml [ [ [name] | [glob] | [regex] ] ... ]
all-properties
non-default-properties

Display

list saml

list saml [ [ [name] | [glob] | [regex] ] ... ]
show running-config saml
show running-config saml [ [ [name] | [glob] | [regex] ] ... 1]

all-properties
app-service
non-default-properties
one-line

partition

Delete

delete saml [name]

Description

You can use the saml component to create and manage saml aaa servers.

Examples

create saml my_saml_server { entity-id ""https://spvsl.mycompany.com/id" want-assertion-signed
true want-assertion-encrypted false is-authn-request-signed true sp-certificate my_company.crt
sp-signkey my company.key}

Creates a SAML authentication server named my_saml_server with certificate my_company.crt and
key my company.key and security options requiring signed assertion and want to send signed
authentication request.

list saml

Displays a list of aaa saml servers.

delete saml my_saml_server

Deletes the my_saml_server aaa saml server.

Options

app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

assertion-consumer-binding

Specifies method this BIG-IP as SP uses to receive assertions. Default value is http-post.



Traffic Management Shell (tmsh) Reference Guide

auth-context-methods

Specifies a list of authentication context methods this BIG-IP as SP will request from an IdP. As a
response, the IdP must return an assertion containing one of the requested authentication contexts. Each
value can be a session variable.

description
Specifies a unique description for the server. The default is none.
entity-id

Specifies a unique identifier for BIG-IP as SP. Typically 'entity-id' is a URI that points to the BIG-IP
virtual server that is going to act as SAML SP. In case 'entity-id' is not a valid URL, the sp-host attribute

is required. Examples of valid configuration include "https://mycompany-sp", "sp:my:company", and
"sp.my.company.com".

force-authn

If enabled, this BIG-IP as SP requests the IdP to authenticate the principal directly rather than rely on
a previous security context.

export-metadata

You can simplify SAML configuration using metadata files. When you use BIG-IP as an SP, you can
export metadata for an SP to a file. Then you can use the file to configure SP metadata on an IdP system
by importing the file or using the information in the file to configure the SP. You can choose to sign
metadata while exporting it for better security.

For example:

1. Exporting metadata with signing. This requires metadata-cert and metadata-signkey files.

modify saml aaa obj {export-metadata with-signing metadata-file
/shared/sp signed metadata.xml metadata-cert default.crt metadata-signkey
default.key}

2. Exporting metadata with no signing.

modify saml aaa obj {export-metadata no-signing metadata-file
/shared/sp metadata.xml}
idp-connectors

Add one or more IdP connectors to this SP service. BIG-IP SP redirect users to associated IdPs for
authentication. If more IdP connectors associated with the SP, BIG-IP SP selects one of the IdP based
on the specified selection criteria.

For example:

1. The following command associates one IdP connect to an SP

modify saml my saml server idp-connectors add { my idp connectorl }
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2. Following associates multiple IdP connectors to SP with selection criteria based on landing URI. If
the landing URI is /google, the user is sent to IdP as specified by my idp connector google app and
if the landing URI is /salesforce, the user is sent to IdP as specified by my idp_connector for salesforce.

modify saml my saml server idp-connectors add { my idp connector google app
{ idp-matching-source "%{session.server.landinguri}" idp-matching-value
"/*google" } my idp connector for salesforce { idp-matching-source
"%{session.server.landinguri}" idp-matching-value "/salesforce"}}

is-authn-request-signed

This property specifies whether the SP signs authentication requests while sending them to the IdP. Set
it to true if this BIG-IP SP should sign authentication requests. The default value for this is false.
location-specific

Objects of this class might have location specific attributes. Admin can indicate if object is location
specific by setting it to true.

metadata-cert

Specifies the certificate with public key of the key pair used in signing the metadata. See export-metadata
for more information on metadata export functionality. This is the certificate to be included in signed
metadata when we export metadata. This might or might not be SP certificate.

metadata-file

Specifies the file to which metadata is saved. See export-metadata for more information on metadata
export functionality.

metadata-signkey

Specifies the key that is used to sign SP's metadata. See export-metadata for more information on
metadata export functionality.

name-id-policy-allow-create

A Boolean value used to indicate whether external IdP is allowed, when processing requests from this
BIG-IP as SP, to create a new identifier to represent the principal. Default value is false

name-id-policy-format

A URI reference representing the classification of string-based identifier information. For example, if
a Service Provider (SP) initiates SSO by sending an AuthnRequest to the IDP with format
"urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress", then the IdP response should contain
subject identity in email format. This attribute can be a session variable.

name-id-policy-sp-name-qualifier

Optionally specifies that the assertion subject's identifier be returned in the namespace of an SP other
than the requester, or in the namespace of a SAML affiliation group of SPs. This attribute can be a
session variable.

relay-state

Specifies the value where the BIG-IP as SP redirects users after they are successfully authenticated and
have been allowed by access policy. When BIG-IP receives the relay state from the IdP in addition to
assertion, then it uses the value received from IdP to redirect the user to after authentication. Otherwise,
BIG-IP uses the value from this configuration.

sp-certificate

BIG-IP includes this certificate in the SAML SP metadata that you export. After the SAML SP metadata
is imported on the IdP, the IdP can use this certificate to verify signed authentication request and to
encrypt assertion.
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* sp-host
Hostname of this BIG-IP as SP. This attribute is required when "entity-id" is not a valid URL.
* sp-scheme

Scheme used by this BIG-IP as SP. This attribute is only used when sp-host is not empty. Default value
is https.

* sp-signkey

This specifies the private key used to sign authentication requests if "is-authn-request-signed property"
is set to true or to decrypt assertions when "want-assertion-encrypted" is set to true.

* want-assertion-encrypted

This property specifies whether SP requires encrypted assertions. Set it to true if this BIG-IP SP requires
encrypted assertions from the SAML IdP. The default value for this is false.

* want-assertion-signed

This property specifies whether SP requires signed assertions. Set it to true if this BIG-IP SP requires
signed assertions from the SAML IdP. The default value for this is true.

saml-idp-connector

Specify saml idp connector configuration used for SAML authentication.

Syntax

Configure the saml-idp-connector component within the aaa module using the syntax shown in the following
sections.

Create/Modify

create saml-idp-connector [name]

modify saml-idp-connector [name]
app-service [[string] | none]
artifact-resolution-service-addr [IP address]
artifact-resolution-service-port [integer]
artifact-resolution-service-url [[string] | none]
basic-auth-password [[string] | none]
basic-auth-username [[string] | none]
description [[string] | none]
entity-id [string]
identity-location [attribute | subject]
identity-location-attribute [[string] | none]
idp-certificate [[string] | none]
import-metadata [[metadata-file] | none]
location-specific [ true | false ]
metadata-cert [[string] | none]
serverssl-profile-name [profile name | none]
sign-artifact-resolution-rg [true | false]
single-logout-binding
single-logout-response-uri [[string] | none]
single-logout-uri [[string] | none]
sso-binding [http-post | http-redirect]
sso-uri [[string] | none]
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want-authn-request-signed [true | false]
want-detached-signature [true | false]
edit saml-idp-connector [ [ [name] | [glob] | [regex] ] ... ]

all-properties
non-default-properties

Display

list saml-idp-connector

list saml-idp-connector [ [ [name] | [glob] | [regex] ] ... ]
show running-config saml-idp-connector
show running-config saml-idp-connector [ [ [name] | [glob] | [regex] ] ... ]

all-properties
app-service
non-default-properties
one-line

partition

Delete

delete saml-idp-connector [name]

Description

You can use the saml-idp-connector to create and manage saml idp connectors.

Examples

create saml-idp-connector my_idp_connector { import-metadata /shared/tmp/meta_data_idp.xml}

Creates saml idp connector named my_idp_connector from metadata. In this example
"/shared/tmp/meta_data_idp.xml" is a file containing saml identity provider metadata.

create saml-idp-connector my_idp_connectorl { entity-id ""https://www.secureauth.com/dom1"
identity-location subject sso-binding http-post sso-uri ""https://www.secureauth.com/dom1/acs/"
idp-certificate my_company.crt}

Creates a saml idp connector named my_idp_connector1 with certificate "my_company.crt" with
identity-location "subject".

list saml-idp-connector
Displays a list of saml idp connectors.
delete saml-idp-connector my_idp_connector

Deletes the my_idp_connector saml idp connector.

Options

app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

artifact-resolution-service-addr
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Specifies the IP address that this BIG-IP as SP will use to connect to the IdP artifact resolution service.
Value must be a valid IPv4 or IPv6 address.

artifact-resolution-service-port
Specifies the port that this BIG-IP as SP will use to connect to the IdP artifact resolution service.
artifact-resolution-service-url

Specifies the URI of the IdP artifact resolution service. The URI must include protocol, hostname, and
full path.

basic-auth-password

Specifies the password for basic authentication. When configured, basic authentication is used for the
artifact resolve request sent to the IdP.

basic-auth-username

Specifies username for basic authentication. When configured, basic authentication is used for the artifact
resolve request sent to the IdP.

description

Specifies a unique description for the saml idp connector. The default is none.
entity-id

Specifies unique URI to represent the IdP pointed by idp connector.
identity-location

Specifies location of user identity inside SAML assertion. It can be either one of the attributes or the
subject.

identity-location-attribute

If the location of user identity is set to attribute then attribute name should be specified as part of this
attribute.

idp-certificate
This is IdP's certificate and is used by BIG-IP as SP to verify the signature of the assertion.
import-metadata

This attribute specifies the metadata file from an external IdP system used for creating idp connector
object.

For example: create saml-idp-connector my_idp connector { import-metadata
/shared/tmp/meta_data_idp.xml}

location-specific

Objects of this class might have location specific attribute(s). Admin can indicate if object is location
specific by setting it to true.

metadata-cert
This specifies the certificate to use to verify the signature of metadata imported from a file.

For example: create saml-idp-connector my_idp _connector2 {import-metadata
/shared/tmp/meta_data_signed_idp.xml metadata-cert default.crt}

serverssl-profile-name

Specifies the SSL profile used when this BIG-IP as SP connects to the IdP artifact resolution service.

sign-artifact-resolution-rq

Specifies whether the IdP requires artifact resolve requests to be signed. Default value is true.

single-logout-binding
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This attribute is reserved for future functionality.
* single-logout-response-uri

A URI where this BIG-IP as SP will send single logout (SLO) responses.
» single-logout-uri

A URI where this BIG-IP as SP will send single logout (SLO) requests.
* sso-binding

This specifies the method the IdP uses to receive authentication request from BIG-IP as SP. Default
value is http-post

*  sso-uri
This specifies the URL of IdP's SSO service where BIG-IP as SP sends an authentication request to IdP.
* want-authn-request-signed

This property specifies whether IdP requires signed authentication request. Set it to true if this BIG-IP
as SP is required to send signed authentication request to IdP. Default value is false.

* want-detached-signature

This property specifies signature type for messages sent by BIG-IP via HTTP Redirect binding. To use
detached signatures set this property to true. Enveloped signatures are used by default.

252

Manages an RSA SecurID authentication server.

Syntax
Configure the securid component within the aaa module using the syntax shown in the following sections.

Create/Modify

create securid [name]
modify securid [name]

app-service [[string] | none]
config-files [[string]| none]
description [[string]| none]
location-specific [true | false]

source-ip [ip addr]

edit securid | [glob] | [regex] ] ... ]
all-properties
non-default-properties

Display

list securid

list securid [ [ [name] | [glob] | [regex] ] ... ]
all-properties
app-service
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non-default-properties
one-line
partition

Delete

delete securid [name]

Description

You can use the securid component to create and manage an RSA SecurlD authentication server.

Examples

create securid mySecuridServer { config-files add { sdconf.rec { local-path /shared/tmp/1 } }
source-ip 172.31.54.138 }

Creates the mySecuridServer AAA RSA SecurlD server.

list securid all

Displays a list of AAA RSA SecurlD servers on the system.

delete securid mySecuridServer

Deletes the mySecuridServer AAA RSA SecurID server from the system.

Options

app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

config-files

Specifies which files to use for SecurID authentication. Upload a copy of the sdconf.rec file from your
RSA Authentication Manager server.

description
Specifies a description for the configuration file you are uploading.
location-specific

Specifies whether or not this object contains one or more attributes with values that are specific to the
location where the BIG-IP device resides. The location-specific attribute is either true or false. When
using policy sync, mark an object as location-specific to prevent errors that can occur when policies
reference objects, such as authentication servers, that are specific to a certain location.

source-ip

Specifies the source IP address of the RSA SecurlD agent. This option is required when authenticating
to the RSA Authentication Manager server.

partition

Displays the partition within which the component resides.

253



APM AAA

tacacsplus

Configure a TACACS+ server for implementing remote TACACS+-based client authentication.

Syntax

Configure the tacacsplus component within the apm aaa module using the syntax shown in the following
sections.

Create/Modify

create tacacsplus
modify tacacsplus
address [ip addr]
auth-service [arap | enable | fwproxy | login | nasi | none | ppp | pt |
rcmd | x25]
auth-type [arap | ascii | chap | mschap | pap]
app-service [[string] | none]
description [[string] | none]
encrypt [enabled | disabled]

location-specific [true | false]

pool [[string]| none]

port [[string]| none]

priv-1lvl [max | min | user]

protocol [atalk | deccp | ftp | http | ip | ipx | lat | lcp | osicp | pad
| rlogin | telnet | tn3270 | unknown | vines | vpdn | xremote]

secret [[string]| none]

service [none | arap | connection | firewall | ppp | shell | slip | system
| tty-daemon]

use-pool [[string]| none]

edit tacacsplus | [glob] | [regex] ] ... ]
all-properties
non-default-properties

Display

list tacacsplus
list tacacsplus [ [ [name] | [glob] | [regex] ] ... ]
all-properties
app-service
non-default-properties
one-line
partition

Delete

delete tacacsplus [name]

Description

You can use the tacacsplus component to create and manage a TACACS+ authentication server.
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Examples
* create tacacsplus mytacacs auth-service enable encrypt enabled

Creates a TACACS server named mytacacs with encryption enabled.

Options
* address

Specifies the IP address of the TACACS+ server. This option is required.
« auth-service

Specifies the name of the service that the user is requesting to be authenticated to use. This enables the
TACACS+ server to behave differently for different types of authentication requests. This option is
required.

« auth-type
Specifies the type of authentication to be used for authenticating the user.
e app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

* description
Specifies a unique description for the component. The default is none.
* encrypt

Enables or disables encryption of TACACS+ packets. Recommended for normal use. The default is
enabled.

* location-specific

Specifies whether or not this object contains one or more attributes with values that are specific to the
location where the BIG-IP device resides. The location-specific attribute is either true or false. When
using policy sync, mark an object as location-specific to prevent errors that can occur when policies
reference objects, such as authentication servers, that are specific to a certain location.

¢ [name]
Specifies the name of an AAA TACACS+ server. This option is required.
* partition
Displays the partition within which the component resides.
* pool
Specifies the name of the pool to which this server belongs. The default is none.
* port
Specifies the port number of the server. The default is 49.
e priv-lvl
Specifies the privilege level at which the user is authenticating. The options are:
*  max
* min
This is the default.

¢ user
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* protocol

Specifies the protocol associated with the value specified in the service option, which is a subset of the
associated service being used for client authorization or system accounting. The default is unknown.

* secret

Sets the secret key used to encrypt and decrypt packets sent or received from the server. This option is

required.
* service
* use-pool

Enables or disables the use of the pool specified using the pool option. The default is none.
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epsec-package

Manages an EPSEC package.

Syntax

Configure the epsec-package component within the apm epsec module using the syntax shown in the
following sections.

Create

create epsec-package
local-path [string]
server [[string] | none]

Display
list epsec-package
all-properties

non-default-properties
recursive

list epsec-package [name]
Install
install epsec-package [name]

device-group [string]

Delete

delete epsec-package [name]

Description

You can use the epsec-package component to create, install and manage an EPSEC package.

Examples
* create epsec-package my_epsec_package local-path /tmp/my_epsec_package

Creates an EPSEC package named my_epsec_package under the /Common/EPSEC/Upload folder.
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* list epsec-package

Displays a list of EPSEC packages under the specific folder. To list all EPSEC packages use the recursive
option.

* install epsec-package my_epsec_package

Installs the EPSEC package named my_epsec_package on this device. You cannot install a package
from the /Common folder as it is a pre-installed package.

+ install epsec-package my_epsec_package device-group /Common/my_epsec_dg

Installs the EPSEC package named my_epsec_package on the devices in the device group
/Common/my_epsec_dg. You cannot install a package from the /Common folder as it is a pre-installed
package.

* delete epsec-package my_epsec_package

Deletes the EPSEC package named my_epsec_package.

Options
¢ [name]

Specifies the name of the component. This option is required.
* local-path

Specifies the local path of the package to be uploaded. This option is valid only with CREATE command
and is a required option.

* device-group

Specifies the device group on which the package will be installed. This option is valid only with INSTALL
command

software-status
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Displays the status of the EPSEC software installation.

Syntax

Display information about the software-status component within the apm epsec module using the following
syntax.

Display

show software-status

Description

You can use the software-status component to display the status of the EPSEC software installation,
including the version of the EPSEC package being installed and the OESIS software version.

Examples
show software-status

Displays the status of the EPSEC software installation in a table.
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See Also

epsec-package
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machine-account

Configures an APM NTLM machine account object.

Syntax
Configure the ntlm machine account using the syntax shown in the following sections.

Create/Modify

create machine-account [name]
action [noop]

administrator-name [[string] | none]
administrator-password [[string] | none]
app-service [[string] | none]

domain-controller-fgdn [fgdn]
domain-fgdn [fqgdn]
machine-account-name [[string] | none]

modify machine-account [name]
action [change-password | noop]
app-service [[string] | none]
domain-controller-fgdn [fgdn]

edit machine-account [ [ [name] | [glob] | [regex] ] ... ]
all-properties
non-default-properties

Display

list machine-account
list machine-account [ [ [name] | [glob] | [regex] ] ... ]

Delete

delete machine-account [name]

Description

You can use the machine-account component to configure a NTLM machine account.
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Examples

create machine-account myaccount { machine-account-name '""my_account_name' domain-fqdn
""company.com' domain-controller-fqdn "server01l.company.com'" administrator-name
"administrator" administrator-password '"!My123Password" }

Creates a NTLM machine account named myaccount in the company.com domain, with domain
controller server01l.company.com, administrator name administrator and administrator password
My123Password.

list machine-account

Displays a list of all NTLM machine accounts created on the system.

delete machine-account myaccount

Deletes the NTLM machine account named myaccount the system.

Options

machine-account-name

Specifies the name of the machine account.

domain-fqdn

Specifies the Fully Qualified Domain Name. This setting is required.
domain-controller

Specifies the Fully Qualified Domain Name (FQDN) of the domain controller for the domain specified
in the domain-fqdn option. The default is none.

administrator-name

Specifies the name of a user that has administrative permissions on an Active Directory server. This
setting is required only when a new machine account is being created.

administrator-password

Specifies the password associated with administrator-name. This setting is required only when a new
machine account is being created.

action

Specifies the action type. To change the machine account password, type this action: change-password
else noop

* change-password
Specifies that you want to change the machine account password.
*  noop

Specifies "no operation performed". This is the default.

app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

See Also

ntlm-auth
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Configures an APM NTLM authentication object.

Syntax
Configure the ntlm-auth using the syntax shown in the following sections.

Create/Modify

create ntlm-auth [name]

app-service [[string] | none]

dc-fgdn-list [add | delete | modify | replace-all-with] {
[[string]]

}

machine-account-name [[string] | none]

modify ntlm-auth [name]

app-service [[string] | none]
dc-fgdn-list [add | delete | modify | replace-all-with] {
[[string]]
}
machine-account-name [[string] | none]
edit ntlm-auth [ [ [name] | [glob] | [regex] ] ... ]

all-properties
non-default-properties

Display

list ntlm-auth
list ntlm-auth [ [ [name] | [glob] | [regex] ] ... ]

Delete

delete ntlm-auth [name]

Description

You can use the ntlm-auth component to configure an NTLM authentication object.

Examples

* create ntlm-auth myaccount { de-fqdn-list add { server01.company.com } machine-account-name
"my_account" }

Creates a NTLM authentication object named myaccount with machine account my_account, and the
list of domain controllers specified by de-fqdn-list

¢ list ntlm-auth
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Displays a list of all NTLM authentication objects created on the system.

* delete ntlm-auth myaccount

Deletes the NTLM authentication object named myaccount from the system.

Options
* dc-fqdn-list

Specifies a list of Fully Qualified Domain Names (FQDN5) for the domain controllers to use for NTLM
authentication.

¢ machine-account-name

Specifies the NTLM machine account object name to use for this NTLM authentication
* app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

See Also

machine-account
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access-policy

Manages an access policy.

Syntax

Warning: F5 Networks recommends that you use the visual policy editor in the Configuration utility to
create and manage access policies.

customization-group

Manages a customization group.

Syntax

Warning: F5 Networks recommends that you use the Configuration utility to create and manage
customization groups.

See Also

apm policy agent, apm profile

image-file

Manages a file that contains an image.

Syntax

Warning: F5 Networks recommends that you use the Configuration utility to create and manage image

files.

See Also

apm policy agent, apm profile
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policy-item

Manages an access policy item.

Syntax

Warning: F5 Networks recommends that you use the visual policy editor in the Configuration utility to
create and manage access policy items.

windows-group-policy-file

266

Manages FullArmor GPAnywhere Windows group policy files.

Syntax

Warning: This page is obsolete. Windows Group Policy is no longer supported.

Warning: F5 Networks recommends that you use the visual policy editor in the Configuration utility to
create and manage FullArmor GPAnywhere Windows group policy files.
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aaa-active-directory

Manages an AAA Active Directory(r) agent.

Syntax
Configure the aaa-active-directory component within the policy agent module using the following syntax.

Create/Modify

create aaa-active-directory [name]
modify aaa-active-directory [name]

options
app-service [[string] | none]
auth-max-logon-attempt [integer]
fetch-nested-groups [true | false]
fetch-primary-groups [true | false]
hints [true | false]
query-attrname [[string] | none]
query-filter [[string] | none]
server [[string] | none]
trusted-domains [[string | none]]
show-extended-error [true | false]

type [query | auth | last]
upn [true | false]

Display

list aaa-ldap

list aaa-ldap [ [ [name] | [glob] | [regex] ] ... ]

show running-config aaa-ldap

show running-config aaa-ldap [ [ [name] | [glob] | [regex] ] ... ]
all

all-properties
current-module
non-default-properties
one-line

app-service

partition

Delete

delete aaa-active-directory ([name] | all)

Description

You can use the aaa-active-directory component to configure an AAA Active Directory agent.
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Examples

create aaa-active-directory MyADQueryagent {query-filter "(be
sAMAccountName=% {session.logon.last.username})" type query server '""companyAD" }

Creates the query type AAA Active Directory agent named MyADQueryagent that uses the (be
sAMAccountName=% {session.logon.last.username}) filter and the companyAD AAA AD Server.

create agent aaa active MyADAuthagent { type auth server '"companyAD" }

Creates the authorization type AAA Active Directory agent named MyADAuthagent that uses the
companyAD AAA AD server.

list aaa-active-directory all
Displays a list of AAA Active Directory agents and their properties.
delete aaa-active-directory MyADagent

Deletes the MyADagent AAA Active Directory agent.

Options

app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

auth-max-logon-attempt

Specifies the maximum number of opportunities that users have to re-enter credentials after their first
attempt to log in fails. If you set this value to a number from 2 to 5 inclusive, the system allows users
the specified number of opportunities to log in after the first attempt to log in fails. If you set the value
to 1, the system does not allow a second log in opportunity after a first log in attempt fails. The default
value is 3.

fetch-nested-groups

When enabled, the system administrator can retrieve the full list of groups that user belongs to, even if
the retrieval privileges are nested through other groups to which the user belongs to directly. The default
value is false.

fetch-primary-groups

When enabled, the system administrator can retrieve the primary group of a user, and use that name as
a group in access policy item rules. The default value is false.

hints

When enabled, the system offers the user an option to create a hint that assists in remembering a password.
The default value is false.

query-attrname
Specifies the attribute name that you are adding or deleting for the agent.
query-filter

Specifies the search criteria the system uses when querying an AAA Active Directory(r) server for
authentication information. The system supports session variables as part of search query string.

[name]
Specifies the name of an AAA Active Directory agent. This setting is required.
partition

Displays the partition within which the component resides.
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* server
Specifies an AAA Active Directory server the system uses for Active Directory queries and authentication.
* server

Specifies an AAA Active Directory Trusted Domains object that the system uses for Active Directory
queries and authentication. This option requires upn option to be enabled

* show-extended-error
Specifies to display a verbose error message. The default value is false.

* type
Specifies the type of AAA Active Directory agent. The default value is last.
* query

Specifies that the agent makes a query against the AAA Active Directory Server to retrieve information
in accordance with the query-filter and query-attributes options.

e auth

Specifies that the agent is an authentication agent only. It uses the AAA Active Directory Server,
but only for authentication purposes. APM does not get any information from the Domain.

¢ Jast

* upn

When enabled, APM supports the user principal name (UPN) naming style and process cross-domain
authentication requests. Some examples of UPNs are: user@fqdn.of.domain.com, user@upnsuffix.com,
and user@domain. The default value is false.

See Also

tmsh

aaa-client-cert

Manages an AAA Client Certification agent.

Syntax
Configure the aaa-client-cert component within the policy-agent module using the following syntax.

Create/Modify

modify aaa-client-cert [name]
create aaa-client-cert [name]

app-service [[string] | none]
mode [request | require]
Display

list aaa-client-cert
list aaa-client-cert [ [ [name] | [glob] | [regex] ] ... ]

269



APM Policy Agent

270

show running-config aaa-client-cert
show running-config aaa-client-cert [ [ [name] | [glob] | [regex] ] ... ]
all
all-properties
current-module
non-default-properties
one-line
app-service
partition

Delete

delete aaa-client-cert [name]

Description

You can use this component to configure an AAA Client Certification agent.

Examples
* create aaa-client-cert MyCCagent
Creates the AAA Client Certification agent named MyCCagent in the Common partition.
+ list aaa-client-cert all
Displays a list of AAA Client Certification agents.
* delete aaa-client-cert MyCCagent
Deletes the MyCCagent AAA Client Certification agent.

Options
* [name]

Specifies the name of an AAA client cert agent. This setting is required.
e app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

* mode
Specifies the mode (request/require) for this certificate. The options are:
* request
Specifies that the system requests a valid certificate from a client, but always authenticates the client.
* require
Specifies that the system requires a client to present a valid certificate.
* partition

Displays the partition within which the component resides.

See Also

tmsh
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Manages an AAA CRLDP (Constraint-Based Routed Label Distributed Protocol) agent.

Syntax
Configure the aaa-crldp component within the policy agent module using the following syntax.

Create/Modify

create aaa-crldp [name]

modify aaa-crldp [name]
app-service [[string] | none]
server (<string> | none)

Display

list aaa-crldp

list aaa-crldp [ [ [name] | [glob] | [regex] ] ... ]

show running-config aaa-crldp

show running-config aaa-crldp [ [ [name] | [glob] | [regex] 1 ... ]
all

all-properties
app-service
current-module
non-default-properties
one-line

partition

Delete

delete aaa-crldp [name]

Description

You can use the aaa-crldp component to create and manage an AAA CRLDP agent.

Examples
* create aaa-crldp MyCCagent
Creates an AAA CRLDP agent named MyCCagent in the Common partition.
+ list aaa-cridp all
Displays a list of AAA CRLDP agents.
* delete aaa-crldp MyCCagent
Deletes the MyCCagent AAA CRLDP agent.

Options

¢ |[name]
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aaa-http

Specifies the name of an agent that you want to display or delete. This setting is required.
* partition

Displays the partition within which the component resides.
e app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

* server

Specifies the name of the server on which this agent resides. This option is required.

See Also

tmsh
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Manages an AAA HTTP agent.

Syntax
Configure the aaa-http component within the policy agent module using the following syntax.

Create/Modify

create aaa-http [name]
modify aaa-http [name]

options
app-service [[string] | none]
max-logon-attempt [integer]
server [[string] | none]
Display

list aaa-http

list aaa-http [ [ [name] | [glob] | [regex] ] ... ]

show running-config aaa-http

show running-config aaa-http [ [ [name] | [glob] | [regex] ] ... ]
all

all-properties
current-module
non-default-properties
one-line

app-service

partition

Delete

delete aaa-http [name]
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Description

You can use the aaa-http component to configure an AAA HTTP agent.

Examples
* create aaa-http MyCCagent
Creates the aaa-http agent named MyCCagent in the Common partition.
* list all aaa-http
Displays a list of aaa-http agents.
* delete aaa-http MyCCagent
Deletes the MyCCagent aaa-http agent.

Options
e app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

* max-logon-attempt

Specifies the maximum number of opportunities that users have to re-enter credentials after their first
attempt to log in fails. If you set this value to a number from 2 to 5 inclusive, the system allows users
the specified number of opportunities to log in after the first attempt to log in fails. If you set the value
to 1, the system does not allow a second log in opportunity after a first log in attempt fails. The default
value is 3.

* [name]

Specifies the name of an AAA HTTP agent. This setting is required.
e partition

Displays the partition within which the component resides.
* server

Specifies which AAA HTTP server the system uses for Active Directory queries and authentication.

See Also

tmsh

Manages an AAA LDAP(r) agent.

Syntax

Configure the aaa-ldap component within the policy agent module using the following syntax.
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Create/Modify

create aaa-ldap [name]

modify aaa-ldap [name]
app-service [[string] | none]
attr-name (<string list> | none) [add | delete]
filter [[string] | none]
group-member-scope [none | direct | all]
group-membership-scope [none | direct | all]
max-logon-attempt [integer]
search-dn [[string] | none]
server [[string] | none]
show-extended-error [true | false]
type [query | auth | modify | last]
user—-dn [[string] | none]
modify-type [add | modify | delete | modify-last]
ldapmod-attributes (<ldapmod attribute list> | none) [add | delete]

Display

list aaa-ldap

list aaa-ldap [ [ [name] | [glob] | [regex] ] ... ]

show running-config aaa-ldap

show running-config aaa-ldap [ [ [name] | [glob] | [regex] ] ... ]
all

all-properties
current-module
non-default-properties
one-line

app-service

partition

Delete

delete aaa-ldap [name]

Description

Use this component to create, modify, display, or delete an AAA LDAP agent.

Examples

* create aaa-ldap MyLDAPagent { user-dn
"en=% {session.logon.last.username},cn=users,dc=lab,dc=fp,dc=com" type auth server
"companyLDAP" } aaa-ldap MyLDAPagent { search-dn "cn=users,dc=lab,dc=fp,dc=com" filter
"(SAMA ccountName=% {{session.logon.last.username})" type auth server '"companyLDAP" }

Creates the authorization type AAA LDAP agent named MyLDAPagent that is associated with the
companyLDAP server that uses the

cn=% {session.logon.last.username},cn=users,dc=lab,dc=fp,dc=fSnet,dc=com user domain name,
the en=users,dc=lab,dc=fp,dc=com search domain, and the

(SAMAccountName=% {{session.logon.last.username}) filter.

* create aaa-ldap MyLDAPagent { search-dn "cn=users,dc=lab,dc=fp,dc=com" filter
"(sAMAccountName=%{{session.logon.last.username})" type query server '""companyLDAP" }
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Creates the query type AAA LDAP agent named MyLDAPagent that is associated with the
companyLDAP server that uses the cn=users,dc=lab,dc=fp,dc=com search domain and the
(SAMAccountName=% {{session.logon.last.username}) filter.

* create aaa-ldap MyLDAPagent { user-dn
"en=% {session.logon.last.username},cn=users,dc=lab,dc=fp,dc=com type modify modify-type
add server "companyLDAP" ldapmod-attributes add { objectClass { mod-op add mod-values add
{ top person organizationalPerson user } } cn { mod-op add mod-values add { demo } } } }

Creates the modify type AAA LDAP agent named MyLDAPagent that is associated with the
companyLDAP server that uses the

cn=% {session.logon.last.username},cn=users,dc=lab,dc=fp,dc=fSnet,dc=com user domain name,
the add modify type, and the Idapmod attributes

* create aaa-ldap MyLDAPagent { user-dn
"en=% {session.logon.last.username},cn=users,dc=lab,dc=fp,dc=com type modify modify-type
modify server '""companyLDAP" ldapmod-attributes add { givenName { mod-op replace mod-values
add {demo } } } }

Creates the modify type AAA LDAP agent named MyLDAPagent that is associated with the
companyLDAP server that uses the

cn=% {session.logon.last.username},cn=users,dc=lab,dc=fp,dc=f5net,dc=com user domain name,
the modify modify type, and the ldapmod attributes which uses givenName modify attribute replace
mod operation and the demo mod values

* create aaa-ldap MyLDAPagent { user-dn
"en=% {session.logon.last.username},cn=users,dc=lab,dc=fp,dc=com’ type modify modify-type
delete server "companyLDAP" }

Creates the modify type AAA LDAP agent named MyLDAPagent that is associated with the
companyLDAP server that uses the

cn=% {session.logon.last.username},cn=users,dc=lab,dc=fp,dc=fSnet,dc=com user domain name,
the delete modify type

e list aaa-ldap
Displays a list of AAA LDAP agents.
* delete aaa-ldap MyLDAPagent
Deletes the MyLDAPagent AAA LDAP agent.

Options
e app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

e attr-name
Adds an attribute name to the agent or deletes an attribute name from the agent.
* group-member-scope

Specifies the scope of user lookup for a group. When the search returns a group, this attribute specifies
whether to also look up the members of the group. The options are:

* none No members required.
+ direct Only direct members required.

+ all All members required. This includes those that derive membership in this group through
membership in other groups and those that are direct members.
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group-membership-scope

Specifies the scope of group lookup for a user or a group. When the search returns a user or a group,
this attribute specifies whether to also look up the groups to which this user or group belong. The options
are:

* none No groups required.
+ direct Only the groups to which the current user or group belong directly are required.
+ all All groups required. This includes the groups to which the user or the group belong directly and

the groups to which the user or group belong indirectly (through membership in another group).

filter

Specifies the LDAP filter that APM uses when querying an AAA LDAP server for authentication
information. You must use the filter option with the search-dn option.

max-logon-attempt

Specifies the maximum number of opportunities that users have to re-enter credentials after their first
attempt to log in fails. If you set this value to a number from 2 to 5 inclusive, the system allows users
the specified number of opportunities to log in after the first attempt to log in fails. If you set the value
to 1, the system does not allow a second log in opportunity after a first log in attempt fails. The default
value is 3.

[name]

Specifies the name of an AAA LDAP agent. This setting is required.
partition

Displays the partition within which the component resides.
search-dn

Specifies the base domain name that APM uses for internal LDAP search operations. You must use the
search-dn option with the filter option.

server

Specifies the AAA LDAP server that the system uses for LDAP queries and authentication.
show-extended-error

Specifies to display a verbose error message. The default value is false.

type

Specifies a type of AAA LDAP agent. This setting is required. The default is last.

user-dn

Specifies the fully qualified domain name of the Access Policy Manager. F5 Networks recommends
that you specify this value in lower case and without spaces for compatibility with some specific LDAP
servers. The specific content of this string depends on your directory layout.

See Also

tmsh

aaa-ocsp

Manages an AAA OCSP (Online Certificate Status Protocol) agent.
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Syntax

Configure the aaa-ocsp component within the policy agent module using the following syntax.

Create/Modify

create aaa-ocsp [name]

modify aaa-ocsp [name]

app-service [[string] | none]
certificate-type <user | machine>
ocsp-responder <string>

Display

list aaa-ocsp

list aaa-ocsp [ [ [name] | [glob] | [regex] ] ... ]

show running-config aaa-ocsp

show running-config aaa-ocsp [ [ [name] | [glob] | [regex] ] ... ]
all

all-properties
current-module
non-default-properties
one-line

app-service

partition

Delete

delete aaa-ocsp [name]

Description

Use this command to create, modify, display, or delete an AAA OCSP agent.

Examples

create aaa-ocsp MyCCagent
Creates the AAA OCSP agent named MyCCagent in the Common partition.
list aaa-ocsp all

Displays a list of AAA OCSP agents.
delete aaa-ocsp MyCCagent

Deletes the MyCCagent AAA OCSP agent.

Options

[name]
Specifies the name of an agent that you want to display or delete. This setting is required.
app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.
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aaa-radius

+ certificate-type

Specifies the type of certificate to check against OCSP responder. The value can be either user or
machine. The default value is user.

* ocsp-responder

Specifies which OCSP responder object to use to validate a certificate.

e partition

Displays the partition within which the object resides.

278

Manages an AAA RADIUS agent.

Syntax

Configure the aaa-radius component within the policy agent module using the following syntax.

Create/Modify

crea
modi

te aaa-radius [name]

fy aaa-radius [name]

app-service [[string] | none]
max-logon-attempt <number>

server (<string> | none)
show-extended-error (true | false)

Display

list
list
show
show

Delete

dele

Descr

aaa-radius

aaa-radius [ [ [name] | [glob] | [regex] ] ... ]

running-config aaa-radius

running-config aaa-radius [ [ [name] | [glob] | [regex] ] ... ]
all

all-properties
current-module
non-default-properties
one-line

app-service

partition

te aaa-radius [name]

iption

Use this command to create, modify, display, or delete an AAA RADIUS agent.

Examples

* create aaa-radius Myradiusagent {server '"companyradius'}
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Creates an AAA RADIUS agent named Myradiusagent that is associated with the companyradius
server.

+ list aaa-radius
Displays a list of AAA RADIUS agents.
* delete aaa-radius Myradiusagent

Deletes the Myradiusagent AAA RADIUS agent.

Options
e app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

* max-logon-attempt

Specifies the maximum number of opportunities that users have to re-enter credentials after their first
attempt to log in fails. If you set this value to a number from 2 to 5 inclusive, the system allows users
the specified number of opportunities to log in after the first attempt to log in fails. If you set the value
to 1, the system does not allow a second log in opportunity after a first log in attempt fails. The default
value is 3.

* [name]

Specifies the name of an aaa radius agent. This setting is required.
e partition

Displays the partition within which the object resides.
* server

Specifies the AAA RADIUS server that the system uses for RADIUS queries and authentication.

¢ show-extended-error

Specifies to display a verbose error message. The default value is false.

See Also

tmsh

aaa-securid

Manages an AAA SecurID agent.

Syntax
Configure the aaa-securid component within the policy agent module using the following syntax.

Create/Modify

create aaa-securid [name]

modify aaa-securid [name]
app-service [[string] | none]
max-logon-attempt [integer]
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server [[string] | none]
show-extended-error [true | false]
edit aaa-securid | [glob] | [regex] ] ... ]

all-properties
non-default-properties

Display

list aaa-securid

list aaa-securid [ [ [name] | [glob] | [regex] ] ... 1]

show running-config aaa-securid

show running-config aaa-securid [ [ [name] [glob] | [regex] ] ... ]
all

all-properties
current-module
non-default-properties
one-line

app-service

partition

Delete

delete aaa-securid [name]

Description

You can use the aaa-securid component to create and manage an AAA SecurID agent.

Examples
* create aaa-securid mySecuridAgent { server rsal_106 }
Creates an AAA SecurlD agent named mySecuridAgent that is associated to AAA RSA Server rsal_106.
+ list all aaa-securid
Displays a list of AAA SecurlD agents.
* delete aaa-securid MyCCagent
Deletes the MyCCagent AAA Client Certification agent.

Options
¢ [name]
Specifies the name of an agent that you want to display or delete. This setting is required.
* partition
Displays the partition within which the component resides.
e app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

* max-logon-attempt
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Specifies the maximum number of opportunities that users have to re-enter credentials after their first
attempt to log in fails. If you set this value to a number from 2 to 5 inclusive, the system allows users
the specified number of opportunities to log in after the first attempt to log in fails. If you set the value
to 1, the system does not allow a second log in opportunity after a first log in attempt fails. The default
value is 3.

* server
Specifies the AAA RSA SecurlD server that the system uses for LDAP queries and authentication.
* show-extended-error

Specifies to display a verbose error message. The default value is false.

See Also

tmsh

acct-radius

Manages a RADIUS Account agent.

Syntax
Configure the acct-radius component within the policy agent module using the following syntax.

Create/Modify

create acct-radius [name]

modify acct-radius [name]
app-service [[string] | none]
server [[string] | none]

edit acct-radius |
all-properties
non-default-properties

[glob] | [regex] ] ... ]

Display

list acct-radius

list acct-radius [ [ [name] | [glob] | [regex] ] ... ]

show running-config acct-radius

show running-config acct-radius [ [ [name] | [glob] | [regex] ] ... ]
all

all-properties
current-module
non-default-properties
one-line

app-service

partition
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Delete

delete acct-radius [name]

Description

You can use the acct-radius component to create and manage an RADIUS Account agent.

Examples

create acct-radius MyRADIUSagent { server "MyRADIUS" }
Creates the MyRADIUSagent RADIUS Account agent that is associated with the MyRADIUS server.

list acct-radius

Displays a list of RADIUS Account agents and the servers associated with the agents.
delete acct-radius MyRADIUSagent

Deletes the MyRADIUSagent RADIUS Account agent.

Options

[name]

Specifies the name of an RADIUS Account server. This setting is required.
partition

Displays the partition within which the component resides.

app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

server

Specifies an RADIUS Account server the system uses for RADIUS queries and authentication. This
option is required.

See Also

tmsh

acct-tacacsplus

Manages a TACACS+(r) Account agent.

Syntax

Configure the acct-tacacsplus component within the policy agent module using the following syntax.
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Create/Modify

create acct-tacacsplus [name]
modify acct-tacacsplus [name]

options
app-service [[string] | none]
server [[string] | none]
Display

list acct-tacacsplus

list acct-tacacsplus [ [ [name] | [glob] | [regex] ] ... ]

show running-config acct-tacacsplus

show running-config acct-tacacsplus [ [ [name] | [glob] | [regex] ] ... ]
all

all-properties
current-module
non-default-properties
app-service

partition

Delete

delete acct-tacacsplus [name]

Description

You can use the acct-tacacsplus component to configure a TACACS+ Account agent.

Examples

create acct-tacacsplus MyADQueryagent { server '"companyAD" }

Creates the agent type TACACS+ Account named MyADQueryagent that uses the companyAD server.
list acct-tacacsplus all

Displays a list of TACACS+ Account agents and the server associated with each agent.

delete acct-tacacsplus MyADagent

Deletes the MyADagent TACACS+ Account agent.

Options

[name]

Specifies the name of an acct-tacacsplus agent. This setting is required.
partition

Displays the partition within which the component resides.
app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

server
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Specifies the TACACS+ Account server that the system uses for queries and authentication.

See Also

tmsh

decision-box

284

Manages a Decision Box agent.

Syntax
Configure the decision-box component within the policy agent module using the following syntax.

Create/Modify

create decision-box [name]
modify decision-box [name]
options
app-service [[string] | none]
customization-group [name]

Display

list decision-box

list decision-box [ [ [name] | [glob] | [regex] ] ... ]

show running-config decision-box

show running-config decision-box [ [ [name] | [glob] | [regex] ] ... ]
all

all-properties
app-service
current-module
non-default-properties
one-line

partition

Delete

delete decision-box ([name] | all)

Description

You can use the decision-box component to configure a Decision Box agent.

Examples
+ create dynamic-acl MyADQueryagent
Creates the Decision Box agent named MyADQueryagent.

¢ list decision-box all

Displays a list of Decision Box agents.
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* delete decision-box MyADagent
Deletes the MyADagent Decision Box agent.

Options
e app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

* customization-group

Specifies the name of the existing customization group to which the agent belongs.
¢ [name]

Specifies the name of a Decision Box agent. This setting is required.
* partition

Displays the partition within which the component resides.

See Also

tmsh

dynamic-acl

Manages a Dynamic ACL agent.

Syntax
Configure the dynamic-acl component within the policy agent module using the following syntax.

Create/Modify

create dynamic-acl [name]
modify dynamic-acl [name]

options
app-service [[string] | none]
entries [ add | delete | modify | none | replace-all-with]
Display

list dynamic-acl

list dynamic-acl [ [ [name] | [glob] | [regex] ] ... ]

show running-config dynamic-acl

show running-config dynamic-acl [ [ [name] | [glob] | [regex] ] ... ]
all

all-properties
app-service
current-module
non-default-properties
one-line

partition
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Delete

delete dynamic-acl [name]

Description

You can use the dynamic-acl component to create and manage a Dynamic access control list (acl) agent
that parses ACL text input with a specified format from a specified session variable, assigns the parsed
entry into a Dynamic ACL object, and assigns it into a current user session. An ACL is a set of restrictions
associated with a resource or favorite that defines access for users and groups.

Examples

create dynamic-acl <dynamic-acl-agent-name { entries <operator> { <index> { acl
<DynamicACLentry> [ format [f5 | cisco] ] source <session.variable source> } } }>

Creates the Dynamic ACL agent named MyDynamicAclAgent.
list dynamic-acl

Displays a list of Dynamic ACL agents.

delete dynamic-acl MyDynamicAclAgent

Deletes the Dynamic ACL agent named MyDynamicAclAgent.

Options

app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

entries

Specifies the name of the entry to assign this dynamic access control list.
[name]

Specifies the name of the Dynamic Acl agent. This setting is required.
partition

Displays the partition within which the component resides.

See Also

tmsh

ending-allow

Manages an Ending Allow agent.

Syntax

Configure the ending-allow component within the policy agent module using the following syntax.
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Create/Modify

create ending-allow [name]
modify ending-allow [name]
app-service [[string] | none]

Display

list ending-allow
list ending-allow [ [ [name] | [glob] | [regex] ] ... ]
show running-config ending-allow
show running-config ending-allow [ [ [name] | [glob] | [regex] ] ... ]
all
all-properties
app-service
current-module
non-default-properties
one-line
partition

Delete

delete ending-allow ([name] | all)

Description

Access policy endings indicate the final outcome of a branch of an access policy. An Allow ending is a
successful ending in which the system displays the user's home page and grants access to a webtop connection.

Examples
» create ending-allow MyEndingAllowAgent { }
Creates the Ending Allow agent named MyEndingAllowAgent.
+ list ending-allow
Displays a list of Ending Allow agents.
* delete ending-allow MyEndingAllowAgent
Deletes the Ending Allow agent named MyEndingDeniedAgent.

Options
* [name]

Specifies the name of an Ending Allow agent. This option is required.
e app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

e partition

Displays the partition within which the component resides.
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See Also

tmsh

ending-deny

288

Manages an Ending Deny agent.

Syntax
Configure the ending-deny component within the policy agent module using the following syntax.

Create/Modify

create ending-deny [name]
modify ending-deny [name]
options
app-service [[string] | none]
customization-group [name]

Display

list ending-deny

list ending-deny [ [ [name] | [glob] | [regex] ] ... ]

show running-config ending-deny

show running-config ending-deny [ [ [name] | [glob] | [regex] ] ... ]
all

all-properties
app-service
current-module
non-default-properties
one-line

partition

Delete

delete ending-deny ([name] | all)

Description

Access policy endings indicate the final outcome of a branch of an access policy. The Logon Deny ending
is the final result of an unsuccessful logon attempt (the failure could be caused by an incorrect logon attempt,
a security requirement incompatibility, or the use of an unsupported device). Upon reaching a Logon Deny
ending, the user sees an error message. You can use the ending-deny component to create and manage an
Ending Deny agent.

Examples
+ create ending-deny MyEndingDenyAgent customization-group MyLogOffCG

Creates the Ending Deny agent named MyEndingDenyAgent that is associated with the MyLogOffCG
customization group.

* list ending-deny
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Displays a list of Ending Deny agents.
* delete ending-deny MyEndingDenyAgent
Deletes the Ending Deny agent named MyEndingDenyAgent.

Options
+ app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

* customization-group

Specifies the name of the existing customization-group to which the agent belongs. It enables you to
customizes the logon deny page. For example, you can indicate a specific reason for the denial of access.
This setting is required, and the customization group that you assign must be of the type logout.

* [name]
Specifies the name of an Ending Deny agent. This setting is required.
e partition

Displays the partition within which the component resides.

See Also

tmsh

ending-redirect

Manages an Ending Redirect agent.

Syntax
Configure the ending-redirect component within the policy agent module using the following syntax.

Create/Modify

create ending-redirect [name]
modify ending-redirect [name]

options
app-service [[string] | none]
close-session [true | false]

url [value]

Display

list ending-redirect

list ending-redirect [ [ [name] | [glob] | [regex] 1 ... 1]

show running-config ending-redirect

show running-config ending-redirect [ [ [name] | [glob] | [regex] ] ... ]
all

all-properties
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app-service
current-module
non-default-properties
one-line

partition

Delete

delete ending-redirect ([name] | all)

Description

The Redirect ending can be used to redirect the user, rather than allowing or denying a connection. It can
also send a user directly to an update script or to different server or landing URI. Upon reaching a Redirect
ending, the user sees a screen indicating that they are being redirected to a different URL. You can use the
ending-redirect component to create and manage an Ending Redirect agent.

Examples

create ending-redirect MyEndingRedirectAgent { url ""http://www.myweb.com" }

Creates the Ending Redirect agent named MyEndingRedirectAgent that redirects a connection to
http://www.myweb.com.

create ending-redirect MyEndingRedirectAgent { url
"% {session.server.network.protocol}://www.myweb.com" }

Creates an agent using the current protocol and the session variable % {session.server.network.protocol}

list ending-redirect
Displays a list of Ending Redirect agents.
delete ending-redirect MyEndingRedirectAgent

Deletes the Ending Redirect agent named MyEndingRedirectAgent.

Options

290

app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

close-session

Redirects to the specified URI after closing the session if enabled. Otherwise, redirect to the specified
URI without closing the session. The default is enabled.

[name]

Specifies the name of an Ending Redirect agent. This option is required.

url

Specifies the URL to which the system redirects the original request. This option is required, and you
must specify an absolute URL.

An absolute URL specifies the exact location of a file or directory on the Internet.
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See Also

tmsh

endpoint-check-machine-cert

Manages an End-point Check Machine certificate agent.

Syntax

Configure the endpoint-check-machine-cert component within the apm policy agent module using the
following syntax.

Create/Modify

create endpoint-check-machine-cert [name]
modify endpoint-check-machine-cert [name]
allow-elevation [ true| false]
app-service [[string] | none]
ca-profile-name [value]
issuer [value]
save-cert [ true| false]
serial-number [integer]
store-location [machine | user]
store-name [value]
subject-alt-name [value]
subject-match-fgdn [value]

edit endpoint-check-machine-cert [ [ [name] | [glob] | [regex] ] ... ]
all-properties
non-default-properties

Display

list endpoint-check-machine-cert

list endpoint-check-machine-cert [ [ [name] | [glob] | [regex] ] ... ]
show running-config endpoint-check-machine-cert
show running-config endpoint-check-machine-cert [ [ [name] | [glob] | [regex]
T ... ]
all

all-properties
app-service
current-module
non-default-properties
one-line

partition

Delete

delete endpoint-check-machine-cert [name]
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Description
Endpoint security is a centrally-managed method of monitoring and maintaining client-system security.

The endpoint-check-machine-cert component checks for the presence of a valid machine certificate on
Windows/Mac client systems during access policy validation.

Examples
» create endpoint-check-machine-cert MyMCagent
Creates the Endpoint Check Machine certificate agent named MyMCagent in the Common partition.
+ list endpoint-check-machine-cert
Displays a list of Endpoint Check Machine certificate agents.
* delete endpoint-check-machine-cert MyMCagent
Deletes the MyMCagent Endpoint Check Machine certificate agent.

Options
* allow-elevation

Specifies that User Account Control (UAC) prompts are allowed during private key checking.
e app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

* ca-profile-name
Specifies the name of the certificate authority profile to validate the certificate.
* issuer
Specifies the name used to match the issuer name in the machine certificate.
* [name]
Specifies the name of an external logon page agent. This option is required.
e partition
Displays the partition within which the component resides.
* save-cert
Specifies to store the entire machine certificate in a session variable.
e serial-number
Specifies the serial number used to match the serial number of the machine certificate.
+ store-location
Specifies the location of the certificate store on the client machine.
* store-name
Specifies the name of the certificate store on the client machine.
* subject-alt-name
Specifies the name used to match the subject-alt-name in the machine certificate.
+ subject-match-fqdn

Specifies if lookup must match fully qualified domain name (FQDN) in the machine certificate.
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See Also

apm policy agent endpoint-check-software, apm policy agent endpoint-linux-check-file, apm policy agent
endpoint-linux-check-process, apm policy agent endpoint-mac-check-file, apm policy agent
endpoint-mac-check-process, apm policy agent endpoint-windows-check-file, apm policy agent
endpoint-windows-browser-cache-cleaner, apm policy agent endpoint-windows-check-process, apm policy
agent endpoint-windows-check-registry, apm policy agent endpoint-windows-info-os, apm policy agent
endpoint-machine-info, apm policy agent endpoint-windows-protected-workspace

endpoint-check-software

Manages an Endpoint Software Check agent.

Syntax

Configure the endpoint-check-software component within the apm policy agent module using the following
syntax.

Create/Modify

create endpoint-check-software [name]
modify endpoint-check-software [name]
collect [ true | false ]
continuous-check [ true | false ]
type [ antivirus | firewall | patch-management | antispyware | peer-to-peer
| hard-disk-encryption | health-agent ]
check-list-type [ required | allow | deny ]
items [ vendor id | product id | state | version | db-age | db-version |
last-scan missing-updates platform ]

edit endpoint-check-software [ [ [name] | [glob] | [regex] ] ... ]
all-properties
non-default-properties

Display

list endpoint-check-software
list endpoint-check-software [ [ [name] | [glob] | [regex] ] ... ]
show running-config endpoint-check-software
show running-config endpoint-check-software [ [ [name] | [glob] | [regex] ]
]
all
all-properties
app-service
current-module
non-default-properties
one-line
partition

Delete

delete endpoint-check-software ([name] | all)
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Description

Endpoint security is a centrally-managed method of monitoring and maintaining client-system security.
You can use the endpoint-check-software component to create and manage an agent that enforces monitoring
of various client-system security third party software. Different #ype s of third party software supported are
described below in options.

The configuration attributes in the items option are generic and therefore for a given software #ype only
certain items attributes are useful, rest of the attributes are ignored even if they are configured. For example:
for type = peer-to-peer only vendor_id, product_id, state and version are considered and rest of the items
like db-age, db-version etc are ignored. Following is the list of useful attributes corresponding to the software

type:
Common to all software type: vendor_id, product_id, version, platform, state
antivirus & antispyware: db-age, db-version, last-scan

patch-management: missing-updates

Examples
» create endpoint-check-software MyEndpointWCagent items state enabled add

Creates the Endpoint Check Software agent named MyEndpointWCagent, which verifies that the
specified third party software on the client is compliant with system administrators configuration, which
my just check for the installation or monitor the state of the software

* list endpoint-check-software
Displays a list of Endpoint Software Check agents.
* delete endpoint-check-software MyEndpointWCagent
Deletes the Endpoint Software Check agent named MyEndpointWCagent.

Options
* items

Adds items to or deletes items from an Endpoint Software Check agent. You can specify the following
attributes for the software:

* check-list-type Specifies how the list of software should be checked

required: Client is required to have at least one of the software configured in the list in order to pass
the access policy. And that software should satisfy all the configuration fields e.g. state, version etc.

allow: Client is allowed to have any of the software configured in the list but NOT any other than
that, in order to pass the access policy. List is treated as whitelist. A given client software will not
match unless it satisfies all the configuration fields (e.g. state, version etc). NOTE: The check will
also be successful if client has no software installed at all. List of software is treated as whitelist.

deny: Client should NOT have any software configured in the list in order to pass the access policy.
And that software should satisfy all the configuration fields (e.g. state, version etc). NOTE: The
check will also be successful if client has no software installed at all. List of software is treated as
blacklist.

* db-age
Specifies the maximum age of the anti-virus/anti-spyware database that you want an Endpoint

Software Check agent to verify the presence of on the client in order to allow the access policy to
pass.

¢ db-version



Traffic Management Shell (tmsh) Reference Guide

Specifies the version of the anti-virus/anti-spyware database that you want an Endpoint Software
Check agent to verify the presence of on the client in order to allow the access policy to pass.

product_id

Specifies the product ID of the software that you want an Endpoint Software Check agent to verify
the presence of on the client in order to allow the access policy to pass.

vendor_id

Specifies the vendor ID of the software that you want an Endpoint Software Check agent to verify
the presence of on the client in order to allow the access policy to pass.

NOTE: If none of the vendor id or product id is defined then check is performed for any of the
software of given #ype If both vendor id and product id are configured then, product id is ignored
and only vendor id is considered. Vendor ID always takes precedence. A vendor can have many
products. Each product (of every vendor) has unique ID assigned to them. Similarly, every vendor
is assigned a unique ID too which is separate from product ID. If you want to check every software
from a vendor then specify vendor id only.

state

State means different things to different software type. The state can be enabled, disabled or
unspecified. The default is unspecified.

antivirus and antispyware: When the state is set to enabled or disabled, agent verifies that the specified
antivirus/antispyware software has real time protection enabled or disabled on the client that is
attempting to connect. When state is unspecified, it ignores the state.

patch-management: When the state is set to enabled, agent verifies that the specified PM software
is running on the client that is attempting to connect. When its set to unspecified, state of the software
is ignored.

firewall: When the state is enabled or disabled, agent verifies that the specified firewall software
has real time protection enabled or disabled on the client that is attempting to connect. When state
is unspecified, the software state is ignored.

peer-to-peer: When the state is set to enabled agent verifies that the peer-to-peer software is running
on the client that is attempting to connect. When state is unspecified, the agent only verifies that the
software is installed or not.

hard-disk-encryption: When the state is set to enabled agent verifies that all disk volumes are
encrypted on the client that is attempting to connect. When the state is set to disabled agent verifies
that system disk volume is encrypted on the client that is attempting to connect. When state is
unspecified, the agent only verifies that the software is installed or not.

health-agent: When the state is set to enabled agent verifies that endpoint client is compliant with
the health policy set out by the site administrator.

version

Specifies the version of the software that you want an Endpoint Software Check agent to verify the
presence of on the client in order to allow the access policy to pass.

last-scan

Specifies the maximum allowed duration without the full system scan of endpoint client that software
agent can accept in order to allow the access policy to pass. It is specified in number of days.

missingupdates

Specifies the maximum number of allowed missing critical updates of the PM software at the endpoint
client in order to allow the access policy to pass. Leave blank to ignore number of missing critical
updates. Specify 0 to make sure endpoint client is up-to-date

platform
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Specifies the platform. It could be any of the following: windows, linux, mac or any. The default is
any.

* type

Its the type of the third party software to be monitored on the client system. It could be any of the
following: antivirus, firewall, patch-management, antispyware, peer-to-peer, hard-disk-encryption,
health-agent

* collect
This setting is ignored.
* continuous-check
Continuously check the items, and end the session if the result changes. The default is false.
* [name]
Specifies the name of an Endpoint Software Check agent. This option is required.
e partition

Displays the partition within which the component resides.

See Also

apm policy agent endpoint-linux-check-file, apm policy agent endpoint-linux-check-process, apm policy
agent endpoint-mac-check-file, apm policy agent endpoint-mac-check-process, apm policy agent
endpoint-windows-browser-cache-cleaner, apm policy agent endpoint-windows-check-file, apm policy
agent endpoint-check-machine-cert, apm policy agent endpoint-windows-check-process, apm policy agent
endpoint-windows-check-registry, apm policy agent endpoint-windows-group-policy, apm policy agent
endpoint-windows-info-os, apm policy agent endpoint-machine-info, apm policy agent
endpoint-windows-protected-workspace

endpoint-linux-check-file

296

Manages an Endpoint Linux Check File agent.

Syntax

Configure the endpoint-linux-check-file component within the policy agent module using the following
syntax.

Create/Modify

create endpoint-linux-check-file [name]
modify endpoint-linux-check-file [name]

continuous-check [ true | false ]
app-service [[string] | none]
files [ filename | md5 | modified | size ]
edit endpoint-linux-check-file [ [ [name] | [glob] | [regex] ] ... ]

all-properties
non-default-properties



Traffic Management Shell (tmsh) Reference Guide

Display

list endpoint-linux-check-file

list endpoint-linux-check-file [ [ [name] | [glob] | [regex] ] ... ]
show running-config endpoint-linux-check-file
show running-config endpoint-linux-check-file [ [ [name] | [glob] | [regex]
1 ... ]
all

all-properties
app-service
current-module
non-default-properties
one-line

partition

Delete

delete endpoint-linux-check-file ([name] | all)

Description

Access Policy Manager checks for the presence of one or more files on a client that is attempting to connect.
If a file with the described properties exists, the action goes to the successful branch. If the file does not
exist, or a file exists but one or more properties are not correct, the action goes to the fallback branch.

You can use the endpoint-linux-check-file component to create or manage an Endpoint Linux Check File
agent that verifies the presence of specified Linux files on a client.

Examples

+ create endpoint-linux-check-file Myprofile_act_file check ag { files { filename
""/tmp/demo/demofile" md5 ""6b61ad518c23650b17e738el1fa2bb04e" modified 2007-06-01 10:30:10
size 12 } { filename "/tmp/demo/testfile” mdS "f20d9£2072bbeb6691c0f9¢5099b0113" size 9 } }

Creates the Endpoint Linux Check File agent named Myprofile act file check_ag that checks that the
client contains two files located in the /tmp/demo directory: a 12 byte file named demofile that was
modified no later than January 6, 2007 at 10:30 and has an MD5 checksum of
6b61ad518¢23650b17e738el1fa2bb04e, and a 9-byte file named testfile that has an MD5 check sum of
£20d92072bbeb6691c0f9¢5099b0113.

+ list all endpoint-linux-check-file Company8profile_act_file check ag

Displays information about the Endpoint Linux Check File agent named
Company8profile act file check ag.

* delete endpoint-linux-check-file Company8profile_act_check file { files { fillename
"/tmp/demo/demofile" }}

Deletes the /tmp/demo/demofile file from the Endpoint Linux Check File agent named
Company8profile_act file check ag.

Options
+ app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

o files
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Adds files to or deletes files from an Endpoint Linux Check File agent. You can specify the following
attributes of the files that you want an Endpoint Linux Check File agent to verify the presence of on the
client in order to allow the access policy to pass.

¢ filename

Specifies the name of the file and includes the full path. The Endpoint linux Check File agent that
you are creating must be able to verify the file's presence on the client for the access policy to pass.
When you add a file to or delete a file from the agent, this setting is required.

* md5

Specifies the value of an MD5 checksum. The Endpoint Linux Check File agent you are creating
must be able to match the checksum on the client for the access policy to pass. The default is none.

¢ modified

Specifies the last modified date of the specified file. The Endpoint Linux Check File agent you are
creating must verify this date on the client for the access policy to pass. The default is 1970-01-01
00:00:00.

e size

Specifies the size, in bytes, of the specified file. The Endpoint Linux Check File agent you are creating
must verify this size on the client for the access policy to pass. The default is 0.

* continuous-check

Continuously check the files, and end the session if the result changes. The default is false.
* [name]

Specifies the name of an Endpoint Linux Check File agent. This setting is required.
e partition

Displays the partition within which the component resides.

See Also

endpoint-check-software, endpoint-linux-check-process, endpoint-mac-check-file,
endpoint-mac-check-process, endpoint-windows-browser-cache-cleaner, endpoint-windows-check-file,
endpoint-check-machine-cert, endpoint-windows-check-process, endpoint-windows-check-registry,
endpoint-windows-info-os, endpoint-machine-info, endpoint-windows-protected-workspace

endpoint-linux-check-process
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Manages an Endpoint Linux Check Process agent.

Syntax

Configure the endpoint-linux-check-process component within the policy agent module using the following
syntax.

Create/Modify

create endpoint-linux-check-process [name]
modify endpoint-linux-check-process [name]
options
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continuous-check [ true | false ]
app-service [[string] | none]
expression [ string | none ]

edit endpoint-linux-check-process [ [ [name] | [glob] | [regex] ] ... ]
all-properties
non-default-properties

Display

list endpoint-linux-check-process

list endpoint-linux-check-process [ [ [name] | [glob] | [regex] ] ... ]
show running-config endpoint-linux-check-process
show running-config endpoint-linux-check-process [ [ [name] | [glob] | [regex]
T ... ]
all

all-properties
app-service
current-module
non-default-properties
one-line

partition

Delete

delete endpoint-linux-check-process [name]

Description

You can use the endpoint-linux-check-process component to create and manage an Endpoint Linux Check
Process agent that collects information about the Linux processes running on the client.

Examples

create endpoint-linux-check-process MyEndpointWCPagent { (bash OR top) AND firefox }

Creates the Endpoint Linux Check Process agent named MyEndpointWCPagent that checks that the
client has either bash or top, and firefox launched.

list endpoint-linux-check-process

Displays a list of Endpoint Linux Check Process agents.
delete endpoint-linux-check-process MyEndpointWCPagent

Deletes the Endpoint Linux Check Process agent named MyEndpointWCPagent.

Options

app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

expression
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Specifies the expression that you want an Endpoint Linux Check Process agent to use to verify the
processes that are running on the client to allow the access policy to pass. You can use the following
operators: AND, OR, NOT, (and). You can use wildcards in the process name, for example, navapsve.*.

If the check is successful, the system returns 1. If the check fails, the system returns 0. If the expression
is incorrect, the system returns -1.

* continuous-check

Continuously check the expression, and end the session if the result changes. The default is false.
* [name]

Specifies the name of an Endpoint Linux Check Process agent. This setting is required.
e partition

Displays the partition within which the component resides.

See Also

endpoint-check-software, endpoint-linux-check-file, endpoint-mac-check-file, endpoint-mac-check-process,
endpoint-windows-browser-cache-cleaner, endpoint-windows-check-file, endpoint-check-machine-cert,
endpoint-windows-check-process, endpoint-windows-check-registry, endpoint-windows-group-policy,
endpoint-windows-info-os, endpoint-machine-info, endpoint-windows-protected-workspace

endpoint-mac-check-file

300

Manages an Endpoint Macintosh Check File agent.

Syntax

Configure the endpoint-mac-check-file component within the policy agent module using the following
syntax.

Create/Modify

create endpoint-mac-check-file [name]
modify endpoint-mac-check-file [name]

options
continuous-check [ true | false ]
app-service [[string] | none]

files [ filename | md5 | modified | size ]

edit endpoint-mac-check-file [ [ [name] | [glob] | [regex] ] ... 1]
all-properties
non-default-properties

Display

list endpoint-mac-check-file

list endpoint-mac-check-file [ [ [name] | [glob] | [regex] ] ... ]
show running-config endpoint-mac-check-file
show running-config endpoint-mac-check-file [ [ [name] | [glob] | [regex]



Traffic Management Shell (tmsh) Reference Guide

T oo ]
all
all-properties
app-service
current-module
non-default-properties
one-line
partition

Delete

delete endpoint-mac-check-file ([name] | all)

Description

Access Policy Manager checks for the presence of one or more files on a client that is attempting to connect.
If a file with the described properties exists, the action goes to the successful branch. If the file does not
exist, or a file exists but one or more properties are not correct, the action goes to the fallback branch.

You can use the endpoint-mac-check-file component to create or manage an Endpoint Macintosh Check
File agent that verifies the presence of specified Macintosh files on a client.

Examples

* create endpoint-mac-check-file Myprofile_act_file check_ag { files { filename "/tmp/demo/demofile"
md5 "6b61ad518c23650b17e738elfa2bb04e" modified 2007-06-01 10:30:10 size 12 } { filename
""/tmp/demo/testfile" md5 "f20d9f2072bbeb6691c0f9¢5099b01£3" size 9 } }

Creates the Endpoint Macintosh Check File agent named Myprofile act_file check ag that checks
that the client contains two files located in the /tmp/demo directory: a 12 byte file named demofile that
was modified no later than January 6, 2007 at 10:30 and has an MD5 checksum of
6b61ad518¢23650b17e738elfa2bb04e, and a 9 byte file named testfile that has an MDS5 check sum of
£20d92072bbeb6691c0f9¢5099b0113.

+ list all endpoint-mac-check-file Company8profile act file_check_ag

Displays information about the Endpoint Macintosh Check File agent named
Company8profile act file check ag.

* delete endpoint-mac-check-file Company8profile act_check_file { files { filename
""/tmp/demo/demofile" }}

Deletes the /tmp/demo/demofile file from the Endpoint Macintosh Check File agent named
Company8profile_act file_check_ag.

Options
e app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

o files

Adds files to or deletes files from an Endpoint Macintosh Check File agent. You can specify the following
attributes of the files that you want an Endpoint Macintosh Check File agent to verify the presence of
on the client to allow the access policy to pass:

¢ filename
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Specifies the name of the file and includes the full path. The Endpoint Macintosh Check File agent
that you are creating must be able to verify the file's presence on the client for the access policy to
pass. When you add a file to or delete a file from the agent, this setting is required.

md5

Specifies the value of an MDS5 checksum. The Endpoint Macintosh Check File agent you are creating
must be able to match the checksum on the client for the access policy to pass. The default is none.

modified

Specifies the last modified date of the specified file. The Endpoint Macintosh Check File agent you
are creating must verify this date on the client for the access policy to pass. The default is 1970-01-01
00:00:00.

size

Specifies the size, in bytes, of the specified file. The Endpoint Macintosh Check File agent you are
creating must verify this size on the client for the access policy to pass. The default is 0.

continuous-check

Continuously check the files, and end the session if the result changes. The default is false.
[name]

Specifies the name of an Endpoint Macintosh Check File agent. This setting is required.
partition

Displays the partition within which the component resides.

See Also

endpoint-check-software, endpoint-linux-check-file, endpoint-linux-check-process,
endpoint-mac-check-process, endpoint-windows-browser-cache-cleaner, endpoint-windows-check-file,
endpoint-check-machine-cert, endpoint-windows-check-process, endpoint-windows-check-registry,
endpoint-windows-group-policy, endpoint-windows-info-os, endpoint-machine-info,
endpoint-windows-protected-workspace

endpoint-mac-check-process

Manages an Endpoint Macintosh Check Process agent.

Syntax

Configure the endpoint-mac-check-process component within the policy agent module using the following
syntax.

Create/Modify
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create endpoint-mac-check-process [name]
modify endpoint-mac-check-process [name]
options

continuous-check [ true | false ]
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app-service [[string] | none]
expression [ string | none ]
edit endpoint-mac-check-process [ [ [name] | [glob] | [regex] ] ... ]

all-properties
non-default-properties

Display

list endpoint-mac-check-process

list endpoint-mac-check-process [ [ [name] | [glob] | [regex] ] ... ]
show running-config endpoint-mac-check-process
show running-config endpoint-mac-check-process [ [ [name] | [glob] | [regex]
1 ... ]
all

all-properties
app-service
current-module
non-default-properties
one-line

partition

Delete

delete endpoint-mac-check-process ([name] | all)

Description

You can use the endpoint-mac-check-process component to create and manage an Endpoint Macintosh
Check Process agent that collects information about the Macintosh processes running on the client.

Examples

create endpoint-mac-check-process MyEndpointWCPagent { (bash OR top) AND firefox }

Creates the Endpoint Macintosh Check Process agent named MyEndpointWCPagent that checks that
the client has either bash or top, and firefox launched.

list endpoint-mac-check-process

Displays a list of Endpoint Macintosh Check Process agents.
delete endpoint-mac-check-process MyEndpointWCPagent

Deletes the Endpoint Macintosh Check Process agent named MyEndpointWCPagent.

Options

app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

expression

Specifies the expression that you want an Endpoint Macintosh Check Process agent to use to verify the
processes that are running on the client in order to allow the access policy to pass. You can use the
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following operators: AND, OR, NOT, (and). You can use wildcards in the process name, for example,
navapsvc.*.

If the check is successful, the system returns 1. If the check fails, the system returns 0. If the expression
is incorrect, the system returns -1.

e continuous-check

Continuously check the expression, and end the session if the result changes. The default is false.
* [name]

Specifies the name of an Endpoint Macintosh Check Process agent. This setting is required.
e partition

Displays the partition within which the component resides.

endpoint-machine-info

Manages an Endpoint Machine Information agent.

Syntax

Configure the endpoint-machine-info component within the policy agent module using the following
syntax.

Create/Modify

create endpoint-machine-info [name]
modify endpoint-machine-info [name]
app-service [[string] | none]

edit endpoint-machine-info [ [ [name] | [glob] | [regex] ] ... ]
all-properties
non-default-properties
one-line

Display

list endpoint-machine-info

list endpoint-machine-info [ [ [name] | [glob] | [regex] ] ... ]
show running-config endpoint-machine-info
show running-config endpoint-machine-info [ [ [name] | [glob] | [regex] ]

all-properties
non-default-properties
partition

show endpoint-machine-info
show endpoint-machine-info [name]

304



Traffic Management Shell (tmsh) Reference Guide

Delete

delete endpoint-machine-info [name]

Description

You can use the endpoint-machine-info component to create and manage an agent that collects information
about the machine that is attempting to connect.

Options
* [name]
Specifies the name of the an Endpoint Check Machine Information agent. This setting is required.
e partition
Displays the partition within which the component resides.
e app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

See Also

endpoint-check-software, endpoint-linux-check-file, endpoint-linux-check-process, endpoint-mac-check-file,
endpoint-mac-check-process, endpoint-windows-browser-cache-cleaner, endpoint-windows-check-file,
endpoint-check-machine-cert, endpoint-windows-check-process, endpoint-windows-check-registry,
endpoint-windows-group-policy, endpoint-windows-info-os, endpoint-windows-protected-workspace

endpoint-windows-browser-cache-cleaner

Manages an Endpoint Windows Browser Cache Cleaner agent.

Syntax

Configure the endpoint-windows-browser-cache-cleaner component within the policy agent module
using the following syntax.

Create/Modify
create endpoint-windows-browser-cache-cleaner [name]
modify endpoint-windows-browser-cache-cleaner [name]
options
app-service [[string] | none]

cache-clean-type [all | all-except-css-js | all-except-img-css-js | none

clean-passwords [false | true ]
empty-recycle-bin [false | true ]

idle-timeout [<integer> | immediate | indefinite]
idle-timeout-screen-lock [<integer>]
monitor-webtop [enable | disable]
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partition <name>
remove-connection-entry [false | true ]

edit endpoint-windows-browser-cache-cleaner [ [ [name] | [glob] | [regex] ]

]
all-properties
non-default-properties

Display

list endpoint-windows-browser-cache-cleaner
list endpoint-windows-browser-cache-cleaner [ [ [name] | [glob] | [regex] ]
e ]
show running-config endpoint-windows-browser-cache-cleaner
show running-config endpoint-windows-browser-cache-cleaner [ [ [name] |
[glob] | [regex] ] ... ]
all
all-properties
app-service
current-module
non-default-properties
one-line
partition

Delete

delete endpoint-windows-browser-cache-cleaner ([name] | all)

Description

Endpoint security is a centrally-managed method of monitoring and maintaining client-system security.
You can use the endpoint-windows-browser-cache-cleaner component to create and manage an Endpoint
Windows Browser Cache Cleaner agent. This agent cleans items from the client browser and computer after
logoff, and also enforces session inactivity timeouts.

Examples
* create endpoint-windows-browser-cache-cleaner MyEndpointWBCCagent idle timeout 0

Creates the Endpoint Windows Browser Cache Cleaner agent named MyEndpointWBCCagent that
does not enforce a timeout.

* create endpoint-windows-browser-cache-cleaner MyEndpointWBCCagent { idle timeout 0 clean
passwords enable }

Creates the Endpoint Windows Browser Cache Cleaner agent named MyEndpointWBCCagent that
does not enforce a timeout, but does clear saved passwords from the client after logoff.

+ list endpoint-windows-browser-cache-cleaner
Displays a list of Endpoint Windows Browser Cache Cleaner agents.

* delete endpoint-windows-browser-cache-cleaner MyEndpointWBCCagent

Deletes the Endpoint Windows Browser Cache Cleaner agent named MyEndpointWBCCagent.
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Options
e app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

* cache-clean-type

Specifies which browser cache temporary files are removed. If set to all, the temporary files are removed.
If set to all-except-css-js, the browser cache is cleared, but all style sheets and JavaScript are left on the
browser cache. If set to all-except-img-css-js, the browser cache is cleared, but all style sheets, JavaScript,
and images are left on the browser cache. The default is all.

* clean-passwords

When true, the Endpoint Windows Browser Cache Cleaner agent ensures that saved passwords are
cleared from the client after logoff. The default is false.

* empty-recycle-bin

When true, the Endpoint Windows Browser Cache Cleaner agent empties the Recycle Bin on the client
after logoff. The default is false.

¢ idle-timeout

Specifies the number of minutes that the client session can be idle before the Endpoint Windows Browser
Cache Cleaner agent disconnects the session. The default is 0, which enforces no timeout. This is a
required setting.

¢ Idle-timeout-screen-lock

Specifies the number of minutes the system can receive no user input before the workstation is locked.
The default is 0, which specifies no timeout enforced.

* monitor-webtop

When true, the Endpoint Windows Browser Cache Cleaner agent forces session termination if the
browser or webtop is closed. The default is false.

¢ [name]

Specifies the name of the Endpoint Windows Browser Cache Cleaner agent. This is a required setting.
+ partition

Displays the partition within which the component resides.
* remove-connection-entry

When true, the Endpoint Windows Browser Cache Cleaner agent removes the connection from the
Network Connections Dial-up Networking folder on the client. The default is false.

See Also

endpoint-check-software, endpoint-linux-check-file, endpoint-linux-check-process, endpoint-mac-check-file,
endpoint-mac-check-process, endpoint-windows-check-file, endpoint-check-machine-cert,
endpoint-windows-check-process, endpoint-windows-check-registry, endpoint-windows-info-os,
endpoint-machine-info, endpoint-windows-protected-workspace

endpoint-windows-check-file

Manages an Endpoint Windows Check File agent.
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Syntax

Configure the endpoint-windows-check-file component within the policy agent module using the following
syntax.

Create/Modify

create endpoint-windows-check-file [name]
modify endpoint-windows-check-file [name]

options
continuous-check [ true | false ]
app-service [[string] | none]
files [ filename | md5 | modified | operation | signer | size | version
]
edit endpoint-windows-check-file [ [ [name] | [glob] | [regex] ] ... ]

all-properties
non-default-properties

Display

list endpoint-windows-check-file

list endpoint-windows-check-file [ [ [name] | [glob] | [regex] ] ... ]
show running-config endpoint-windows-check-file
show running-config endpoint-windows-check-file [ [ [name] | [glob] | [regex]
T ... ]
all

all-properties
app-service
current-module
non-default-properties
one-line

partition

Delete

delete endpoint-windows-check-file ([name] | all)

Description

Access Policy Manager checks for the presence of one or more files on a client that is attempting to connect.
If a file with the described properties exists, the action goes to the successful branch. If the file does not
exist, or a file exists but one or more properties are not correct, the action goes to the fallback branch.

You can use the endpoint-windows-check-file component to create or manage an Endpoint Windows
Check File agent that verifies the presence of specified Windows files on a client.

Examples

» create endpoint-windows-check-file Myprofile act_file check_ag { files { filename
"C:\\demo\\demofile" md5 "6b61ad518c23650b17¢738el1fa2bb04e' modified 2007-06-01 10:30:10
size 12 } { filename "C:\\demo\\test.file" md5 "f20d9f2072bbeb6691c0f9¢5099b01£3" size 9 } }

Creates the Endpoint Windows Check File agent named Myprofile_act_file check_ag that checks that
the client contains two files located in the C:\demo directory: a 12 byte file named demofile that was
modified no later than January 6, 2007 at 10:30 and has an MD5 checksum of
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6b61ad518¢23650b17e738e1fa2bb04e, and a 9 byte file named test.file that has an MDS5 check sum
of £20d912072bbeb6691c019¢5099b0113.

+ list all endpoint-windows-check-file Company8profile_act_file check ag

Displays information about the Endpoint Windows Check File agent named
Company8profile_act_file_check_ag.

* delete endpoint-windows-check-file Company8profile_act_check_file { files { filename
"C:\\demo\\demofile" }}

Deletes the C:\demo\demofile file from the Endpoint Windows Check File agent named
Company8profile_act file_check_ag.

Options
e app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

o files

Adds files to or deletes files from an Endpoint Windows Check File agent. You can specify the following
attributes for the files that you want an Endpoint Windows Check File agent to verify the presence of
on the client to allow the access policy to pass.

e filename

Specifies a file name and includes the full path. The Endpoint windows Check File agent you are
creating must be able to verify the file's presence on the client for the access policy to pass. When
you add a file to or delete a file from the agent, this setting is required.

e md5

Specifies the value of an MD5 checksum. The Endpoint windows Check File agent that you are
creating must match the checksum on the client for the access policy to pass. The default is none.

¢ modified

Specifies the last modified date of the specified file. The Endpoint windows Check File agent you
are creating must verify this date on the client for the access policy to pass. The default is 1970-01-01
00:00:00.

e operation

Specifies the operator that you want your Endpoint Windows Check File agent to use when verifying
the attributes of the specified file on the client. The default is equal.

* signer

Specifies that the Endpoint Windows Check File agent must verify that the specified file on the client
is signed for the access policy to pass. The default is none.

e size

Specifies the size, in bytes, of the specified file. The Endpoint Windows Check File agent you are
creating must verify this file size on the client for the access policy to pass. The default is 0.

e version

Specifies the version of the specified file that you want your Endpoint Windows Check File agent
to verify on the client for the access policy to pass. Specify the version using the following form:
x.x.X.X. The maximum value is 65535.65535.65535.65535. The default is none.

¢ continuous-check
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Continuously check the files, and end the session if the result changes. The default is false.
* [name]

Specifies the name of an Endpoint Windows Check File agent. This option is required.
e partition

Displays the partition within which the component resides.

See Also

endpoint-check-software, endpoint-linux-check-file, endpoint-linux-check-process, endpoint-mac-check-file,
endpoint-mac-check-process, endpoint-windows-check-file, endpoint-windows-browser-cache-cleaner,
endpoint-windows-check-process, endpoint-windows-check-registry, endpoint-windows-group-policy,
endpoint-windows-info-os, endpoint-machine-info, endpoint-windows-protected-workspace

endpoint-windows-check-process

310

Manages an Endpoint Windows Check Process agent.

Syntax

Configure the endpoint-windows-check-process component within the policy agent module using the
following syntax.

Create/Modify

create endpoint-windows-check-process [name]
modify endpoint-windows-check-process [name]
continuous-check [ true | false ]
app-service [[string] | none]
expression (<string> | none)

edit endpoint-windows-check-process [ [ [name] | [glob] | [regex] ] ... ]
all-properties
non-default-properties

Display

list endpoint-windows-check-process

list endpoint-windows-check-process [ [ [name] | [glob] | [regex] ] ... ]
show running-config endpoint-windows-check-process

show running-config endpoint-windows-check-process [ [ [name] | [glob] |
[regex] ] ... 1]

all-properties
non-default-properties
partition

show endpoint-windows-check-process
show endpoint-windows-check-process [name]
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Delete

delete endpoint-windows-check-process [name]

Description

You can use the endpoint-windows-check-process component to create and manage an agent that collects
information about the Windows processes running on the client.

Examples

* create endpoint-windows-check-process MyEndpointWCPagent { (NISUM.exe OR blackd.exe)
AND navapsve.* }

Creates the Endpoint Windows Check Process agent named MyEndpointWCPagent that checks that
the client has either NISUM.exe or blackd.exe, and navapsvc.* installed.

+ list endpoint-windows-check-process
Displays a list of Endpoint Windows Check Process agents.
* delete endpoint-windows-check-process MyEndpointWCPagent delete
Deletes the Endpoint Windows Check Process agent named MyEndpointWCPagent.

Options
e app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

e expression

Specifies the expression that you want an Endpoint Windows Check Process agent to use to verify the
processes that are running on the client in order to allow the access policy to pass. You can use the
following operators: AND, OR, NOT, (and). You can use wildcards in the process name, for example,
navapsvc.*.

If the check is successful, the system returns 1. If the check fails, the system returns 0. If the expression
is incorrect, the system returns -1.

* continuous-check

Continuously check the expression, and end the session if the result changes. The default is false.
* [name]

Specifies the name of an Endpoint Windows Check Process agent. This setting is required.
e partition

Displays the partition within which the component resides.

See Also

endpoint-check-software, endpoint-linux-check-file, endpoint-linux-check-process, endpoint-mac-check-file,
endpoint-mac-check-process, endpoint-windows-check-file, endpoint-check-machine-cert,
endpoint-windows-browser-cache-cleaner, endpoint-windows-check-registry, endpoint-windows-group-policy,
endpoint-windows-info-os, endpoint-machine-info, endpoint-windows-protected-workspace
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endpoint-windows-check-registry

Manages an Endpoint Windows Check Registry agent.

Syntax

Configure the endpoint-windows-check-registry component within the policy agent module using the
following syntax.

Create/Modify

create endpoint-windows-check-registry [name]
modify endpoint-windows-check-registry [name]
continuous-check [ true | false ]
app-service [[string] | none]
expression [[string] | none]

edit endpoint-windows-check-registry [ [ [name] | [glob] | [regex] ] ... ]
all-properties
non-default-properties

Display

list endpoint-windows-check-registry

list endpoint-windows-check-registry [ [ [name] | [glob] | [regex] ] ... ]
show running-config endpoint-windows-check-registry

show running-config endpoint-windows-check-registry [ [ [name] | [glob] |
[regex] ] ... ]

all-properties
non-default-properties
partition

show endpoint-windows-check-registry
show endpoint-windows-check-registry [name]

Delete

delete endpoint-windows-check-registry [name]

Description

You can use the endpoint-windows-check-registry component to create and manage an agent that collects
information about the Windows registry keys on the client that is attempting to connect.

Examples

* create endpoint-windows-check-registry MyEndpointWCRagent
{"\"HKEY_LOCAL_MACHINE\SOFTWARE\\Microsoft\\Internet
Explorer\".\" Version\'"'=\"'5.0.2800.0\" " }
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Creates the Endpoint Windows Check Registry agent named MyEndpointWCRagent that checks the
registry on the client for version 5.0.2800.0 of Internet Explorer in the
HKEY LOCAL MACHINE\SOFTWARE\Microsoft directory.

create endpoint-windows-check-registry MyEndpointWCRagent
{"\"HKEY_LOCAL_MACHINE64\\SOFTWARE\\Microsoft\\Internet
Explorer\".\" Version\""=\""5.0.2800.0\" "'

Creates the Endpoint Windows Check Registry agent named MyEndpointWCRagent that checks the
registry on the client for version 5.0.2800.0 of Internet Explorer in the
HKEY LOCAL MACHINE64\SOFTWARE\Microsoft directory.

Note that the registry value HKEY LOCAL MACHINEG64 is one of the 32 and 64-bit registry keys
that you can specify on 64-bit Windows versions. On 64-bit Windows systems, you can check for registry
keys in either the 64-bit registry or the 32-bit registry. To specify the registry to check, append a number
to the registry root key name. The following key names are supported: HKEY CURRENT_ USER
HKEY CURRENT USER32 HKEY CURRENT USER64 HKEY LOCAL MACHINE

HKEY LOCAL MACHINE32 HKEY LOCAL MACHINE64 HKEY CLASSES _ROOT

HKEY CLASSES ROOT32 HKEY CLASSES ROOT64 HKEY USERS HKEY USERS32
HKEY USERS64 HKEY values specified with a 32 allow you to check values in the 32-bit view of
64-bit registry. This is the perspective used by 32-bit applications running with on a 64-bit operating
system.

HKEY values with a 64 appended allow you to check values in the 64-bit view of the registry. This is
the perspective used by native 64-bit applications. When checking values on 32-bit Windows, the number
of bits specified in the registry key name is ignored.

list endpoint-windows-check-registry

Displays a list of Endpoint Windows Check Registry agents.

delete endpoint-windows-check-registry MyEndpointWCRagent delete

Deletes the Endpoint Windows Check Registry agent named MyEndpointWCRagent.

Options

app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

expression

Specifies the expression that you want an Endpoint Windows Check Registry agent to use to verify the
registry entries that are present on the client in order to allow the access policy to pass. You can use the
following operators: AND, OR, NOT, (and).

If the check is successful, the system returns 1. If the check fails, the system returns 0. If the expression
is incorrect, the system returns -1.

Important: You must use quotation marks (" ") around key and value arguments, and in data when the
content contains spaces, commas, slashes, tabs, or other delimiters. If quotation marks exist as part of
a registry path or value name, you must use quotation marks around those quotation marks.

Tip: The system treats data in the formats "d.d[.d][.d]" or "d,d[,d][,d]" (where d is a number) as a version
number. The system treats data in the format "mm/dd/yyyy" as a date.

continuous-check

Continuously check the expression, and end the session if the result changes. The default is false.

[name]
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Specifies the name of the an Endpoint Windows Check Registry agent. This option is required.
* partition

Displays the partition within which the component resides.

See Also

endpoint-check-software, endpoint-linux-check-file, endpoint-linux-check-process, endpoint-mac-check-file,
endpoint-mac-check-process, endpoint-windows-browser-cache-cleaner, endpoint-windows-check-file,
endpoint-check-machine-cert, endpoint-windows-check-process, endpoint-windows-group-policy,
endpoint-windows-info-os, endpoint-machine-info, endpoint-windows-protected-workspace

endpoint-windows-group-policy

314

Manages an Endpoint Windows Group Policy agent.

Syntax

Warning: This page is obsolete. Windows Group Policy is no longer supported.

Configure the external-logon-page component within the policy agent module using the following syntax.

Create/Modify

create endpoint-windows—-group-policy [name]

modify endpoint-windows-group-policy [name]
app-service [[string] | none]
policy-file { [name] }

edit endpoint-windows-group-policy [ [ [name] | [glob] | [regex] ] ... ]
all-properties
non-default-properties

Display

list endpoint-windows—-group-policy

list endpoint-windows-group-policy [ [ [name] | [glob] | [regex] ] ... ]
show running-config endpoint-windows-group-policy
show running-config endpoint-windows-group-policy [ [ [name] | [glob] | [regex]

1 oo ]

all-properties
non-default-properties
partition

show endpoint-windows-group-policy
show endpoint-windows—-group-policy [name]
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Delete

delete endpoint-windows-group-policy [name]

Description

Endpoint Windows Group Policy agents enable you to apply an Endpoint Windows Group Policy to a client
machine and create a result session variable.

Examples

+ create endpoint-windows-group-policy { Firewall Settings Template }
Creates a policy for the Access Policy using the Firewall Settings template.

+ edit endpoint-windows-group-policy Firewall_Settings_Template

Edits the Firewall Settings Template.

Options
* [name]
Specifies a name for the Endpoint Windows Group Policy agent.
e partition
Displays the partition within which the component resides.
e app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

* policy-file
Specifies the group policy template that is applied to the client. This option is required.

See Also

endpoint-check-software, endpoint-linux-check-file, endpoint-linux-check-process, endpoint-mac-check-file,
endpoint-mac-check-process, endpoint-windows-browser-cache-cleaner, endpoint-windows-check-file,
endpoint-check-machine-cert, endpoint-windows-check-process, endpoint-windows-check-registry,
endpoint-windows-info-os, endpoint-machine-info, endpoint-windows-protected-workspace

endpoint-windows-info-os

Manages an Endpoint Windows Information Operating System agent.

Syntax

Configure the endpoint-windows-info-os component within the policy agent module using the following
syntax.
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Create/Modify

create endpoint-windows-info-os [name]
modify endpoint-windows-info-os [name]
app-service [[string] | none]

edit endpoint-windows-info-os [ [ [name] | [glob] | [regex] ] ... ]
all-properties
non-default-properties

Display

list endpoint-windows-info-os

list endpoint-windows-info-os [ [ [name] | [glob] | [regex] ] ... ]
show running-config endpoint-windows-info-os
show running-config endpoint-windows-info-os [ [ [name] | [glob] | [regex] ]

]
all-properties
non-default-properties
partition

show endpoint-windows-info-os
show endpoint-windows-info-os [name]

Delete

delete endpoint-windows-info-os [name]

Description

You can use the endpoint-windows-info-os component to create and manage an agent that retrieves
information about the Microsoft Windows operating system from the client, such as version and hotfix
number.

Examples
* create endpoint-windows-info-os MyEndpointWIOSagent { }
Creates the Endpoint Windows Operating System Information agent named MyEndpointWIOSagent.
* list endpoint-windows-info-os
Displays a list of Endpoint Windows Operating System Information agents.
* delete endpoint-windows-info-os MyEndpointWIOSagent delete
Deletes the Endpoint Windows Operating System Information agent named MyEndpointWCRagent.

Options
¢ [name]

Specifies the name of an Endpoint Windows Info OS agent. This setting is required.
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tition

Displays the partition within which the component resides.

e app-service

Spe

cifies the name of the application service to which the object belongs. The default value is none.

Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

See Also

endpoint-check-software, endpoint-linux-check-file, endpoint-linux-check-process, endpoint-mac-check-file,
endpoint-mac-check-process, endpoint-windows-browser-cache-cleaner, endpoint-windows-check-file,
endpoint-check-machine-cert, endpoint-windows-check-process, endpoint-windows-check-registry,
endpoint-windows-group-policy, endpoint-machine-info, endpoint-windows-protected-workspace

endpoint-windo

ws-protected-workspace

Manages an Endpoint Windows Protected Workspace agent.

Syntax

Configure the endpoint-windows-protected-workspace component within the policy agent module using

the foll

Create

owing syntax.

/Modify

create endpoint-windows-protected-workspace [name]

modi

fy endpoint-windows-protected-workspace [name]

allow-burn-cid [true | false]
allow-printer-use [true | false]

allow-user-switch [true | false]

allowed-network-shares [add | delete | modify | replace-all-with] {
[[string]]

}

app-service [[string] | none]

close-google-desktop-search [true | false]

usb-flash-access [all | ironkey | nonel]

edit
]

endpoint-windows-protected-workspace [ [ [name] | [glob] | [regex] ]

all-properties
non-default-properties

Display
list endpoint-windows-protected-workspace
list endpoint-windows-protected-workspace [ [ [name] | [glob] | [regex] ]
1
show running-config endpoint-windows-protected-workspace
show running-config endpoint-windows-protected-workspace [ [ [name] | [glob]
| [regex] 1 ... ]

all-properties
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non-default-properties
partition

show endpoint-windows-protected-workspace
show endpoint-windows-protected-workspace [name]

Delete

delete endpoint-windows-protected-workspace [name]

Description

You can use the endpoint-windows-protected-workspace component to create and manage an agent that
enables an administrator to impose limitations on applications running on Windows client machines.

Options
+ allow-burn-cid

Specifies that the user can burn CDs from within protected workspace. The default is false.
» allow-printer-use

Specifies whether a user can print inside a protected workspace. The default is true.
» allow-user-switch

Specifies whether a user can temporarily switch from a protected workspace. The default is true.
* allowed-network-shares

Specifies a list of Windows network shares to which user has Write access. The default is none.
+ app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

¢ [name]

Specifies the name of the Endpoint Windows Protected Workspace agent. This option is required.
+ partition

Displays the partition within which the component resides.
* usb-flash-access

Specifies whether a user has access to a USB port. The default is false.

See Also

endpoint-check-software, endpoint-linux-check-file, endpoint-linux-check-process, endpoint-mac-check-file,
endpoint-mac-check-process, endpoint-windows-browser-cache-cleaner, endpoint-windows-check-file,
endpoint-check-machine-cert, endpoint-windows-check-process, endpoint-windows-check-registry,
endpoint-windows-info-os, endpoint-machine-info



Traffic Management Shell (tmsh) Reference Guide

external-logon-page

Manages an External Logon Page agent.

Syntax
Configure the external-logon-page component within the policy agent module using the following syntax.

Create/Modify

create external-logon-page [name]
modify external-logon-page [name]
]
]

app-service [[string] | none
split-username [true | false
uri [[string]> | none]
edit external-logon-page [ [ [name] | [glob] | [regex] ] ... ]

all-properties
non-default-properties

Display

list external-logon-page

list external-logon-page [ [ [name] | [glob] | [regex] ] ... ]
all-properties
non-default-properties
partition

Delete

delete external-logon-page [name]

Description

The External Logon Page agent creates an external Logon page that redirects the client browser.

Examples

+ create external-logon-page MyExternalLogonPageAgent { uri '"MyExternalLogonPageServerURI"
}

Creates the External Logon Page agent named MyExternalLogonPageAgent that is associated with
the URI MyExternalLogonPageServerURL

* create external-logon-page MyExternalLogonPageAgent { uri "% {session.my_server_uri}" }

Creates the External Logon Page agent named MyExternalLogonPageAgent with a URI of
session.my_server_uri.

+ list external-logon-page

Displays a list of External Logon Page agents.
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* delete external-logon-page MyExternalLogonPageAgent
Deletes the External Logon Page agent named MyExternalLogonPageAgent.

Options
* [name]
Specifies the name of an External Logon Page agent. This option is required.
e partition
Displays the partition within which the component resides.
e app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

* split-username

Specifies whether user's input is split into username and domain. This option supports UPN style logon
ID (userid@domainid) and Windows Domain User account ID (domainid\userid). The default is false.
Set this to true when you want to store the username and domain separately.

e uri

Specifies a predefined configuration that contains several settings that you want the agent to use to
configure an External Logon page. This option is required.

See Also

logon-page

http-header-modify

320

HTTP header and cookie manipulation agent for per-request access policy.

Syntax

Manipulate HTTP headers or cookies within the policy agent module using the syntax shown in the following
sections.

Create/Modify

create http-header-modify [name]
modify http-header-modify [name]

app-service [[string] | none]
cookie-entries [add | delete | modify | none | replace-all-with] {
[name] {
app-service [[string] | none]
cookie-name [string]
cookie-operation [cookie-delete | cookie-updatel]

cookie-value [string]
}
}

header-entries [add | delete | modify | none | replace-all-with] ({
[name] {
app-service [[string] | none]
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header-delimiter [string]

header-name [string]

header-operation [header-append | header-insert | header-remove |
header-replace]

header-value [string]

}

edit http-header-modify [ [ [name] | [glob] | [regex] ] ... ]
all-properties
non-default-properties

Display

list http-header-modify

list http-header-modify [ [ [name] | [glob] | [regex] ] ... ]
show running-config http-header-modify
show running-config http-header-modify [ [ [name] | [glob] | [regex] ] ... 1

all-properties
app-service
cookie-entries
header-entries
non-default-properties
partition

Delete

delete http-header-modify [name]

Description

You can use the http-header-modify component to create and manage a http-header-modify agent that
manipulates the HTTP and Cookie headers. Operations supported for HTTP header include insert, append,
replace and remove while for cookie only update and delete operations are available. Please note that this
agent applies only to per-request access policy.

Examples

create http-header-modify MyProfile act http-header-modify ag {
cookie-entries {
0 {
cookie—-name PHPSESSID
cookie-value 1234

cookie-name mySession
cookie-operation cookie-delete
cookie-value 5678
}
}
header-entries {
0 {
header-name Cache-Control
header-value no-cache
}
1 {
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header-delimiter ;

header—-name User-Agent
header-operation header-append
header-value "Mozilla/5.0"

—

2 {
header-name Pragma
header-operation header-replace
header-value no-store

3 {
header-name Pragma
header-operation header-remove
header-value no-cache

In above example, http-header-modify agent named MyProfile_act_http-header-modify_ag in partition
Common and adds 2 cookie and 4 HTTP header entries. cookie entry 0 updates cookie value PHPSESSID
to '1234' while entry 1 deletes when cookie value 'mySession=5678'. Header entries refer to various header
operations. Entry 0 inserts header 'Cache-Control: 5678'. Entry 1 updates value of header User-Agent to
include ';Mozilla/5.0'. Entry 2 replaces value of header Pragma by 'no-store'. Finally, 3 entry will remove
header-value matching 'Pragma: no-cache' from HTTP headers.

list http-header-modify

Displays a list of http-header-modify agents.

Options
e app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

* nhame

Specifies the name of HTTP header modify agent. This setting is required.
* cookie-entries
Specifies a list of entries specifying cookie header manipulations.
* cookie-name
Specifies cookie name to match. This setting is required for cookie-entries.
* cookie-operation

Specifies operation on the cookie name specified in cookie-name. Possible values include
cookie-update and cookie-delete.

* cookie-update

Update the cookie value in the cookie-name, cookie-value pair. This is the default
cookie-operation.

¢ cookie-delete

Delete the cookie that matches the cookie-name, cookie-value pair.

¢ cookie-value
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Specifies cookie value to be operated on. This is required for cookie-entries.

* header-entries
Specifies a list of entries specifying HTTP header manipulations.
* header-delimiter

Specifies delimiter character to use when header-operation is header-append.

¢ header-name

Specifies HTTP header to match to be operated on. This setting is required for header-entries.

* header-operation
Specifies operation on the HTTP header specified in header-name. Options include the following:
* header-append

Append header-value to the value of HTTP header header-name delimited by header-delimiter.

¢ header-insert

Insert HTTP header containing header-name, header-value pair. This is the default
header-operation.

¢ header-remove

Remove the HTTP header, value pair that matches the header-name, header-value pair.

* header-replace

Replace value of HTTP header matching header-name by value header-value.

¢ header-value

Specifies HTTP header value to be operated on. This is required for header-entries.

+ partition

Displays the partition within which the component resides.

See Also

tmsh

irule-event

Manages an iRule Event agent.

Syntax

Configure the irule-event component within the policy agent module using the syntax shown in the following
sections.

Create/Modify

create irule-event [name]
modify irule-event [name]
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app-service [[string] | none]
id [[string] | none]
edit irule-event [ [ [name] | [glob] | [regex] ] ... ]

all-properties
non-default-properties

Display

list irule-event

list irule-event [ [ [name] | [glob] | [regex] ] ... ]
show running-config irule-event
show running-config irule-event [ [ [name] | [glob] | [regex] ] ... ]

all-properties
non-default-properties
partition

show irule-event
show irule-event [name]

Delete

delete irule-event [name]

Description

You can use the irule-event component to add a custom Access iRule event to an access policy. This agent
enables you to combine access policy execution with iRule execution.

For example, you can retrieve the current agent ID (using an iRule command ACCESS::policy agent id)
to determine which of the iRule agents raised the event and then perform some custom logic execution.

Examples

when ACCESS_POLICY_AGENT _EVENT {if {|ACCESS::policy agent_id] eq "lastLogon" } {
# our limit in seconds set 2weeks 1209600 # diff in 100 nanosecond increments between MS time
attribute (year 1601) and start of epoch set offset 11644473600000 set adtime "[ACCESS::session
data get session.ad.last.attr.lastL.ogon]" # convert adtime to milliseconds set millisecs [expr {$adtime
/10000}] # subtract offset set lastlogintime [expr {$millisecs - Soffset}] # convert to seconds because
milliseconds for 'now' were negative (maybe vmware issue) set secs [expr {$lastlogintime / 1000}]
set now [clock seconds] # finally calculate the difference set diff [expr {Snow - $secs}] log local0.
"lastLogon: $diff seconds from current time" if { $diff $2weeks } { ACCESS::session data set
session.custom.lastLogonWithin2Weeks 0 } else { ACCESS::session data set
session.custom.lastLogonWithin2Weeks 1 } } } >

In this example, ACCESS POLICY AGENT EVENT gathers data containing the users whose last
logon was within the last two weeks. Note that you can access session variables and create new session
variables inside this event.

list irule-event all
Displays a list of OAM agents.

delete irule-event my_irule_agent
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Deletes the iRule Event agent named my_irule_agent.

Options
e app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

+ id
Specifies the ID of the iRule event. The default is none. You can use the ID to determine which agent

caused the ACCESS POLICY AGENT EVENT. You can also use the ID to perform different processing
inside iRule for different agents.

¢ [name]
Specifies the name of the component. This option is required.
* partition

Displays the partition within which the component resides.

Manages a Kerberos agent.

Syntax

Configure the kerberos component within the policy agent module using the syntax shown in the following
sections.

Create/Modify

create kerberos [name]

modify kerberos [name]
app-service [[string] | none]
max-logon-attempt [integer]
server [string]

edit kerberos [ [ [name] | [glob] | [regex] ] ... 1]
all-properties
non-default-properties

Display

list kerberos

list kerberos [ [ [name] | [glob] | [regex] ] ... ]
show running-config kerberos
show running-config kerberos [ [ [name] | [glob] | [regex] ] ... ]

all-properties
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non-default-properties
partition

show kerberos
show kerberos [name]

Delete

delete kerberos [name]

Description

You can use the kerberos component to create and manage a Kerberos agent.

Examples
» create kerberos my_kerberos_agent
Creates a Kerberos agent named my_Kkerberos_agent.
+ list kerberos all
Displays a list of Kerberos agents.
* delete kerberos my_kerberos_agent

Deletes the Kerberos agent named my_kerberos_agent.

Options
* [name]

Specifies the name of the component. This option is required.
e app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

* max-logon-attempt

Specifies the maximum number of opportunities that users have to re-enter credentials after their first
attempt to log in fails. If you set this value to a number from 2 to 5 inclusive, the system allows users
the specified number of opportunities to log in after the first attempt to log in fails. If you set the value
to 1, the system does not allow a second log in opportunity after a first log in attempt fails. The default
value is 3.

e partition
Displays the partition within which the component resides.
* server

Specifies the name of the Kerberos server. This option is required.
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Manages a Logging agent.

Syntax

Configure the logging component within the policy agent module using the syntax shown in the following
sections.

Create/Modify

create logging [name]
modify logging [name]

app-service [[string] | none]
log-message [[string] | none]
variables [[string] | none]
edit logging [ [ [name] | [glob] | [regex] ] ... ]

all-properties
non-default-properties

Display

list logging

list logging [ [ [name] | [glob] | [regex] ] ... ]
show running-config logging
show running-config logging [ [ [name] | [glob] | [regex] ] ... ]

all-properties
app-service
log-message
non-default-properties
partition

variables

Delete

delete logging [name]

Description

You can use the logging component to create and manage a logging agent that monitors the value of session
variables and identifies the path taken by access policy execution. A logging agent can also be used to create
and monitor custom or predefined session variables. Note that a session variable may or may not exist
depending on the result of the access policy execution.

Examples

create logging MyProfile act logging ag {
variables
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{session-var "session.logon.*"}
{session-var
"session.windows check file.Company8profile act file check ag.item x.filename"}

}

Creates the logging agent named MyProfile_act_logging ag in partition Common and adds two session
variables that define actions that the agent logs: session.logon.* indicates to log application logon attempts
and session.windows_check_file.Company8profile_act_file check ag.item_x.filename indicates to log
the outcome of the file check on the client. The x in item_x indicates the order of the files in the list configured
for the file checker. The list starts with index 0 (zero).

create logging MyProfile act logging ag ({
log-message "Logon Name: $%{session.logon.last.username}."

}

Above example applies only to logging agent tied to per-request access policy. Here logging agent named
MyProfile_act_logging_ag in partition Common will print log messages containing logon name. This
removes the requirement to configure variables separately for per-request access policy. list logging

Displays a list of logging agents.

Options
* app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

* log-message

Specifies the log message to display. This option is required. For per-request access policy only, this
option can contain session or per-request variables. However, session variables containing wildcard (*)
are not supported.

* name

Specifies the name of a logging agent. This option is required.
+ partition

Displays the partition within which the component resides.
* variables

Adds a variable to or deletes a variable from a logging agent. You use the sessionvar option to specify
a session variable that indicates which actions the system logs. This option does not apply to per-request
access policy agent.

logon-page
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Manages a Logon Page agent.



Syntax

Configure the logon-page component within the policy agent module using the following syntax.

Create/Modify

create logon-page
modify logon-page

[name]
[name]

Display

Traffic Management Shell (tmsh) Reference Guide

app-service [[string] | none]
basic-auth-realm [[string] | none]
customization-group [[string] | none]
field-modifiablel [true | false]
field-modifiable2?2 [true | false]
field-modifiable3 [true | false]
field-modifiabled4 [true | false]
field-modifiable5 [true | false]
field-typel [checkbox | none | password
field-type2 [checkbox | none | password
field-type3 [checkbox | none | password
field-type4 [checkbox | none | password
field-type5 [checkbox | none | password
http-401-auth-level [basic | basic-negotiate |
post-var-namel [[integer] | none]
post-var-name2 |[[integer] | none]
post-var-name3 [[integer] | none]
post-var-named4 |[[integer] | none]
post-var-name5 [[integer] | none]
session-var-namel [[integer] | none]
session-var-name2 [[integer] | none]
session-var-name3 [[integer] | none]
session-var-name4 |[[integer] | none]
session-var-name5 [[integer] | none]
split-username [true | false]
type [401 | form-based]

edit logon-page [ [ [name] | [glob] | [regex] ]
all-properties
non-default-properties

list logon-page

list logon-page [ [ [name] | [glob] | [regex] ]

show running-config logon-page

show running-config logon-page [ [ [name] |

all-properties
non-default-properties

partition

show logon-page

show logon-page [name]

Delete

delete logon-page

[name]

[glob]

negotiate

!

[regex]

]

none]
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Description

You can use the logon-page component to create and manage a Logon Page agent. This agent creates a
logon page that includes the form in which users input the credentials required by an access policy. You
can use the customization-group option to customize the logon page.

Examples

* create logon-page MyLogonPageAgent my { type 401 basic-auth-realm myrealm split-username
false http-401-auth-level none }

Creates a basic authentication Logon Page agent named MyLogonPageAgent that results in a 401
response.

» list logon-page
Displays a list of Logon Page agents.
* delete logon-page MyLogonPageAgent
Deletes the Logon Page agent named MyLogonPageAgent.

Options
e app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

e basic-auth-realm

Specifies the system being accessed for HTTP basic authentication. This value is shown in the 401
response. Use this option only for basic authentication Logon pages.

* customization-group

Specifies a predefined configuration that contains several settings that you want the agent to use to
configure a logon page. This setting is required, and the customization group that you assign must be
of the type logon. Use this option only for basic authentication Logon pages.

« field-modifiablel - field-modifiable5

Specifies whether the user can modify the contents of the field on a form-based Logon page. The default
is true. You can use this option to display read-only information. A Logon page contains can have a
maximum of five fields. Use this option only for form-based Logon pages.

+ field-typel - field-typeS

Specifies the type of fields on a form-based Logon page. The default is text. Use this option only for
form-based Logon pages. The options are:

* checkbox
* none
* password

* text
* http-401-auth-level
Use this option only for basic authentication Logon pages. The options are:
* basic
* basic-negotiate

* negotiate
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¢ none

* [name]

Specifies the name of a Logon Page agent. This setting is required.
e partition

Displays the partition within which the component resides.
e post-var-namel - post-var-name5

Specifies the name of the variable that is sent with POST request. Use this option only for form-based
Logon pages.

¢ sess-var-namel - sess-var-names

Specifies the session variable from which the initial value is taken. Use this option only for form-based
Logon pages.

+ split-username

Specifies whether the user's input is split into username and domain. This option supports UPN style
logon ID (userid@domainid) and Windows Domain User account ID (domainid\userid). The default is
false. Set this to true when you want to store the username and domain separately.

Use this option only for basic authentication Logon pages.
* type
Specifies the type of logon page that appears. The options are:
« 401
Displays a basic HTTP authentication form.

¢ form-based

Displays a logon page.

See Also

external-logon-page

message-box

Manages a Message Box agent.

Syntax

Configure the message-box component within the policy agent module using the syntax shown in the
following sections.

Create/Modify

create message-box [name]
modify message-box [name]
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app-service [[string] | none]
customization-group [string]

edit message-box [ [ [name] | [glob] | [regex] ] ... ]
all-properties
non-default-properties

Display

list message-box

list message-box [ [ [name] | [glob] | [regex] ] ... 1]
show running-config message-box
show running-config message-box [ [ [name] | [glob] | [regex] ] ... ]

all-properties
non-default-properties
partition

show message-box
show message-box [name]

Delete

delete message-box [name]

Description

You can use the message-box agent to create, display, or delete a Message Box agent. You cannot use the
command line interface to create or modify the messages that display in a message box. You can also edit
customizable messages using the visual policy editor.

Examples

create message-box MyMessageBoxAgent { customization group "MyMessageBoxCG" }

Creates the Message Box agent named MyMessageBoxAgent that is associated with the customization
group named MyMessageBoxCG.

list message-box

Displays a list of Message Box agents.
delete message-box MyMessageBoxAgent

Deletes the Message Box agent named MyMessage BoxAgent.

Options

[name]
Specifies the name of a Message Box agent. This option is required.
app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.
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* customization-group

Specifies the name of the customization group that contains the messages you want to apply to an access
policy. This option is required.

e partition

Displays the partition within which the component resides.

oam

Manages an OAM agent.

Syntax

Warning: This page is obsolete. AAA OAM agent is no longer supported.

Configure the oam component within the policy agent module using the syntax shown in the following
sections.

Create/Modify

create oam [name]

modify oam [name]
app-service [[string] | none]
max-logon-attempt [integer]
server [[string] | none]
show-extended-error [true | false]
url [[string] | none]

edit oam [ [ [name] | [glob] | [regex] 1 ... ]
all-properties
non-default-properties

Display
list oam
list ocam [ [ [name] | [glob] | [regex] ] ... ]
show running-config oam
show running-config ocam [ [ [name] | [glob] | [regex] ] ... 1

all-properties
non-default-properties
partition

show oam
show oam [name]
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Delete

delete oam [name]

Description

You can use the oam component to create and manage an OAM agent.

Examples

* create oam oam_agentl { server oam10g max-logon-attempt 3 show-extended-error false url
"http://www.mydomain.com/protected/" }

Creates an OAM agent named oam_agent] that uses authentication server oam10g and prompts a user
for credentials three times before denying access to http://www.mydomain.com/protected/.

* modify oam oam_agentl max-logon-attempt 4
« list oam all

Displays a list of OAM agents.
* delete oam my_oam_agent

Deletes the OAM agent named my_tacacsplus_agent.

Options
¢ [name]

Specifies the name of the component. This option is required.
* app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

* max-logon-attempt

Specifies the maximum number of opportunities that users have to re-enter credentials after their first
attempt to log in fails. If you set this value to a number from 2 to 5 inclusive, the system allows users
the specified number of opportunities to log in after the first attempt to log in fails. If you set the value
to 1, the system does not allow a second log in opportunity after a first log in attempt fails. The default
value is 3.

+ partition

Displays the partition within which the component resides.
* server

Specifies the name of the OAM server used for user authentication. This option is required.
e url

Specifies the URL of the resource that is protected by the OAM server. It is used to authenticate the
user using the specified user credentials. This option is required, and you must specify an absolute URL.
An absolute URL specifies the exact location of a file or directory on the Internet.

¢ show-extended-error

Specifies to display a verbose error message on the retry logon page. The default value is false.
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resource-assign

Manages a Resource Assign agent.

Syntax

Configure the resource-assign component within the policy agent module using the syntax shown in the
following sections.

Create/Modify

create resource-assign [name]
modify resource-assign [name]

app-service [[string] | none]

rules (<string> | none)

type [acls | general | resources | webtop-and-webtop-links]
edit resource-assign [ [ [name] | [glob] | [regex] ] ... ]

all-properties
non-default-properties

Display

list resource-assign

list resource-assign [ [ [name] | [glob] | [regex] ] ... ]
show running-config resource-assign
show running-config resource-assign [ [ [name] | [glob] | [regex] ] ... ]

all-properties
non-default-properties
partition

show resource-assign
show resource-assign [name]

Delete

delete resource-assign [name]

Description

You can use the resource-assign component to create and manage an agent that assigns an ACL, a resource
group, or both to an access policy. A resource group is a collection of resources, access control lists, and
protection criteria, which includes your company intranet servers, applications, and network shares. An
ACL is a set of restrictions associated with a resource or favorite that defines access for users and groups.

Examples

* create resource-assign MyAssignResourceAgent my rules { { expression "expr { [mcget
{session.ad.last.authresult}] == 1 }" webtop-links add { google } } }
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Creates the Resource Assign agent named MyAssignResourceAgent and assigns webtop-link google
when authentication is passed.

* list resource-assign all
Displays a list of Resource Assign agents.
* delete resource-assign MyAssignResourceAgent

Deletes the Resource Assign agent named MyAssignResourceAgent.

Options
* [name]
Specifies the name of the Resource Assign agent. This option is required.
e partition
Displays the partition within which the component resides.
e app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

¢ rules

Adds a rule to or deletes a rule from the Resource Assign agent. You can use the following attributes
to define a rule:

* acl

Specifies an access control list that this rule assigns to users.
* connectivity-resource-group

Specifies the name of the connectivity resource group to which this rule applies.
e expression

Specifies the expression that indicates which resource groups this rule assigns to users.

* type
Specifies the type of Resource Assign agent. The default is general.

route-domain-selection

336

Manages a Route Domain Selection agent.

Syntax

Configure the route-domain-selection component within the policy agent module using the syntax shown
in the following sections.

Create/Modify

create route-domain-selection [name]
modify route-domain-selection [name]
app-service [[string] | none]
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location-specific [true | false]
route-domain [[integer] | none]
snat [automap | none]

snatpool [[string] | none]

edit route-domain-selection [ [ [name] | [glob] | [regex] ] ... ]
all-properties
non-default-properties

Display

list route-domain-selection

list route-domain-selection [ [ [name] | [glob] | [regex] ] ... ]
show running-config route-domain-selection
show running-config route-domain-selection [ [ [name] | [glob] | [regex] ]

]

all-properties
non-default-properties
partition

show route-domain-selection
show route-domain-selection [name]

Delete

delete route-domain-selection [name]

Description

You can use the route-domain-selection component to create a Route Domain Selection agent.

Examples

* create route-domain-selection my_rds_ag route-domain 0 snat automap
Creates the my_rds_ag Route Domain Selection agent.

* show route-domain-selection
Displays a list of Route Domain Selection agents.

* delete route-domain-selection my_rd_selection_agent

Deletes the Route Domain Selection agent named my_rd_selection_agent.

Options
¢ [name]

Specifies the name of a Variable Assignment agent. This option is required.
* partition

Displays the partition within which the component resides.

e app-service
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Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

* location-specific

Specifies whether or not this object contains one or more attributes with values that are specific to the
location where the BIG-IP device resides. The location-specific attribute is either true or false. When
using policy sync, mark an object as location-specific to prevent errors that can occur when policies
reference objects, such as authentication servers, that are specific to a certain location.

e route-domain

Specifies the route domain. The default is 0 (zero).

* snat

* automap

¢ none

Snat is not used.

* snatpool

tacacsplus

Manages a TACACS+ agent.

Syntax

Configure the tacacsplus component within the policy agent module using the syntax shown in the following
sections.

Create/Modify

create tacacsplus

modify tacacsplus
app-service [[string] | none]
max-logon-attempt [integer]
server [[string] | none]

edit tacacsplus [ [ [name] | [glob] | [regex] ] ... ]
all-properties
non-default-properties

Display

list tacacsplus

list tacacsplus [ [ [name] | [glob] | [regex] ] ... ]
show running-config tacacsplus
show running-config tacacsplus [ [ [name] | [glob] | [regex] ] ... ]

all-properties
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non-default-properties
partition

show tacacsplus
show tacacsplus [name]

Delete

delete tacacsplus [name]

Description

You can use the tacacsplus component to create and manage a TACACS+ agent.

Examples

list tacacsplus all
Displays a list of TACACS+ agents.

delete tacacsplus my_tacacsplus_agent

Deletes the TACACS+ agent named my_tacacsplus_agent.

Options

[name]
Specifies the name of the component. This option is required.
app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

max-logon-attempt

Specifies the maximum number of opportunities that users have to re-enter credentials after their first
attempt to log in fails. If you set this value to a number from 2 to 5 inclusive, the system allows users
the specified number of opportunities to log in after the first attempt to log in fails. If you set the value
to 1, the system does not allow a second log in opportunity after a first log in attempt fails. The default
value is 3.

partition
Displays the partition within which the component resides.
server

Specifies the name of the TACACS+ server. This option is required.

variable-assign

Manages a Variable Assignment agent.
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Syntax

Configure the variable-assign component within the policy agent module using the syntax shown in the
following sections.

Create/Modify

create variable-assign [name]
modify variable-assign [name]
app-service [[string] | none]
type [citrix-smart-access | general | intranet-webtop | sso-cred-mapping
| virtual-keyboard]
variables { [varname [name] expression {[string] }}

edit variable-assign [ [ [name] | [glob] | [regex] ] ... ]
all-properties
non-default-properties

Display

list variable-assign

list variable-assign [ [ [name] | [glob] | [regex] ] ... ]
show running-config variable-assign
show running-config variable-assign [ [ [name] | [glob] | [regex] ] ... ]

all-properties
non-default-properties
partition

show variable-assign
show variable-assign [name]

Delete

delete variable-assign [name]

Description

You can use the variable-assign component to create and manage an agent that assigns one or more variables
to an access policy. F5 Networks recommends that you use the visual policy editor to create complex variable
assignments.

Examples

* create variable-assign username_variable_assign_ag { variables { varname
""session.logon.last.username" expression " {{mcget {session.ssl.cert.cn}]}" } }

Creates the username_variable_assign_ag Variable Assignment agent that automatically assigns the
value of the common name field in the client certificate to the username field of the logon page. This is
useful when an access policy contains the Variable Assignment agent between the client certification
and the AAA Active Directory server query actions.
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create variable-assign acl_variable_assign_ag { variables { varname
"config.connectivity resource network access.MyprofileNR2.acl_name' expression "expr
{\"MY_ACL1\"}" }}

Creates a Variable Assignment agent that carries out a configured ACL when a particular branch in the
access policy is followed, using the Variable Assignment agent to populate the appropriate variables
with the ACL name.

show variable-assign

Displays a list of Variable Assignment agents.

delete variable-assign MyAssignVariableAgent delete

Deletes the Variable Assignment agent named MyAssignVariableAgent.

Options

[name]

Specifies the name of a Variable Assignment agent. This setting is required.
partition

Displays the partition within which the component resides.

app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

type
Specifies the type of agent. The default is general.
variables

Adds a variable to or deletes a variable from the Variable Assignment agent. You must specify the
following attributes for each variable:

e expression

A Tcl expression that the system evaluates, and then assigns the value of the expression to a specific
property of the assigned Network Access resource or to a newly created session variable.

¢ varname

A variable that forms the left-hand side of the expression. You can use the name of an existing
variable or a new session variable.
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access

Configures an access profile.

Syntax
Configure the access component within the profile module using the syntax shown in the following sections.

Create/Modify

create access [name]
modify access [name]

accept-languages [add | delete | modify | replace-all-with] {
[name]

}

access-policy [[string] | none]

access-policy-timeout [integer]

app-service [[string] | none]

cache-generation [integer]

customization-group [[string] | none]

default-language [[string] | none]

defaults-from [[string] | none]

domain-cookie [[string] | none]

domain-groups [add | delete | modify | replace-all-with] {
[name]

}

domain-mode [single-domain | multi-domain]

user-identity-method [http | ip-address]

eps—-group [[string] | none]

errormap-group [[string] | none]

framework-installation-group [[string] | none]

general-ui-group [[string] | none]

generation-action [increment | noop]

httponly-cookie [true | false]

inactivity-timeout [integer]

logout-uri-include [add | delete | modify | replace-all-with] {
[name]

}

logout-uri-timeout [integer]

log-settings [add | delete | modify | replace-all-with] {

[name]
}
max-concurrent-sessions [[integer] | none]
max-concurrent-users |[[integer] | none]
max-failure-delay [integer]
max-in-progress-sessions [[integer] | none]

max-session-timeout [integer]
min-failure-delay [integer]

persistent-cookie [true | false]
primary-auth-service [[string] | none]
restrict-to-single-client-ip [true | false]

sandboxes [add | delete | modify | replace-all-with] {
[name] { retain-public-access [true]|false] }
}

scope [profile | virtual-server | global]
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secure-cookie [true | false]
sso-name [[string] | none]
edit access [ [ [name] | [glob] | [regex] ] ... 1]

all-properties
non-default-properties

Display

list access

list access [ [ [name] | [glob] | [regex] ] ... ]
show running-config access
show running-config access [ [ [name] | [glob] | [regex] ] ... ]

all-properties
non-default-properties
partition

show access
show access [name]

Delete

delete access [name]

Description

You can use the access component to configure an access profile. An access profile is a pre-configured
group of settings that you can use to configure secure Network Access for an application.

Examples

create access MyAccessProfile { defaults-from access access-policy "my_access_policy"
accepted-languages "my_accepted_languages' default-language "en" customization-group
"company_logout' eps-group 'myepsgroup' framework-installation-group "company_header"
"company_footer" errormap-group '"company_errormap' }

Creates an access profile named MyAccessProfile that is based on the default access profile named
access, uses the access policy named my_access-policy, accepts the languages in the
my_accepted_languages class, uses English as the default language, and uses these groups to customize
the application pages and messages: company_logout, company header, company_footer, and
company_errormap.

list access all all-properties

Displays a list of access profiles, including parameter values.

delete access MyAccessProfile

Deletes the access profile named MyAccessProfile.

Options

accept-languages

Specifies the name of a class that defines the languages supported by the access profile. The default
languages are en (English), ja (Japanese), zh-cn (simplified Chinese (PRC)), and zh tw (traditional
Chinese (Taiwan)). This option is required.
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access-policy

Specifies the access policy that you want to enforce using this access profile. An access policy contains
various security checks that a client must pass before the BIG-IP Access Policy Manager grants access
to a protected application. This option is required.

access-policy-timeout

Specifies, for this access profile, the number of seconds within which a user must complete the steps to
gain access to an application. The default is 300 seconds. This option is designed to quickly release
session resources when a user does not complete the access process, for example, when the user closes
the browser before completing the access process.

app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

customization-group

Specifies the customization group that defines the appearance of the logout and error pages. This option
is required.

default-language

Specifies the default language for the BIG-IP Access Policy Manager that you want to implement with
this access profile. The default is en (English). If the client requests a language that is not supported,
the BIG-IP Access Policy Manager uses the default value. This option is required.

defaults-from
Specifies the default access policy from which this profile is created. This option is required.
domain-cookie

Specifies a domain cookie to use with an application access control connection. If you specify a domain
cookie, then the line domain=specified domain is added to the MRHsession cookie. The default is
none.

domain-groups

Specifies a group of multiple domains or multiple hosts in multiple domains to which a single user
session has access. For example, you can use this option to configure a single user session to have access
to three domains: www.a.com, www.b.com, and www.c.com. When a user logs in to any of these
domains, that user can access the other domains without logging in again. This option is required when
you set the domain-mode option to multi-domain.

For each domain in the domain group, you can specify the following settings:
* cookie-host

Specifies the host name for which to create the user's session cookie.

¢ cookie-domain

Specifies the domain for which to create the user's session cookie.

« secure-cookie

Adds a security attribute to the user's session cookie.

* persistent-cookie

Adds a persistence attribute to the user's session.

¢ SSso-name

Specifies the SSO method to use when accessing a backend application.
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domain-mode
Specifies how the SSO configuration is applied. The options are:
+ single-domain
Applies the SSO configuration to a single domain. This is the default.
When you set domain-mode to single-domain, you must also set the sso-name option.
*  multi-domain

Applies the SSO configuration across multiple domains. This option allows users a single APM
login/session and applies the credentials across multiple Local Traffic Manager or Access Policy
Manager virtual servers in front of different domains. Note that to apply SSO configurations across
multiple domains, all virtual servers must be on one BIG-IP system.

When you set domain-mode to multi-domain, you must also configure the domain-group option,
and provide a URI for the primary-auth-service option.

user-identity-method

Specifies how access will bind a session to a request.

* http
Use http information such as cookies and URI query string to identify user.

* ip-address

Use IP address to identify a user. Do not use this setting if clients may be behind a NAT.

eps-group
This option is required.
errormap-group

Specifies the customization settings for the error map that you want to implement with this access profile.
This setting is required.

framework-installation-group

Specifies the customization settings for the header and footer that you want to implement with this access
profile. This setting is required.

generation-ui-group

Specifies the generation of the user interface group for the new generation access configuration. This
option is required.

generation-timeout

Specifies the timeout, in seconds, for the new generation access configuration.
generation-action

* increment

Activates the current access policy configuration for an access profile. For example, the following
command activates current access policy configuration for profile myAccessProfile: tmsh modify
apm profile access myAccessProfile generation-action increment

*  noop
Specifies "no operation to be performed". This is the default.
* sync

Specifies that the policy is being modified due to APM policy sync operation. This is an internal
action; you should not set it.
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httponly-cookie

Specifies whether HttpOnly directive should be inserted in HTTP response from BIG-IP. The client
browser should prevent script from accessing cookie, if this flag is set in the response. The default is
false.

inactivity-timeout

Specifies, for this access profile, the number of seconds that the session on the client can be idle before
the server disconnects the VPN tunnel. The default is 900 seconds.

logout-uri-include

Specifies a list of URIs to include in the access profile for initiating session logout.

logout-uri-timeout

Specifies the timeout used to delay logout for the customized logout URIs defined in the logout uri
include list

log-settings
Specifies one or more log-setting containers to associate with this profile
max-concurrent-sessions

Specifies, for this access profile, the number of concurrent sessions allowed. The default is 0 (zero),
which represents unlimited sessions. Users assigned an administrative role of Application Editor can
view the value of this option. Users assigned any other administrative role can modify this option.

max-concurrent-users

Specifies, for this access profile, the number of concurrent sessions allowed. The default is 0 (zero),
which represents unlimited sessions. This field is Read-only for Application Editors. Users assigned
any other administrative role can modify this field.

max-failure-delay

Specifies the maximum random delay after authentication failure during the access policy. It is the
maximum number of seconds before the user is shown an error message on the logon page and prompted
to re-enter credentials. The default is 5 seconds. 0 (zero) represents no delay. Note: Set max-failure-delay
to no more than one-half the access-policy-timeout value and no more than 65 seconds greater than
min-failure-delay.

max-in-progress-sessions
Specifies the maximum number of in-progress concurrent sessions a user can have. The in-progress

sessions are the sessions for which an access policy has not completed. The default is 0, which represents
an unlimited number of such sessions.

max-session-timeout

Specifies the maximum lifetime of one session. The maximum lifetime is the number of seconds between
session creation and session termination.

min-failure-delay

Specifies the minimum random delay after authentication failure during the access policy. It is the
minimum number of seconds before the user is prompted for credentials again or shown an error message
on the logon page. The default is 2 seconds.

[name]
Specifies the name of the access profile. This option is required.
persistent-cookie

Specifies to retain the cookie for a user session, even when the user session is terminated, when set to
true. Although this is an insecure method, this setting is useful and required in cases where you have a
third-party application, such as Sharepoint, and need to store the cookie in a local database so that any
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attempt to access backend server applications through Access Policy Manager succeeds. The default is
false.

primary-auth-service

Specifies the address of your primary authentication URI. This setting is required when you set the
domain-mode option to multi-domain.

For example, when you set this option to https://logon.yourcompany.com, the user session is stored
on this primary domain, and the user can access multiple backend applications from multiple domains
and hosts without re-entering credentials.

restrict-to-single-client-ip

Specifies whether a user session is tied to a single client IP. If during session's lifetime, the user's client
IP address changes, the current session is terminated. The user needs to re-login to create a new session
from the new client IP address. The default is false.

sandboxes

Specifies the association between the access profile and the sandbox. If retain-public-access is set to
true, this association is retained even if there is no resource that uses sandbox files in the access policy
that corresponds to this access profile.

scope

Specifies the confining scope for sessions created by the profile. Set this option to profile (which is also
the default-value) to confine the validity of a session to the profile from which it was created. Set this
option to virtual-server to further confine the validity of a session to the virtual server from which it
was created. Setting this option to global allows the session to be valid on any virtual server with any
access profile that also specifies global scope.

secure-cookie

Set this option to true, if you want to add a secure keyword to the session cookie. Set this option to
false, if you want to configure an application access control scenario that uses an HTTPS virtual server
to authenticate the user, and then sends the user to an existing HTTP virtual server to use applications.
The default is true.

Sso-name

Specifies the SSO configuration that you want BIG-IP Access Policy Manager to use to submit the user's
credentials to the backend application. This allows the user to log in once to the Access Policy Manager
and then gain access to backend applications without logging in again.

See Also

apm sso, apm policy

connectivity

Configures a connectivity profile.

Syntax

Configure the connectivity component within the profile module using the syntax shown in the following
sections.

348



Create/Modify

Traffic Management Shell (tmsh) Reference Guide

create connectivity [name]
modify connectivity [name]
adaptive-compression [enabled | disabled]
app-service [[string] | none]
citrix-client-bundle [[name] | default-citrix-client-bundle]
client-policy [add | delete | modify | replace-all-with] {

[name]

android-ec {

}

device-lock-method [alphabetic | alphanumeric | any | numeric

enable-mobilesafe [true | false]
enforce-device-lock [true | false]
enforce-logon-mode [true | false]
logon-mode [native | web]
max-inactivity-time [integer]
min-passcode-length [integer]
save-password [true | false]
save-password-method [disk | memory]
save-password-timeout [integer]

android-ep {

}

device-lock-method [alphabetic | alphanumeric | any | numeric
enable-mobilesafe [true | false]

enforce-device-lock [true | false]

enforce-logon-mode [true | false]

logon-mode [native | web]
max-inactivity-time [integer]
min-passcode-length [integer]
save-password [true | false]
save-password-method [disk | memory]
save-password-timeout [integer]

chromeos-ec {

}

eC

enforce-logon-mode [true | false]
logon-mode [native | web]
save-password [true | false]

save-password-method [disk | memory]
save-password-timeout [integer]

component-update [yes | prompt | no]
location-dns [add | delete | modify | replace-all-with] {

[name]
}
reuse-winlogon-creds [true | false]
reuse-winlogon-session [true | false]
save-password [true | false]

save-password-method [disk | memory]
save-password-timeout [integer]

save-servers-on-exit [true | false]
}
ios-ec {

enable-mobilesafe [true | false]

}

enforce-logon-mode [true | false]
logon-mode [native | web]
require-device-auth [true | false]
save-password [true | false]
save-password-method [disk | memory]
save-password-timeout [integer]
vod-disconnect-timeout [integer]

ios-ep {
enable-mobilesafe [true | false]
enforce-logon-mode [true | false]

logon-mode [native | web]
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enforce-pin-lock [true | false]
max-grace-period [integer]
save-password [true | false]
save-password-method [disk | memory]
save-password-timeout [integer]
}
servers {
{
alias [[string] | none]
host [string]

}
}
compress-buffer-size [integer]
compress—-cpu-saver [true | false]
compress—-cpu-saver-high [integer]
compress—-cpu-saver-low [integer]
compress-gzip-level [integer]
compress—-gzip-memlevel [integer]
compress—-gzip-window-size [integer]
compress—-ingress [true | false]
compress-preferred-method [[string] | none]
compression [enabled | disabled]
compression-codecs [[string] | none]
customization-group [[string] | none]
defaults from [[name] | none]
deflate-compression-level [integer]
description [[string] | none]
location-specific [true | false]
tunnel-name [[string] | none]

edit connectivity [ [ [name] | [glob] | [regex] ] ... ]
all-properties
non-default-properties

Display

list connectivity

list connectivity [ [ [name] | [glob] | [regex] ] ... ]
show running-config connectivity
show running-config connectivity [ [ [name] | [glob] | [regex] ]

all-properties
non-default-properties
partition

show connectivity
show connectivity [name]

Delete

delete connectivity [name]
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Description

You can use the connectivity component to configure a connectivity profile. By using the connectivity
profile, you can configure L2 and L4 tunnels, compression, Windows and mobile client settings, and client
component downloads from F5 Networks and Citrix.

Examples

create connectivity myconnectivityprofile { }

Creates a connectivity profile named myconnectivityprofile that inherits its settings from the system default
connectivity profile.

Options

adaptive-compression

Enables or disables adaptive compression. Use this option to configure compression settings for
application tunnels and to optimize applications and RDP traffic. The default is enabled.

app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

citrix-client-bundle

Specifies the Citrix client bundle used by this connectivity profile. The default is
default-citrix-client-bundle.

client-policy
Adds, deletes, or modifies the client policy for any of the following clients:

¢ android-ec

Android Edge Client
* android-ep

Android Edge Portal
* chromeos-ec

Chrome OS Edge Client
. ec

Windows/OSX Edge Client
* ios-ec

i0S Edge Client
* ios-ep

i0S Edge Portal

Options (please refer to the SYNTAX section to see if a certain option is supported for a particular
client):

* component-update
Specifies how the client handles automatic updates. The options are:
* yes
Automatically installs a client update when one is available.

* prompt
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Prompts the user about installing a client update.
* No

Disables the client from receiving automatic updates.

device-lock-method
Specifies the device lock quality that the client should enforce on the device. The options are:
« alphabetic
Device passcode must contain at least alphabetic (or other symbol) characters.
* alphanumeric
Device passcode must contain at least both numeric and alphabetic (or other symbol) characters.
* any
A device passcode must be set but does not matter what it is.
* numeric

Device passcode must contain at least numeric characters.

enable-mobilesafe

Enables or disable MobileSafe checks. Use this option to configure whether client should execute
the MobileSafe security checks as part of the logon. The default is false.

enforce-device-lock
Specifies whether client should enforce a device passcode policy on the device. The default is true.
enforce-logon-mode

Specifies whether client should enforce a logon mode on the device. The default is false. Set to true
if external logon page is used.

logon-mode

Specifies logon mode to be enforced on the device. The default is native. Set to web if external
logon page is used.

enforce-pin-lock

Specifies whether client should enforce an app-level PIN before allowing access to the app. The
default is true.

location-dns

Specifies a list of DNS suffixes used by the Network Location Awareness feature of the client. This
list represents the internal network where local resources are available without the need of a Network
Access connection. The default is none.

max-grace-period

Specifies the length of time (in minutes) the app was taken to the background before the user will
be asked for a PIN. With the option set to 0, user will be asked for the PIN every time the app is
taken from the background. The default is 2.

max-inactivity-time

Sets the length of time (in minutes) since the user last touched the screen or pressed a button before
the device locks the screen. The default is 5.

min-passcode-length
Specifies the minimum required number of characters for the device passcode. The default is 4.

require-device-auth
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Specifies whether device authentication is needed before accessing cached credentials. The default
is false.

* reuse-winlogon-creds

Specifies whether client can reuse logon credentials entered by a user for a subsequent log in. The
default is false.

* reuse-winlogon-session

Specifies whether client should attempt to use the same Windows logon session. The default is false.
* save-password

Specifies whether client allows user password caching. The default is false.
* save-password-method

Specifies whether client saves encrypted passwords on disk or caches passwords in memory only.
The default is disk.

* save-password-timeout

Specifies the number of minutes that a cached password remains valid (applies only to in-memory
password caching). The default is 240.

* save-servers-on-exit

Specifies whether client maintains a list of Access Policy Manager systems that the client accessed.
The default is true.

¢ servers

Specifies a list of server and alias pairs in the client's server list.

compress-buffer-size
Specifies the size of compressed data for Network Access tunnels. The default is 4096.
compress-cpu-saver

Specifies whether the system monitors the percentage of CPU usage and adjusts compression rates
automatically when CPU usage reaches either the CPU saver high threshold or the CPU saver low
threshold. The default is true.

compress-cpu-saver-high

Specifies the percentage of CPU usage at which the system starts automatically decreasing the amount
of content being compressed, as well as the amount of compression which the system is applying. The
default is 90 percent.

compress-cpu-saver-low

Specifies the percentage of CPU usage at which the system resumes content compression at the
user-defined rates. The default is 75 percent.

compress-gzip-level

Specifies the degree to which the system compresses the content. Higher compression levels slow down
the compression process. The default is 6, which provides a higher amount of compression at the expense
of more CPU processing time. 1 is the lowest level and 9 is the highest level. 0 disables compression.

compress-gzip-memlevel

Specifies the number of kilobytes of memory that the system uses for internal compression buffers when
compressing data. You can select a value between 1 and 256. The default is 8192.

compress-gzip-window-size

Specifies the number of kilobytes in the window size that the system uses when compressing data. You
can select a value between 1 and 128. The default is 16384.
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compress-ingress

Specifies whether incoming data is compressed. The default is false.
compress-preferred-method

Specifies the preferred method of data compression. The default is zlib.

compression

Enables or disables compression between the client and the server. The default is enabled.
compression-codecs

Specifies the available compression codecs for server-to-client connections. The server compares the
available compression types you configure with the available compression types on the client, and then
chooses the most effective mutual compression setting. Compression for the client is configured separately.
The default includes all three available codecs:

e lzo

Offers a balance between CPU resources and compression ratio, compressing more than deflate, but
with less CPU resources than bzip2.

* deflate
Uses the least CPU resources, but compresses the least effectively.
* bzip2

Uses the most CPU resources, but compresses the most effectively.

customization-group
Specifies which customization groups are applied. This option is required.
defaults-from

Specifies the profile from which this profile inherits properties that are not specified explicitly. The
default is connectivity.

deflate-compression-level

Specifies the level of compression performed by the deflate codec. The default is 1.
description

Specifies a user-defined description for the connectivity profile.

location-specific

Specifies whether or not this object contains one or more attributes with values that are specific to the
location where the BIG-IP device resides. The location-specific attribute is either true or false. When
using policy sync, mark an object as location-specific to prevent errors that can occur when policies
reference objects, such as authentication servers, that are specific to a certain location.

[name]

Specifies the profile that you want to use as the parent profile. The new profile inherits all settings and
values from the parent profile.

tunnel-name

Specifies the name of the tunnel through which data passes. The default is none.

See Also

apm profile, Itm virtual
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Configures an exchange profile.

Syntax
Configure the exchange component within the profile module using the syntax shown in the following
sections.
Create/Modify
create exchange [name]

modify exchange [name]
ntlm-auth-name [[string] | none]
active-sync-url [[string] | none]
active-sync-auth-type [basic | ntlm | basic-ntlm]
active-sync-sso-config [[string] | none]
auto-discover-url [[string] | none]
auto-discover-auth-type [basic | ntlm | basic-ntlm]
auto-discover-sso-config [[string] | none]
description [[string] | none]
offline-address-book-url [[string] | none]
offline-address-book-auth-type [basic | ntlm | basic-ntlm]
offline-address-book-sso-config [[string] | none]
rpc-over-http-url [[string] | none]
rpc-over-http-auth-type [basic | ntlm | basic-ntlm]
rpc-over-http-sso-config [[string] | none]
user-agent-pattern-for-utf8 [[string] | none]
web-service-url [[string] | none]
web-service-auth-type [basic | ntlm | basic-ntlm]
web-service-sso-config [[string] | none]

edit exchange [ [ [name] | [glob] | [regex] 1 ... ]
all-properties
non-default-properties

Display

list exchange

list exchange [ [ [name] | [glob] | [regex] ] ... ]

show running-config exchange

show running-config exchange [ [ [name] | [glob] | [regex] 1 ... ]
all-properties
non-default-properties
partition

show exchange

show exchange [name]
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Delete

delete exchange [name]

Description

You can use the exchange component to configure an exchange profile. An exchange profile is a
preconfigured group of settings that you can use to configure authentication for exchange services such as
Outlook Anywhere, ActiveSync, Autodiscover and Offline Address Book, so that those work with BIG-IP.

Examples

create exchange MyExchangeProfile {
ntlm-auth-name "MyNTLMAuth"
rpc-over-http-url "/rpc/rpcproxy.dll”
rpc-over-http-auth-type ntlm
rpc-over-http-sso-config "MyKerberosSSOConfig"
1>

Creates an exchange profile named MyExchangeProfile that is based on the general settings such as NTLM
Authentication configuration MyNTLMAuth. The profile is configured for Outlook Anywhere (RPC over
HTTP) service with url "/rpe/rpeproxy.dll*, client authentication type ntlm and SSO configuration type
MyKerberosSSOConfig

« list exchange all all-properties

Displays a list of exchange profiles, including parameter values.
* delete access MyExchangeProfile

Deletes the exchange profile named MyExchangeProfile.

Options
¢ ntlm-auth-name

Specifies the NTLM configuration object that clients can use to authenticate on the front-end. Backend
SSO type must be Kerberos for ntlm or basic-ntlm front end.

* active-sync-auth-type

Specifies the client-side authentication type for ActiveSync exchange service. The valid value is basic.
* active-sync-sso-config

Specifies the back end SSO config for ActiveSync exchange service. This is optional.
* active-sync-url

Specifies the URL for ActiveSync exchange service. URL is required for ActiveSync service to be
enabled through BIG-IP.

* auto-discover-auth-type

Specifies the client-side authentication type for Autodiscover exchange service. The valid values are
basic, ntlm and basic-ntlm.

* auto-discover-sso-config
Specifies the back end SSO config for Autodiscover exchange service. This is optional.

» description
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Specifies a user-defined description for the exchange profile.
* auto-discover-url

Specifies the URL for Autodiscover exchange service. URL is required for Autodiscover service to be
enabled through BIG-IP.

* offline-address-book-auth-type

Specifies the client-side authentication type for Offline Address Book exchange service. The valid values
are basic, ntlm and basic-ntlm.

+ offline-address-book-sso-config
Specifies the back end SSO config for Offline Address Book exchange service. This is optional.
« offline-address-book-url

Specifies the URL for Offline Address Book exchange service. URL is required for Offline Address
Book service to be enabled through BIG-IP.

* rpc-over-http-auth-type

Specifies the client-side authentication type for Outlook Anywhere (RPC over HTTP) exchange service.
The valid values are basic, ntlm and basic-ntlm.

e rpc-over-http-sso-config

Specifies the back end SSO config for Outlook Anywhere (RPC over HTTP) exchange service. This is
optional.

* rpc-over-http-url

Specifies the URL for Outlook Anywhere (RPC over HTTP) exchange service. URL is required for
Outlook Anywhere (RPC over HTTP) service to be enabled through BIG-IP.

* user-agent-pattern-for-utf8
Specifies the user agent pattern for UTFS.
* web-service-auth-type

Specifies the client-side authentication type for Web Exchange service. The valid values are basic, ntlm
and basic-ntlm.

* web-service-sso-config
Specifies the back end SSO config for Web Exchange service. This is optional.
* web-service-sync-url

Specifies the URL for Web Exchange service. URL is required for Web Service to be enabled through
BIG-IP.

See Also

apm sso, apm profile access

remote-desktop

Displays information about a default profile that supports a Citrix remote desktop resource.

Syntax

Displays the properties of the remote-desktop component within the profile module.
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vdi

Display

list remote-desktop
list remote-desktop [ [ [name] | [glob] | [regex] ] ... ]
show running-config remote-desktop
show running-config remote-desktop [ [glob] | [regex] ] ... ]
all-properties
location-specific [true | false]
non-default-properties
one-line

Description
You can use the remote-desktop component to display the properties of the default remote desktop profile.

A remote desktop profile is for internal use only. You should not create or modify a remote desktop profile.

Examples
list remotedesktop all-properties

Displays all of the properties of the default remote desktop profile.

Options
* location-specific

Specifies whether or not this object contains one or more attributes with values that are specific to the
location where the BIG-IP device resides. The location-specific attribute is either true or false. When
using policy sync, mark an object as location-specific to prevent errors that can occur when policies
reference objects, such as authentication servers, that are specific to a certain location.

See Also

Itm_virtual

358

Configures a VDI profile.

Syntax
Configure the vdi component within the profile module using the syntax shown in the following sections.

Create/Modify

create vdi [name]
modify vdi [name]
msrdp-ntlm-auth-name [[string] | none]

edit vdi [ [ [name] | [glob] | [regex] ] ... ]
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all-properties
non-default-properties

Display
list wvdi
list vdi [ [ [name] | [glob] | [regex] ] ... ]
show running-config vdi
show running-config vdi [ [glob] | [regex] ] ... ]

all-properties
non-default-properties
one-line

Delete

delete vdi [name]

Description

You can use the vdi component to configure a VDI profile. A VDI profile is a group of settings that you
can use to enable and configure VDI services such as Citrix, VMware View and MSRDP, so that those
work with the BIG-IP system.

Examples

create vdi MyVdiProfile {
msrdp-ntlm-auth-name "MyNTLMAuth"
}

Creates a VDI profile named MyVdiProfile with NTLM Authentication configuration MyNTLMAuth to
be used for MSRDP clients authentication.
+ list vdi all-properties

Displays a list of VDI profiles, including parameter values.
* delete vdi MyVdiProfile
Deletes the VDI profile named MyVdiProfile.

Options
* msrdp-ntlm-auth-name

Specifies the NTLM auth configuration object to be used by this VDI profile for MSRDP client
authentication.

See Also

Itm_virtual
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app-tunnel

Configures an application tunnel.

Syntax

Configure the app-tunnel component within the resource module using the syntax shown in the following
sections.

Create/Modify

create app-tunnel [name]
modify app-tunnel [name]
acl-order [integer]

app-service [[string] | none]

application-launch-warning [true | false]

apps [add | delete | modify | replace-all-with] {
[name]

}

customization-group [add | delete | modify | replace-all-with] {

[name]
}
description [[string] | none]
location-specific [true | false]

type [app-tunnel | last | network-access | remote-desktop | web-application]

edit app-tunnel [ [ [name] | [glob] | [regex] ] ... ]
all-properties
non-default-properties

Display

list app-tunnel

list app-tunnel [ [ [name] | [glob] | [regex] ] ... ]
show running-config app-tunnel
show running-config app-tunnel [ [ [name] | [glob] | [regex] ] ... ]

all-properties
non-default-properties
one-line

show app-tunnel
show app-tunnel [name]



APM Resource

362

Delete

delete app-tunnel [name]

Description

You can use the app-tunnel component to configure an application tunnel to provide secure access to a
network, remote desktop, or specific applications.

Examples

item create app-tunnel myapptunnel customization-group myapptunnelcg

Creates an application tunnel named myapptunnel that uses the policies in the customization group
myapptunnelcg.

item delete app-tunnel myapptunnel

Deletes the application tunnel named myapptunnel.

Options

acl-order

Specifies the location of this app tunnel in the ACL hierarchy in Access Policy Manager ACL lists. The
default is 0 (zero).

app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

application-launch-warning
Specifies whether to display a warning before launching an application. The options are:
* true

The system displays security warnings before launching an application, regardless of whether the
site is considered a Trusted site. This is the default value.

+ false
The system displays security warnings before launching an application, only if the site is not in the
Trusted Sites list.
apps
Specifies the applications that a user can access using this application tunnel. The default is none.
customization-group

Specifies whether customizations are applied to the application tunnel. You can add, modify, delete, or
replace all customization groups. This option is required.

description
Specifies a description for the application tunnel. The default is none.
location-specific

Specifies whether or not this object contains one or more attributes with values that are specific to the
location where the BIG-IP device resides. The location-specific attribute is either true or false. When
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using policy sync, mark an object as location-specific to prevent errors that can occur when policies
reference objects, such as authentication servers, that are specific to a certain location.

* [name]

Specifies a name for the component.
e partition

Displays the partition within which the app-tunnel component resides. The default is common.
* type

Specifies the type of application tunnel. The options are:

* app-tunnel

This is the default.

* network-access

Provides access to a network.
* remote-desktop

Provides access to a remote desktop.
* web-application

Provides access to a Web application.

client-rate-class

Configures a client rate class resource.

Syntax

Configure the client-rate-class component within the resource module using the syntax shown in the
following sections.

Create/Modify

create client-rate-class [name]
modify client-rate-class [name]
app-service [[string] | none]
burst [integer]
ceiling [integer]

description [[string] | none]
dscp [integer]
location-specific [true | false]

mode [borrow | discard | shape]
rate [integer]
type [best-effort | controlled-load | guaranteed]

edit client-rate-class [ [ [name] | [glob] | [regex] ] ... ]
all-properties
non-default-properties
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Display

list client-rate-class

list client-rate-class [ [ [name] | [glob] | [regex] ] ... ]
show running-config client-rate-class
show running-config client-rate-class [ [ [name] | [glob] | [regex] ] ... ]

all-properties
non-default-properties

show client-rate-class
show client-rate-class [name]

Delete

delete client-rate-class [name]

Description

You can use the client-rate-class component to configure a client rate class resource, which is used in traffic
control.

Examples

create client-rate-class sf1{ dscp 40 rate 60000 ceiling 80000 mode shape }

Creates a client rate class resource named sfl used in traffic control. Sets the dscp to 40 and the rate to
60000, sets the ceiling to 80000, and sets the mode to shape.

list client-rate-class all

Displays a list of all client rate class on the system.

delete client-rate-class sf1

Deletes the client rate class named sfl from the system.

Options

app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

burst

Specifies in bytes the maximum amount of data that can reach the ceiling rate at one time. The default
is 0 (zero).

ceiling

Specifies how far, beyond the value specified for the rate option, that traffic can flow when bursting.
This number sets an absolute limit. No traffic can exceed this rate. The rate class might limit traffic

throughput to the value of the rate option when there is high contention among siblings of a parent-child
class hierarchy. The default value is the value of the rate option. The minimum value is 296 bp.

description

Specifies a description for the client rate class. The default is none.
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* dscp

Specifies six bits of DS field used as a codepoint to select the PHB (Per Hope Behavior) for a packet in
each network node. The default is -1.

* location-specific

Specifies whether or not this object contains one or more attributes with values that are specific to the
location where the BIG-IP device resides. The location-specific attribute is either true or false. When
using policy sync, mark an object as location-specific to prevent errors that can occur when policies
reference objects, such as authentication servers, that are specific to a certain location.

¢ [name]
Specifies a unique name to identify the client rate class.

* mode
Specifies the mode to use for this client rate class. The options are:
*  borrow

Allows traffic on the client rate class to borrow resources from other flows that are temporarily idle.
Traffic that borrows resources is marked as nonconforming and receives a lower priority. This is the
default.

* discard
Discards packets that do not conform to the specified traffic control descriptor.
* shape

Delays packets submitted for transmission until the packets conform to the specified flow parameters

* partition
Displays the partition within which this component resides. The default is common.
* rate

Specifies the guaranteed throughput rate of the traffic handled by this rate class. You can configure the
rate in bits per second (bps), kilobits per second (Kbps), megabits per second (Mbps), or gigabits per
second (Gbps).

* type
Specifies the service type in use for the client rate class. The options are:
* best-effort

Windows traffic control creates a flow for this client traffic class, and traffic on the flow is handled
with the same priority as other Best Effort traffic. This is the default.

¢ controlled-load

Traffic control transmits a very high percentage of packets to the intended receivers. Packet loss for
this type closely approximates the basic packet error rate of the transmission medium. Transmission
delay for a very high percentage of the delivered packets does not greatly exceed the minimum transit
delay experienced by any successfully delivered packet.

* guaranteed

Guarantees that datagrams arrive within a specified delivery time and will not be discarded due to
queue overflows, provided that the flow of traffic stays within specified traffic parameters. This type
is intended for applications that require guaranteed packet delivery.

See Also

tmsh
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client-traffic-classifier

Configures client traffic classifier entries.

Syntax

Configure the client-traffic-classifier component within the resource module using the syntax shown in
the following sections.

Create/Modify

create client-traffic-classifier [name]
modify client-traffic-classifier [name]

app-service [[string] | none]

entries [add | delete | modify | replace-all-with] {
[name] {
app-service [[string] | none]
client-rate-class [[string] | none]
dst-ip [[ipv4 address] | none]
dst-mask [[integer] | none]
dst-port [[integer] | none]
protocol [[integer] | none]
src-ip [[ipv4 address ] | none]
src-mask [[integer] | none]
src-port [[integer] | none]

}

location-specific [true | false]

edit client-traffic-classifier [ [ [name] | [glob] | [regex] ] ... ]
all-properties
non-default-properties

Display

list client-traffic-classifier

list client-traffic-classifier [ [ [name] | [glob] | [regex] ] ... ]
show running-config client-traffic-classifier
show running-config client-traffic-classifier [ [ [name] | [glob] | [regex]

1 ... 1
all-properties
app-service
non-default-properties
one-line
partition

show client-traffic-classifier
show client-traffic-classifier [name]
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Delete

delete client-traffic-classifier [name]

Description

You can use the client-traffic-classifier component to configure a client traffic classifier, which is used by
traffic control agent.

Examples

* create client-traffic-classifier tf1{ entries entryl { protocol ""6" dst-ip '"192.168.0.0" dst-mask
'"255.255.0.0" dst-port "0" client-rate-class "sf1" }

entry2{protocol "6&6"
src—-ip "10.10.0.0"
src-mask "255.255.255.0"
client-rate-class "sf2"}}

Creates a client traffic classifier named tfl, sets the entry to entryl, the protocol to 6, the DST IP to
192.168.0.0, the DST mask to 255.255.0.0, the DST port to 0 (zero), and the client rate class to sfl.
* list client-traffic-classifier all
Displays a list of all client traffic classifiers on the system.
* modify client-traffic-classifier tfl entries entryl protocol 17
Modifies the client traffic classifier named tf1.
+ delete client-traffic-classifier tfl

Deletes the client traffic classifier named tfl from the system.

Options
e app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

* dst-ip
Specifies the IP address of the receiver of the packet.
* dst-mask
Specifies the subnet mask for the destination address.
* dst-port
Specifies the 16-bit number to identify the sending port for either UDP or TCP network application.
* location-specific

Specifies whether or not this object contains one or more attributes with values that are specific to the
location where the BIG-IP device resides. The location-specific attribute is either true or false. When
using policy sync, mark an object as location-specific to prevent errors that can occur when policies
reference objects, such as authentication servers, that are specific to a certain location.

* |[name]
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Specifies the name of the component.

* partition

Displays the partition within which the component resides. The default is Common.

* protocol

Specifies which traffic protocol to use in the filtering rule.

* sre-ip

Specifies the address from which the packet is being sent.

¢ src-mask

Specifies the subnet mask for the source address.

* src port

Specifies a 16-bit number to identify the sending port for either UDP or TCP network application.

See Also

tmsh

ipv6-leasepool

368

Configures a lease pool.

Syntax

Configure the ipv6-leasepool component within the resource module using the syntax shown in the following

sections.

Create/Modify

create ipv6-leasepool
modify ipvé6-leasepool

options
app-service [[string] |
description [[string] |
location-specific [true
members [add | delete |

}

Display

list
list
show
show

[[first ip address in

ipve-leasepool
ipvé6e-leasepool [ [ [name] | [glob] | [regex] ] ... ]
running-config ipv6-leasepool

running-config ipvé-leasepool [ [ [name] | [glob] | [regex]

all-properties
non-default-properties

[name]
[name]

none]

none]

| false]

modify | replace-all-with] {

range] - [last ip address in range]]

1 ... ]
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one-line
partition

show ipv6-leasepool
show ipv6-leasepool [name]

Delete

delete ipv6-leasepool [name]

Description

Configures an IPv6 lease pool to create a collection of IPv6 addresses grouped as a single object. You can
use a lease pool to associate that collection of IP addresses with a network access resource.

Examples
create ipvo-leasepool myipv6-leasepool {fd1f::1-fd1f::64}

Creates a ipv6-leasepool named myipv6-leasepool that contains the IPv6 addresses in the range fd1f::1 -
fd1f::64.

Note: No spaces are allowed between the first IPv6 address, hyphen, and second IPv6 address.

Options
e app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

* description
Specifies a unique description of the lease pool.
* location-specific

Specifies whether or not this object contains one or more attributes with values that are specific to the
location where the BIG-IP device resides. The location-specific attribute is either true or false. When
using policy sync, mark an object as location-specific to prevent errors that can occur when policies
reference objects, such as authentication servers, that are specific to a certain location.

* [name]

Specifies a unique name for the lease pool.
* members

Specifies a range of IPv6 addresses separated by a hyphen.
e partition

Displays the partition within which the component resides. The default is Common.

See Also

apm profile, Itm virtual
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leasepool

Configures a lease pool.

Syntax

Configure the leasepool component within the resource module using the syntax shown in the following
sections.

Create/Modify

create leasepool [name]
modify leasepool [name]

options
app-service [[string] | none]
description [[string] | none]
location-specific [true | false]
members [add | delete | modify | replace-all-with] {
[[first ip address in range] - [last ip address in range]]
}
Display

list leasepool

list leasepool [ [ [name] | [glob] | [regex] ] ... ]
show running-config leasepool
show running-config leasepool [ [ [name] | [glob] | [regex] ] ... ]

all-properties
non-default-properties
one-line

partition

show leasepool
show leasepool [name]

Delete

delete leasepool [name]

Description

Configures a lease pool to create a collection of IPv4 addresses grouped as a single object. You can use a
lease pool to associate that collection of [Pv4 addresses with a network access resource.

Examples

create leasepool myleasepool {10.10.10.1-10.10.10.10}

Creates a leasepool named myleasepool that contains the [Pv4 addresses in the range 10.10.10.1 - 10.10.10.10.

Note: No spaces are allowed between the first IPv4 address, hyphen, and second IPv4 address.

370



Traffic Management Shell (tmsh) Reference Guide

Options
e app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

* description
Specifies a unique description of the lease pool.
* location-specific

Specifies whether or not this object contains one or more attributes with values that are specific to the
location where the BIG-IP device resides. The location-specific attribute is either true or false. When
using policy sync, mark an object as location-specific to prevent errors that can occur when policies
reference objects, such as authentication servers, that are specific to a certain location.

* [name]

Specifies a unique name for the lease pool.
* members

Specifies a range of IP addresses separated by a hyphen.
e partition

Displays the partition within which the component resides. The default is Common.

See Also

apm profile, ltm virtual

network-access

Configures general settings for a network access connection.

Syntax

Configure the network-access component within the resource module using the syntax shown in the
following sections.

Create/Modify

create network-access [name]
modify network-access [name]

app-service [[string] | none]
address-space-dhcp-requests—-excluded [true | false]
address-space-exclude-subnet [[string] | none]
ipv6o-address-space-exclude-subnet [[string] | none]
address-space-include-dns-name [[string] | none]
address-space-exclude-dns—-name [[string] | none]
address-space-include-subnet [[string] | none]
ipv6-address-space-include-subnet [[string] | none]
address-space-local-subnets-excluded [true | false]
address-space-loc-dns-servers—-excluded [true | false]
address-space-protect [true | false]
application-launch [[string] | none]
application-launch-warning [true | false]
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auto-launch [true | false]
client-interface-speed [[integer] | none]
client-ip-filter-engine [true | false]
client-power-management [ignore | prevent | terminate]
client-proxy [true | false]
client-proxy-address [ip addr]
client-proxy-enforce-subnets [true | false]
client-proxy-exclusion-list [[string] | none]
client-proxy-local-bypass [true | false]
client-proxy-port [[integer] | none]
client-proxy-script [[string] | none]
client-proxy-use-http-pac [true | false]
client-proxy-use-local-proxy [true | false]
client-traffic-classifier [[string] | none]
compression [gzip | none]
customization-group [[string] | none]
description [[string] | none]

dns-primary [ip addr]

ipve-dns-primary [ip addr]

dns-secondary [ip addr]

ipv6e-dns-secondary [ip addr]

dns-suffix [[string] | none]

drive-mapping [[string] | none]

dtls [true | false]

dtls-port [[integer] | none]
execute-logoff-scripts [true | false]
idle-timeout-threshold [[integer] | none]
idle-timeout-window [[integer] | none]
leasepool-name [[string] | none]
location-specific [true | false]
ipvée-leasepool-name [[string] | none]
microsoft-network-client [true | false]
microsoft-network-server [true | false]
network-tunnel [enabled | disabled]
optimized-app [add | delete | modify | none | replace-all-with ]
provide-client-cert [true | false]
proxy-arp [true | false]

split-tunneling [true | false]

static-host [[string] | none]
supported-ip-version [ipv4 | ipv4-ipvo6]
sync-with-active-directory [true | false]

type [app-tunnel | last | network-access | remote-desktop | web-application]

edit

wins-primary [ip addr]
wins-secondary [ip addr]

network-access [ [ [name] | [glob] | [regex] ] ... ]
all-properties
non-default-properties

Display
list network-access
list network-access [ [ [name] | [glob] | [regex] ] ... ]
show running-config network-access
show running-config network-access [ [ [name] | [glob] | [regex] ] ... ]

all-properties
non-default-properties
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one-line
partition

show network-access
show network-access [name]

Delete

delete network-access [name]

Description

You can use the network-access component to configure the general settings for a network access connection.

Examples

create network-access mynetwork-access customization-group mynetaccess

Creates a network access connection configuration object named mynetwork-access that uses the
policies in the customization group named mynetaccess.

delete network-access mynetwork-access

Deletes the network access connection configuration object named mynetwork-access.

Options

app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

address-space-dhcp-requests-excluded

Specifies whether requests from IP addresses using DHCP are excluded from accessing the network.
The default is true.

address-space-exclude-subnet

Specifies the IPv4 address spaces whose traffic you want to exclude from access to a subnet on the
network. The default is none.

ipv6-address-space-exclude-subnet

Specifies the IPv6 address spaces whose traffic you want to exclude from access to a subnet on the
network. The default is none.

address-space-include-dns-name

Specifies a list of domain names describing the target LAN DNS addresses for split tunneling only. You
can add multiple address spaces to the list. For each address space, type the domain name, in the form
site.siterequest.com or *.siterequest.com. The default is none.

address-space-exclude-dns-name

Specifies the DNS address spaces whose traffic you want to exclude from access to a subnet on the
network. You can add multiple address spaces to the list. For each address space, type the domain name,
in the form site.siterequest.com or *.siterequest.com. The default is none.

address-space-include-subnet
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Specifies a list of IPv4 addresses or address/mask pairs describing the target LAN. When using split
tunneling, only the traffic to these addresses and network segments goes through the tunnel configured
for Network Access. You can add multiple address spaces to the list. For each address space, type the
IPv4 address and network mask. The default is none.

ipv6-address-space-include-subnet

Specifies a list of [Pv6 addresses or address/mask pairs describing the target LAN. When using split
tunneling, only the traffic to these addresses and network segments goes through the tunnel configured
for Network Access. You can add multiple address spaces to the list. For each address space, type the
IPv6 address and network mask. The default is none.

address-space-local-subnets-excluded

Specifies whether to exclude local access to any host or subnet in routes that you have specified in the
client routing table. The default is false. When you set this option to true, the system does not support
integrated IP filtering.

address-space-loc-dns-servers-excluded

Specifies whether to exclude local access to DNS servers configured on client prior to establishing
network access connection. The default is false.

address-space-protect

Specifies whether the IP address spaces whose traffic is forced through the tunnel are protected. The
default is false.

app-service
The default is none.
application-launch
Specifies the applications to launch when the client accesses the network. The default is none.
application-launch-warning
Specifies whether the user is warned that an application is being launched. The default is true.
auto-launch
Specifies whether NA resource is to be launched automatically from full webtop. The default is false.
client-interface-speed
Specifies the baud rate of the client interface with the network. The default is 100000000.
client-ip-filter-engine
Specifies whether the client IP address is filtered. The default is <false>.
client-power-management
Specifies how to interact with Windows power management features.
* prevent
Prevents Windows from entering standby/hibernate during connection.
* terminate
Terminate network access connection if Windows is entering standby/hibernate
+ ignore
Do nothing. Ignore power management events. This is the default value.
client-proxy

Specifies whether this resource handles a client proxy. The default is false.

client-proxy-address
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Specifies the IP address of the proxy client. The default is any6.
client-proxy-enforce-subnets

Specifies whether address space subnets must be enforced in proxy auto-configuration. The default is
true.

client-proxy-exclusion-list

Specifies the Web addresses that do not need to be accessed through your proxy server. You can use
wild cards to match domain and host names or addresses, for example, www.*.com, 128.%, 240.8, 8.,
mygroup.*, and *.*. The default is none.

client-proxy-local-bypass

Specifies whether you want to allow local (intranet) addresses to bypass the proxy server. The default
is false.

client-proxy-port

Specifies the port number of the proxy server you want Network Access clients to use to connect to the
Internet. The default is 0 (zero).

client-proxy-script

Specifies the URL for a proxy auto-configuration script, if one is used with this connection. The default
is none.

client-proxy-use-http-pac

Specifies whether the browser uses http:// to locate the proxy the autoconfig file, instead of file://. Set
this to true for applications, like Citrix MetaFrame, that cannot use the client proxy autoconfig script
when the browser attempts to use the prefix file:// to locate the script. The default is false.

client-proxy-use-local-proxy

Specifies whether the browser uses the proxy configured on client prior to establishing network access
connection. The default is false.

client-traffic-classifier
Specifies a client traffic classifier to use with this network access connection. The default is none.
compression

Specifies whether you want to compress all traffic between the Network Access client and the controller.
The default is none.

customization-group

Specifies the customization group that defines the policies that apply to network access. This option is
required.

description
Specifies a unique description of the network access configuration object. The default is none.
dns-primary

For split tunneling, specifies the [IPv4 address of the primary name server that is conveyed to the remote
access point for IPv4 traffic. The default is any®6.

ipv6-dns-primary

For split tunneling, specifies the [Pv6 address of the primary name server that is conveyed to the remote
access point for IPv6 traffic. The default is any6.

dns-secondary

For split tunneling, specifies the [Pv4 address of the secondary name server that is conveyed to the
remote access point for IPv4 traffic. The default is any6.
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ipv6-dns-secondary

For split tunneling, specifies the IPv6 address of the secondary name server that is conveyed to the
remote access point for IPv6 traffic. The default is any6.

dns-suffix

Type in a DNS suffix to send to the client. If this field is left blank, the controller sends its own DNS
suffix. You can specify multiple default domain suffixes separated with commas. The default is none.

drive-mapping

For split tunneling, specifies the drive to which this resource provides a network access connection. The
default is none.

dtls

Specifies whether the network access connection uses Datagram Transport Level Security (DTLS).
DTLS uses UDP instead of TCP, to provides better throughput for high demand applications like VoIP
or streaming video, especially with lossy connections. The default is false.

dtls-port

Specifies the port number that the network access resource uses for secure UDP traffic with DTLS. The
default is 4433.

execute-logoff-scripts

Specifies whether the system to executes logoff scripts (configured on the Active Directory domain)
when the connection is terminated. The default is false.

idle-timeout-threshold

Defines the average byte rate that either ingress or egress tunnel traffic must exceed for the tunnel to
update a session. If the average byte rate falls below the specified threshold, the system applies the
inactivity timeout, which is defined in the session's Access Profile. The default is 0 (zero).

idle-timeout-window

Defines the value that the system uses to calculate the Exponential Moving Average (EMA) byte rate
of ingress and egress tunnel traffic. The default is 0 (zero).

leasepool-name

Specifies the IPv4 lease pools that the user can access with this network access connection. The default
is none.

ipv6-leasepool-name

Specifies the IPv6 lease pools that the user can access with this network access connection. The default
is none.

location-specific

Specifies whether or not this object contains one or more attributes with values that are specific to the
location where the BIG-IP device resides. The location-specific attribute is either true or false. When
using policy sync, mark an object as location-specific to prevent errors that can occur when policies
reference objects, such as authentication servers, that are specific to a certain location.

microsoft-network-client

Specifies whether the client PC can access remote resources over a VPN connection. The default is true.
microsoft-network-server

Specifies whether the server can access remote resources over a VPN connection. The default is false.
network-tunnel

Enables or disables the network tunnel. The default is enabled.

optimized-app
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Specifies the optimized applications that you want to users to access using this network access connection
resource. You can add, delete, modify, or replace the current optimized applications. The default is none.

partition

Displays the partition within which this network access connection component resides. The default is
Common.

provide-client-cert

Specifies whether client certificates are required to establish an SSL connection. You can set this option
to false if the client certificates are only requested in an SSL connection. In this case, the client is
configured to not send client certificates. The default is true.

proxy-arp

Select Enable to enable Proxy ARP for this network access resource. When you implement Proxy ARP
for a network access resource, remote VPN tunnel clients can use IP addresses from the LAN IP subnet
without additional network infrastructure changes. Ranges of IP addresses from the LAN subnet can be
configured in the lease pools and assigned to tunnel clients. When a host on the LAN sends traffic to a
tunnel client, an ARP query is sent to request the client address. Access Policy Manager then responds
with its own MAC address. Traffic is then sent to network access and forwarded to the client over the
network access tunnel. No configuration changes are required on devices other than the Access Policy
Manager.

See your Network Access documentation for more information about Proxy ARP configuration. The
default is false.

split-tunneling

Specifies whether only traffic targeted to a specified address space is sent over the network access tunnel.
With split tunneling, all other traffic bypasses the tunnel. The default is false. When you set this option
to true, all traffic passing over the network access connection uses this setting.

static-host

Specifies the static hosts to which this resource provides a network access connection. The default is
none.

supported-ip-version
Specifies the supported IP protocol version. The default is ipv4.
sync-with-active-directory

Specifies whether you want the network access connection to emulate the Windows logon process for
a client on an Active Directory domain. The default is false.

When this option is set to true, network policies are synchronized when the connection is established,
or at logoff. The following items are synchronized:

* Logon scripts are started as specified in the user profile.
* Drives are mapped as specified in the user profile.

» Group policies are synchronized as specified in the user profile. Group Policy logon scripts are started
when the connection is established, and Group Policy logoff scripts are run when the network access
connection is stopped.

type
Specifies the type of network access connection this component provides. The default is network-access.
wins-primary

Specifies the primary IP address to which this resource provides a network access connection. The
default is any6.

wins-secondary
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Specifies the secondary IP address to which this resource provides a network access connection. The
default is any6.

See Also

tmsh

portal-access

Configures a portal access resource.

Syntax

Configure the portal-access component within the resource module using the syntax shown in the following
sections.

Create/Modify

create portal-access [name]
modify portal-access [name]
acl-order [integer]

application-uri [string] | none]
app-service [[string] | none]
css-patching [true | false]
customization-group [string] | none]
description [string] | none]
flash-patching [true | false]
host-replace-string [string] | none]
host-search-strings [string] | none]

html-patching [true | false]
items [add | delete | modify | replace-all-with] {

[string]
}
javascript-patching [true | false]
location-specific [true | false]
patching-type [full-patch | min-patch]
path-match-case [true | false]
proxy-host [string] | none]
proxy-port [string] | none]
publish-on-webtop [true | false]
scheme-patching [true | false]

edit portal-access [ all-properties | non-default-properties ]
all-properties
non-default-properties

Display

list portal-access

list portal-access [ [ [name] | [glob] | [regex] ] ... ]
show running-config portal-access
show running-config portal-access [ [ [name] [glob] | [regex] ] ... ]

all-properties
non-default-properties

378



Traffic Management Shell (tmsh) Reference Guide

one-line
partition

show portal-access
show portal-access [name]

Delete

delete portal-access [name]

Description

You can use the portal-access component to specify a portal access resource.

Examples

item create portal-access myportalaccess acl-order 14 patching-type full-patch items add { item1 {
host www.mywebsite.com paths /* }}

Creates a portal access resource named myportalaccess.
item delete portal-access myportalaccess

Deletes the portal access resource named myportalaccess.

Options
* acl-order
Specifies the order of this portal access in Access Policy Manager ACL lists. This option is required.
+ application-uri
e app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

* css-patching
Specifies whether the response content type CSS is patched. The default is true.
* customization-group

The customization group is created automatically if not specified.
* description
Specifies a description of the resource. The default is none.
» flash-patching
Specifies whether the system patches Flash content. The default is true.
* host-replace-string
Specifies the replacement host string, when you specify minimal for the patching-type option.
* host-search-strings
Specifies the host string to replace, when you specify minimal for the patching-type option.

* html-patching
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sandbox

Specifies whether the system patches HTML content. The default is true.
items

Configures the host name or IP address, the network mask (if the resource is a network), the port, and
any paths specified for a portal access resource. The default is none.

javascript-patching
Specifies whether the system patches JavaScript content. The default is true.
location-specific

Specifies whether or not this object contains one or more attributes with values that are specific to the
location where the BIG-IP device resides. The location-specific attribute is either true or false. When
using policy sync, mark an object as location-specific to prevent errors that can occur when policies
reference objects, such as authentication servers, that are specific to a certain location.

[name]

Specifies a unique name for the component.

patching-type

Specifies whether this resource provides minimal or full path patching.
path-match-case

Specifies whether the application URI is case-sensitive. The default is true.
proxy-host

Specifies the proxy host that the portal access uses. The default is none. If you configure this option,
you must also configure the option proxy-port.

proxy-port

Specifies the port that the portal access proxy uses. The default is none. Configure this option, only
when you configure the option proxy-host.
publish-on-webtop

Specifies whether to publish this resource on the webtop. The default is false. If you set this option to
true, you must also specify the Application URI using the application-uri option.

scheme-patching

Specifies whether this resource replaces all HTTP scheme addresses with HTTPS scheme addresses.
This option is effective only when minimal patching is selected for patching-type. The default is false.

See Also

tmsh

380

Configures a sandbox.

Syntax

Configure the sandbox component within the resource module using the syntax shown in the following
sections.

Create
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The CREATE command is currently not available. However, a number of sandboxes have already been
created. Use these to upload files.

Modify

modify sandbox [name]

options
base-uri [string]
description [[string] | none]

files [add | delete | modify | replace-all-with] {
[item name] {
content-type [string]
filename [string]
file-type [citrix-bundle | customization | unknown]
folder [string]
local-path [string]
name [string]
}
}

Display

list sandbox
list sandbox [ [ [name] | [glob] | [regex] 1 ... 1
all-properties
non-default-properties
one-line
partition

Description

Configures a sandbox and its files. A sandbox is a container for files stored on the BIG-IP, to which you
want to provide client access.

Examples

modify sandbox hosted-content files add { BIGIPEdgeClient.exe { folder /client local-path
/tmp/BIGIPEdgeClient.exe } }

Adds a file called BIGIPEdgeClient.exe to sandbox named hosted-content. The virtual path to this file
consists of the sandbox's base-uri, the file's folder, and the name of the file. Putting these components
together, the virtual path for the uploaded file is /public/share/client/BIGIPEdgeClient.exe, where /public/share
is the base-uri, /client is the folder, and BIGIPEdgeClient.exe is the filename. The local-path indicates the
location of the file on the disk drive to be added into the sandbox.

Note: The file you add must already be on the BIG-IP system.

Options
e base-uri

Specifies the first component of the virtual path to the sandbox file. The base-uri for sandbox
"hosted-content" is /public/share. The virtual path to a sandbox box file is made up of three components:
base-uri/folder/filename

All files in a sandbox share the same base-uri, but the folder can be different for each file.
* description

Specifies a unique description about the sandbox.
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e files

Specifies the list of files in the sandbox.

¢ jtem name

Specifies the name of an item in the list of files. You can use the original filename as the item name.
Each item name in a sandbox must be unique.

* content-type

Specifies the content-type field in a HTTP header such as "image/gif" or "text/plain". If none is provided,
tmsh will try its best to provide this value.

e filename

Specifies the last component of the virtual path to the sandbox file. We recommend that you use the
filename of the original file for this name.

+ file-type

Specifies the F5 file type. Currently there are only three types: unknown, citrix-bundle, and customization.
No value is required if a file is uploaded to sandbox for "citrix-client-bundle", since this sandbox is the
repositories for F5 specific type of file. However, for files uploaded to sandbox "hosted-content" if no
value is provided, the file type defaults to "unknown".

+ folder

Specifies the second component of the virtual path to the sandbox file.
* local-path

Specifies the location of the file to be inserted into the sandbox. This file must be on the BIG-IP already.
* name

Specifies a value for the underlying file object. Use this only if you are trying to add more than one
sandbox file in a modify command. Otherwise, don't specify a value for this attribute. The value must
be specified as follows: full path of sandbox name:item name. For example, if the sandbox name is
'/Common/hosted-content' and the item name is 'index.html', the value should be
'/Common/hosted-content:index.html'.

See Also

webtop, webtop-link

webtop

Configures a webtop resource.

Syntax

Configure the webtop component within the resource module using the syntax shown in the following
sections.

Create/Modify

create webtop [name]

modify webtop [name]
app-service [[string] | none]
customization-group [string]
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description [[string] | none]
location-specific [true | false]
minimize-to-tray [false | true]
portal-access-start-uri [[string] | none]
webtop-type [full | last | network-access | portal-access]
warn-when-closed [false | true]
edit webtop [ [ [name] | [glob] | [regex] ] ... ]

all-properties
non-default-properties

Display

list webtop

list webtop [ [ [name] | [glob] | [regex] ] ... ]
show running-config webtop
show running-config webtop [ [ [name] | [glob] | [regex] ] ... ]

all-properties
non-default-properties
one-line

show webtop
show webtop [name]

Delete

delete webtop [name]

Description

Configures the settings necessary to define the webtop assigned to the end-user as part of the access policy
execution.

Examples

create webtop mynawebtop { customization-group mywebtopcgl minimize-to-tray false }

Creates a webtop named mynawebtop with the customization group mywebtopcgl and the network
access minimize-to-tray option set to false.

create webtop mywawebtop { customization-group mywebtopcgl portal-access-start-uri
"""http://www.siterequest.com"' }

Creates a webtop named mywawebtop with the customization group mywebtopcgl and the starting
URI for the portal access of http://www.siterequest.com.

Options

app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

customization-group
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Specifies the customization settings for the webtop.

Note: You must create a customization group of type webtop before you can create a webtop resource.
This option is required.

description
Specifies a description of the resource. The default is none.
portal-access-start-uri

Specifies the URI that the webtop starts. You can only configure this option if you have configured the
webtop-type option for portal-access.

location-specific

Specifies whether or not this object contains one or more attributes with values that are specific to the
location where the BIG-IP device resides. The location-specific attribute is either true or false. When
using policy sync, mark an object as location-specific to prevent errors that can occur when policies
reference objects, such as authentication servers, that are specific to a certain location.

minimize-to-tray

Specifies whether the network access window (launched from the full webtop) is minimized to the
system tray automatically after the network access connection starts. The default is true.

You can configure this option only if you configured the webtop-type option as network-access or
full. With a network access webtop, the webtop automatically minimizes to the tray. With a full webtop,
the webtop minimizes to the system tray only after the network access connection is started.

warn-when-closed

Specifies whether the network access window (launched from the full webtop) should display a warning
message when the webtop closes.

You can configure this option only if you configured the webtop-type option as full.
webtop-type

Specifies the type of webtop this resource creates. The options are:

o full

A webtop to which you assign a single network access resource, multiple portal access resources,
and multiple application access app tunnel resources, or any combination of the three types. This is
the default.

* last
* network-access

A webtop to which you assign only a single network access resource.
* portal-access

A webtop to which you assign only portal access resources.

See Also

tmsh
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webtop-link

Configures a webtop link resource.

Syntax

Configure the webtop-link component within the resource module using the syntax shown in the following
sections.

Create/Modify

create webtop-link [name]
modify webtop-link [name]
application-uri [string]

app-service [[string] | none]
customization-group [string]
description [[string] | none]
location-specific [true | false]
edit webtop-link [ [ [name] | [glob] | [regex] ] ... ]
all
Display

list webtop-link

list webtop-link [ [ [name] | [glob] | [regex] ] ... ]
show running-config webtop-link
show running-config webtop-link [ [ [name] | [glob] | [regex] ] ... ]

all-properties
non-default-properties
one-line

show webtop-link
show webtop-link [name]

Delete

delete webtop-link [name]

Description

Configures the settings necessary to define a link to a webtop that is displayed to the end-user as part of the
access policy execution.

Examples

* create webtop-link mywebtoplinkcgl application-uri ""http://www.externalsite.com/"

Creates a webtop named mywebtoplinkegl with the application-uri of http://www.externalsite.com/.
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Options

application-uri

Specifies the application URI of the external portal to which this resource provides access for this webtop
link. This is a required setting.

app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

customization-group

Specifies the customization settings for the webtop.

Note: You must create a customization group of type webtop before you can create a webtop resource.
If you do not specify a customization group, a group will be created automatically.

description
Specifies a description of the resource. The default is none.
location-specific

Specifies whether or not this object contains one or more attributes with values that are specific to the
location where the BIG-IP device resides. The location-specific attribute is either true or false. When
using policy sync, mark an object as location-specific to prevent errors that can occur when policies
reference objects, such as authentication servers, that are specific to a certain location.

See Also

tmsh
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citrix

Configures a Citrix remote desktop resource configuration object.

Syntax

Configure the citrix component within the resource remote desktop module using the syntax shown in
the following sections.

Create/Modify

create citrix [name]
modify citrix [name]
app-service [[string] | none]
auto-logon [enabled | disabled]
customization-group [add | delete | modify | replace-all-with] {

[name] {
caption [[string] | none]
detailed-description [[string] | none]
}
}
description [[string] | none]

domain-source [session.logon.last.domain | none]
enable-serverside-ssl [enabled | disabled]
pool [pool name]

host [fqgdn]

ip [ip address]

location-specific [true | false]

password-source [session.logon.last.password | none]
port [[string] | none]

username-source [session.logon.last.username | none]

edit citrix [ [ [name] | [glob] | [regex] ] ... ]
all-properties
non-default-properties

Display

list citrix

list citrix [ [ [name] | [glob] | [regex] ] ... ]
show running-config citrix
show running-config citrix [ [ [name] | [glob] | [regex] ] ... ]

all-properties
non-default-properties

show citrix
show citrix [name]
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Delete

delete citrix [name]

Description

You can use the B<citrix> component to configure a Citrix remote desktop
resource.

Examples

create citrix myecitrix { ip 172.29.67.130 }

Creates a Citrix remote desktop resource named myecitrix with Citrix XML Broker server specified as
IP address 172.29.67.130.

create citrix mycitrix { host mycitrix.mycompany.com auto-logon enabled }

Creates a Citrix resource with Citrix XML Broker server specified as hostname
mycitrix.mycompany.com and auto-logon enabled with APM credentials (that user types on Logon
Page).

create citrix mycitrix { pool /Common/mycitrix-pool enable-serverside-ssl enabled }

Creates a Citrix resource with Citrix XML Broker server(s) specified in pool named
/Common/mycitrix-pool and SSL communication enabled to the server(s) (SSL should also be enabled
on the servers and APM virtual should have serverssl profile).

Options

app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

auto-logon

Enables or disables automatic log on to the Citrix server. If you enable this option, you must also provide
values for the username-source, password-source, and domain-source options. The default is disabled.

customization-group

Specifies whether customization groups are applied to the Citrix remote desktop. You can add, modify,
or delete customization groups. You can also replace all current customization groups with new
customization groups. The default is none.

description
Specifies a description for your Citrix remote desktop. The default is none.
domain-source

Specifies the Session variable used as a source for the auto-logon user password. The default is
session.logon.last.domain.

enable-serverside-ssl

Enables or disables SSL capabilities between the BIG-IP system and the Citrix server. When enabled,
the port number automatically changes to 443. The default is disabled.

pool
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Specifies the pool name that contains your Citrix XML Broker server(s). You must use one of these
options to specify the server address: pool, host, or ip.

¢ host

Specifies the hostname of your Citrix XML Broker server. You must use one of these options to specify
the server address: pool, host, or ip.

L] ip
Specifies the IP address of your Citrix XML Broker server. You must use one of these options to specify
the server address: pool, host, or ip.

* location-specific

Specifies whether or not this object contains one or more attributes with values that are specific to the
location where the BIG-IP device resides. The location-specific attribute is either true or false. When
using policy sync, mark an object as location-specific to prevent errors that can occur when policies
reference objects, such as authentication servers, that are specific to a certain location.

* [name]

Specifies an object name. This option is required; however, the parameter name is implicit and must
not be typed in the syntax.

* password-source

Specifies the session variable that is used as a source for the auto-logon password. The default is
session.logon.last.password.

* port
Specifies the port for your Citrix server. The default is 80.
* username-source

Specifies the session variable that is used as a source for the auto-logon user name. The default is
session.logon.last.username.

See Also

citrix-client-bundle, citrix-client-package-file, rdp, vmware-view, quest

citrix-client-bundle

Configures a Citrix Client Bundle remote desktop resource configuration object.

Syntax

Configure the citrix-client-bundle component within the resource remote desktop module using the
syntax shown in the following sections.

Create/Modify

create citrix-client-bundle [name]
modify citrix-client-bundle [name]

app-service [[string] | none]
download-url [[url] | none]
packages [[string] | none]
windows-download-url [[url] | none]
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windows-min-version [[string] | none]
windows-package [[string] | none]

edit citrix-client-bundle [ [ [name] | [glob] | [regex] ] ... ]
all-properties
non-default-properties

Display

list citrix-client-bundle

list citrix-client-bundle [ [ [name] | [glob] | [regex] ] ... ]
show running-config citrix-client-bundle
show running-config citrix-client-bundle [ [ [name] | [glob] | [regex] ]

all-properties
non-default-properties
one-line

partition

show citrix-client-bundle
show citrix-client-bundle [name]

Delete

delete citrix-client-bundle [name]

Description

You can use the citrix-client-bundle component to configure a Citrix Client Bundle remote desktop resource.

Examples

create citrix-client bundle myccb { windows-min-version xp }

Creates a Citrix Client Bundle remote desktop resource named myecb that can be downloaded from
receiver.citrix.com (the default value), where the client must have at least Windows XP installed.

Options
e app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

¢ download-url

Specifies the default location receiver.citrix.com from which to download the Citrix installation package.
* packages

Specifies the location from which to download client installer package. The default is none.
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Specifies an object name. This option is required; however, the parameter name is implicit and must

not be typed in the syntax.

* windows-download-url

Specifies the location from which to download the Windows version. You can provide a value for either
the windows-download-url or windows-package option, but not both. The default is none.

¢ windows-min-version

Specifies the oldest version of the Citrix client that can be used with this remote desktop resource. The

default is none.

* windows-package

Specifies the location from which to download the Windows package. You can provide a value for either
the windows-package or windows-download-url option, but not for both. The default is none.

See Also

citrix, citrix-client-package-file, rdp

citrix-client-package-file

Configures a Citrix client package file configuration object.

Syntax

Configure the citrix-client-package-file component within the resource remote desktop module using

the syntax shown in the following sections.

Create/Modify

create citrix-client-package-file

modify citrix-client-package-file
app-service [[string] | none]
location-specific [true |
original-file-name [[string]
source-path [[string] | none]

edit citrix-client-package-file [
all-properties
non-default-properties

Display

list
list
show
show

]

citrix-client-package-file
citrix-client-package-file [

e ]
all-properties
non-default-properties

[name]
[name]

false]

| none]

[ [name] | [glob] | [regex] ]

[ [name] | [glob] | [regex] ]

running-config citrix-client-package-file
running-config citrix-client-package-file [ [

[name] | [glob]

| [regex]
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quest

one-line
partition

Delete

delete citrix-client-package-file [name]

Description

You can use the citrix-client-package-file component to configure access to a Citrix client package file.

Examples

create citrix-client-package myccpackage { source-path www.siterequest.citrix_download.com }

Creates a Citrix client package remote desktop resource named myccpackage that is available from
www.siterequest.citrix_download.com.

Options

[name]

Specifies an object name. This option is required; however, the parameter name is implicit and must
not be typed in the syntax.

app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

location-specific

Specifies whether or not this object contains one or more attributes with values that are specific to the
location where the BIG-IP device resides. The location-specific attribute is either true or false. When
using policy sync, mark an object as location-specific to prevent errors that can occur when policies
reference objects, such as authentication servers, that are specific to a certain location.

original-file-name

Specifies the original file name of the Citrix Installation package file name to download. The default is
none.

source-path

Specifies the location from which to download the Citrix client package file. This option is required.

See Also

citrix, citrix-client-bundle, rdp
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Syntax

Configure the quest component within the resource remote desktop module using the syntax shown in

the following sections.

Create/Modify

create quest [name]
modify quest [name]
app-service [[string] | none]
auto-logon [enabled | disabled]
customization-group [add | delete | modify | replace-all-with] {

[name] {
caption [[string] | none]
detailed-description [[string] | none]
}
}
description [[string] | none]
domain-source [session.logon.last.domain | none]

enable-serverside-ssl [enabled | disabled]

pool [pool name]

host [fgdn]

ip [ip address]

location-specific [true | false]

password-source [session.logon.last.password | none]

port [[string] | none]
username-source [session.logon.last.username | none]
edit quest [ [ [name] | [glob] | [regex] ] ... ]

all-properties
non-default-properties

Display
list quest
list quest [ [ [name] | [glob] | [regex] ] ... 1
show running-config quest
show running-config quest [ [ [name] | [glob] | [regex] ] ... ]

all-properties
non-default-properties

show quest
show quest [name]

Delete

delete quest [name]

Description

You can use the B<quest> component to configure a Quest vWorkspace remote
desktop resource.
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Examples

create quest myquest { ip 172.29.67.130 }

Creates a Quest vWorkspace remote desktop resource named myquest with the Quest vWorkspace
connection broker server specified as [P address 172.29.67.130.

create quest myquest { host myquest.mycompany.com auto-logon enabled }

Creates a Quest vWorkspace resource with the Quest vWorkspace connection broker server specified
as hostname myquest.mycompany.com and with auto-logon enabled using the credentials that the user
types into the access policy Logon Page.

create quest myquest { pool /Common/myquest-pool enable-serverside-ssl enabled }

Creates a Quest vWorkspace resource with the Quest vWorkspace connection broker servers specified
in a pool named /Common/myquest-pool and with SSL communication enabled to the servers. Note:
SSL should also be enabled on the servers themselves and the APM virtual server should specify a server
SSL profile.

Options

app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

auto-logon

Enables or disables automatic log on to the Quest vWorkspace connection broker server. If you enable
this option, you must also provide values for the username-source, password-source, and
domain-source options. The default is disabled.

customization-group

Specifies whether customization groups are applied to the Quest vWorkspace resource. You can add,
modify, or delete customization groups. You can also replace all current customization groups with new
customization groups. The default is none.

description
Specifies a description for your Quest vWorkspace remote desktop. The default is none.
domain-source

Specifies the session variable to use as a source for the auto-logon user password. The default is
session.logon.last.domain.

enable-serverside-ssl

Enables or disables SSL capabilities between the BIG-IP system and the Quest vWorkspace connection
broker server. When enabled, the port number automatically changes to 443. The default is disabled.

pool

Specifies the pool name that contains your Quest vWorkspace connection broker servers. (You must
specify the server address using one of these options: pool, host, or ip.)

host

Specifies the hostname of your Quest vWorkspace connection broker server. (You must specify the
server address using one of these options: pool, host, or ip.)

ip
Specifies the IP address of your Quest vWorkspace connection broker server. (You must specify the
server address using one of these options: pool, host, or ip.)
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* location-specific

Specifies whether or not this object contains one or more attributes with values that are specific to the
location where the BIG-IP device resides. The location-specific attribute is either true or false. When
using policy sync, mark an object as location-specific to prevent errors that can occur when policies
reference objects, such as authentication servers, that are specific to a certain location.

* [name]

Specifies an object name. This option is required. Note: The parameter name is implicit. Do not type
name in the syntax.

* password-source

Specifies the session variable to use as a source for the auto-logon password. The default is
session.logon.last.password.

* port
Specifies the port for your Quest vWorkspace connection broker server. The default is 8080.
* username-source

Specifies the session variable to use as a source for the auto-logon user name. The default is
session.logon.last.username.

See Also

citrix, rdp, vmware-view

Configures a Microsoft Remote Desktop Protocol (MSRDP) configuration object.

Syntax

Configure the rdp component within the resource remote desktop module using the syntax shown in the
following sections.

Create/Modify

create rdp [name]
modify rdp [name]

acl-order [[integer] | none]
application [[string] | none]
app-service [[string] | none]

auto-logon [enabled | disabled]
color-depth [4 | 8 | 16 | 24]
customization-group [add | delete | modify | replace-all-with] {
[name] {
app-service [[string] | none]
caption [[string] | none]
detailed-description [[string] | none]
}
}
description [[string] | none]
domain-source [session.logon.last.domain | none]
host [fqgdn]
ip [ip address]
java-client [enabled | disabled]
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location-specific [true | false]

log [config | none | packet | summary | verbose]
password-source [session.logon.last.password | none]
port [[integer] | none]

rdp-cache-bitmaps [true | false]
rdp-show-contents-while-dragging [true | false]
rdp-show-desktop-wallpaper [true | false]
rdp-show-themes [true | false]

rdp-window-animations [true | false]
redirect-com-parts [true | false]

redirect-drives [true | false]
redirect-keyboard-commands [true | false]
redirect-printers [true | false]

redirect-sound [true | false]

username-source [session.logon.last.username | none]
window-height [[integer] | none]
window-percent-of-desktop [[integer] | none]
window-size [custom-size | full-screen | percent-of-desktop | seamless]
window-width [[integer] | none]

work—-dir [[string] | none]

edit rdp [ [ [name] | [glob] | [regex] ] ... ]
all-properties
non-default-properties

Display
list rdp
list rdp [ [ [name] | [glob] | [regex] ] ... ]
show running-config rdp
show running-config rdp [ [ [name] | [glob] | [regex] ] ... ]

all-properties
non-default-properties

show rdp
show rdp [name]

Delete

delete rdp [name]

Description

You can use the rdp component to configure an MSRDP resource.

Examples
* create rdp myrdp { host 172.29.67.130 }

Creates a MSRDP remote desktop resource named myrdp with an MSRDP server with an IP address
0f 172.29.67.130.

* create rdp myrdp { host 172.29.67.130 rdp-cache-bitmaps true }

Creates a MSRDP remote desktop resource named myrdp with an MSRDP server with an IP address
0f 172.29.67.130 where bitmaps are cached on the client PC.
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Options
* acl-order

Specifies the order in which you want the RDP server to appear in the ACL Order list. The default is 0
(zero).

+ application

Specifies the executable name of the application, for example notepad.exe. You can include the full
path to the application, for example "C:\my\mybinary.exe".

e app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

+ auto-logon

Specifies if automatic log on to the Microsoft RDP server is used. If you enable this option, you must
also provide values for the username-source, password-source, and domain-source options. The
default is disabled.

* color-depth
Specifies the requested remote session color depth. The default is 32. The options are:

*  24-bit

* 16-bit
* 8-bit
* 4-bit

* customization-group

Specifies whether customization-groups are applied to the remote desktop. You can add, modify, delete,
or replace all customization-groups. The default is none.

* description
Specifies a description of an MSRDP resource. The default is none.
* domain-source

Specifies the session variable used as a source for the auto-logon user password. The default is
session.logon.last.domain.

¢ host

Specifies the hostname of your Microsoft RDP server. Either the host or ip option is required; however,
you cannot specify both options.

< ip
Specifies the IP address of your Microsoft RDP server. Either the host or ip option is required; however,
you cannot specify both options.

+ java-client
Specifies if JavaScript is enabled or disabled on the client. The default is enabled.

* location-specific

Specifies whether or not this object contains one or more attributes with values that are specific to the
location where the BIG-IP device resides. The location-specific attribute is either true or false. When
using policy sync, mark an object as location-specific to prevent errors that can occur when policies
reference objects, such as authentication servers, that are specific to a certain location.

* log
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Specifies the log format. The default is none. The options are:
* config
* none
The system does not log packets sent to and from the Microsoft RDP server.
* packet
The system logs packets sent to and from the Microsoft DP server.
e summary

The system provides a short summary of the communications between the BIG-IP system and the
Microsoft RDP server.

* verbose
The system provides an extensive summary of the communications between the BIG-IP system and
the Microsoft RDP server.

[name]

Specifies an object name. This option is required; however, the parameter name is implicit and must
not be typed in the syntax.

password-source

Specifies the session variable used as a source for the auto-logon password. The default is
session.logon.last.password.

port

Specify port 3389 for your Microsoft RDP server. The default is 0 (zero).
rdp-cache-bitmaps

Specifies whether to cache bitmap files on the client. The default is true.
rdp-show-contents-while-dragging

Specifies whether to show the contents of a window when the user is dragging the window. The default
is false.

rdp-show-desktop-wallpaper

Specifies whether to display the desktop background. The default is false.
rdp-show-themes

Specifies whether to display the desktop theme. The default is false.
rdp-window-animations

Specifies whether to display Window animations. The default is false.
redirect-com-ports

Specifies whether to connect to your communication ports. The default is false.
redirect-drives

Specifies whether to connect to your local drives. The default is false.
redirect-keyboard-commands

Specifies when to redirect keyboard commands to a remote session. When enabled, commands such as
Alt-tab and Ctrl-Alt-Del are available in remote sessions. The default is in-full-screen. The options
are:

e enable

The keyboard commands for the remote desktop are available to the user.
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* disable
The keyboard commands for the remote desktop are not available to the user.
e in-full-screen
The keyboard commands for the remote desktop are available to the user only when the value of the
window-size option is full-screen.
* redirect-printers
Enables or disables connection to a local printer. The default is disabled.
* redirect-sound
Enables or disables sounds playing in a remote session. The default is disabled.
* username-source

Specifies the session variable used as a source for the auto-logon user name. The default is
session.logon.last.username.

* window-height

Specifies the height, in pixels, of the remote desktop window. Set this option only when you set the
value of the window-size option to custom. The default is 600 pixels.

+ window-percent-of-desktop

Specifies the width and height of the remote session window as a percentage of the user's desktop.
* window-size

Specifies the type of window sizing to use on the client desktop. The default is custom-size.

The options are:

+ full-screen

The remote desktop window fills the entire screen.

+ percent-of-desktop

The value you configure represents a percentage of the screen that the remote desktop fills.

* custom

When you use this option, you must also set the window-height and window-width options.

e seamless

*  window-width
Specifies the width, in pixels, of the remote desktop window. The default is 800 pixels.

« workdir

Specifies the directory you want the user to access on the target server. The default is none.

See Also

citrix, citrix-client-bundle, citrix-client-package-file, vmware-view, quest

vmware-view

Configures a VMware View remote desktop resource configuration object.
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Syntax

Configure the vmware-view component within the resource remote desktop module using the syntax
shown in the following sections.

Create/Modify

create vmware-view [name]
modify vmware-view [name]
app-service [[string] | none]
auto-logon [enabled | disabled]
customization-group [add | delete | modify | replace-all-with] {

[name] {
caption [[string] | none]
detailed-description [[string] | none]
}
}
description [[string] | none]
domain-source [session.logon.last.domain | none]

enable-serverside-ssl [enabled | disabled]

pool [pool name]

host [fgdn]

ip [ip address]

location-specific [true | false]

password-source [session.logon.last.password | none]

port [[string] | none]
username-source [session.logon.last.username | none]
edit vmware-view [ [ [name] | [glob] | [regex] ] ... ]

all-properties
non-default-properties

Display

list vmware-view

list vmware-view [ [ [name] | [glob] | [regex] ] ... ]
show running-config vmware-view
show running-config vmware-view [ [ [name] | [glob] | [regex] ] ... ]

all-properties
non-default-properties

show vmware-view
show vmware-view [name]

Delete

delete vmware-view [name]

Description

You can use the B<vmware-view> component to configure a VMware View remote
desktop resource.
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Examples

create vmware-view myview { ip 172.29.67.130 }

Creates a VMware View remote desktop resource named myview with the VMware View Connection
server specified as IP address 172.29.67.130.

create vimware-view myview { host myview.mycompany.com auto-logon enabled }

Creates a VMware View resource with the VMware View Connection server specified as hostname
myview.mycompany.com and auto-logon enabled with APM credentials (that user types on Logon
Page).

create vmware-view mview { pool /Common/myview-pool enable-serverside-ssl enabled }

Creates a VMware View resource with the VMware View Connection server(s) specified in pool named
/Common/myview-pool and SSL communication enabled to the server(s) (SSL should also be enabled
on the servers and APM virtual should have serverssl profile).

Options

app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

auto-logon

Enables or disables automatic log on to the VMware View Connection Server server. If you enable this
option, you must also provide values for the username-source, password-source, and domain-source
options. The default is disabled.

customization-group

Specifies whether customization groups are applied to the VMware View resource. You can add, modify,
or delete customization groups. You can also replace all current customization groups with new
customization groups. The default is none.

description
Specifies a description for your VMware View remote desktop. The default is none.
domain-source

Specifies the Session variable used as a source for the auto-logon user password. The default is
session.logon.last.domain.

enable-serverside-ssl

Enables or disables SSL capabilities between the BIG-IP system and the VMware View Connection
server. When enabled, the port number automatically changes to 443. The default is disabled.

pool

Specifies the pool name that contains your VMware View Connection server(s). You must use one of
these options to specify the server address: pool, host, or ip.

host

Specifies the hostname of your VMware View Connection server. You must use one of these options
to specify the server address: pool, host, or ip.

ip
Specifies the IP address of your VMware View Connection server. You must use one of these options
to specify the server address: pool, host, or ip.

location-specific
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Specifies whether or not this object contains one or more attributes with values that are specific to the
location where the BIG-IP device resides. The location-specific attribute is either true or false. When
using policy sync, mark an object as location-specific to prevent errors that can occur when policies
reference objects, such as authentication servers, that are specific to a certain location.

[name]

Specifies an object name. This option is required; however, the parameter name is implicit and must
not be typed in the syntax.

password-source

Specifies the session variable that is used as a source for the auto-logon password. The default is
session.logon.last.password.

port
Specifies the port for your VMware View Connection server. The default is 80.
username-source

Specifies the session variable that is used as a source for the auto-logon user name. The default is
session.logon.last.username.

See Also

citrix, rdp, quest
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artifact-resolution-service

Specify service used to resolve SAML artifacts

Syntax

Configure the artifact-resolution-service component within the saml module using the syntax shown in
the following sections.

Create/Modify

crea
modi

edit

te artifact-resolution-service [name]

fy artifact-resolution-service [name]

app-service [[string] | none]
artifact-resolution-service-host [[string] | none]
artifact-resolution-service-port [integer]
artifact-send-method [http-post | http-redirect]
artifact-validity [integer]

basic-auth-password [[string] | none]
basic-auth-username [[string] | none]

description [[string] | none]

location-specific [ true | false ]
virtual-server—-name [name]
want-artifact-resolution-rg-signed [true | false]

artifact-resolution-service [ [ [name] | [glob] | [regex] ] ... 1
all-properties
non-default-properties

Display

list
list
show
show

Delete

dele

artifact-resolution-service
artifact-resolution-service [ [ [name] | [glob] | [regex] ] ... ]
running-config artifact-resolution-service
running-config artifact-resolution-service [ [ [name] | [glob] | [regex]
1
all-properties
app-service
non-default-properties
one-line
partition

te artifact-resolution-service [name]
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Description

You can use the artifact-resolution-service to create and manage artifact resolution services.

Examples

create artifact-resolution-service my_ars {virtual-server-name my_virt}

Creates a SAML artifact resolution service named my_ars. In this example, the virtual server my_virt
will be used to receive artifact resolve requests and send artifact responses.

create artifact-resolution-service my_arsl {virtual-server-name my_virtl
artifact-resolution-service-host bigip.mycompany.com basic-auth-username user
basic-auth-password password artifact-send-method http-redirect }

Creates a SAML artifact resolution service named my_ars1. The service requires that artifact resolve
requests be sent using the http-redirect method with an authorization header that contains the specified
credentials.

list artifact-resolution-service

Displays a list of artifact resolution services.

delete artifact-resolution-service my_ars

Deletes the my_ars artifact resolution service.

Options

app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

artifact-resolution-service-host

Specifies the hostname of the artifact resolution service.

artifact-resolution-service-port

Specifies the port that artifact resolution service will be listening on.

artifact-send-method

Specifies method resolver will use when sending artifact resolve requests. Default value is http-redirect.
artifact-validity

Specifies in seconds how long an artifact remains valid. Default value is 60 seconds.
basic-auth-password

Specifies the basic authentication password to send with an artifact resolve request to this BIG-IP.
basic-auth-username

Specifies the basic authentication username to send with an artifact resolve request to this BIG-IP.
description

Specifies a unique description for the artifact resolution service. Default is none.

location-specific

Objects of this class might have location-specific attributes. If the object is location-specific, set to true.
virtual-server-name

Specifies the virtual server to be used by the artifact resolution service.

want-artifact-resolution-rq-signed
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Specifies whether this BIG-IP requires artifact resolution requests to be signed. Default value is true.
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basic

Configures a single sign-on HTTP basic authentication configuration object.

Syntax
Configure the basic component within the sso module using the syntax shown in the following sections.

Create/Modify

create basic [name]
modify basic [name]

app-service [[string] | none]
headers [add | delete | modify | | replace-all-with] {
location-specific [true | false]
[name] {
app-service [[string] | none]
hname [[URL] | none]
hvalue [[integer] | none]

}
}
password-source [session.sso.token.last.password | none]
username-conversion [enabled | disabled]
username-source [session.sso.token.last.username | none

edit basic [ [ [name] | [glob] | [regex] ] ... ]
all-properties
non-default-properties

Display

list basic

list basic [ [ [name] | [glob] | [regex] ] ... 1

show running-config basic

show running-config basic [ [ [name] | [glob] |
[regex] ] o

all-properties
non-default-properties
one-line

partition

show basic
show basic [name]
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Delete

delete basic [name]

Description

You can use the basic component to create, modify, display, or delete an SSO HTTP basic authentication
configuration object.

Examples
create basic mybasic

Creates an SSO basic configuration object named mybasic.

Options
e app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

¢ headers

Specifies the name and value of the HTTP header content to be inserted in an HTTP Request that passes
through the APM SSO module. The default is none. The options are:

e app-service

Specifies the name of the application service to which the HTTP header belongs. The default value
is none. Note: If the strict-updates option is enabled on the application service that owns the object,
you cannot modify or delete the HTTP header. Only the application service can modify or delete the
HTTP header.

¢  hname
The name of the HTTP header.
¢ hvalue

The value of the HTTP header.

* location-specific

Specifies whether or not this object contains one or more attributes with values that are specific to the
location where the BIG-IP device resides. The location-specific attribute is either true or false. When
using policy sync, mark an object as location-specific to prevent errors that can occur when policies
reference objects, such as authentication servers, that are specific to a certain location.

* [name]
Specifies a name for the SSO configuration. This option is required.
e partition
Displays the partition in which the object resides.
* oam-server
Specifies the name of your Oracle Access Manager server. The default value is none.
* password source

Specifies the source from which you want SSO to retrieve the password to use to authenticate applications.
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* username-conversion

Enables or disables conversion of PREWIN2k/UPN username input format to the format for SSO to
use. The default value is disabled.

¢ username-source

Spe

form-based

cifies the source from which you want SSO to retrieve the username to use to authenticate applications.

Configures a single sign-on form-based configuration object.

Syntax

Configure the form-based component within the sso module using the syntax shown in the following

section

Create

crea
modi

S.

/Modify

te form-based [name]

fy form-based [name]

app-service [[string] | none]
external-access-management [oam | none]
form-action [[URL] | none]

form-field [string]

form-method [get | post]

form-password [string]

form-username [string]

headers [add | delete | modify | | replace-all-with] {

edit

[name] {
app-service [[string] | none]
hname [[URL] | none]

hvalue [[integer] | none]
}
}
password-source [session.sso.token.last.password | none]
start-uri [[URLs] | none]
success-match-type [cookie | none | url]
success-match-value [string]
username-source [session.sso.token.last.username | none

form-based [ [ [name] | [glob] | [regex] 1 ... 1
all-properties
non-default-properties

Display
list form-based
list form-based [ [ [name] | [glob] | [regex] ] ... ]
show running-config form-based
show running-config form-based [ [ [name] | [glob] |
[regex] ] ... 1

all-properties
non-default-properties
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one-line
partition

show form-based
show form-based [name]

Delete

delete form-based [name]

Description

You can use the form-based component to configure an SSO form-based configuration object.

Examples

create form-based fb_2011_sso { start-uri
""/fb/auth/logon.aspxurl=https://exch2011.mv1.fp.com/fp/&reason=0" form-action "/fp/auth/fpauth.dll"
form-username "username" form-password "password' form-field "destination
https://exch2011.mv1.fp.com/fp/&#34; }

Creates an SSO form-based configuration object named fb_2011_sso.

Options
e app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

* external-access-management

¢ form-action

Specifies the form action URL that is used for HTTP form-based authentication. This is optional. If you
do not specify a form action, then Access Policy Manager uses the URI from the request to perform
HTTP form-based authentication. The default is none.

e form-field

Specifies the hidden form parameters that are required by the authentication server logon form at your
location. The default is none. Specify a parameter name, a space, and the parameter value, if any. Multiple
parameters can be configured with each "name value" pair in one line. Use edit to add multiple parameters.
Please note that create and modify do not allow using new line on the terminal.

e form-method

Specifies the form method to use for form-based HTTP authentication. The value is either get or post.
The default is post.

If you specify get, Access Policy Manager forces the authentication using HTTP GET rather than
authenticating using form-based POST.

+ form-password

Specifies the parameter names used by the form that is sent the POST request.

¢ form-username

Specifies the parameter names used by the form that is sent the POST request.
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¢ headers

Specifies the name and value of the HTTP header content to be inserted in an HTTP Request that passes
through the APM SSO module. The default is none.

The options are:
e app-service

Specifies the name of the application service to which the HTTP header belongs. The default value
is none. Note: If the strict-updates option is enabled on the application service that owns the object,
you cannot modify or delete the HTTP header. Only the application service can modify or delete the

HTTP header.
* hname

Specifies the name of the HTTP header.
* hvalue

Specifies the value of the HTTP header.

¢ |[name]
Specifies a name for the component.

* password-source
Specifies the password you want cached for single sign-on.
The default is session.sso.token.last.password.

e start-uri

Specifies a URL resource. For example, for FB, it would be /fb/auth/logon.aspx*. For Citrix,
/Citrix/XenApp/auth/logon.aspx. This resource must respond with a challenge to a non-authenticated
request.

The default is none.

* success-match-type

Specifies the method your authentication server uses. If you specify a value for this option, you must
also specify a value for success-match-value. The default is none. The options are:

* url
One or more URLs. The system supports only the wildcard character (*).
* cookie

A cookie name.

¢ success-match-value

Specifies the value used to specify either the URL(s) or cookie for the success-match-type option. The
default is none.

¢ username-source

Specify the username you want cached for single sign-on. The default is session.sso.token.last.username.

See Also

basic, kerberos, ntlmvl, ntlmv2
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form-basedv?2

Configures a single sign-on form-basedv2 configuration object.

Syntax

Configure the form-basedv2 component within the sso module using the syntax shown in the following
sections.

Create/Modify

create form-basedv2 [name]

app-service [[string] | none]
forms [add | replace-all-with] {
[name] {

request-value [URIs]
controls [add | replace-all-with] {
[name] {
value [string]
}

modify form-basedv2 [name]

app-service [[string] | none]
forms [add | delete | modify | replace-all-with] {
[name] {
app-service [[string] | none]
attribute-value [[string] | none]
controls [add | delete | modify | replace-all-with] {
[name] {
app-service [[string] | none]
secure [true | false]

value [string]
}
}

description [[string] | none]
form-order [integer]
id-type [action | id | inputs | name | order]
request-method [get | post]
request-name [[string] | none]
request-negative [true | false]
request-prefix [true | false]
request-type [cookie | header | uri]
request-value [[string] | none]
submit-autodetect [true | false]
submit-javascript [[string] | none]
submit-javascript-type [auto | custom | extra]
submit-method post
submit-name [[string] | none]
submit-negative [true | false]
submit-prefix [true | false]
submit-type [cookie | header | uri]
submit-value [[string] | none]
success-match-type [cookie | none | url]
success-match-value [[string] | none]
}
}
headers [add | delete | modify | none | replace-all-with] {
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[name] {
app-service [[string] | none]
description [[string] | none]

name [string]
value [string]
}

}

log-level [alert notice | warn]

crit | debug | emerg | err | info

edit form-basedv2 [ [ [name] | [glob] | [regex] ] ... ]
all-properties
non-default-properties

reset-stats

reset-stats [ [ [name] [glob] | [regex] 1 ... ]

Display

list form-basedv2
list form-basedv2 [ [ [name] | [glob] | [regex] ] ... ]
show running-config form-basedv2
show running-config form-basedv2 [ [ [name] | [glob] |
[regex] ] ... 1
all-properties
non-default-properties
one-line
partition

show form-basedv2
show form-basedv2 [name]

Delete

delete form-basedv2 [name]

Description

You can use the form-basedv2 component to configure an SSO form-basedv2 configuration object. When
creating a new SSO form-based v2 configuration object, you must add at least one forms item and within
it at least one controls item. You must also provide a value for the request-value option in the forms item.

The SSOv2 module identifies and processes two types of application HTTP requests - logon page requests
and credentials submit requests. Logon page requests are identified using the request- set of options.
Credentials submit requests, in most cases, are identified automatically. When this fails, you can set the
submit-autodetect option to false and use the submit- set of options to identify these requests.

When the SSOv2 module identifies a logon page request, it scans the response trying to find the logon form.
If the logon form is found, SSOV2 inserts a JavaScript code that will cause the logon form to be submitted
automatically by the browser. The client must support JavaScript.

When the SSOv2 module identifies a credentials submit request, it compares POST data parameter names
with form controls defined in the configuration. For a POST data parameter name that has a corresponding
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form control, the SSOv2 module replaces its value with the control value from the configuration. Control
values are usually supplied through session variables, such as session.sso.token.last.username and
session.sso.token.last.password. POST data parameters that have no corresponding controls in the
configuration are not changed.

The majority of web applications have a single logon page with one logon form. You will need to define a
single forms item for these applications. In rare cases when an application has multiple logon pages with

different logon forms, you will need to create multiple forms items, one for each logon page/form. If multiple
logon pages use the same form, you will need only one forms item with a list of URIs for all logon pages.

Every forms item must include at least one controls item, and can include up to 32 controls items. Each
controls item represents an input element of an HTML logon form, such as form fields for entering username
and password, and, optionally, any hidden form parameters. The name of the controls item must match the
name attribute of the corresponding input tag of the form. For example, if the form has the following HTML
tag for entering the username:

<input id="Bugzilla login top"
class="bz login"
name="Bugzilla login"
onfocus="mini login on focus(' top')"

the forms item must include a controls item with the name Bugzilla_login. The controls item used for
entering the user's password must have the secure option set to true. The value of a control item should
usually be the name of a session variable, starting with the percent (%) sign and enclosed in curly braces
({}); for example, the value for the username control item: % {session.sso.token.last.username}. The value
can also be a string, or a combination of strings and session variable names.

Examples

create form-basedv2 fbssov2-owa2010 { forms add { owa2010 { controls add { password { secure true
value %)\{session.sso.token.last.password\} } username { value %\{session.sso.token.last.username\}
} } request-value /owa/auth/logon.aspx\?replaceCurrent=1 submit-javascript clkLgn()
submit-javascript-type extra success-match-type cookie success-match-value sessionid } } }

Creates an SSO form-basedv2 configuration object named fbssov2-owa2010.
delete fbsso-owa2010

Deletes an SSO form-basedv2 configuration object named fbssov2-owa2010.

Options
e app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

« forms
Specifies one or more items, each defining SSO processing of a separate application logon form.
* [name]

Specifies the name of the form item. It does not have to match the actual name of the HTML form and
can be arbitrary.

The options are:

e app-service
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Specifies the name of the application service to which the form item belongs. The default value is
none. Note: If the strict-updates option is enabled on the application service that owns the object,
you cannot modify or delete the form item. Only the application service can modify or delete the
form item.

e attribute-value

Specifies the value of the HTML <form> tag attribute used to identify the logon form. The attribute
could be id, name, or action, and is specified by the id-type option. For other values of the id-type
option, this is not used and should be set to none.

¢ controls

Specifies one or more form control items (up to 32) that you want to be processed by SSOv2.

[name]

Specifies the name of the HTML form control item. It must match the name attribute value of the HTML
form's input tag.

The options are:
e app-service

Specifies the name of the application service to which the control item belongs. The default value
is none. Note: If the strict-updates option is enabled on the application service that owns the object,
you cannot modify or delete the control item. Only the application service can modify or delete the
control item.

* secure

Specifies whether the control item represents the HTML input tag of type "password". The default
is false.

¢ value

Specifies the value of the control item. This is usually the name of a session variable. If the session
variable is not found when the SSO request is processed, the value of the corresponding POST
parameter will be empty. The value could also be a literal string or a combination of strings and
session variable names.

description

User-defined description.

form-order

Specifies the order of the HTML logon form on the logon page when the id-type option is set to order.
Starts with 1.

id-type

Specifies how the HTML logon form is found in the HTML body of the logon page. If there is more
than one form on the logon page matching the criteria, the first match is used. The default is inputs.

The options are:
* action

The logon form is identified by the value of the <form> tag in the action attribute. The value is
specified in the attribute-value option.

+ id
The logon form is identified by the id attribute's value of the <form> tag. The value is specified in
the attribute-value option.

* name
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The logon form is identified by the name attribute's value of the <form> tag. The value is specified
in the attribute-value option.

e order

The logon form is identified by its relative order on the logon page (starting from 1). The order is
specified in the form-order option.

* inputs
The logon form is identified by a combination of controls items. The controls in the configuration
must have corresponding <input> elements in the form.
request-method
Specifies the HTTP method of the application's request returning logon page. Default is get.
request-name

Specifies the name of the HTTP cookie or the name of the HTTP header used to identify application's
request for logon page. The cookie or header is selected by the request-type option. The value of the
cookie or header is specified by the request-value option. When the request-type option is set to uri,
this option is not used and should be set to none.

request-negative

When set to true, the application's request for logon page will be identified by the absence of the specified
cookie or header, or by a failed match against the list of specified URIs. The default is false.

request-prefix

Specifies how the value of the request-value option will be used to match one of the HTTP request
cookie, header, or URI. The default is true and specifies a partial match; false specifies an exact match.

request-type

Specifies which element of the HTTP request headers is used to identify the application's request for
logon page. The default is uri.

The options are:
* cookie

The request is identified by the presence (or absence) of a cookie. The name and value of the cookie
are specified by the request-name and request-value options.

¢ header

The request is identified by the presence (or absence) of the HTTP header. The name and value of
the header are specified by the request-name and request-value options.

e uri

The request is identified by a successful (or failed) match against a list of URIs specified by the
request-value option, and the request-name option is not used.

request-value

Specifies the value of the HTTP request element that must be matched to identify the request as the
application's request for the logon page. This is one of: the cookie value, the header value, or a list of
URIs (one per line) as specified by the request-type option. Cookie or header value could be set to
none, in which case only the presence of the named cookie or header is checked and the value is not
checked. When checking for URI, the value must be specified.

submit-autodetect

When set to true, the application's HTTP request that submits the user's credentials will be identified
automatically and other submit- options should not be used. When false, the form submit will be
identified using a combination of other submit- options. The default is true.
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submit-javascript

Specifies user-provided JavaScript code to be inserted into the logon page to perform automatic form
submission when the submit-javascript-type option is set to custom. The custom JavaScript code
replaces the code automatically generated by the SSOv2 module. When the submit-javascript-type
option is set to extra, it specifies the application's JavaScript functions to call from the automatically
generated JavaScript code prior to submitting a logon form. When the submit-javascript-type option
is set to auto, this option should be set to none.

submit-javascript-type

Specifies the type of JavaScript code to be inserted into the logon page by the SSOv2 module to perform
automatic logon form submission.

The options are:
e auto

JavaScript code is automatically generated by the SSOv2 module.
* custom

JavaScript code is provided by the user in the submit-javascript option.

* extra

JavaScript code is automatically generated by the SSOv2 module, and additional JavaScript code
provided by the user in the submit-javascript option is inserted before the form submit statement.

submit-method

Specifies the HTTP method of credentials submit request for the application. This must be set to post.
This option is not used when submit-autodetect is true.

submit-name

Specifies the name of the HTTP cookie or the name of HTTP header used to identify credentials submit
request for the application. The cookie or header is selected by the submit-type option. The value of
the cookie or header is specified by the submit-value option. When the submit-type option is set to
uri, this option is not used and should be set to none. This option is not used when submit-autodetect
is true.

submit-negative

When set to true, the credentials submit request for the application is identified by the absence of a
specified cookie or header, or by a failed match against the list of specified URIs. The default is false.
This option is not used when submit-autodetect is true.

submit-prefix

Specifies how the value of the submit-value option will be used to match the HTTP request cookie,
header, or URI. The default is true and specifies partial match; false specifies exact match. This option
is not used when submit-autodetect is true.

submit-type

Specifies which element of HTTP request headers is used to identify the credentials submit request for
the application. The default is uri. This option is not used when submit-autodetect is true.

The options are:
* cookie

The request is identified by the presence (or absence) of a cookie. The name and value of the cookie
are specified by the submit-name and submit-value options.

¢ header
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The request is identified by the presence (or absence) of the HTTP header. The name and value of
the header are specified by the submit-name and submit-value options.

* uri
The request is identified by a successful (or failed) match against a list of URIs specified by the

submit-value option and the submit-name option is not used.

submit-value

Specifies the value of the HTTP request element that must be matched to identify the request as a
credentials submit request for the application. This is one of: the cookie value, the header value, or a
list of URIs (one per line) as specified by the submit-type option. Cookie or header value could be set
to none, in which case only the presence of the named cookie or header is checked and the value is not
checked. When checking for URI, the value must be specified. This option is not used when
submit-autodetect is true.

success-match-type

Specifies how the SSOv2 module detects whether the credentials submit request was successful. When
the SSOv2 module detects that the credentials submission failed, the SSOv2 configuration used for this
HTTP transaction is disabled for the user session. If you specify a value for this option, you must also
specify a value for success-match-value. The default is none. The options are:

e url

Credentials submission was successful if the response contains the HTTP Location header with a
value matching one of the URLs specified by the success-match-value option.

¢ cookie

Credentials submission was successful if the response contains the HTTP cookie with the name
specified by the success-match-value option.

¢ none

No check is performed. If SSO logon fails and the application server redirects back to the logon page
that matches the criteria of the logon page request, SSO will be retried, possibly causing authentication
loop.

success-match-value

Specifies the value used to detect the success or failure of the SSO logon. When the success-match-type
option is set to url, this is a list of URLs. Each URL in the list can contain a single wildcard character
(*). When the success-match-type option is set to cookie, this option specifies the name of the cookie.
The default is none.

headers

Specifies the name and value of the HTTP header to be inserted in an HTTP Request that passes through
the APM SSOv2 module.

[name]

Specifies the name of the headers item.
The options are:

e app-service

Specifies the name of the application service to which the HTTP header belongs. The default value
is none. Note: If the strict-updates option is enabled on the application service that owns the object,
you cannot modify or delete the HTTP header. Only the application service can modify or delete the
HTTP header.

* hame

Specifies the name of the HTTP header.
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e value

Specifies the value of the HTTP header.

*  log-level

Specifies the log level. Valid values are alert, crit, debug, emerg, err, info, notice, warn. The default
is notice.

See Also

basic, kerberos, ntimvli, ntlmv2, form-based

kerberos

Configures a Kerberos configuration object.

Syntax
Configure the kerberos component within the sso module using the syntax shown in the following sections.

Create/Modify

create kerberos [name]

modify kerberos [name]
account-name [string]
account-password [string]

app-service [[string] | none]
headers [add | delete | modify | replace-all-with] {
[name] {
app-service [[string] | none]
hname [[string] | none]
hvalue [[integer] | none]
}
}
kdc [[string] | none]
location-specific [true | false]
realm [string]
send-authorization [401 | always]
spn-pattern [[string] | none]
ticket-lifetime [[integer] | none]
edit kerberos [ [ [name] | [glob] | [regex] ] ... ]

all-properties
non-default-properties

Display

list kerberos

list kerberos [ [ [name] | [glob] | [regex] ] ... ]
show running-config kerberos
show running-config kerberos [ [ [name] | [glob] | [regex] ] ... ]

all-properties
non-default-properties
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one-line
partition

show kerberos
show kerberos [name]

Delete

delete kerberos [name]

Description

You can use the kerberos component to configure an SSO Kerberos configuration object. Kerberos is an
authentication protocol, where both the user and the server verify the other's identity.

Examples

create mykerberos { realm MYREALM.COM account-name apmaccount account-password ****

}

Creates an SSO kerberos configuration object named mykerberos for the realm myrealm.com, where
the account name is apmaccount and the password is ***%*,

Options

420

account-name

Specifies the name of the Active Directory account configured for delegation. This account must be
configured in the server's Kerberos realm (AD Domain). If servers are from multiple realms, each realm
(AD Domain) must have its own delegation account. This option is required.

account-password
Specifies the password for the delegation account specified in account-name. This option is required.
app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

headers
Specifies custom HTTP headers to insert into a request. The default value is none. The options are:
e app-service

Specifies the name of the application service to which the header belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you
cannot modify or delete the header. Only the application service can modify or delete the header.

*  hname

Specifies the name of a header to add to a request.

¢ hvalue

Specifies the value of a header to add to a request.

kdc
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Specifies the IP Address or host name of the Kerberos Key Distribution Center (KDC) for the server's
realm. This is normally an Active Directory domain controller. If you leave this empty, the KDC must
be discoverable through DNS, for example, BIG-IP system must be able to fetch SRV records for the
server realm's domain. If the server realm's domain name is different from the server's realm name, you
must specify the server realm's domain name in the /ete/krb5.conf file. Kerberos SSO processing is
fastest when KDC is specified by its IP address, slower when specified by host name, and even slower
(due to additional DNS queries) when left empty. When a user's realm is different from server's realm,
the KDC value must be empty. This is true in cases of cross-realm SSO. The default is none.

location-specific

Specifies whether or not this object contains one or more attributes with values that are specific to the
location where the BIG-IP device resides. The location-specific attribute is either true or false. When
using policy sync, mark an object as location-specific to prevent errors that can occur when policies
reference objects, such as authentication servers, that are specific to a certain location.

[name]

Specifies the name for the SSO Kerberos configuration object. This option is required.

realm

Specifies the realm of application server(s), for example, pool members or portal access resource hosts.
If the servers are located in multiple realms, each realm requires a separate SSO configuration. You
must specify the realm in uppercase letters. The user's realm can be specified through the
session.logon.last.domain session variable, and if this variable is not set, then the user's realm is assumed
to be the same as the server's realm. This option is required.

send-authorization

Specifies when to submit a Kerberos ticket to the application server(s). The ticket is submitted in an
HTTP Authorization header. The header value starts with the word Negotiate, followed by one space
and a base64-encoded GSSIAPI token containing the Kerberos ticket. If a request contains an
Authorization header from the user's browser, it is deleted. The default is always. The options are:

401

The BIG-IP system first forwards the user's HTTP request to the web server without inserting a new
Authorization header; however, the browser's Authorization header is deleted. If the server requests
authentication by responding with a 401 status code, BIG-IP retries the request with the Authorization
header. The Kerberos ticket GSSAPI representation uses the SPNEGO mechanism type (OID
1.3.6.1.5.5.2).

Specifying 401 results in additional BIG-IP/server request round trips in case authentication is
required for the request.

* always

The BIG-IP system inserts an Authorization header, including the Kerberos ticket, into every HTTP
request, whether the request requires authentication or not. The Kerberos ticket GSSAPI representation
uses the KRBS5 Kerberos 5 mechanism type (OID 1.2.840.113554.1.2.2).

Specifying Always results in the additional overhead of generating a Kerberos token for every
request. This is the default value.
spn-pattern

Specifies how the Service Principal Name (SPN) for the server is constructed. For example,
HTTP/%s@)]server realm name configured in the realm option], where %s will be substituted with
the hostname of your server discovered through reverse DNS lookup using the server IP address. Only
specify this option when you need non-standard SPN format. The default is none.

ticket-lifetime
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Specifies the lifetime of Kerberos tickets obtained for the user. The value represents the maximum ticket
lifetime. The actual ticket lifetime may be less by up to 1 hour, because a user's ticket lifetime is the
same as the Kerberos Ticket Granting Ticket (TGT) lifetime. A TGT is obtained for the delegation
account specified in this configuration. A new TGT is fetched every time the current TGT is older than
one hour. The new TGT can only be fetched when an SSO request is processed.

The minimum ticket lifetime is 10 minutes. There is no maximum, however, the ticket lifetime of most
AD domains is 10 hours (600 minutes). F5 Networks recommends that you set the ticket lifetime in an
SSO configuration above what is specified in an AD domain. The default is 600 minutes.

See Also

basic, form-based, ntimvli, ntlmv?2
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Configures a single sign-on (SSO) NT LAN Manager, version 1 (ntlmv1) configuration object.

Syntax
Configure the ntlmv1 component within the sso module using the syntax shown in the following sections.

Create/Modify

create ntlmvl [name]
modify ntlmvl [name]

app-service [[string] | none]
domain-source [session.logon.last.domain | none]
headers [add | delete | modify | replace-all-with] {
[name] {
app-service [[string] | none]
hname [[string] | none]
hvalue [[integer] | none]
}
}
location-specific [true | false]
ntlm-domain [[string] | none]

password-source [session.sso.token.last.password | none]
username-conversion [enabled | disabled]
username-source [session.sso.token.last.username | none]

edit ntlmvl [ [ [name] | [glob] | [regex] ] ... ]
all-properties
non-default-properties

Display

list ntlmvl

list ntlmvl [ [ [name] | [glob] | [regex] ] ... ]

show running-config ntlmvl

show running-config ntlmvl [ [ [name] | [glob] |
[regex] ] ... 1

all-properties
non-default-properties
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one-line
partition

show ntlmvl
show ntlmvl [name]

Delete

delete ntlmvl [name]

Description

You can use this ntlmv1 component to configure a single sign-on NT LAN Manager, version 1 configuration
object.

Examples
* create ntlmvl myntimvl

Creates an SSO ntlmv1 configuration object named myntlmvl1.

Options
* app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

¢ domain-source

Specifies the Session variable used as a source for the single sign-on user domain. The default is
session.logon.last.domain.

¢ headers

Specifies the name and value of the HTTP header content to be inserted in an HTTP Request that passes
through the APM SSO module. The default is none.

The options are:
+ app-service

Specifies the name of the application service to which the HTTP header belongs. The default value
is none. Note: If the strict-updates option is enabled on the application service that owns the object,
you cannot modify or delete the HTTP header. Only the application service can modify or delete the
HTTP header.

* hname
Specifies the name of the HTTP header.
* hvalue

Specifies the value of the HTTP header.

* location-specific

Specifies whether or not this object contains one or more attributes with values that are specific to the
location where the BIG-IP device resides. The location-specific attribute is either true or false. When
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using policy sync, mark an object as location-specific to prevent errors that can occur when policies
reference objects, such as authentication servers, that are specific to a certain location.

* [name]
Specifies the name for the SSO ntlmv1 configuration object. This option is required.
* ntlm-domain

Specifies the static domain setting. If the domain is not retrieved successfully from the source specified
in the domain-source option, the system uses this value for the source.

® password source

Specifies the source from which you want SSO to retrieve the password to use to authenticate applications.
The default is session.sso.token.last.password.

* username-conversion

Enables or disables conversion of PREWIN2k/UPN username input format to the format you want to
use for SSO. The default is disabled.

¢ username-source

Specifies the source from which you want SSO to retrieve the username used to authenticate applications.

See Also

basic, form-based, kerberos, ntlmv?2
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Configures a single sign-on (SSO) NT LAN Manager, version 2 (ntlmv2) configuration object.

Syntax
Configure the ntlmv2 component within the sso module using the syntax shown in the following sections.

Create/Modify

create ntlmv2 [name]

modify ntlmv2 [name]
app-service [[string] | none]
domain-source [session.logon.last.domain | none]
headers [add | delete | modify | replace-all-with] {

[name] {
app-service [[string] | none]
hname [[string] | nonel]
hvalue [[integer] | none]

}
}
location-specific [true | false]
ntlm-domain [[string] | none]
password-source [session.sso.token.last.password | none]
username-conversion [enabled | disabled]
username-source [session.sso.token.last.username | none]

[glob] | [regex] ] ... ]

edit ntlmv2 [ [ [name]
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all-properties
non-default-properties

Display

list ntlmv2

list ntlmv2 [ [ [name] | [glob] | [regex] ] ... ]

show running-config ntlmv2

show running-config ntlmv2 [ [ [name] | [glob] |
[regex] ] ... ]

all-properties
non-default-properties
one-line

partition

show ntlmv2
show ntlmv2 [name]

Delete

delete ntlmv2 [name]

Description

You can use the ntlmv2 component to configure a single sign-on NT LAN Manager, version 2 configuration
object.

Examples
* create ntlmv2 myntimv2

Creates an SSO ntlmv2 configuration object named myntlmv2.

Options
e app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

¢ domain-source

Specifies the Session variable used as a source for the single sign-on user domain. The default is
session.logon.last.domain.

* headers

Specifies the name and value of the HTTP header content to be inserted in an HTTP Request that passes
through the APM SSO module. The default is none.

The options are:
e app-service

Specifies the name of the application service to which the HTTP header belongs. The default value
is none. Note: If the strict-updates option is enabled on the application service that owns the object,
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you cannot modify or delete the HTTP header. Only the application service can modify or delete the
HTTP header.

* hname
Specifies the name of the HTTP header.
* hvalue

Specifies the value of the HTTP header.

location-specific

Specifies whether or not this object contains one or more attributes with values that are specific to the
location where the BIG-IP device resides. The location-specific attribute is either true or false. When
using policy sync, mark an object as location-specific to prevent errors that can occur when policies
reference objects, such as authentication servers, that are specific to a certain location.

[name]
Specifies a name for the sso ntlmv2 configuration object. This option is required.
ntlm-domain

Specifies the static domain setting. If the domain is not retrieved successfully from the source specified
in the domain-source option, the system uses this value for the source.

password source

Specifies the source from which you want SSO to retrieve the password to use to authenticate applications.
The default is session.sso.token.last.password.

username-conversion

Enables or disables conversion of PREWIN2k/UPN username input format to the format you want to
use for SSO. The default is disabled.

username-source

Specifies the source from which you want SSO to retrieve the username used to authenticate applications.

See Also

basic, form-based, kerberos, ntlmvl
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Specify SAML SSO configuration.

Syntax
Configure the saml within the sso module using the syntax shown in the following sections.

Create/Modify

create saml [name]

modify saml [name]
app-service [[string] | none]
artifact-resolution-service-name [name | none]
assertion-validity [integer]
attributes [none | {
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name [[string] | nonel,
multi-values {
[string]
by
encrypt [true | false],

encryption-type [aesl28 | aesl92 | aes256]

}
bl
auth-context-method [string | none]
description [[string] | none]
encrypt-subject [true | false]
encryption-type-subject [aesl28 | aesl92 | aes256]
entity-id [string]
export-metadata [no-signing | with-signing]
idp-certificate [string | none]
idp-host [string | none]
idp-scheme [http | https]
idp-signkey [string | none]

log-level [alert | crit | debug | emerg | err | info | notice | warn]
location-specific [true | false]
metadata-cert [[string] | none]

|

metadata-file [[string] none]
metadata-signkey [string | none]
saml-profiles [add | delete | modify | none | replace-all-with] {
[ecp | web-browser-sso]
}
sp-connectors [add | delete | modify | none | replace-all-with] {
[string]
}
subject-type [email-address | kerberos | transient |
domain-qualified-name | entity | persistent | unspecified | x509-subject]

subject-value [ string | none ]

saml [ [ [name] | [glob] | [regex] ] ... 1
all-properties
non-default-properties

Display

list
list
show
show

Delete

dele

Descr

saml
saml [ [ [name] | [glob] | [regex] ] ... ]
running-config saml
running-config saml [ [ [name] | [glob] | [regex] ] ... ]
all-properties
app-service
non-default-properties
one-line
partition

te saml [name]

iption

You can use the saml component to create and manage SAML SSO objects.
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Examples

create saml my_saml_sso_obj { entity-id ""https://myidpvs.big-ip.com/idp" subject-type
email-address subject-value test@mycompany.com idp-certificate default.crt idp-signkey default.key
sp-connectors add { google_apps salesforce }}

Creates a SAML SSO object named my_saml_sso_obj with SP connectors "google apps" and "salesforce"

create saml my_saml_sso_obj1 { entity-id "https://myidpvs.big-ip.com/idp" subject-type
email-address subject-value test@mycompany.com idp-certificate default.crt idp-signkey default.key
sp-connectors add { google_apps sp_salesforce } attributes {{name "group" multi-values { "PD"
"Admin" }} {name "title" multi-values { "engineer1" }}} }

Creates a SAML SSO object named my_saml_sso_obj1 with attributes "group" and "title".

list saml

Displays list of SAML SSO objects.

delete saml my_saml_sso_obj

Deletes the my_saml_sso_obj SAML SSO object.

Options

app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

assertion-validity
Specifies assertion validity period in seconds.
artifact-resolution-service-name

Specifies the artifact resolution service to be used by this BIG-IP as IdP to receive artifacts and resolve
them for assertions.

attributes

Specifies list of attributes as part of assertion. Both attribute name and values can be session variables.
Property 'value' is DEPRECATED; "multi-values" must be used instead.

create saml my_saml_sso_obj1 { entity-id "https://myidpvs.big-ip.com/idp" subject-type
email-address subject-value test@mycompany.com idp-certificate default.crt idp-signkey default.key
sp-connectors add { google _apps sp_salesforce } attributes {{name "group" multi-values {

"% {session.ldap.last.attr.primarygroup}"}} {name "name" multi-values { "firstName" "lastName"

33
Creates a SAML SSO object named my_saml_sso_obj1 with attributes "group" and "name".

auth-context-method

Specifies an authentication context method used by this BIG-IP as IdP when creating assertions. This
attribute can be a session variable.

description

Specifies a unique description for SAML SSO object. The default is none.
encrypt-subject

Set to true if assertion 'Subject' must be encrypted. Default value is false.
encryption-type-subject

Encryption algorithm used to encrypt 'Subject’ element in assertion. Default value is aes128.
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entity-id

Specifies unique identifier for BIG-IP as IdP. Typically, 'entity-id' is a URI that points to the BIG-IP
virtual server that is going to act as a SAML IdP. In case 'entity-id' is not a valid URL, the idp-host
attribute is required. Examples of valid configuration include "https://mycompany-idp",
"idp:my:company", and "idp.my.company.com"

export-metadata

You can simplify SAML configuration using metadata files. When you use APM as an IdP, you can
export metadata for IdP. You can save metadata to a file and give it to the SP to enable SP to import
SP's SAML configuration or enable SP to use information from the metadata file to configure the IdP.
You can choose to sign metadata while exporting it for better security.

For example:

1. Exporting metadata with signing. This requires metadata-signkey and metadata-cert files.

modify saml my saml sso obj {export-metadata with-signing metadata-file
/shared/idp signed metadata.xml metadata-cert default.crt metadata-signkey
default.key}

2. Exporting metadata with no signing.

modify saml my saml sso obj {export-metadata no-signing metadata-file
/shared/idp metadata.xml}

idp-certificate

BIG-IP includes this certificate in the SAML IdP metadata that you export. After the SAML IdP metadata
is imported on the SP, the SP can use this certificate to verify the signature of assertion sent by this
BIG-IP as IdP.

idp-host
Hostname of this BIG-IP as IdP. This attribute is required when "entity-id" is not a valid URL.
idp-scheme

Scheme used by this BIG-IP as IdP. This attribute is only used when idp-host is not empty. Default
value is https.

idp-signkey
Specifies the private key used for signing assertion by BIG-IP as IdP.
location-specific

Objects of this class might have location specific attribute(s). Admin can indicate if object is location
specific by setting it to true.

log-level
Specifies log level for this SAML SSO object.

metadata-cert

Specifies the certificate with public key of the key pair used in signing the metadata. See export-metadata
for more information on metadata export functionality. This is the certificate to includ in signed metadata
when we export metadata. This might or might not be IdP certificate.

metadata-file

Specifies the file to which metadata is saved. See export-metadata for more information on metadata
export functionality.
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metadata-signkey

This specifies the key that is used to sign IdP's metadata. See export-metadata for more information on
metadata export functionality.

saml-profiles
List of SAML profiles enabled on this BIG-IP as IdP. Default value is web-browser-sso.
sp-connectors

Specifies list of SP connectors associated with this SAML SSO object. When this SSO object is assigned
to SAML resource then only one entry is allowed for SP connectors. If SAML SSO object is assigned
to access profile then you can add multiple SAML SP connectors.

subject-type
Specifies type of the subject to be used while creating SAML assertion.
subject-value

Specifies the value of the subject to be included inside SAML assertion. This can be a session variable.
For example: % {session.last.logonname}, % {session.ad.last.attr.userEmail }

saml-resource
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Configures saml resource.

Syntax

Configure a saml-resource using the syntax shown in the following sections.

Create/Modify

create saml-resource [name]

modify saml-resource [name]
app-service [[string] | none]

s

|

customization-group [[string] | none]
description [[string] none]
location-specific [true | false]
publish-on-webtop [true | false]
sso-config-saml [[string] | none]
edit saml-resource [ [ [name] | [glob] | [regex] ] ... ]

all-properties
non-default-properties

Display
list saml-resource

list saml-resource [ [ [name] | [glob] | [regex]
show running-config saml-resource

1 ... ]

show running-config saml-resource [ [ [name] | [glob] |

all-properties
non-default-properties
one-line

[regex]

]
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Delete

delete saml-resource [name]

Description

You can use saml-resource component to configure saml resource.

Examples

create saml-resource my_saml_resource { sso-config-saml my_saml_sso_obj publish-on-webtop
true }

Creates a saml resource named my_saml_resource with saml sso object 'my saml sso obj' and with
option to display this resource on full webtop.

delete saml-resource my_saml_resource

Deletes the saml resource named my_saml_resource.

Options

app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

customization-group

Specifies the customization group associated with saml resource.
description

Specifies a description for the saml resource. The default is none.
location-specific

Specifies whether or not this object contains one or more attributes with values that are specific to the
location where the BIG-IP device resides. The location-specific attribute is either true or false. When
using policy sync, mark an object as location-specific to prevent errors that can occur when policies
reference objects, such as authentication servers, that are specific to a certain location.

publish-on-webtop
Specifies whether to display the SAML resource on the full webtop or not. Default value is true.
sso-config-saml

Specifies saml sso config object associated with this saml resource. This saml sso object should only
have one saml sp connector associated with it.

saml-sp-connector

Specify saml sp connector configuration.

Syntax

Configure a saml-sp-connector within the sso module using the syntax shown in the following sections.
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Create/Modify

create saml-sp-connector [name]
modify saml-sp-connector [name]

app-service [[string] | none]
assertion-consumer-services [ {
binding [http-artifact | http-post | paos]
index [0 - 65535]
is-default [true | false]
uri [string]
bl
description [[string] | none]

encryption-type [aesl28 | aesl92 | aes256]
entity-id [string]
import-metadata [ string | none ]

is-authn-request-signed [ true | false ]
location-specific [ true | false ]
metadata-cert [[string] | none]
relay-state [[string] | none]

signature-type [rsa-shal | rsa-sha256 | rsa-sha384 | rsa-sha512]
single-logout-binding

single-logout-response-uri [string]

single-logout-uri [string]

sp-certificate [[string] | none]

want-assertion-encrypted [ true | false ]

want-assertion-signed [ true | false ]

want-response-signed [ true | false ]

edit saml-sp-connector [ [ [name] | [glob] | [regex] ] ... ]
all-properties
non-default-properties

Display

list saml-sp-connector

list saml-sp-connector [ [ [name] | [glob] | [regex] ] ... ]
show running-config saml-sp-connector
show running-config saml-sp-connector [ [ [name] | [glob] | [regex] ]

all-properties
app-service
non-default-properties
one-line

partition

Delete

delete saml-sp-connector [name]

Description

You can use the saml-sp-connector component to create and manage saml sp connectors
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Examples

create saml-sp-connector my_saml_sp_connector { entity-id ""https://companyx.sp.com/sp"
assertion-consumer-services { { uri ""https://companyx.sp.com/acs/" is-default true } }
want-assertion-signed true want-response-signed true want-assertion-encrypted true
encryption-type aes256 is-authn-request-signed false sp-certificate default.crt }

Creates a SAML sp-connector named my_saml_sp_connector with security options to encrypt and
sign the assertion as well as SAML response.

create saml-sp-connector my_saml_sp_connector] { import-metadata /shared/tmp/sp_metadata.xml}

Creates a SAML sp-connector named my_saml_sp_connector]l from metadata file
"/shared/tmp/sp_metadata.xml"

list saml-sp-connector
Displays a list of SAML sp connectors.

delete saml-sp-connector my_saml_sp_connector

Deletes the my_saml_sp_connector SAML sp connector.

Options

app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

assertion-consumer-services

List of assertion consumer services (ACS) used by external SP. Each ACS entry contains attributes
'binding', 'index', 'is-default', and 'url'. Each ACS must contain a valid URL, and a unique 'index'. One
ACS entry must be set as default.

assertion-consumer-binding

This attribute is DEPRECATED. Use assertion-consumer-services instead.
assertion-consumer-uri

This attribute is DEPRECATED. Use assertion-consumer-services instead.
description

Specifies a unique description for saml sp connector. The default is none.
encryption-type

Specifies the type of encryption BIG-IP as IdP should use to encrypt the assertion. Default is aes128.
entity-id

Specifies a unique ID to identify SP pointed by sp connector.
import-metadata

Specifies the metadata file to be used to create sp connector object. For example: create
saml-sp-connector my_saml_sp_connectorl { import-metadata /shared/tmp/sp_metadata.xml}

is-authn-request-signed

Specifies whether SP signs authentication requests while sending them to BIG-IP as IdP. The default
value for this is false.

location-specific

Objects of this class might have location specific attribute(s). Admin can indicate if object is location
specific by setting it to true.
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metadata-cert

Specifies the certificate to be used to verify the signature of metadata imported from a file.

relay-state

Specifies the value sent to the SP by BIG-IP as IdP as part of the response. This value is only used if
the SP did not send RelayState as part of the authentication request.

signature-type

Signature algorithms to be used for digital signing of SAML messages. Default value is rsa-shal.
single-logout-binding

This attribute is reserved for future functionality.

single-logout-response-uri

A URI where this BIG-IP as IdP will send single logout (SLO) responses.

single-logout-uri

A URI where this BIG-IP as IdP will send single logout (SLO) requests.

sp-certificate

Specifies SP certificate used by BIG-IP as IdP to verify the signature of authentication request.
want-assertion-encrypted

Specifies whether SP requires encrypted assertions. The default value for this attribute is false
want-assertion-signed

Specifies whether SP requires signed assertions. The default value for this attribute is true
want-response-signed

Specifies whether SP requires signed SAML responses. The default value for this attribute is false



ASM

device-sync

Contains the ASM timestamp for each device in the group.

Syntax
Retrieve the list of the device-sync values using the syntax shown in the following section.

Display

list device-sync
list device-sync [ [ [name] | [glob] | [regex] ] ... ]

Description

Use this command to display the current values of the device-sync object, i.e. ASM change times for all
devices in the group. This object is designed for internal purposes only (incremented on every ASM change),
so do not try to create, modify, or delete it manually.

Examples
list device-sync

Displays all last ASM change times of the device group.

See Also

tmsh, list, glob, regex

http-method

Lists the available HTTP request methods that can be used in the context of the Application Security
Manager(TM).

Syntax

Retrieve the list of the http-method values using the syntax shown in the following sections.

Display

list http-method

list http-method [ [ [name] | [glob] | [regex] ] ... ]
all
app-service
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default-act-as
one-line
partition
recursive

Description

Use this command to display the possible values of the http-method object to be used in the context of the
Application Security Manager. These possible values include predefined and user-defined allowed methods
for all security policies, and also are intended to be used in filters of Application Security Logging and in
HTTP security profiles.

Examples
list http-method
Displays all the HTTP methods supported by the ASM.

Options
e app-service

Displays the application service to which the object belongs. The default value is none. Note: If the
strict-updates option is enabled on the Application Service that owns the object, you cannot modify
or delete the object. Only the Application Service can modify or delete the object.

e default-act-as

Displays the HTTP request method, either GET or POST, based on how you have instructed the system
to treat the listed method name; a predefined method has its system default and a user-defined allowed
method is configured in the security policy.

* partition

Displays the administrative partition within which the component resides.

See Also

glob, list, regex, security http profile, security log profile, tmsh

httpclass-asm
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configure initial ASM settings for applications. This component has been deprecated as of BIG-IP v11.3.0,
please use the policy component in the asm module instead.

Syntax

Configure the httpclass-asm component within the asm module using the syntax shown in the following
sections.

Create/Modify

create httpclass-asm [name]

modify httpclass-asm [name]
active-policy-name [string]
app-service [[string] | none]
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language [language]
predefined-policy [predefined-policy]

Display

list httpclass-asm

list httpclass-asm [ [ [name] | [glob] | [regex] ] ... ]
show running-config httpclass-asm
show running-config httpclass-asm [ [ [name] | [glob] | [regex] ] ... ]

all-properties
non-default-properties
partition

Delete

delete httpclass-asm [name]

Description

Use this command to create, modify, display, or delete an httpclass-asm profile that configures ASM security
policies. Changing/setting attributes for an httpclass-asm profile affects the ASM security policy with the

same name. Note that modifying the language of an existing profile reconfigures the ASM security policy
and deletes the configurations, log entries and statistics of the security policy. This is for advanced usage -
this command is intended to be used by the application templates system (iApps(tm)).

Examples

create asm httpclass-asm my_class active-policy-name my_class_policy language utf-8 predefined-policy
POLICY_TEMPLATE_RAPID DEPLOYMENT HTTP

Creates a custom httpclass-asm profile named my_class that causes ASM to configure a security policy
that uses the utf-8 application language and the Rapid Deployment security policy.

list httpclass-asm

Displays the properties of all httpclass-asm profiles.

Options
+ active-policy-name

Specifies the name of the active security policy. This property has been deprecated. As of BIG-IP v11.1.0,
the active security policy name is identical to the HTTP class profile's name.
* app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

* language

Specifies the language of the web application that the ASM security policy is protecting. Use autocomplete
or list /asm webapp-language to get the list of supported languages.

* nhame

Specifies a unique name for the component. This option is required for the commands create, delete,
and modify.
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» predefined-policy

Specifies a predefined security policy for a web application. This security policy was prebuilt to provide
out of the box security for a known application. Use autocomplete to get a list of applications for which
ASM has predefined policies.

See Also

create, delete, edit, glob, list, Itm virtual, modify, regex, reset-stats, show, tmsh

policy

Configures an application security policy.

Syntax

Configure the policy component within the asm module using the syntax shown in the following sections.

Create/Modify

create policy [name]
modify policy [name]

[active | inactive]

app-service [[string] | none]
blocking-mode [enabled | disabled]
description [[string] | none]
encoding [ [name] | none]

policy-builder [enabled | disabled]
policy-template [name]

Display
list policy [ [ [name] | [glob] | [regex] ] ... ]
show running-config policy [ [ [name] | [glob] | [regex] ] ... 1

all-properties
one-line
partition
virtual-servers

Delete

delete policy [name]

Save

save policy [name]
overwrite
bin-file [filename]
min-xml-file [filename]
xml-file [filename]
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Load

load policy [name]
overwrite
file [filename]
xml-string [string]

Publish

publish policy [name]

Description

You can use the policy component to create, modify, display, delete, save, load, or publish an application
security policy for use with Application Security Manager functionality.

Note: To display all policy properties available in tmsh, including initial settings used by iApp and advanced
configuration accessible in ASM GUI, specify the all-properties option or the detailed properties. By default,
only initial properties are displayed: encoding, policy-template and [active | inactive].

Note: The modify command with the properties encoding and/or policy-template causes ASM to reconfigure
the security policy and clear all its former data.

Examples

create policy my_asm_policy encoding utf-8

Creates a new policy named my_asm_policy with the default language encoding.

modify policy my_asm_policy active

Activates the inactive policy named my_asm_policy.

list policy

Displays the properties of all application security policies.

save policy my_asm_policy xml-file my asm_policy.xml

Exports the policy named my_asm_policy to the XML file /var/tmp/my_asm_policy.xml.
load policy my_asm_policy overwrite file /tmp/my_asm_policy.plc

Imports the policy named my_asm_policy from the file /tmp/my_asm_policy.plc and overwrites the policy
if it already exists.

publish policy my_asm_policy

Applies the active policy named my_asm_policy.

Options
e app-service

Specifies the name of the application service to which the object belongs. The default value is none.
Note: If the strict-updates option is enabled on the application service that owns the object, you cannot
modify or delete the object. Only the application service can modify or delete the object.

* |active | inactive]
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Activates or deactivates the policy for later association with L7 policies and virtual servers. The default
value is inactive.

bin-file
Specifies the exported file name to be saved in binary format when using the save command. The file
name should be simple (not a full path); it is saved to the /var/tmp directory on the system.

blocking-mode

Specifies whether the system blocks a request that triggers a security policy violation or only logs the
violation event (transparent mode).

description
Specifies an optional description of the security policy.

encoding

Specifies the language encoding, which determines how the security policy processes the character sets.
This property corresponds to the language property of the httpclass-asm component.

file

Specifies the file name from which the policy is going to be imported when using the load command.
A full path should be specified.

glob

Displays the items that match the glob expression. See help glob for a description of glob expression
syntax.

min-xml-file
Specifies the exported file name to be saved in compact XML format when using the save command.

The file name should be simple (not a full path); it is saved to the /var/tmp directory on the system. To
display the XML output immediately, omit this property, the properties xml-file and bin-file.

name

Specifies a unique name for the component. This option is required for the commands create, delete,
modify, save, and publish. If it is not specified for the load command, the policy name will be taken
from the imported settings.

overwrite

Specifies that the policy file for the save command or the policy component for the load command can
be overwritten if it exists.

partition

Displays the administrative partition within which the component resides.

policy-builder

Enables or disables automatic policy building.

policy-template

Specifies whether the security policy is based on a predefined security policy template, and if so, which
one. If you create or modify a security policy based on a template, the system automatically configures

the new security policy according to the conditions of the template. This property corresponds to the
predefined-policy property of the httpclass-asm component.

regex

Displays the items that match the regular expression. The regular expression must be preceded by an at
sign (@[regular expression]) to indicate that the identifier is a regular expression. See help regex for a
description of regular expression syntax.
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Note: This component supports matching by the regex expression only when displaying the initial policy
properties.

e virtual-servers

Displays the name of the protected virtual server, or virtual servers, which have attached to them the
security policy via L7 policies.

¢ xml-file

Specifies the exported file name to be saved in XML format when using the save command. The file
name should be simple (not a full path); it is saved to the /var/tmp directory on the system. To display
the XML output immediately, omit this property, the properties min-xml-file and bin-file.

* xml-string

Specifies the XML document from which the policy is going to be imported when using the load
command.

See Also

asm predefined-policy, asm webapp-language, create, delete, glob, list, load, Itm policy, ltm virtual, modify,
publish, regex, save, tmsh

predefined-policy

Lists the available predefined policies that can be used in the context of the httpclass-asm profile.

Syntax
Retrieve the list of the predefined-policy values using the syntax shown in the following sections.

Display

list predefined-policy

list predefined-policy [ [ [name] | [glob] | [regex] ] ... ]
all
one-line

Description

Use this command to display the possible values of the predefined-policy object to be used in the context
of the httpclass-asm profile. This is for advanced usage; this command is intended for use by the application
templates system (iApps).

Examples

list predefined-policy

Displays all the predefined policies supported by the ASM.

See Also

asm httpclass-asm, glob, list, regex, tmsh
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response-code

Lists the available HTTP response status codes that can be used in the context of the Application Security
Manager.

Syntax
Retrieve the list of the response-code values using the syntax shown in the following sections.

Display

list response-code
list response-code [ [ [number] | [glob] | [regex] ] ... ]
all
app-service
name
one-line

Description

Use this command to display the possible values of the response-code object to be used in the context of
the Application Security Manager. These possible values are predefined and intended to be used in filters
of Application Security Logging.

Examples
list response-code

Displays all the response codes supported by the ASM.

Options
e app-service

Displays the application service to which the object belongs. The default value is none. Note: If the
strict-updates option is enabled on the Application Service that owns the object, you cannot modify
or delete the object. Only the Application Service can modify or delete the object.

* name

Displays a well-known textual meaning of the HTTP response code.

See Also

glob, list, regex, security log profile, tmsh

webapp-language

Lists the available languages that can be used in the context of the httpclass-asm profile.

Syntax

Retrieve the list of the webapp-language values using the syntax shown in the following sections.
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Display

list webapp-language

list webapp-language [ [ [name] | [glob] ... ]
all
o