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Applying a Pre-built Cipher String for SSL Negotiation

Overview: Using a pre-built cipher string

Before the BIG-IP” system can process SSL traffic, you'll need to define the cipher string you want the
system to use when negotiating security settings with client or server systems. Typing a raw cipher string
on the system is tedious and can easily contain typos. It can also be unsecure, since the cipher string
could inadvertently cause the system to negotiate in a way that you didn't intend.

To solve these problems, you can use a pre-built cipher string, known as a cipher group. A pre-built
cipher group is a named, pre-built set of partial cipher strings (known as cipher rules) and a set of
instructions that the system uses to create the final cipher string for SSL negotiation.

All pre-built cipher groups are available on the BIG-IP system, ready for you to assign to a Client SSL or
Server SSL profile. They are:

* /Common/f5-default
* /Common/f5-aes
* /Common/f5-ecc
* /Common/f5-hw_keys

* /Common/f5-secure

For example, this illustration shows the pre-built cipher group /Common/f5-ecc. The contents of this
cipher group are the cipher rule of the same name (/Common/ £5-ecc), which contains the cipher string
ECDHE : ECDHE_ECDSA (not shown). You can see a preview of the resulting cipher string in the Cipher
Audit area of the screen:
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About BIG-IP cipher support

The BIG-IP” system supports a large set of cipher suites that you can choose from to build the cipher
string used for security negotiation.

Supported cipher suites include various combinations of encryption algorithms and authentication
mechanisms, including RSA (Rivest Shamir Adleman), DSA (Digital Signature Algorithm), and ECDSA
(Elliptic Curve Digital signature Algorithm).

The system includes a default cipher string named DEFAULT, which contains a subset of the cipher suites
that the BIG-IP system supports.

Task summary for configuring a pre-built cipher string

There are a few tasks you need to perform to configure a pre-built cipher string that the BIG-IP® system
will use for SSL negotiation.

This illustration shows the order that you need to perform these tasks in.
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Confirm the ability to use a pre-built cipher string

Before you configure a cipher string for the BIG-IP” system to use in SSL negotiations with client or
server systems, you need to determine whether you can use a pre-built cipher group or whether you'll
need to create a custom cipher group. You do this by viewing each pre-built cipher group on the system..

1. On the Main tab, click Local Traffic > Ciphers > Groups.
The screen displays a list of pre-built cipher groups.

2. In the Name column, click the name of a cipher group.
For example, click /Common/£5-ecc.

3. In the Available Cipher Rules list, find the corresponding cipher rule and click the plus sign to view
the cipher suites included in the rule.

For example, this shows the cipher suites included in the pre-built cipher rule named /Common/£5-
ecc.



Applying a Pre-built Cipher String for SSL Negotiation

Ay Bl Belierain) Awaitatie Cipher Fules

2 MCommonTi-gatauh

B P ommermicen TS g

I PG TS - kS
TCammanti-aes

» ECOHE-RSA-AES1 25-0CM-SHAZSATLY
» ECDHE-RSA-AES1Z8-CBC-SHATLEI 0
FE-CBC-SHATLEY 1
E-REAAEST 25-CRC-SHATLE 2
DHE-REA-AE ST 2E.-5HASATLEY 2
E-RE8AEEXA-GOM. SHAIRLTLY
CHE-RSA-AESTH-CBC-SHATLEY O
E-R3A-AESTHE-CBC-SHATLE 1

Roesinet the Aliowed List to the folicwing

E-REA-AESITH-CEC-SHATLEY 2
DHE-RBA-AESTE-SHABUTLES 2
CHE-RSA-DES-CRCI-SHATLELD
5A-DES-CRCT-EHATLE.1
DES-CBCHEHATLEY 2
A AES 1 33-GOM-SHAD B
E SAAES133-SHATLE.0
DHE-ECDSA-AES128-SHATLS1. 1

Exthudhe ihe foliceing from th Ao List

SA-AES 1 25-SHAZSETLS
CHE-ECDSA-AESXE-GOM SHAIIL
OHE-ECDAAAESIESHATLEI D

Pl Eat il 3, & D5 bR, S 31T &1 1

4. Click Cancel.
5. As an option, you can repeat this task for any other pre-built cipher groups.

After doing this task, if you found no pre-built cipher group containing all of the cipher suites you need
for your cipher string, you'll need to create your own custom cipher group instead.

Specify a cipher string within an SSL traffic filter

Before starting this task, make sure that the relevant traffic filter for managing SSL traffic (either a Client
SSL or Server SSL profile) exists on the BIG-IP" system.

You specify the cipher string that the BIG-IP system uses to negotiate security settings with a client or
server system, by assigning a cipher group to a Client SSL or Server SSL profile.

1. On the Main tab, click Local Traffic > Profiles > SSL > Client or Local Traffic > Profiles > SSL >

Server.
The Client SSL or Server SSL profile list screen opens.

Click the name of a profile.

From the Configuration list, select Advanced.

On the right side of the screen, select the Custom check box.

For the Ciphers setting, click Cipher Group and from the list, select a cipher group.
Click Update.

AN

Activate a cipher string for an application flow

Before starting this task, make sure that the virtual server for the relevant SSL application flow exists on
the BIG-IP" system.

You activate a cipher string for a specific application flow by assigning a Client SSL or Server SSL
profile (or both) to a virtual server. This causes the BIG-IP system to use the cipher group specified in the
profile to build the cipher string for negotiating security settings for SSL connections.

1. On the Main tab, click Local Traffic > Virtual Servers.
The Virtual Server List screen opens.

2. Click the name of a virtual server.

3. From the Configuration list, select Advanced.
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4. For the SSL Profile (Client) and the SSL Profile (Server) settings, from the Available list, select the
name of the SSL profile you previously created, and move the name to the Selected list:
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Using the SSL Profile (Server) setting is optional.
5. Click Update to save the changes.

The BIG-IP system now uses the cipher group specified in an SSL profile to build a cipher string to use
when negotiating security for the relevant application flow.
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residential area is likely to cause harmful interference, in which case the user, at his own expense, will be
required to take whatever measures may be required to correct the interference.

Any modifications to this device, unless expressly approved by the manufacturer, can void the user's
authority to operate this equipment under part 15 of the FCC rules.

Canadian Regulatory Compliance

This Class A digital apparatus complies with Canadian ICES-003.

Standards Compliance

This product conforms to the IEC, European Union, ANSI/UL and Canadian CSA standards applicable to
Information Technology products at the time of manufacture.
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