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1
Getting Started with BIG-IQ Virtual Edition

• What is BIG-IQ Virtual Edition?



What is BIG-IQ Virtual Edition?

BIG-IQ™Virtual Edition (VE) is a version of the BIG-IQ system that runs as a guest in specifically-supported
hypervisors. BIG-IQ VE emulates a hardware-based BIG-IQ system running a VE-compatible version of
BIG-IQ™ software.

Note: The BIG-IQ VE product license determines the maximum allowed throughput rate. To view this rate
limit, you can display the BIG-IQ VE licensing page within the BIG-IQ Configuration utility. Lab editions
have no guarantee of throughput rate and are not supported for production environments.

About BIG-IQ VE compatibility with EC2 hypervisor products

BIG-IQ™VE is compatible with the AmazonWeb Services (AWS) EC2 hypervisors. This guide documents
the AWS interface as it exists just prior to the version 11.3.0 BIG-IP software release.

Important: Hypervisors other than those identified in this guide are not supported with this BIG-IQ version;
any installation attempts on unsupported platforms might not be successful.

About the hypervisor guest definition requirements

The EC2 virtual machine guest environment for the BIG-IQ™ Virtual Edition (VE), at minimum, must
include:

• a 64 bit EC2 instance with at least 2 virtual cores (up to 16 are supported in this release)
• at least 4 GB RAM (64GB has been tested, F5® Networks recommends at least 2GB per virtual core)
• 2 x virtual network adapter cards (NICs) (up to 9 are supported)

Important: F5® Networks recommends three or more network adapters for most topologies, but the
minimum requirement is two (one for management and one for traffic).

Important: To support multiple NICs on an Amazon Web Services you must create a virtual private
cloud (VPC).

• 1 x virtual private cloud (VPC).

Important: Not supplying at least the minimum virtual configuration limits will produce unexpected results.

Important: There is no longer any limitation on the maximum amount of RAM supported on the hypervisor
guest.

Note: Currently, these requirements map to what Amazon designates as an M1 Large instance. Refer to
http://docs.amazonwebservices.com/AWSEC2/latest/
UserGuide/instance-types.html#AvailableIpPerENI for their most current definition.
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Chapter

2
Deploying BIG-IQ Virtual Edition

• About VE EC2 deployment



About VE EC2 deployment

To deploy the BIG-IQ™ Virtual Edition (VE) system on EC2, you perform these tasks:

• Verify the host machine requirements.
• Deploy a BIG-IQ™ system as a virtual machine.
• Deploy a BIG-IP® system.
• After you have deployed the virtual machines, log in to the BIG-IQ VE system and run the Setup utility.

Using the Setup utility, you perform basic network configuration tasks, such as assigning VLANs to
interfaces.

• Configure secure communication between the BIG-IQ system and the BIG-IP device.

Task summary for EC2 deployment

To deploy BIG-IQ™ Cloud using the Amazon elastic compute cloud (EC2) public cloud virtual machine
management service, you perform a series of tasks using Amazon Web Services (AWS).

Task list

Creating a key pair

Before you can deploy a virtual machine on Amazon Web Services (AWS) Elastic Cloud Computing, you
need an AWS account.

To create a virtual private cloud (VPC) on which you can deploy the BIG-IQ™ system, you need a
(private-public encryption) key pair to authenticate your sessions. Key pairs are reusable, so if you have a
key pair, you do not need to repeat this task.

For the most current instructions for creating a key pair, refer to the Amazon Virtual Private Cloud
(VPC) Documentation web site, http://aws.amazon.com/documentation/vpc/.

Important: It is crucial to your success that you be consistent in the region that you choose throughout
the configuration process. Objects configured in one region are not visible within other regions, so they
cannot function together. There are a number of factors that determine which region will best suit your
requirements. Refer to Amazon user documentation for additional details.

The file that downloads from Amazon Web Services uses the extension .pem. If you plan to use this key
pair with the PuTTY terminal emulator application, you will need to convert the key pair from a .pem to a
.ppk file. At the time of this release, PuTTY does not support the extension .pem. PuTTY does have a tool
(called PuTTYgen) that converts your key pair to the required PuTTY format.

Creating a new virtual private cloud

You need a virtual private cloud (VPC) to deploy the BIG-IQ™Cloud system because AmazonWeb Services
(AWS) only provides multiple network interface card (NIC) support for EC2 instances that reside within a
VPC.
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For the most current instructions for creating a Virtual Private Cloud, refer to the Amazon Virtual Private
Cloud (VPC) Documentation web site, http://aws.amazon.com/documentation/vpc/.

Important: It is crucial to your success that you be consistent in the availability zone that you choose
throughout the configuration process. Objects configured in one zone are not visible within other zones,
so they cannot function together.

Important: The first choice you have when creating a VPC is to select a VPC configuration. Choose
the VPC with Public and Private Subnets option.

Adding an additional subnet

When you create a VPC, Amazon Web Services creates two subnets (Management and External) for it.
Many network topologies require three or more subnets (Management, External, and Internal).

For the most current instructions for creating an internal subnet, refer to the Amazon Virtual Private
Cloud (VPC) Documentation web site http://aws.amazon.com/documentation/vpc/.

If you are following a typical deployment strategy, when you finish adding the Internal subnet, your VPC
will have three subnets.

• a Management subnet on 10.0.0.0/24
• an External subnet on 10.0.1.0/24
• an Internal subnet on 10.0.2.0/24

Creating new security groups

To use your virtual private cloud (VPC) to deploy your virtual machine, the VPC needs two security groups;
each with its own set of rules that govern the security behavior for the traffic that routes through it. The
table details the rules required for each group to function properly.

Rule TypeSourceRule NameGroup DescriptionGroup Name

0.0.0.0/0Inbound SSHAllowonly SSHHTTPS
or PING

allow-only-ssh-https-ping

0.0.0.0/0Inbound HTTPS

Echo Request0.0.0.0/0Inbound Custom
ICMP

Echo Request0.0.0.0/0Outbound Custom
ICMP

Echo Reply0.0.0.0/0Outbound Custom
ICMP

0.0.0.0/0InboundAll TrafficAllow all trafficallow-all-traffic

0.0.0.0/0Outbound All
Traffic

1. Create two security groups, one named allow-only-ssh-https-ping and the other named
allow-all traffic.
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Tip: For the most current instructions for creating security groups, refer to the Amazon Virtual Private
Cloud (VPC) Documentation web site http://aws.amazon.com/documentation/vpc/.

Important: The allow-all-traffic security group is critically important for successful operation
of the BIG-IP® VE on Amazon EC2.

2. For each security group, create the rules described in the preceding table. For each rule, define the Group
Description, Rule Name, Source, and Rule Type as shown in the table.

Important: No punctuation is permitted in the text of the Group Description that you type in.

When you finish adding the two groups and their associated rules, your VPC should be ready to go with
three subnets and two security groups.

It is a good idea to test connectivity before proceeding. You should be able to communicate with your VPC
NAT server at this point.

F5 Networks recommends enhancing your security by using the security group source fields to restrict the
subnets to allow only management access; however, we recognize that this does not complete your security
solution. For enhanced security, you may want to deploy a topology with limited management network
access.

Adding a route for external subnet accessibility

Most network topologies require an Amazon Web Services route to the virtual private cloud (VPC) that
makes the external subnet used by the virtual machine accessible to the Internet.

1. From the Services tab at the top of the AmazonWeb Services Management Console screen, selectVPC.
2. In the navigation pane, select Route Tables.

The Route Tables screen opens.
3. Select the routing table with one subnet.
4. Click the Associations tab at the bottom of the window.
5. From the Select a subnet list, select the 10.0.1.0/24 subnet.
6. Click Associate.

The Associate Route Table dialog box opens.
7. Click Yes, Associate.

Launching a new virtual machine

You need to know the name of your key pair and the Availability Zone from which they were created before
you can complete this task.

You need to have an EC2 Amazon Machine Image (AMI) to deploy the virtual machine.

Important: At publication, this task illustrates the Amazon web interface. However, F5 recommends that
you refer to Amazon user documentation for the latest documentation.

1. Log in to your account on Amazon Web Services (AWS) marketplace.
2. In the Search AWS Marketplace bar, type F5 BIG-IQ and then click GO.

The F5 BIG-IQ Virtual Edition for AWS option is displayed.
3. Click F5 BIG-IQ Virtual Edition for AWS and then click CONTINUE.
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Tip: You might want to take a moment here to browse the pricing details to confirm that the region in
which you created your security key pair provides the resources you require. If you determine that the
resources you need are provided in a region other than the one in which you created your key pair,
create a new key pair in the correct region before proceeding.

The Launch on EC2 page is displayed.
4. Click the Launch with EC2 Console tab.

Important: At the time this was written, the virtual machine must be launched in a VPC so that NICs
can be attached. This configuration is supported from the Launch with EC2 Console option, but not
the 1-Click Launch option.

Launching Options for your EC2 AMI are displayed.
5. Select the software version appropriate for your installation and then click theLaunch with EC2 button

that corresponds to the Region that provides the resources you plan to use.

Important: The first time you perform this task, you need to accept the terms of the end user license
agreement before you can proceed, so the Launch with EC2 button reads Accept Terms and Launch
with EC2.

Important: There are a number factors that determine which region will best suit your requirements.
Refer to Amazon user documentation for additional detail. Bear in mind that the region you choose must
match the region in which you created your security key pair.

The Request Instances Wizard opens.
6. Select an Instance Type appropriate for your use.
7. From the Launch Instances list, select VPC.
8. From the Subnet list, select the 10.0.0.0/24 subnet and then click CONTINUE.

The Advanced Instance Options view of the wizard opens.
9. From the Number of Network Interfaces list, select 2.
10. Click the horizontal eth1 tab to set values for the second network interface adapter, and then from the

Subnet list, select the 10.0.1.0/24 subnet, and then click CONTINUE
The Storage Device Configuration view of the wizard opens.

11. In the Value field, type in an intuitive name that identifies this AMI and then click CONTINUE(for
example, BIG-IQ VE <version>.
The Create Key Pair view of the wizard opens.

12. FromYour existingKey Pairs, select the key pair you created for this AMI, and then clickCONTINUE.
The Configure Firewall view of the wizard opens.

13. Under Choose one or more of your existing Security Groups, select the allow-all-traffic security group,
and then click CONTINUE.
The Review view of the wizard opens.

14. Confirm that all settings are correct, and then click Launch.
The Launch Instance Wizard displays a message to let you know your instance is launching.

15. Click Close.

Your new AMI appears in the list of instances when it is fully launched.
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Adding a third network interface

When you first create a virtual private cloud (VPC), there are typically only two network interfaces associated
with it. F5 Networks recommends adding a third network interface to the VPC before you use it to deploy
the virtual machine.

1. From the Services tab at the top of the Amazon Web Services (AWS) Management Console screen,
select EC2.

2. In the navigation pane, select Network Interfaces.
The Network Interfaces screen opens.

3. Click the Create Network Interface button (at top left).
The Create Network Interface dialog box opens.

4. In the Description field, type Internal 10.0.2.0-24 (or a similarly mnemonic name).
5. In the Subnet field, select 10.0.2.0/24.
6. From the Security Groups list, select allow-all-traffic.
7. Click Yes, Create

AWS adds your network interface to the list.
8. Right-click the new network interface, and then select Attach.

The Attach Network Interface dialog box opens.
9. From the Instance list, select the VE AMI that you created.

Making the virtual machine management port accessible

The management port for your virtual machine may require accessibility over the Internet. However, there
are alternative topologies that do not require exposing the management port to the Internet.

F5 Networks recommends, at a minimum, adding restrictions to your source addresses in the
allow-only-ssh-https-ping security group.

Alternatively, you may find the Amazon Web Services EC2 VPN sufficiently effective so that you do not
need to associate an Internet-accessible Elastic IP with the management port.

1. From the Services tab at the top of the AmazonWeb Services Management Console screen, select EC2.
2. In the navigation pane, select Elastic IPs.

The Addresses screen opens.
3. Click Allocate New Address.

The Allocate New Address dialog box opens.
4. From the EIP used in list, select VPC.
5. Click Yes, Allocate.
6. In the Address column, right-click the newly created Elastic IP and select Associate from the popup

menu.
The Associate Address dialog box opens.

7. From the Instance list, select the VE AMI that you created as an EC2 hypervisor.
8. From the Private IP Address list, select 10.0.0.0/24 (the Management subnet).
9. Click Yes, Associate.

Logging in and setting the Admin password

To perform this task, you must have completed the following tasks:
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• Created a key pair
• Created and configured a VPC
• Instantiated and launched a BIG-IQ™ Virtual Edition (VE) AMI
• Made the virtual machine management port accessible through the Internet

To maintain security, the first time you log in to your EC2 AMI, you should log in as root, and change the
Admin password.

1. Log in to the new AMI that you just launched.
Use the name of the key pair (.pem file), and the elastic IP address of your EC2 instance. $ ssh -i
<username>-aws-keypair.pem root@<elastic IP address of EC2 instance>

Tip: You can also use a terminal emulator such as PuTTY to test your connectivity. At publication,
PuTTY does not support the extension .pem, so remember that you will also need to convert the key
pair .pem file to a .ppk file before you can use it with PuTTY.

2. At the command prompt, type tmsh modify auth password admin.

Warning: Because this login is visible externally, make sure to use a strong, secure password.

The terminal window displays the message: changing password for admin, and then prompts:
new password.

3. Type in your new password and then press Enter.
The terminal window displays the message: confirm password.

4. Re-type the new password and then press Enter.
5. To ensure that the system retains the password change, type tmsh save sys config, and then press

Enter.

Important: Without your security key pair, you cannot access this AMI. Once you log in with your key
pair, you could create a root password. However, if you decide to do this, choose the root password
wisely, bearing in mind that depending on your Security Group policies, this login may provide external
SSH access.

The Admin password is now changed.

Tip: If at some point you determine you want to restore your virtual machine to its default state, use the
following tmsh command:tmsh load sys config default; bigstart restart dhclientUsing
a less explicit tmsh command has been shown to produce undesirable results.
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Overview: BIG-IQ system

The BIG-IQ™ system is a centralized tool that streamlines the management of devices in your network. The
functionality offered is dependent on your software license.

Administrators use BIG-IQ Cloud to provide cloud tenants self-service access to shared computing resources
such as networks, servers, storage, applications, and services. Cloud resources can be private or public,
depending on the customer's requirements. Each tenant has restricted and dedicated access to cloud resources
based on a specific user account or tenant role, ensuring that tenants have access only to their own resources.
Cloud resources are easily expanded and reallocated as needed, providing flexible resource balancing.

Firewall managers use BIG-IQ Security to manage security firewalls for multiple devices from one central
location. Firewall management includes discovering, editing, and deploying firewall configurations, as well
as consolidating shared firewall objects. Once a firewall device is designated for central management, it is
no longer managed locally unless there is an exceptional need.

Additional resources and documentation for BIG-IQ systems

You can access all of the following BIG-IQ™ system documentation from the AskF5™ Knowledge Base
located at http://support.f5.com/.

DescriptionDocument

BIG-IQ Virtual Edition (VE) runs as a guest in a virtual environment
using supported hypervisors. Each of these guides is specific to one of

BIG-IQ™ Systems: Setup and
Getting Started guides

the hypervisor environments supported for the BIG-IQ system. The
guides provide you with the basic concepts and tasks required to set
up your virtual environment and perform initial configuration tasks
required to start using the BIG-IQ system.

This guide contains information to help you manage cloud resources,
applications, and tenants.

BIG-IQ™ Systems: Cloud
Management

This guide contains information to help you manage BIG-IP® firewall
resources.

BIG-IQ™ Security User Guide

Release notes contain information about the current software release,
including a list of associated documentation, a summary of new features,
enhancements, fixes, known issues, and available workarounds.

Release notes

Solutions are responses and resolutions to known issues. Tech Notes
provide additional configuration instructions and how-to information.

Solutions and Tech Notes
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About licensing and initial configuration

BIG-IQ™ system runs as a virtual machine in specifically-supported hypervisors. After you set up your
virtual environment, or your platform, you can license the BIG-IQ system. You initiate the license activation
process with the base registration key.

The base registration key is a character string that the license server uses to verify the functionality that you
are entitled to license. If the system has access to the internet, you select an option to automatically contact
the F5 license server and activate the license. If the system is not connected to the internet, you can manually
retrieve the activation key from a system that is connected to the internet, and transfer it to the BIG-IQ
system.

Note: If you do not have a base registration key, contact the F5 Networks sales group
(http://www.f5.com).

Automatic license activation and initial configuration

Before you can activate your F5 product license, you must configure your virtual environment or your
platform, define a management IP address, and obtain the base registration key.

If the BIG-IQ™ system is connected to the public internet, use this procedure to activate its license.

1. Using a browser on which you have configured the management interface, type the following URL
syntax where <management_IP_address> is the address you specified for device management:
https://<management_IP_address>

2. Log in to the BIG-IQ system with the default user name admin and password admin.
3. At the top of the screen, click System Overview.
4. In the Setup panel, click the IP address of the BIG-IQ system.

The panel expands to display additional properties.
5. In the Base Registration Key field, type or paste the BIG-IQ registration key.
6. In the Add-on Key field, paste any additional license key you have.

The options are:Cloud or Security.

7. For the Activation method setting, select Automatic and click the Activate button.
The BIG-IQ system contacts the F5 Networks licensing server and displays The End User License
Agreement (EULA) displays.

8. To accept the EULA, click the Accept button.
The screen refreshes and display the license details.

9. Click the Properties tab.
10. In the Host Name field, type a fully-qualified domain name (FQDN) for the system.

The FQDN can consist of letters, numbers, and/or the characters underscore ( _ ), dash ( - ), or period (
. ).

11. In the Self IP Address field, type the self IP address of your internal VLAN.
The self IP address must be in Classless InterDomain Routing (CIDR) format. For example:
10.10.10.10/24.

12. To add an additional self IP address, click the + sign and in the new Self IP Address field that the system
creates, edit the duplicated self IP address to reflect the additional self IP address that you want to add.
Once you save this self IP address, you cannot change it.
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13. Click the Services tab.
14. In the DNS Lookup Servers field, type the IP address of your DNS Lookup Server.

The DNS Lookup Server allows you to use IP addresses, host names, or fully-qualified domain names
(FQDNs) to access other network objects.

15. In the DNS Search Domain field, type the name of your search domain.
The DNS search domain list allows the BIG-IQ system to search for local domain lookups to resolve
local host names.

16. In the Time Servers fields, type the IP addresses of your Network Time Protocol (NTP) servers.
17. Click the Save button to save your configuration.

Manual license activation and initial configuration

Before you can activate your F5 product license, you must configure your virtual environment or your
platform, define a management IP address, and obtain the base registration key.

If the BIG-IQ™ system is not connected to the public internet, use this procedure to activate its license.

1. Using a browser on which you have configured the management interface, type the following URL
syntax where <management_IP_address> is the address you specified for device management:
https://<management_IP_address>

2. Log in to the BIG-IQ system with the default user name admin and password admin.
3. At the top of the screen, click System Overview.
4. In the Setup panel, click the IP address of the BIG-IQ system.

The panel expands to display additional properties.
5. In the Base Registration Key field, type or paste the BIG-IQ registration key.
6. In the Add-on Key field, paste any additional license key you have.

The options are:Cloud or Security.

7. For the Activation method setting, selectManual and click the Activate button.
The BIG-IQ system refreshes and displays the dossier in the Dossier field.

8. Copy the displayed dossier and transfer it to a system connected to the internet and navigate to the F5
Licensing Server at https://activate.f5.com/license/ .

9. Paste the dossier in the Enter your dossier text box, or click the Browse button to locate it on the
system, and click the Next button.

10. Copy or save the activation key and transfer it to the BIG-IQ system.
11. Paste the activation key in the License field and click the Activate button.
12. The End User License Agreement (EULA) displays.

When you click Accept, the screen refreshes to display the license details.
13. Click the Properties tab.
14. In the Host Name field, type a fully-qualified domain name (FQDN) for the system.

The FQDN can consist of letters, numbers, and/or the characters underscore ( _ ), dash ( - ), or period (
. ).

15. In the Self IP Address field, type the self IP address of your internal VLAN.
The self IP address must be in Classless InterDomain Routing (CIDR) format. For example:
10.10.10.10/24.

16. To add an additional self IP address, click the + sign and in the new Self IP Address field that the system
creates, edit the duplicated self IP address to reflect the additional self IP address that you want to add.
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Once you save this self IP address, you cannot change it.

17. Click the Services tab.
18. In the DNS Lookup Servers field, type the IP address of your DNS Lookup Server.

The DNS Lookup Server allows you to use IP addresses, host names, or fully-qualified domain names
(FQDNs) to access other network objects.

19. In the DNS Search Domain field, type the name of your search domain.
The DNS search domain list allows the BIG-IQ system to search for local domain lookups to resolve
local host names.

20. In the Time Servers fields, type the IP addresses of your Network Time Protocol (NTP) servers.
21. Click the Save button to save your configuration.

About installing required BIG-IQ system components on managed BIG-IP
systems

You must install specific components required by the BIG-IQ™ system on each BIG-IP® device you want
to manage. To install these components, you run a series commands from the command line.

Installing required BIG-IQ components on BIG-IP systems

You can perform this task only after you have licensed and installed the BIG-IQ™ system and at least one
BIG-IP® device running version 11.3 or later.

This task installs, onto your managed BIG-IP devices, a REST framework that supports the required
Java-based management services. You must perform this installation task each time you discover a new
device.

Important: When you run this installation script, the traffic management interface (TMM) on each BIG-IP
device restarts. It is important that, before you run this script, you verify that no critical network traffic is
targeted to the BIG-IP devices.

1. Log in to the BIG-IQ system terminal as the root user.
2. Establish SSH trust between the BIG-IQ system and the managed BIG-IP device.

ssh-copy-id root@<BIG-IP Management IP Address>

This step is optional. If you do not establish trust, you will be required to provide the BIG-IP system's
root password multiple times.

3. Navigate to the folder in which the files reside.
cd /usr/lib/dco/packages/upd-adc

4. Run the installation script.

• For devices installed in an Amazon EC2 environment: ./update_bigip.sh -a admin -p
<password> -i /<path_to_PEM_file> <BIG-IP Management IP Address>

• For devices installed in any other environment: ./update_bigip.sh –a admin –p <password>
<BIG-IP Management IP Address>

Where <password> is the administrator password for the BIG-IP device.

5. Revoke SSH trust between the BIG-IQ system and the managed BIG-IP device.

28

Installation and Initial Configuration



ssh-keygen –R <BIG-IP Management IP address>

This step is not required if you did not establish trust in step 2.

About a high availability configuration

You can ensure that you always have access to your managed BIG-IP devices by installing two BIG-IQ
systems in an active/standby high availability (HA) configuration. If the active BIG-IQ system in the HA
configuration fails, the standby peer becomes active allowing you to continue to manage devices.

Configuring a high availability pair

After you install and license two BIG-IQ systems, you can configure them in an active/standby pair.

Having a high availability pair of BIG-IQ systems configured makes it possible for you to always have
access to BIG-IP devices in your network. The BIG-IQ systems in a high availability pair synchronize their
configurations every 30 minutes. Configuring a high availability pair is optional.

Important: For a pair of BIG-IQ systems in a high availability configuration to synchronize properly, they
must each be running the same version of BIG-IQ. Perform these steps on the active BIG-IQ system.

1. Log in to the BIG-IQ system with the administrator user name and password.
2. At the top of the screen, click System Overview.
3. Click the High Availability tab.
4. In thePeer IPAddress field, type the self IP address (on the internal VLAN) of the peer BIG-IQ system.

Do not use the management IP address of the peer.

5. In theUser Name and Password fields, type the administrative user name and password for the BIG-IQ
system you want to add as a peer.

6. Click the Save button to save your configuration.

If discovery fails, a delete button displays. Verify the correct self IP address and credentials. Then click the
delete button to remove the incorrect information, and re-enter the self IP address, user name, and password.

Replacing a peer in a high availability configuration

To change the peer BIG-IQ system that you specified in a high availability pair, you must delete the current
peer system, and specify a new peer.

1. Log in to the BIG-IQ system with the administrator user name and password.
2. At the top of the screen, click System Overview.
3. Click the High Availability tab.
4. Click the Delete button.
5. Repeat steps 1-4 on the peer system.
6. Log back in to the first BIG-IQ system.
7. At the top of the screen, click System Overview.
8. Click the High Availability tab.
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9. In thePeer IPAddress field, type the self IP address (on the internal VLAN) of the peer BIG-IQ system.
Do not use the management IP address of the peer.

10. In theUser Name and Password fields, type the administrative user name and password for the BIG-IQ
system you want to add as a peer.

11. Click the Save button to save your configuration.

The active BIG-IQ system discovers its peer and displays its status.

If discovery fails, a delete button displays. Verify the correct self IP address and credentials. Then click the
delete button to remove the incorrect information, and re-enter the self IP address, user name, and password.

Forcing an active peer BIG-IQ system to standby mode

In the event that both BIG-IQ systems in a high availability pair become active, the system displays a
warning message at the top of every screen. If this occurs, you can use this procedure to put the standby
system back into standby mode.

1. Log in to the BIG-IQ system with the administrator user name and password.
2. At the top of the screen, click System Overview.
3. Click the High Availability tab.
4. Click the Force Standby button.

The BIG-IQ system is forced into standby mode.

About default passwords for pre-defined users

When you initially license the BIG-IQ™ system, it creates the following administrative roles with a default
password.

• administrator
• root

Changing the default password for the administrator user

You must specify the management IP address settings for the BIG-IQ™ system to prompt the system
automatically create the administrator user.

After you initially install and configure the BIG-IQ system, it is important to change the password for the
administrator password user from the default password, admin.

1. Log in to the BIG-IQ system with the administrator user name and password.
2. At the top of the screen, click Users.
3. On the Users panel, click Admin User
4. Click the properties gear.

The screen refreshes to display the properties for this user.
5. In the Password and Confirm Password fields, type a new password.
6. Click the Save button.
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Changing the default password for the root user

You must specify the management IP address settings for the BIG-IQ™ system to prompt the system
automatically create the root user.

After you initially install and configure the BIG-IQ system, it is important to change the password for the
root user from the default password, default.

1. Log in to the BIG-IQ system with the administrator user name and password.
2. At the top of the screen, click Users.
3. On the Users panel, click root user.
4. Click the properties gear.

The screen refreshes to display the properties for this user.
5. In the Password and Confirm Password fields, type a new password.
6. Click the Save button.
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