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Overview: Setting up an F5 Networks NVGRE gateway environment

This document provides instructions for installing the F5 Networks HNV Gateway PowerShell Module in
the System Center Virtual Machine Manager (SCVMM) for integration into a Microsoft Hyper-V
environment. The plug-in allows you to use a BIG-IP® device or VE to act as a gateway between virtual
networks in SCVMM and external networks. That is, with this plug-in, virtual machines can connect to the
outside world, using NVGRE tunnels. After you have made this connection, you can configure the BIG-IP
systems to provide application services for those virtual machines. The BIG-IQ" system is the management
endpoint for the BIG-IP systems. By default, all communication from the F5 Networks HNV Gateway
PowerShell Module occurs through the BIG-1Q system.

About network virtualization using generic routing (NVGRE)

Using generic routing encapsulation (GRE) for policy-based, software-controlled network virtualization
supports multitenancy in public and private clouds. NVGRE encapsulates Ethernet frames in an
NVGRE-formatted GRE packet. You can combine virtual network segments managed by NVGRE with
segments managed by VXLAN in either or both multicast and unicast modes.

NVGRE serves most data centers deploying network virtualization. The system encapsulates packets inside
another packet, and the header of the new packet has the appropriate source and destination provider address
(PA) IP address in addition to the virtual subnet ID (VSID), which is stored in the Key field of the GRE
header. The VSID allows hosts to identify the customer's virtual machines for any given packet.

NVGRE is a policy-driven solution, so the provider addresses (PAs) and customer addresses (CAs) on the
packets can overlap without problems. Consequently, all virtual machines on the same host can share a
single PA.

These concepts are important for deploying NVGRE with Microsoft System Center Virtual Machine Manager
(SCVMM):

* Customer address (CA)

* Provider address (PA)

* Virtual subnets

* Routing domains

* Logical networks

+ IP pools for each logical network site
» Logical switches with port profiles

* Virtual port profiles

* VM networks

For additional information about network virtualization concepts, you can consult Microsoft documentation,
for example: http://blogs.msdn.com/b/microsoft press/archive/2014/03/24/
free-ebook-microsoft-system-center—-network-virtualization-and-cloud-computing.aspx

About customer addresses

In NVGRE deployments with System Center Virtual Machine Manager (SCVMM), the customer address
(CA) is the IP address assigned by the customer or tenant, based on the subnet, IP address range, and network
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topology. This IP address is visible only to the virtual machine and, eventually, other virtual machines
within the same subnet VM network, if you allow routing.

In this example, ERICVM1 is a virtual machine currently running on Hyper-V host MTCPARIS-2. Its IPv4
address 192.168.0.2 is visible only to this virtual machine, and not to the underlying network fabric.

H
File Action View Help
e H

24 Hyper-V Manager
Ha MTCRARIS4
@8 MTCRARIE
58 MTCRARIS-Z

§8 MTCRARIEE

Hyper-¥ Manager
Virtual Machines
M - State PUUsge  Aasigred Mamory  Uptine ratus
§ EGMLANTESZ Furring 0% 306 ME o212
FJlerici] Furring 0% 626 MR AT
B NTHEE_dsgnedtics-] on
a NTHEIZSMIANGTE Rurring 2% 16324 ME ATENL
i VesamBR? Furring 0% B9 HE 2421280
Checkpoints.
ERICYMI1
Adapter Cornection IF Addresses Stabus
ERICVM1 [Static MAC: D0 DDRET 10 - Arcess mode: VLAH D ExdemafSivich 192 168.0.2. |e30- 863 Thom e Mbicfa DK

Figure 1: Screen snippet showing visibility of customer address to VM

You can double-check this concept by connecting directly to the virtual machine, as in this example.

LY

File Action Media

8 0@00

ERICVYM 1 on MTCPARIS-2 - Virtual Machine Connection

Clipboard  View Help
[

Administrator: Windows PowerShell

7=00~-1D-D8-B7-1C~-01

BE17-4F

: Media disconnected

Figure 2: Command line verification of customer address visibility to VM
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About provider addresses

In NVGRE deployments with System Center Virtual Machine Manager (SCVMM), the provider address
(PA) is the IP address assigned by the administrator or by SCVMM, based on the physical network
infrastructure. This IP address, visible only on the physical network, is used when Hyper-V hosts (either
standalone or clustered) and other devices are exchanging packets, when participating in network
virtualization.

This example shows the virtual machines running on the Hyper-V host MTCPARIS-2, which includes the
ERICVM1 virtual machine. The PA associated with the ERICVM1 virtual machineis 10.10.0.5, which
is never visible to the ERICVM1 virtual machine itself.

i
b

134 C'\Hinguws\system32> hoztname

3

192_168.8.2

7829576

B881dd8b71cBl

18.18.8.5
{E?8CE765-2866—47E4-ED2E-3DD36282CAD4>
SCUMM-MANAGED

TranszlationMethodEncap

ERICUM1L

False

Static

192_168.8.3
7829576
B881dd8b71cB2
18.18.8.6
{E?8CE765-2866—47E4-ED2E-3DD36282CAD4>
SCUMM-MANAGED
TranszlationMethodEncap
MHame ERICUM2
UseUmMACAddress False
T ype Static

CustomerfAddress 192.168.8.1
UirtualSubnetID 7829576
Eﬂ4fdcgf3163

1.1.1.
{E?8CE765-2866—47E4-ED2E-3DD36282CAD4>
SCUMM-MANAGED

EﬂanslatiunﬁethudEncap

False
Static

18._.254_254_2

11713138

BA155d27ecB?

18.18.8_254
{E?8CE765-2866—47E4-ED2E-3DD36282CAD4>
SCUMM-MANAGED

TranszlationMethodEncap

GU-External

False

Static

Figure 3: Example of provider address for VM participating in network virtualization

About virtual subnets

In NVGRE deployments with System Center Virtual Machine Manager (SCVMM), a unique virtual subnet
ID (VSID) identifies an IP subnet at Layer 3 and a broadcast domain boundary at Layer 2, similar to VLAN
technology. The VSID must be unique within the data center and within the range of 4096 to 224-2. Two
customers in a hosted data center cannot both use the same VSID, even if they have different routing domains.

The VSID is a setting of the port of the virtual switch (vSwitch). However, it is presented to you as a property
of the virtual network interface (VNI) of a VM.

10
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In this example, the VSID for the ERICVM1 virtual machine is 7829576.

RouterGuard
DhcpGuard
StormLimit

Mandatory
MHandatoryFeatureMamne

pstemd2? Get—UMHetworkAdapter —-UMNHame ERICUMLI | f1

ERICUM1
Microsoft:D14226D1-EBE7-4826-8B63-B4YAEBBATEDA3IB5D3
E C164-41DD-9584-C5D1 CF( 48

bdl—ehe?-4826—-8h63-h4%aehBa??8d
rnalSwitch
25c7-dadB-4e29-23f4-4a3dd425ehBa

True

Ba10D8
False
O £

AtAAREEETHENEEREE®E

192.168.8.2. feB@::883h:7

Figure 4: Example including VSID for a virtual machine

About routing domains

In NVGRE deployments with System Center Virtual Machine Manager (SCVMM), a routing domain defines
a relationship between the virtual subnets created by the tenants, and identifies the VM network.

The routing domain ID (RDID) has a globally unique ID (GUID) within the data center.

The network vitualization stack enables Layer 3 routing between the subnets with a default gateway
(always x.x.x.1), which cannot be disabled or configured.

Hyper-V network virtualization (HNV) addresses distribute Layer-3 routing between virtualized subnets
by including a network virtualization routing extension natively inside Hyper-V virtual switches running
on each Hyper-V host.

This distributed router can make cross-subnet routing decisions locally within the vSwitch to directly
forward traffic between VMs on different virtualized subnets within the same virtual network or routing
domain.

To manage and distribute the appropriate routing policies to each Hyper-V host, System Center 2012
R2 VMM performs as the routing policy server, enabling the configuration of distributed routers across
many Hyper-V hosts to be easily coordinated from a single, centralized point of administration.

This example shows two different routing domains on the same Hyper-V host.

11
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PS C:sWindowsssystem32> hostname
mtcparis—2
PS C:sWindowsssystem32» Get—MetlUirtualizationCustomerRoute

RoutingDomainlID {EBCB?65-2866—-47E4-BD2E-3DD36989CAD4>
VirtualSubnetID : 7829576
DeztinationPrefix 172.168.8.8.-24
A.8.8.8
H ]

RoutingDomainlID {E?BCB765-2866—47E4-BD2E-3DD36989CAD4>
VirtualSubnetID 11713138

DeztinationPrefix a.8.8.8-8

MextHop 18.254.254.2

Metric a

Figure 5: Example of two routing domains on a single Hyper-V host

About logical networks

12

In NVGRE deployments with System Center Virtual Machine Manager (SCVMM), a logical network can
contain one or more associated network sites. A network site is a user-defined named grouping of IP subnets,
VLAN:S, or IP subnet and VLAN pairs, which is used to organize and simplify network assignments. Logical
networks are useful in large environments for mapping and streamlining network connectivity and
dependencies in the configuration.

Uses for logical networks include but are not limited to these:

* Management: Contains the IP subnet used for management. Typically, both VMM and the Hyper-V
servers are connected to this physical network. If you have more than one site and/or several VLANS,
you can add all of these to the same logical network.

* Cluster: Contains the IP subnet and VLAN for cluster communication. Live Migration
* Front end: Contains the IP subnet used for public IP addresses.
* PA network: Contains the IP subnet used for provider addresses.

The logical network is dedicated to network virtualization. It is enabled at the logical network level. This
network must be isolated. Do not use any of the other networks for this puspose.

The logical network in this example has an associated IP pool, so that SCVMM can manage IP address
assignments to the hosts dedicated to network virtualization, the virtualization gateway VMs, and the
virtualization hosts running virtual machines connected to VM networks.

4 NWGRE Provider VLAM 164 Properties -
_ Specify a name and description for the logical network
Mame NVGRE Provider VLAN 164
Metwark Site N L 7 S
Description:
[V Allow new WM networks created on this logical network to use network virtualization
Default technology or creation source used by VM networks on this logical netwark:
Hyper-V' Network Virtualization .
i} This logical netwerk is a connected network
The network sites within this network are equivalent and routable to one another and can be used as
a single connec etwaork.
it Virtual machines can directly connect to this logical netwark using the VM network *NVGRE Provider
WVLAN 164", You can manage this VM network from the VM Metworks node under the Wiis and
Services panel.

Figure 6: Specifying a logical network
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Network sites

Metwork sites can be added to a logical network to associate VLANs and subnets to host groups.

Enter IP subnets using CIDR notation, for example: 102.168.1.0/24, FD4A:29CD:184F-3A2C:/64.

| Add == Remove

b, NVGRE Provider VLA..  Hast groups that can use this network site:

Bl [« @ All Hosts
M ¥ StandAlone
| @ Cluster

Assocated VLANS and IP subnets:
WLAN | IP subnet | | Insert row
164 10.10.0.0416

Delete row

MNetwark site name: NVGRE Provider VLAN 164_0

Figure 7: Adding network sites to a logical network

About IP address pools

In NVGRE deployments with System Center Virtual Machine Manager (SCVMM), You must have IP
address pools for each logical network site, so that VMM can assign the right IP configuration to its resources
within this network.

In these configuration screen examples, note that there is no direct mapping of the PA network to the hosts.
The PA network is available to the hosts only through this configuration, together with Uplink port profiles
and logical switches.

Important: Do not configure network virtualization on any other logical networks that you present to the
same hosts.

Specify the IP address pool name and logical network

Enter the name of the IP address pool and select the legical netwark to which you want to make the poal

MNetwark Site available
[Rakies e Name: VLAN 164 (net reuted)
Gateway Description:
DNS
Logical networke | NVIGRE Provider VLAN 164 -
WINS
Inactive Addresses

Figure 8: Specifying the IP address pool name and logical network

13
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L VLAM 164 (not routed) Properties -
Name Specify a network site and the IP subnet
R Select an existing network site and IP subnet from the logical network you have chosen or create a new
- one, Specify the IP subnet using classless inter-domain routing (CIDR) notation; for example

192.166.1.0/24,
IP address range

Gateway
nE NVGRE Prowider VLAN 164 0 =
WINS P subnet: 10.10.0.0/15 »|  WLAM: 164

Host groups that can uge this network site:

Inactive Addresses

Figure 9: Specifying a network site and the IP subnet

s VLAM 164 (not routed) Properties -
Name IP address range
N k Site Specify the range of IP addresses from the subnet to be managed by this pool.

10,100,016

IP subnet:
Starting IP address: |1I:-.1D.D.‘|

Ending IP address: 1010235254

Gateway
Total addresses: 85534
DS
VIPs and reserved IP addresses
WINS You can specify one or more IP addresses from tha address range in the IP subnet to use for creating
virtual IP [VIP) addresses or to reserve for other purposes. Use commas to separate multiple IP addresses.
Inactive Addresses Ranges in the format |P1-1P2 are allowed

IP addresses reserved for load balancer VIPs:

IP addresses to be reserved for other uses:
10.10.0.254

Figure 10: Specifying the range of IP addresses for a pool

About logical switches with port profiles

In NVGRE deployments with System Center Virtual Machine Manager (SCVMM), you can use port profiles
and logical switches to create identical capabilities for network adapters across multiple hosts. Port profiles
and logical switches act as containers for the properties or capabilities that you want your network adapters
to have. Instead of configuring individual properties or capabilities for each network adapter, you can specify
the capabilities in port profiles and logical switches, and then apply these capabilities to the appropriate
adapters. This can simplify the configuration process and ensure that your hosts are using correct load
balancing algorithm and the virtual adapters have the right settings related to capabilities and QoS.

14



Setting Up an F5® Networks NVGRE Gateway Environment

About virtual port profiles

In NVGRE deployments with System Center Virtual Machine Manager (SCVMM), you can take advantage
of several port profiles that are shipped with SCVMM and use the existing profiles for host management,
cluster, and live migration.

You can see the profiles in SCVMM by navigating to Port Profiles on the networking tab in Fabric.

For example, on the Security Settings screen, you can enable Allow guest specified IP addresses, so that
VMM can detect changes made to tenants within the guests, and update the NVGRE policy in the
environment.

o |

B Security Settings

General Select the security settings for the virtual network adapter port profile

Offlcad Settings

[] Allow MAC spacfing

| [ Enable DHCP guard

Bandwidth Settings [ Allow router guard

[] Allow guest teaming

[T Allow IEEE pricrity tagging

Allow guest specified IP addresses (only available for virtual machines on Windows Server 2012 RZ)

Security Settings

Summary

Figure 11: Setting security for a virtual port profile

About VM networks

Note: This step is not necessary if, when you created the logical networks, you selected Create a VM
network with the same name to allow virtual machines to access this logical network directly.

You need to create VM networks with 1:1 mapping to your logical networks in the fabric.

Specify a name and description for the VM network
VM Subnets Name: NVGRE_ERIC
Connectivity I Description:
Acce Connectivity
Logical network: | NVGRE Provider VLAN 164 il

Figure 12: Creating a VM network

15
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& NVGRE_ERIC Properties ]
Mame Specify VM subnets
VM Subnets
#| Add == Remove
Connectivity 4] 192.168.0.0
192.168.0.0/24 VM subnet
Access Give a name to the IP subnet to be virtualized by the VM
Network, Enter IP subnets using CIDR notation, for example:
192.168.1.0/24.
Mame
192.168.0.0
Subnet:
Figure 13: Specifying VM subnets
- NVGRE_ERIC Properties =3
Marme Connectivity
. By default, network virtualization provides an isolated network. Select the options below to add external
VM Subnets

connectivity to this network.

- . e c P
[[] Connect to another network through a VPN tunnel
nable der Gateway Protoco [

Access [w] Connect directly to an additional logical network
®) Direct routing
) Metwaork address translation (NAT)
Select the gateway device to use for this connection.
Gateway device: F5 NVGRE Gateway -
Device capabilities: Site to Site VPN
Direct routing
Remaining capacity: 0 VM networks
1 VPN tunnels
Front-end network:

Figure 14: Adding external connectivity to a VM network

Before you begin the installation

Before you install the F5 Networks HNV Gateway PowerShell Module, you need to prepare the BIG-IP”
system. F5 Networks strongly recommends using Engineering Hotfix 121.14 for v11.5.1-HF2. It includes
bug fixes that ensure that monitors on VIPs work correctly in an HA setup that also uses tunnels.

Make sure that the BIG-IP system is configured with these considerations in mind.

* At least one BIG-IP system is configured with at least one IP address, preferably on the management
interface.

* Verify that at least one VLAN has connectivity to the provider network.
When you configure the SCVMM gateway using a config file, you specify the following BIG-1Q parameters:

* The IP address of the F5 BIG-IQ system

* The name of a BIG-IQ device resolver group that contains either one standalone BIG-IP system or two
BIG-IP systems in a device cluster

16
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For a standalone BIG-IP system

If you are setting up a standalone BIG-IP system, verify that you have not configured a masquerading MAC
address.

For a pair of BIG-IP systems in a device group

If you are setting up a pair of BIG-IP devices as a device group, verify the following.

You are using a Sync-Failover device group.
Auto-Sync and Network Failover are turned on for the device group.
You have configured a masquerading MAC address.

Make a note of the traffic group used for floating objects; you need to provide it in the configuration
file.

When you are not using route domains

When you do not use route domains; that is, when UseRouteDomains is set to false in the F5 Networks
HNV Gateway PowerShell Module configuration file, you must create a forwarding virtual server on each
of your BIG-IP systems.

Here is an example using the tmsh command line utility.

create ltm virtual scvmm-vs destination 0.0.0.0:0 mask any ip-forward
source-address-translation { type automap }

Additional information

The following files are shipped with the plug-in.

Plug-in binaries:

C:\Windows\System32\WindowsPowerShell\vl.0\Modules\F5GatewayProvider

Sample configuration file for one BIG-IP system:

C:\Windows\System32\WindowsPowerShell\vl.0\Modules\F5GatewayProvider\gateway-one-bigip.cfg

Sample configuration file for two BIG-IP systems in a redundant (HA) pair:

C:\Windows\System32\WindowsPowerShell\vl.0\Modules\F5GatewayProvider\gateway-bigip-ha-pair.cfg

Script to create a BIG-1Q device resolver group:

C:\Windows\System32\WindowsPowerShell\vl.0\Modules\F5GatewayProvider\Setup-Device-Group.psl

Log file:

C:\Program Files\Microsoft System Center 2012 R2\Virtual Machine
Manager\bin\F5-SCVMM-Gateway.log

17
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Task summary

Before you start this installation, you need to acquire the file F5GatewayPowerShellSetup.msi, which
you can find on the BIG-IQ" system. You must use an account with administrative privileges to complete

the installation. Ensure that the BIG-IP" system includes a local IP address in the provider IP address space,
and make a note of this address. Also, ensure that the network interface (NIC) to be used for the provider

addresses is named WNVNIC.

Task list

Creating the BIG-IQ device resolver group

Installing the F5 Networks HNV Gateway PowerShell Module
Configuring the VM gateway BIG-IP system to forward packets
Configuring the F5 gateway in SCVMM

Viewing F5 Networks HNV Gateway PowerShell Module logs

Creating the BIG-IQ device resolver group

When you configure The F5 Networks HNV Gateway PowerShell Module, you need to create a BIG-1Q
device resolver group for each gateway you configure.

1. Locate the setup script file
C: \Windows\System32\WindowsPowerShell\vl.0\Modules\F5GatewayProvider\Setup-Device-Group.psl.
2. Run the file.

The setup script takes the parameters shown in the table. If you do not specify the credentials as
command-line arguments, the system prompts you for them.

Parameter Required? Description

-BiglqAddress Yes IP address of the BIG-1Q system.
This should match the setting
BigIgAddress in the
configuration file.

-BiglqCred No Credential for the admin account
on the BIG-IQ system. (This is a
PSCredential, as are the other
credentials.)

-Force No If the group exists, force it to be
recreated.

-ActiveBiglp Yes The IP address of the active
BIG-IP system

-StandbyBiglp No The IP address of the standby

BIG-IP system, if used

-GroupName Yes The name of the group to create.
This should match the setting
BigIgDeviceGroup in the
configuration file.

18
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Parameter Required? Description

-ActiveBiglpAdminCred No Credential for the admin account
of the active BIG-IP system.

-ActiveBiglpRootCred No Credential for the root account of
the active BIG-IP system.

-StandbyBiglpAdminCred No Credential for the admin account
of the standby BIG-IP system.

-StandbyBigIpRootCred No Credential for the root account of
the standby BIG-IP system.

Installing the F5 Networks HNV Gateway PowerShell Module

The F5 Networks HNV Gateway PowerShell Module provides a setup wizard to install the BIG-IP" system
as an NVGRE gateway for System Center Virtual Machine Manager (SCVMM). After the installation is
complete, you must restart the SCVMM services, or reboot the SCVMM server.

1. Run the file F5GatewayPowerShellSetup.msi.

{iif F5 Networks Gateway PowerShell Module Setup M=

Welcome to the FS MNetworks Gateway
Powershell Module Setup Wizard

The Setup Wizard will install FS Networks Gateway
Powwershel Module on your computer, Click Mext to continue
or Cancel bo exit the Setup Wizard.

Cancel

2. Click Next.
3. Accept the EULA, and for the Installation Type, select Complete.
4. Configure the F5 Networks Gateway.

a) Open the sample configuration file that corresponds to your setup, either a standalone BIG-IP system
(gateway-one-bigip.cfqg)oraBIG-IP HA pair (gateway-bigip-ha-pair.cfg, at this location.

{SYSDIR}\WindowsPowerShell\vl.0\Modules\F5GatewayProvider

For default installations, {SYSDIR} is C:\Windows\System 32.
b) Edit the file, as indicated.

<GatewaySettings>
<BigIgAddress>0.0.0.0</BigIgAddress>
<BigIgDeviceGroup>scvmm</BigIgDeviceGroup>
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<ActiveProviderAddress></ActiveProviderAddress> [BIG-IP HA pair only]
<StandbyProviderAddress></StandbyProviderAddress> [BIG-IP HA pair only]
<ProviderFwEnforcedPolicy></ProviderFwEnforcedPolicy>
<ProviderFwStagedPolicy></ProviderFwStagedPolicy>
<FloatingTrafficGroup>traffic-group-1</FloatingTrafficGroup> [BIG-IP HA pair only]
<UseRouteDomains>true</UseRouteDomains>

<RouteDomainRange first="1" last="500"/>
<UseInboundTunnelMode>false</UseInboundTunnelMode>
<CreateForwardingVirtual>true</CreateForwardingVirtual>
<ForwardingVirtualSNAT>automap</ForwardingVirtual SNAT>
<CustomerSelfIpAllow>all</CustomerSelfIpAllow>

<CustomerSel fFwStagedPolicy></CustomerSel fFwStagedPolicy>
<CustomerSelfFwEnforcedPolicy></CustomerSel fFwEnforcedPolicy>
<TunnelMtu>0</TunnelMtu>

<TunnelProfile>nvgre</TunnelProfile>

<DumpGatewayState>true</DumpGatewayState>

</GatewaySettings>
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Considerations for these settings:

* The setting BigIgAddress is the management IP address of the BIG-1Q system.

* For a standalone system, BigIgDeviceGroup is the name of a BIG-IQ device group containing
a single BIG-IP system. This is the name of the BIG-IQ device resolver group that you created

previously.

* For a BIG-IP HA pair, BigIgDeviceGroup is the name of a BIG-1Q device group that contains
two BIG-IP systems: one active, one standby. This is the name of the BIG-1Q device resolver

group that you created previously.

» Ifyou create more than one gateway instance on a pair of BIG-IP systems, you must ensure that
each of them uses the same non-floating provider address. To do this reliably, you pre-create the

provider IP address and specify it in the ActiveProviderAddress and

StandbyProviderAddress settings. Note that you can attach a single gateway to multiple
virtual networks without needing this setting. It is applicable only when using a device cluster,

not a standalone BIG-IP system.

« If you have not provisioned Advanced Firewall Manager AFM", or you do not want to use
AFM on provider self IP addresses, leave empty the values for ProviderFwEnforcedPolicy
and ProviderFwStagedPolicy, which specify the enforced firewall and staged firewall policies
for the provider. If you specify a policy name, it is your responsibility to ensure that the policy

is created before it is needed.

» For a BIG-IP HA pair, FloatingTrafficGroup is the name of the traffic group to use for

objects that are synced between BIG-IP devices in the device cluster.
+ If you might ever have two different VM networks that contain the same IP address, set

UseRouteDomains to true. If you are not sure, retain the setting t rue. If you are sure that you
will never reuse IP addresses in different VM networks, you could set this value to false to

avoid a small scalability hit in configuring the BIG-IP system.

* Thesetting RouteDomainRange is relevant only if UseRouteDomains is set to true. It specifies
the range of route domains that can be used by this gateway on the BIG-IP systems. If you create
multiple gateways on the same set of BIG-IP systems (common in an active-active gateway
setup), this setting ensures that each gateway does not use route domains belonging to other
gateways that share the same BIG-IP device. Make sure that for each gateway that shares a set
of BIG-IP devices, you specify a unique range of route domains. Gateways on different BIG-IP
devices can use the same range of route domains. Note that this range is inclusive; all the route

domains from first to last are used.
« Ifyou are using a standard BIG-IP system running software v11.5.1 or earlier, set the

UseInboundTunnelWorkaround to false. If you are using the engineering hotfix that makes
the NVGRE tunnel pair look like a single tunnel, set UseInboundTunnelWorkaround to true.
If you are not sure, ask F5 Networks support, or set it to false. Although both values should

work, there are advantages to setting it to true, when available.
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o IfCreateForwardingVirtual is set to true, when a gateway is added to a customer virtual
subnet, a forwarding virtual server is added. Note that this happens only if UseRouteDomains
is also set to true.

* The ForwardingVirtualSNAT setting specifies how you want to handle SNAT on the forwarding
virtual, if you requested one. The possible values are none and automap. If you are not sure,
retain the setting automap.

* The CustomerSelfIpAllow setting specifies which traffic is allowed when the plug-in creates
a self IP address on a customer's virtual subnet. The possible values are al1, none, and default.
Custom values are not allowed.

« If you have not provisioned Advanced Firewall Manager AFM", or you do not want to use
AFM on customer self IP addresses, leave empty the values for CustomerSel fFwStagedPolicy
and CustomerSel fFwEnforcedPolicy, which specify the staged firewall and enforced firewall
policies for the customer. If you specify a policy name, it is your responsibility to ensure that the
policy is created before it is needed.

» If you need to set the MTU on the NVGRE tunnels, specify a value for the TunnelMtu setting.
If you retain the value 0, the system automatically sets the MTU.

+ Typically, you do not change the TunnelProfile setting. However, if you need to change it to
an alternate NVGRE tunnel profile, you can set it using this parameter. The tunnel must be an
NVGRE tunnel that already exists on the BIG-IP system.

o Ifthe setting DumpGatewayState is true, the system creates a file in the same directory as the
log file, named F5-Gateway-CONFIGFILENAME-state. txt. The file contains information
about the mapping of SCVMM routing domains to route domains, and the set of VSIDs managed
within each routing domain. Although it takes some time to generate this file, it is useful if you
are building a BIG-IP configuration on top of the configuration generated by the plug-in. It might
be less useful if UseRouteDomains is false.

* The BIG-IP partition setting is currently ignored.

¢) Save or copy the file to the same location.

When you create the VM gateway, you need to specify the name of this file as the network service
connection string.

5. After the installation has completed, restart the SCVMM.

istern Center Virtual Machine Manager Prowides ser.. Running  Automatic

Configuring the VM gateway BIG-IP system to forward packets

After you add the BIG-IP® system as a VM gateway, you need to configure the system to forward packets.

1. Create an external VLAN on the BIG-IP system that has external access.
2. Create a default route on the BIG-IP system that directs traffic outward.

Configuring the F5 gateway in SCVMM

Before starting this task, you must install and load the BIG-IP® F5 Networks HNV Gateway PowerShell
Module.

After you install the gateway, you can configure the VM network to use the gateway.
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1. In the VMM's Settings area, create a new Run As account. This account includes the user name and
password of the BIG-IP system you are using. It does not use domain credentials. You will select this
Run As account later in the configuration process. If you already have an appropriate Run As account,
you do not need to create another. Multiple gateways can refer to the same Run As account.

Provide the details for this Run As account

Name: BIG-IP Admin
Description:

adrrlirl
Example: contoso\domainuser or localuser

Password: ssssssene

Confirm password: sessssses
[[] Validate domain credentials

B~ Home |
#ﬁ' :ﬂ... L Create IP Pool g _;‘J'«_ + a-] Prsen
@ Create MAC Pool ' | 1 Virt
Create Logical Create VM Create Create Add QOverview| Fabric |
Network  Network o&jCreate VIP Template |ogical Switch = Resources = Resources|  Hos
Create ’ Hyper-V Hosts and Clusters L
Fabric ¢  Network Services (0) i Crtrix XenServer Hosts and Clusters
J VMware ESX Hosts and Clusters E
» 9 Servers | L
- & Library Server r
. ame
4 -4 Networking i PXE Server u
v Logical Networks B Update Server M
i MAC Address Pools a_' Infrastructure Server
£ Load Balancers [ VMware vCenter Server
=] VIP Templates N
B L ogical Switches B8 Load Balancer
ogice 4 Network Service
[&@ Port Profiles . ) r
& Port ifications Storage Devices

3. Type a name for the gateway, as shown, and then click Next.
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Name

Specify a name and description for the network service
Manufacturer and Model Name: F5-EIG-IP—G&M}"-‘I|
Credentials Description:

Connection Strimg

Provider

Host Group With this wizard, you can configure any of the following: .
- Gateway

Summary - Virtual switch extensian
= Network manager
- Top-of-rack (TOR) switeh

If the network service you want to configure requires provider software that is not included in VMM,
before running this wizard, install the prowsder. Some provider software is inchuded in VMM, for
example, the provider for the Windows-based nebwork virtualization gateway.

You will need to know:

- The manufacturer and model of your network service

= The name of an account that has permissions needed to configure the network service
- The connection string that your netwerk senvice will use

- f your provider uses certificates, how to review the certificate installed in the network service =

| previous || et || Camcel |

4. For the Manufacturer, select F5 Networks, Inc., and for the Model, select BIG-IP, as shown, and
then click Next.

O Manufacturer and Model

Name Specify manufacturer and model of network service

Credentials adel;
Connection String Configuration provider: F5 Networks GatewayProvider

Provider (i) ¥ you are adding a gateway. after you complete this wizard, right-click the listing for the gateway,
click Properties, and fill in the connectivity properties for the gateway.

Haost Group

Summary

5. Select the Run As account you created previously, and then click OK.
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2 Add Network Service Wizard [x

O

Credentizi=

Name Select a Run As account
Manufscturer and Model| || i service.

tore Do

Connection String
Prowider
Host Group

Sumimary

[ previous || mest || Conee

6. Specify the connection string for the gateway.

This is the name of the configuration file you edited and saved.

o

Connection String

Name Specify network service connection string

Manufacturer and Model Specify the connection string for the network service to use. The syntax of the connection string is
defined by the manufacturer of the gateway, virtual switch extension, network manager, or top-of-rack

Credentials switch, For mare information about the required syntax, refer to the manufacturer's documentation,

Cannection String Connection string:

gateway-bigip-ha-pair.cfg

Provider
Hast Group

Summary

Examples: mynetworkservice 1 .contosa.com:443
hittpe/mynetworksendce

For Microsoft providers:

- Metwork switch uging network switch profile:
https://networkswitch.contoso.com:5989

- Microsaft Windows Server 2012 R2 configured as a gateway:
WMHost=mygateway.contoso.com:G yVM=myrrasv

- Microsoft IP Address Management feature:
ipamsener.contaso.com

7. Click Test to test the gateway.

SCVMM exercises the gateway functions, as shown in this example. Only some of the network service
functionality will be implemented.
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Provider

Name

Manufacturer and Model
Credentials

Cannectian String

Pravider

Hest Growp

Surmmary
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Validate the network service configuration provider

To run basic validation of the provider that will be used for network service configuration, click the Test
button.

Configuration provider: I F5 Networks GatewayProvider
Test results:

Test

Connection API

Test open connection

Capability discovery AP

Test capability discovery

Get certificate URL API

Retrieve systam info API

Test system info

MAT management AP
Metering AP

Routing Domain Confiquration API
Custemer Subnet Configuration AP

8. Select a host group for the plug-in, as shown.

£

Name

Host Group

Specify the host groups for which the network service will be available

Manufacturer and Madel | Selecting a top-level host group automatically selects its child groups.

Credentials
Connection String

Provider

Host groups:

9. Confirm the settings you configured, as shown in this example, and then click Finish.
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Confirm the settings

Manufacturer and Model
Credentials Manufacturer: F5 Networks, Inc.

Modek: BIG-IP

Configuration provider: F5 Networks GatewayProvider
Prowvider Connection string: gateway-bigip-ha-pair.cfg
Run As account: BIG-IP Admin

Hast groups: All Hosts

Connection String

Haost Group

Surnmary

The SCVMM performs an initial configuration of the BIG-IP system. This might take a few seconds.
10. Right-click the gateway you created, and select Properties, as shown.
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'ﬁ" 1 iz Create IP Paol 2 ;‘i + a_] 2 Services
iCmalz MAC Pool 1 Virtual M.
Create pcal Create VM Create Create Add Cverview  Fabric
N Network -2l Creste VIP Template Logical Switch  ~ Resources = Resources | | Hosts
Create Add Show
Fabric €  Network Services (1)
4 I Servers - |
4 Tl Al Hosts Name ICmnectmn Stning | Manufacturer
W F5CLUSTER 7 F5-BIG-IP-G y-1 himin s mai  CE A - =
» B,/ Infrastructure i, | View Dependent Resources
: (3 | Refresh
A4 & Netwol
N rking g F5-BIG-IP-Gateway-1 1
1 Logical Networks == | Remove
| MAC Address Pools o 2 i
= MNetwork service inform |E roperties
5 Load Balancers
ZE VIP Templates Marme: F3-BIG-IP-Gateway-1
% Logical Switches Connection string: gateway-bigip-ha-pair.cfg
Port Profiles ~|  Description:
ljl-’ Part Classifications Manufacturer: F5 Metwarks
2 Network Servics: Model: BIG-IP
_ Configuration provider: F3 Networks GatewayProvider
4 | Storage ) .
- ™ Provider status: Active

#x VMs and Services -
Gateway functionality

|4 Fabric
i" Site to site VPN connections: 0 of O
i Library Reuting demains: 0 of 499
Virtual subnats: 0 of 500
E] Jobs
/] Settings

11. In the left navigation pane, select Connectivity, and specify the front end and back end SCVMM interfaces
on the BIG-IP system, as shown, and then click OK.

Although the front end connection does not matter to the gateway plug-in, you must select one. For the
back end connection, select the BIG-IP VLAN that has connectivity on the SCVMM provider network.
Note that the BIG-IP system will be configured with a self IP address on this network, using a dynamically
allocated address.
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Name Specify the configuration of each network connection and bandwidth that is

available for tenants
Manufacturer and Maodel

Connectivity
Credentials Gateways have a front end that is connected to a traditional physical netwark and a back end that
cantains the netwark using network virtualization.
Cannection String [w] Enable frent end connection

Front end network adapten I FCammon/eternal

Front end retwork site: IH\.‘\’.SRENEI'_IZI (NVGRENET)
Enable back end connection
Back end network adaptan I.lr.nmmﬁm“al

Back end network site: | NVGRENET_O (NVGRENET)

Available bandwidth

Select the amount of bandwidth that is available for tenants to use on this connection. This value can
exceed the physical capabilities of the gateway if you expect the virtual networks to use bess than they
have requastad.

[ Limit bandwidth
Auailable bandwidth (MBps): 10000 -

The gateway you created is now ready to use.

12. In the VM Network tab, right-click the VM network on which you want the BIG-IP system to provide
gateway services, and select Properties, as shown.

Network Virtualization &Gl

B~ Home  Folder WM Network

= o B X

Create View Dependent Properties Delete
IP Pool Rcsoupsou
Create Dependencies Properties | Delete
VMs and Services <« WM Netwaorks and IP Pools (3)
{} Tenants l
& Cloud Name | Subret
% ol FSTEST
. hiehworks Bl ol VMNET_
] § & 1PPO Create |P Pool 101104
[E1  Properties | .
4 [ All Hosts B o VMNET [
« @ rscw i IPPO 10.0.1.0/24
L STER (1. View Dependent Resources
& HosT
? HosT2

VMNET_BELUENET

13. In the left navigation pane, select Connectivity, select the check box Connect directly to an additional
logical network, and then select the gateway you created, as shown.
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iy VMNET_BLUENET Properties 0]

Narme Connectivity

VM Sub By default, network virtualization provides an isolated network. Select the options below to add external
R connectivity to this nebwark.

L o o st et thmugh VA e
Enable Border Gateway Pratocal [BGP

Access [« Connect directly to an additional logical netwark
® Direct routing
MNetwork address translation (WAT)
Select the gatewsy device to use for this connection.

Gateway device: [ F5-BIG-IP-Gateway-1 [+]

Device capabilities: Direct routing

Remaining capacity: 500 VM netwarks
0 VPN tunnels

Front-end networkc Front End (NVIGRENET_0)

[ View Script | [ ok |[ cancel

14. When you have finished, click OK.
It might take a few seconds for completion of the BIG-IP configuration.

Viewing F5 Networks HNV Gateway PowerShell Module logs

To view logs for the F5 Networks HNV Gateway PowerShell Module, navigate to

C:\Program Files\Microsoft System Center 2012 R2\Virtual Machine
Manager\bin\F5 SCVMM Gateway.Log

Example of F5 Networks NVGRE gateway environment

This illustration is an example of a configured F5 Networks NVGRE gateway environment.
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10.10.10.5
NIC wawitch Wi NIC HMY W
SwitchPortSetting
Data Canter 5,:,-_E. VMMNetwork
Metwork WViSubnet
[PA Subnet LR: CA 10.10,10.5 PA 192 168,112,100 VSID 5010
SPECE] hAC M
CR192.168.110.0/24 = 10254, 2542 VSID 5020
LR: CA 10.254.254.2 PA 102.168.112.110
VSID 5020 MAC HNVNIC
RDID fod8d812-51bd-4 1B6-a55a-1f3c25b 71441
ViMNetwork
10.254.254.2

oo NetRoute: 192.168.110. -> Ext NIC VMSubnetGW
E b MetRoute: 10.10.10.% - HNY NIC

o™ SwitchPortSetting

= 5020

c o

5 P A92.168.112.110 152.168.112.10 3 .

=l

S e _{ NIC F_4 vswitch F-{ Ext NIC Gateway VM

[

LR: €& 10.254.254.2 PA 192 162 112,110
WEID 5020 MAC HNWNIC
ROID 942d812-51bd-4186-a55a-1f3c29b 71441
LR: CA 10.254.254.1 PA RND
WEID 5020 MAC RND
ROID f948d2812-51bd-4186-a55a-1F3c 200 71441
LR: CA 0.0.0.0 PA 192.168.112.110
W5ID 5020 MAC HNWVNIC
RDIC f948d812-51bd-4186-a55a-1f3c20b 71441
CR: 254.254.0/24 -> 0.0.0.0 V51D 5020
LR: CA10.10.10.5 PA 192,168,112, 100 Vs D 5010
MAC VAMNIC
ROID f948d281 2-51bd-4186-a55a-1f3c20h 71441
LR: CA 10,10.1 PA RND VSID 5010 MAC RND
ROID f948d2812-51bd-4186-a55a-1F3c 200 71441

Legend
VMINetwork: Routing Domain: f948d812-51bd-4186-a55a-1f3c 29b 7441
ViSubnet: WSID 5010
VISubnetGW: VSID 5020

LR = Lookup Record

CR = Customer Route

Blue color: WM managed

Green color: VMM creates this record o pushes to the plugin, if the plugin
is set up correctly,

Red color: should be generated by plugin

Figure 15: Example of F5 Networks NVGRE Gateway environment
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