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RF Interference Warning

This is a Class A product. In a domestic environment this product may cause radio interference, in which
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FCC Compliance
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Understanding BIG-IQ Web Application Security

• Overview: BIG-IQ Web Application Security
• About BIG-IQ roles
• About BIG-IQ users



Overview: BIG-IQ Web Application Security

BIG-IQ™ Web Application Security enables enterprise-wide management and configuration of multiple
BIG-IP® devices from a central management platform. You can centrally manage BIG-IP devices and
security policies, and import policies from files on those devices.

For each device discovered, an additional virtual server is created to hold all security policies that are not
related to any virtual server on the device. To deploy a policy to a device, the policy must be attached to
one of the device's virtual servers. Policies can be deployed to a device that already has the policy by
overwriting it. If the policy does not yet exist on the device, you have the option to deploy it as a new policy
attached to an available virtual server or as an inactive policy.

From this central management platform, you can perform the following actions through a REST API:

• Import ASM policies from files.
• Import ASM policies from discovered devices.
• Distribute policies to devices.
• Export policies, including an option to export policy files in XML format.

About BIG-IQ roles

Different users have different responsibilities. Therefore, system administrators need a way to differentiate
between users to limit user privileges based on those responsibilities.

To assist administrators with this, the BIG-IQ™ Web Application Security module provides these default
roles:

Administrator
This role has access to all BIG-IQ modules, including Web Application Security.

ASM_Manager
This role has administrator-level rights for the BIG-IQ Web Application Security module only.

Roles persist and are available after a BIG-IQ system failover. You can associate multiple roles with a given
user.

About BIG-IQ users

BIG-IQ™ Web Application Security provides these default users:

admin
This user can assign roles to users, but cannot access the command shell or system console.

root
This user can access the system console.

Users persist and are available after a BIG-IQ system failover.
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Creating users

By creating users and managing user roles, you place controls on specific functions (view, edit, and deploy).

1. Log in with administrator credentials.
2. At the top of the screen in the black banner, hover over System and click Users.
3. Hover in the Users banner and click the + icon.
4. Edit the fields as required.

DescriptionOption

Enter the user's login name.User name

Enter the user's actual name. This field can contain a combination
of symbols, letters (upper and lowercase), numbers and spaces.

Full Name

Enter the password for this user.Password

Retype the password.Confirm Password

5. Click Add to save your edits and create the user. Click Cancel to close the panel without saving your
entries.

You can now associate this user with a specific role (set of privileges).

Associating users with roles

To control what users are able to accomplish, associate specific roles (sets of privileges) with particular
users.

1. Log in with administrator credentials.
2. At the top of the screen in the black banner, hover over System and click Users.
3. In the Users panel, click the user that you want to associate with a role and drag-and-drop the user onto

the role (Roles panel). Conversely, you can also drag-and-drop the role onto the user.

The user now has the necessary privileges.

To confirm, click the gear icon for the role and view the User Role Properties screen. To the right ofActive
Users, view the list of users associated with the role. Or, click the gear icon for the user and to the right of
User Roles, view the list of roles associated with the user. Alternatively, if you select the user, the BIG-IQ™

system highlights the roles associated with that user.

Disassociating users from roles

To disable a user's ability to perform a given function, disassociate the role (set of privileges) from that
user.

1. Log in with administrator credentials.
2. At the top of the screen in the black banner, hover over System and click Users.
3. In the Roles panel, hover over the role that contains the user you want to disassociate and click the gear

icon.
4. To the right of Active Users, view the list of users associated with the role.
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5. Click the x icon next to the user that you want to disassociate from the role.
6. Click Save.

The user is disassociated from the role and no longer has the privileges associated with the role.
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Chapter

2
Device Management

• Overview: BIG-IQ device management
• Discovering devices
• Monitoring device health and performance
• Displaying policy properties
• About rediscovering devices
• Removing devices



Overview: BIG-IQ device management

The process of designating a device for central management by BIG-IQ™ Web Application Security is
known as discovery.

Once a BIG-IP device is discovered, all security policies and virtual servers on the device come under
management by the BIG-IQ system.

For each device discovered, the system creates an extra virtual server to hold all policies not related to any
virtual server in the discovered device.

After discovery, BIG-IQ Web Application Security enables a view of devices and properties, policies, and
virtual servers associated with those devices and a way to perform device-specific and policy-specific
actions.

To view all devices managed by BIG-IQ Web Application Security, navigate to the Devices panel.

Discovering devices

Before discovering one or more BIG-IP® devices, required BIG-IQ™ components must be installed and kept
up-to-date on those BIG-IP devices.

Once a device is under central management, information about the device and objects stored on the device
are located in the BIG-IQ database, which is the authoritative source for all configuration objects.

Note: Do not manage the BIG-IP device locally. If you make changes locally, you (or another Administrator)
might overwrite those changes when performing a deployment from the BIG-IQ system.

1. To begin the discovery process, navigate to the Devices panel.
At first login, this panel is empty because there are no discovered devices.

2. Hover over the Devices header and click the + icon to display the property fields for a new device.
3. Edit the property fields as required.

DescriptionOption

Enter the internal self IP for the BIG-IP device.

Note: Each managed device must be configured with a communication route
from its internal self IP or management IP address to a BIG-IQ system internal

Device Address

self IP address on a configured BIG-IP VLAN. Otherwise, discovery will fail.
F5® recommends that you use a self IP address (on the BIG-IP device) in order
to gain access to additional functionality that is not provided through the
management port.

Enter the user's login name. For example: admin.User Name

Enter the password for this user.Password

Select this check box to force an update of the REST framework on the BIG-IP
device.

Certain BIG-IQ system components should be installed and kept up-to-date on
all BIG-IP devices brought under central management. These components

Auto Update
Framework
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DescriptionOption
provide a REST framework that supports the required Java-based management
services.

Clear this check box (the default setting) to ensure that the discovery process
does not overwrite the source of imported policies already on the BIG-IQ system.

Check box

4. Click Add.

After discovery, the BIG-IP device is listed in the Devices panel by its FQDN and internal self IP address.

Monitoring device health and performance

Before you can view device properties and health, you must discover at least one device.

With the BIG-IQ™ system, you can easily assess the health and performance of your network.

1. Navigate to the Devices panel.
2. Hover over the banner of the device you want to monitor and when the gear icon appears, click it to

expand the panel.
3. In the expanded panel, view health data under device properties.

Displaying policy properties

With BIG-IQ™ Web Application Security, you can easily view device properties.

1. To display properties for an individual device, hover over the header for that device (in the Devices
panel).

2. Click the gear icon to display and expand the panel containing device properties.

Device properties

Device properties are displayed for informational purposes and are read-only, except the check box options.

DescriptionDevice
properties

Fully-qualified domain name (FQDN), identified at discovery time.Host Name

Management address of the BIG-IP® device, used for communication between it and
the BIG-IQ™ system.

Management
Address

Product identification.Product

Version and hotfix level of the device under management.Version

Active/Inactive.Status

Used during discovery or rediscovery processes to allow (or prevent) the overwriting
of imported policies that already exist on BIG-IQ Web Application Security.

Check box
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DescriptionSignature file
properties

Device current signature file version.Version

Check box used to enable automatic Update & push for signature files.Auto update
enabled

About rediscovering devices

Once configurations are in sync between BIG-IP® devices and the BIG-IQ™ Web Application Security
system, there is seldom a need to rediscover a BIG-IP device.

However, some scenarios that might require rediscovery include:

• Additions, deletions, or changes made to self IPs or virtual servers on the BIG-IP device.
• Changes to security policies made locally on the BIG-IP device.
• Updates made to the BIG-IP device's software that need to be recognized by BIG-IQ Web Application

Security.

If any of these scenarios occur, you must rediscover to reconcile any changes with the configuration
maintained on BIG-IQWebApplication Security. If you do not reconcile changes, a subsequent deployment
process will overwrite any changes made locally.

The rediscovery process is modal. This means that once rediscovery starts, the process blocks you from
performing any other tasks or interacting with BIG-IQWebApplication Security in any way until the process
completes or is canceled.

Rediscovering devices

If configurations fall out of sync between BIG-IQ™WebApplication Security andmanaged BIG-IP® devices,
you can rediscover devices to bring the systems back into sync.

1. To begin the rediscovery process, navigate to the Devices panel.
2. Hover in the header for the device you want to rediscover, and then click the gear icon to display the

expanded panel containing device properties and actions.
You cannot change any properties displayed on this screen.

3. In the expanded panel, click Rediscover.
During rediscovery, a Cancel Task button appears in the dialog box after the task has identified the
device and started importing policies. If you clickCancel Task, the import is canceled and management
authority over the device is rescinded.

You have completely removed the BIG-IP device and all related entities (policies and virtual servers) and
rediscovered the device.

If a policy has identified the device being rediscovered as its source, the policy source type is changed to
FILE, which means that the device retains the policy's source file and it can be deployed to other devices.
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Removing devices

BIG-IQ™Web Application Security provides a way to rescind management authority (RMA) over BIG-IP®

devices. RMA removes the device and all related entities from the BIG-IQ database.

1. To begin the removal process, navigate to the Devices panel.
2. Hover in the Devices header and click the gear icon to display the expanded Properties panel.
3. In the expanded Properties panel, click Remove.

The BIG-IP device and all related entities (security policies and virtual servers) are removed from the
BIG-IQ system and the BIG-IP device can be managed locally.
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About viewing ASM security policies with BIG-IQ

To view ASM™ security policies that BIG-IQ™ Web Application Security has imported from discovered
BIG-IP® devices, navigate to the Policies panel. Each policy is assigned a unique identifier that it carries
across the enterprise. This ensures that each policy is shown only once in the Policies panel no matter how
many devices it exists in.

In the BIG-IQ Web Application Security repository, policies are in XML format.

Displaying security policy properties

With BIG-IQ™Web Application Security, you can easily view the properties of individual security policies.

1. Navigate to the Policies panel.
2. Hover over the header for the specific policy, and click the gear icon to display the expanded panel

containing properties and actions.

Policy properties

Policy properties are read-only and displayed for informational purposes only.

DescriptionProperty

Name of the policy.Name

Full path, including partition, to the policy on the
BIG-IP® device.

Full Path

Optional description for the policy.Description

FQDN for the BIG-IP device where the policy was
last updated.

Last Updated At

Time the policy was last updated in
YYYY-MM-DDTHH:MM:SSZ format. Example:
2013-11-14T16:16:03Z.

Last Updated Time

Policy name, including partition.Last Policy Name

FQDN and self IP address for the BIG-IP device
where the policy is located.

Source Device

Reimporting security policies

If security policies fall out of sync between BIG-IQ™ Web Application Security and the policy sources on
managed BIG-IP® devices, you can reimport policies to bring them back into sync.

1. Navigate to the Policies panel.
2. Hover over the banner for the policy you want to reimport, and click the gear icon to display the expanded

panel containing properties and actions.
3. Click the Reimport from Device button to the right of the Source Device field.
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This action is not available if the policy source is a file. In such cases, click Change Source to change
the Source Device field to list devices containing the specified policy.

Exporting security policies using BIG-IQ

Use BIG-IQ™ Web Application Security to export security policies (download the policy XML file) from
the module to an application or to a user-designated location.

1. Navigate to the Policies panel.
2. Hover over the banner for the policy you want to export, and click the gear icon to display the expanded

panel containing properties and actions.
3. Click the Export button at the top of the panel.
4. In the dialog box, select eitherOpen with and select an application from the drop-down menu, or Save

File and provide a location.
5. Click Save.

Removing security policies with BIG-IQ

BIG-IQ™ Web Application Security provides a way to remove ASM™ security policies from the BIG-IQ
database.

1. Navigate to the Policies panel.
2. Hover over the banner for the policy you want to remove, and click the gear icon to display the expanded

panel containing properties and actions.
3. Click the Remove button at the top of the expanded panel.

After removal, you will not receive a confirmation dialog box.

Security policies are removed from the BIG-IQ system and security policies can be managed locally.

25

BIG-IQ™ Web Application Security Administration





Chapter

4
Signature Files

• About signature files
• Updating signature files
• Updating and pushing signature files
• Viewing signature file properties



About signature files

The Signature files panel in BIG-IQ™Web Application Security lists the signature files for each discovered
BIG-IP® device, and enables you to view the properties for these files.

Currently, Administrators can manage signature files for one BIG-IP device from the BIG-IP Configuration
Utility. Through BIG-IQ Web Application Security, however, signature files and signature file updates for
multiple devices can be centrally managed from the BIG-IQ platform.

Managing signatures from the BIG-IQ platform enables the administrator to spend less time on signature
updates.

Note: This feature is available to users with the Administrator role or the Security_Manager role.

Updating signature files

Use the BIG-IQ™ Web Application Security Signature files panel to update signatures.

1. Log in with Administrator or Security_Manager credentials.
2. Navigate to the Signature files panel.
3. Hover over the panel header, and then click the gear icon to expand and display the Update settings.
4. Use the Interval drop-down list to modify settings for scheduling updates.
5. Edit the Current running task settings as needed. Click theUpdate & push button to update the signature

files and push them to the server.
6. When finished, click Save to update all signatures or Cancel to close the panel without saving your

edits.

Updating and pushing signature files

Use the BIG-IQ™ Web Application Security Signature files panel to begin the process for updating and
pushing the signature files.

1. Log in with Administrator or Security_Manager credentials.
2. Navigate to the Signature files panel.
3. Hover over the panel header, and then click the gear icon to expand and display the update settings.
4. Under Current running task, for the Run now setting, click the Update & push button.

The update process begins immediately.

Viewing signature file properties

Use the BIG-IQ™WebApplication Security Signature files panel to expand and view signature file properties.
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1. Log in with administrator or Security_Manager credentials.
2. Navigate to the Signature files panel.
3. Hover over a specific signature file, and then click the gear icon to expand and display the panel

containing property details.
4. When finished, click Cancel.

Signature file properties

Signature file properties are read-only and displayed for informational purposes only.

DescriptionProperty

Name of the signature file. Example: Sig_vanc_1Name

Example: 20131103_042020File version

Version on the BIG-IP® device.Product version
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About virtual servers in BIG-IQ Web Application Security

Through the Virtual Servers panel, BIG-IQ™ Web Application Security displays the virtual servers on each
discovered BIG-IP® device and enables you to view the properties for these virtual servers.

For each device discovered, the BIG-IQ system creates an extra virtual server to hold all security policies
not related to any virtual server in the discovered device.

Displaying virtual server properties

With BIG-IQ™ Web Application Security, you can easily view virtual server properties.

1. To display properties for an individual virtual server, hover over the header for that virtual server (in
the Virtual Servers panel).

2. Click the gear icon to expand and display the panel containing virtual server properties.
Properties are read-only. The only actions you can take in the expanded panel concern the attached
policies.

DescriptionOption
Name of the virtual server.Name

Path, including partition, to the virtual server.Full Path

Self IP address of the BIG-IP® device.IP Address

Yes/No.Is Inactive Policies Holder

FQDN of the BIG-IP device.Device

Remove/Change.Attached Policies

Virtual server properties

Virtual server properties are read-only and displayed for informational purposes only.

DescriptionProperty

Name of the virtual server.Name

Full path, including partition, to the virtual server on
the BIG-IP® device.

Full Path

Optional description of the virtual server.Description

Self IP address of the BIG-IP device.IP Address

Yes/No.Is Inactive Policies Holder

FQDN of the BIG-IP device.Device

Remove/Change/Add attached policies.Attached Policies

32

Virtual Servers



Changing virtual servers

Use the BIG-IQ™WebApplication Security Virtual Server expanded panel to add policies to a virtual server
or remove policies from the virtual server they are attached to. You can change the virtual server a given
policy is attached to.

Note: You can add but not remove or change security policies to an inactive virtual server. You can add
security policies (instead of replace them) to an active virtual server only if it does not have a security policy
already.

1. To begin the process, navigate to the Virtual Servers panel.
2. Hover in the Virtual Servers header and click the gear icon to display the expanded Properties panel.
3. In the expanded panel to the right of Attached Policies, click Change.
4. In the Modal dialog box, select the policies you want to add to the current virtual server and click Add.

The selected policies are added to or changed from the current virtual server.

Removing links between virtual servers and policies

You can use BIG-IQ™ Web Application Security to remove the link between a virtual server and a policy.

1. To begin the process, navigate to the Virtual Servers panel.
2. Hover in the Virtual Servers header and click the gear icon to display the expanded Properties panel.
3. In the expanded Properties panel, click Remove.

The link between the policy and the virtual server is deleted. This means that if the policy is attached to the
virtual server on the remote BIG-IP® device, the link between them is deleted during the deployment process.
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About BIG-IQ Web Application Security deployments

The BIG-IQ™WebApplication Security system displays individual deployments and their status (one action
per row in the Deployment panel). To distribute policies to selected BIG-IP® devices, create deployments
from the Deployment panel.

You can deploy security policies to a device that already has the policy by overwriting the existing security
policy. If the security policy does not yet exist on the device, you can deploy it as a new policy attached to
an available virtual server or you can deploy it as an inactive policy.

To create a deployment, hover over the Deployment panel banner and click the + icon. Populate fields as
needed and click Evaluate.

During the evaluation process, BIG-IQ Web Application Security:

1. Contacts the selected remote BIG-IP devices and synchronizes the working-configuration sets for all.
2. Takes a snapshot of the working-configuration set for each BIG-IP device.
3. Compares the remote and local configurations.
4. Calculates the set of changes to be deployed (number and type of each change).
5. Displays the number and type of each change.

During the distribution phase, security policies are pushed out to remote BIG-IP devices. Any changes made
locally to the BIG-IP device are overwritten.

Adding deployments

When you have completed edits to a policy, you can create a deployment to push changes from BIG-IQ™

Web Application Security to a target BIG-IP® device.

1. To begin the process, navigate to the Deployment panel.
2. Hover in the Deployment banner and click the + icon to display the New Deployment panel.
3. Edit the fields as required. Your changes are saved automatically.

DescriptionOption

Name for the deployment that indicates its purpose. It can be useful
to develop a convention such as ticket numbers.

Deployment Name

Optional description, including the purpose of the deployment or other
relevant information.

Description

Available devices are listed to the right of the field. Select or clear
check boxes as appropriate.

Select Devices to Evaluate

4. Click Evaluate to evaluate differences between the working configuration (BIG-IQ™ Web Application
Security) and the configuration on the BIG-IP® device.

A deployment is created and listed in the Deployment panel along with its status. A status of READY TO
DEPLOY indicates that the working-configuration set can be deployed or the selected BIG-IP device can
be rolled back.
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Managing deployments

Distribute changes fromBIG-IQ™WebApplication Security tomanaged BIG-IP® devices when a deployment
displays a status of READY TO DEPLOY. If there are no changes to deploy, a message displays to confirm
this.

1. To begin the process, navigate to the Deployment panel.
2. Hover in the banner of the deployment you want to manage, and click the gear icon to expand the panel

and display task properties.
DescriptionOption

User-provided name of the deployment task.Deployment Name

Optional description, including the purpose of the deployment or other
relevant information.

Description

Status for deployment phases (evaluation and distribution).Task Status

Time the deployment started in the format
yyyy-mm-ddThh:mm:ss-hours-off-GMT. Example:
2013-05-31T08:16:17-07:00

Start Time

Time the deployment ended in the format
yyyy-mm-ddThh:mm:ss-hours-off-GMT. Example:
2013-05-31T08:16:36-07:00

End Time

List of BIG-IP® devices that can be selected for deployment.Available Devices

3. Click View Diffs to view differences between the configuration on BIG-IQ™ Web Application Security
and the BIG-IP device.
A dialog box appears displaying the differences. The display shows four columns: Type (type of entity
changed), Change (add, modify, remove), On BIG-IQ (name of the entity on BIG-IQ Web Application
Security), and On BIG-IP (name of the entity on the BIG-IP® device).

4. When ready to deploy, click Deploy to push changes to the selected BIG-IP device.

Deployment states are reflected at the top of the expanded panel. At the end of the deployment process,
changes are distributed to the selected BIG-IP device.
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About the audit log

In large customer environments, multiple users make changes to security policies. These policy changes
occur in a central location, such as the BIG-IQ™ Web Application Security database, and not on individual
BIG-IP®ASM™ devices. To address possible concerns, the BIG-IQ system provides an audit log that records
all traffic (users, times, events, and so on). Users who can access the BIG-IQ console (shell) have access
to this file.

The BIG-IQ system records every change (every configuration change to a working-configuration object)
in the audit log. A change is defined as: any object created, object deleted, or object modified. Thus, the
audit log is an important tool for debugging and tracking changes to devices.

Note: The audit log viewer retrieves entries from this database to display in the GUI.

Audit log properties

The audit log viewer in BIG-IQ™ Web Application Security displays these properties.

DescriptionItem

Date of the audit log signature file entry.Date

Status for task, such as Passed.Task status

Status for each step.Steps status

A link that displays details, such as date, sub task, action, status, error/message, and
device IP.

Details

Managing the audit log using SSH

You can review audit log contents periodically using SSH and archive contents locally for off-device
processing, troubleshooting, and future reference.

In high-availability (HA) configurations, each node maintains its own audit log. Entries are synced after
the HA configuration is set. If you have entries on the primary node and then configure HA, the
previously-generated entries on the primary will not be replicated to the standby node; new entries will be
replicated.

1. To examine audit logs using SSH, log in to the BIG-IQ™ systemwith Administrator or Security_Manager
credentials.

2. Navigate to the audit log location: /var/log/audit.
3. Examine files with the naming convention: audit.n.txt.

In this example, n is the log number.

4. Once located, you can view or save the log locally through a method of your choice.
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Managing the audit log using the GUI

You can view audit logs using the GUI.

1. To examine audit logs using the GUI, log in to the BIG-IQ™ system with Administrator or
Security_Manager credentials.

2. Under Web Application Security, click Audit Logs.
Each entry listed represents the result of a signature file Update & push task.

3. To see the list of steps that occurred for that specific task, click the Details link.
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