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Working with Enterprise Manager

F5 Networks® Enterprise Manager™ is a device management appliance that
provides you with a wide variety of features to assist in the management of
multiple F5 Networks devices. Enterprise Manager can help simplify several
administrative tasks associated with managing multiple F5 Networks
devices, including software and hotfix upgrades, configuration backup and
archiving, and device licensing.

Enterprise Manager can automatically discover and manage F5 Networks
traffic management devices through a secure socket layer (SSL) connection.
It collects and stores information about devices in a database, and makes it
available through a web-based interface similar to that of other F5 Networks
version 9.x traffic management products. The product is scalable so that as
you add F5 Networks devices to the network, you can manage them using
Enterprise Manager.

Using the features of Enterprise Manager, you can perform the following
tasks from a centralized location:

» Discover F5 Networks devices in your enterprise, and manage them from
a central location.

* Save a full device configuration, including network object and system
settings, then deploy it to one or more additional devices.

* Manage device configuration changes through templates and staged
changesets.

* Archive and restore multiple UCS archives.
¢ Schedule the automatic creation of UCS archives.

* Compare a current device configuration to a UCS archive, or compare
two archives.

» Search through every configuration file for an object or setting.
* Install or renew device licenses for any managed device.

* Import and store multiple software, hotfix, and attack signature images in
a central image repository.

* Deploy software, hotfix, and attack signature images to one or more
devices.

* Synchronize device configurations between managed peer devices.

* Organize devices into device groups to facilitate the management of
related devices.

* Manage user account data on multiple devices.

* Gather technical information from managed devices for use by F5
Technical Support.

* Configure custom alerts to notify specific users of network events such
as certificate expiration, or a completed software upgrade.
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* Track and find changes made by users of Enterprise Manager.

* Monitor device and object performance.

* Synchronize the security policies of multiple BIG-IP® Application
Security Manager™ devices.

Working with compatible managed devices

Enterprise Manager version 1.8 can manage devices running the BIG-IP®
version 9.3 or later software. Additionally, Enterprise Manager can manage
all Enterprise Manager devices. Enterprise Manager also supports BIG-IP
Secure Access Manager version 8.0 or later, and WANIJet version 5.0 or
later.

Although Enterprise Manager works with several versions of BIG-IP
software, to help ensure the best performance, we recommend that you
upgrade your managed devices to the latest version. The tables on the
following pages outline the features supported by various managed devices.

Many new features introduced in Enterprise Manager version 1.8 are not
supported by older BIG-IP software. Later versions of BIG-IP software
(versions 9.3.x and 9.4.x) support new Enterprise Manager features such as
device configuration management with templates, and staged changesets.

The tables in the following section indicate which managed devices are
compatible with Enterprise Manager features. Devices that support the
corresponding feature are denoted with an X in each table.

Reviewing user management feature compatibility

The basic user management features of Enterprise Manager are compatible
with all managed devices that meet the minimum requirements, as shown in
Table 1.1. You can view user account names, user web roles, and user shell
roles for any managed device in the network.

User Management EM EM WANJet | BIG-IP BIG-IP BIG-IP BIG-IP
Feature v1.7.x v1.8.x v5.0.x Secure v9.3.x v9.4.x v10.0.1
Access and later
Manager
v8.0.x
View all user account X X X X X X
names in the network
View all user web roles in X X X X X X
the network
View all user shell roles X X X X X X
in the network

Table 1.1 Managed device compatibility with basic user management features
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With Enterprise Manager version 1.8, you can use extended user
management features that enable you to view additional user information on
managed devices in the network. On later versions of managed devices, you
can view details about authentication or shell access settings, as shown in
Table 1.2.

User Properties Feature EM WANJet | BIG-IP BIG-IP BIG-IP BIG-IP
v1.7.x v1.8.x v5.0.x Secure v9.3 v9.4.x v10.0.1
Access and later
Manager
v8.0.x
Open user and user X X X X X X
access configuration
settings for a device
using the Launch Pad
screen
Single sign-on to X X X X X X
managed devices from
Launch Pad screen
View Authentication X X X X X X
properties for user
accounts on a device
View Shell Access X X X X X X
properties for user
accounts on a device

Table 1.2 Managed device compatibility with user properties features

Device configuration management features compatibility

The device configuration management features include the changeset
features, template features, and staged changesets features. These features
enable you to save, verify, and deploy an advanced set of device
configuration data. These features are compatible with the latest releases of
BIG-IP software (versions 9.4.x and 10.0.1 and later), and Enterprise
Manager (versions 1.7.x and 1.8.x), as shown in Table 1.3.

Device Configuration EM EM WANJet | BIG-IP BIG-IP BIG-IP BIG-IP
Management Feature v1.7.x v1.8.x v5.0.x Secure v9.3.x v9.4.x v10.0.1
Access and later
Manager
v8.0.x
Create changeset source X X X X X X
Create configuration X X X X X X
templates

Table 1.3 Managed device compatibility with device configuration management features
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Device Configuration EM EM WANJet | BIG-IP BIG-IP BIG-IP BIG-IP
Management Feature v1.7.x v1.8.x v5.0.x Secure v9.3.x v9.4.x v10.0.1
Access and later
Manager
v8.0.x
Verify changeset data X X X X X X X
Receive staged X X X X X X X
changeset data
View configuration X X X X X X X
differences
Browse device X X X X X X X
configurations
Synchronize multiple X X X X X X X
security policies using
staged changesets

Table 1.3 Managed device compatibility with device configuration management features

Task compatibility

Using Enterprise Manager, you can configure tasks to assist you in
managing devices in the network. New tasks related to copying user access
configuration data and changesets are only supported by the latest versions
of BIG-IP system (versions 9.4.x and 10.0.1 and later), and Enterprise
Manager (versions 1.7.x and 1.8.x), as show in Table 1.4. The Change User
Password task is compatible with all managed devices.

Task EM EM WANJet | BIG-IP BIG-IP BIG-IP BIG-IP
v1.7.x v1.8.x v5.0.x Secure v9.3.x v9.4.x v10.0.1
Access and later
Manager
v8.0.x
Install Software Image X X X X X X X
Install Software Hotfix X X X X X X X
Copy User Access X X X X X X X
Configuration
Deploy Device X X X X X X X
Configuration
Change User Password X X X X X X X
Renew device license X X X X X X X

Table 1.4 Managed device compatibility with task features
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High availability management compatibility

You can use Enterprise Manager to perform basic configuration and failover

tasks for most high availability devices in the network, as shown in Table

1.5. These tasks include using the ConfigSync feature to synchronize device

configurations between redundant pairs, or changing the failover state

between active and standby.

High Availability EM EM WANJet | BIG-IP BIG-IP BIG-IP BIG-IP
Management Feature v1.7.x v1.8.x v5.0.x Secure v9.3.x v9.4.x v10.0.1
Access and later
Manager
v8.0.x
Synchronize X X X X X X X
configurations between
peer devices
Change the active or X X X X X X X
standby state of a peer
device

Table 1.5 Managed device compatibility with high availability management features

Statistical monitoring compatibility

You can use Enterprise Manager to view statistical graphs of device and
object performance for most managed devices. Depending on the type of

device, different statistics may apply.

Statistical Monitoring EM EM WANJet | BIG-IP BIG-IP BIG-IP BIG-IP
Feature v1.7.x v1.8.x v5.0.x Secure v9.3.x v9.4.x v10.0.1
Access and later
Manager
v8.0.x
Gather metrics X X X X X X X

Table 1.6 Managed device compatibility with statistical monitoring
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Using Enterprise Manager features

If you follow the chapters in this guide, you can learn about how each
feature can enhance your network management options, and how you can
use each feature. We arranged the chapters in a logical order that guide you
through the process of setting up Enterprise Manager in your network, to
discovering devices, to grouping devices, and finally performing
management tasks on these devices.

Each chapter explains one or two main features, explains new concepts
related to enterprise management, and provides procedures to help you
complete the tasks required to use the Enterprise Manager system.

Using each feature usually requires completing a set of tasks. Enterprise
Manager provides a wizard to assist you in setting up these tasks. You can
use this wizard to discover devices, manage UCS archives, manage device
configurations, deploy software and hotfix images, and manage user
accounts.

Once you start these tasks, you can use Enterprise Manager’s features to
monitor the progress of these tasks, track changes by users, and monitor the
basic network health of devices in the enterprise network.

Installing and setting up the system

We designed the Enterprise Manager system to work in your network in a
manner similar to your other F5 devices. Installing and setting up Enterprise
Manager should be familiar if you have set up several other F5 Networks
devices.

The difference with Enterprise Manager is that instead of helping you
manage traffic, it helps you manage your F5 Networks devices. The
management appliance is robust and flexible so that it can work in many
types of network topologies, even if you use multi-tiered configurations,
address translation, or multiple firewalls.

You can find detailed information about configuring Enterprise Manager to
work with your network in Chapter 2, Installation and Setup.

Discovering devices

After you set up Enterprise Manager in your network, you can use it to
discover devices in the network. Discovering devices is the first step toward
centrally managing the devices in the network. Enterprise Manager can
search for devices by individual address, or it can scan an entire subnet.

Configuring a discovery task involves providing IP address ranges, user
names, and passwords to the Enterprise Manager system and starting the
task. For detailed instructions, see Discovering and adding devices, on page
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4-2. Once you complete a device discovery task, you can manage software,
device configurations, alerts, and user account information on all F5
Networks devices in your network through Enterprise Manager.

Chapter 4, Discovering and Managing Devices, describes which devices
Enterprise Manager can manage, how to discover devices and add them to
the device list, and introduces the concept of device grouping.

Grouping devices

Once devices are part of the managed device list, you can create custom
device groups to further enhance your management options. When you
create a device group, you can configure management tasks on a group in
order to save time over configuring tasks on individual devices.

For example, when a number of devices belong to a device group, you can
deploy software or assign alerts to the group, ensuring that all individual
members of the group receive the same upgrade, or are assigned the same
alert. Additionally, grouping devices may help organize the management of
a wide range of devices. For detailed information about creating and
managing device groups, see Working with device groups, on page 4-11.

Archiving and restoring device configurations

After you discover devices and create device groups, you can start managing
the devices in your network. Prior to your managing software or user
accounts, we recommend that you archive device configurations and set up
rotating archive schedules to back up device configurations on managed
devices in your network.

Enterprise Manager serves as a central user configuration set (UCS)
repository, enabling you to save multiple UCS archives per device,
providing the additional security of stable configurations in the event of a
system restore. You can schedule the automatic archiving of device
configurations, and you can save multiple known stable configurations. To
learn more about device configuration archiving options, see Chapter 5,
Managing UCS Archives.

Managing device configuration data

In addition to managing basic UCS archives, you can store and deploy
extended sets of device configuration data through the use of changesets. A
changeset can store all the configuration data on a BIG-IP Local Traffic
Manager™ system that is required to manage traffic, including information
about system settings and network objects.
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You can also use configuration templates to further enhance your device
configuration management options. Configuration templates give you the
ability to create specific configuration change guidelines that use variables
so that you can re-use a configuration template to perform the configuration
changes on multiple devices.

Using Enterprise Manager, you can store configuration information in
changesets or configuration templates, and deploy it to one or more
additional BIG-IP systems in your network through staged changesets.
Staged changesets place a device configuration change in a staged state
where a user can review and approve the changes prior to deployment.

Enterprise Manager’s configuration management features can greatly reduce
the time required to install and configure multiple F5 Networks devices in
your network. For example, you can configure one BIG-IP system with a
prototypical configuration, save the system’s configuration data, then
deploy the configuration data to additional BIG-IP systems in the network,
saving time by creating a basic configuration on each device.

Enterprise Manager provides wizards to create templates and changesets, or
to stage changesets using an existing changeset or template as the source.
You can even use a wizard to take a current device configuration setting,
edit it to suit your needs, and then immediately deploy it to another device.
For more information on managing device configuration with changesets
see Chapter 6, Managing Device Configurations with Changesets. For
information about using templates, see Chapter 7, Working with Device
Configuration Templates. To learn about using staged changesets, see
Chapter 8, Working with Staged Changesets.

Software, hotfix, and attack signature upgrades

After you have set up device configurations in your network, or deployed a
device configuration to other managed devices, you can start managing the
software images on managed devices. Enterprise Manager includes a
software repository that you can use to store software, hotfix, and
Application Security Manager attack signature images. Once you add these
images to the repository, you can deploy an upgrade to one device, or
configure multiple device upgrades. If you choose to configure device
groups, you can create an upgrade task that installs upgrades to all
compatible members of a device group.

You can also check which upgrades are compatible on a per device basis
and install only the upgrades that suit your needs. In any software, hotfix, or
attack signature definition upgrade, you can choose multiple upgrade
options, including the installation location and reboot location on each
device. For detailed information about managing images and upgrades see
Chapter 9, Managing Software Images.
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Managing user accounts in the network

Once you configure your network and install software upgrades on managed
devices, you may want to manage the individual user accounts on these
devices. Normally, managing user accounts on multiple devices can be a
time-consuming process. However, Enterprise Manager provides tools to
manage user accounts across multiple managed devices.

Using Enterprise Manager, you can view user roles on each device in the
network, change the password for any user on any device, and even copy the
user access configuration settings from one device to one or more other
devices. A wizard assists you in creating tasks to change a user password, or
copy user configuration settings.

For more information on working with user accounts on managed devices
see Chapter 10, Managing User Account Data.

Monitoring the network and creating custom alerts

After you configure user accounts on managed devices, you may want to
monitor the health of these devices. Enterprise Manager provides tools for
monitoring the health of managed devices in the network. You can use these
tools to create customized alerts to notify people when certain events occur.
Using the device list, you can see a simple view of the state of managed
devices in the network, including the failover state of high availability pairs.

You can create custom alerts to notify specific team members when a task
completes or if a certificate expires, or you can send an SNMP trap to an
existing network management server. To assist you in maintaining the
health of BIG-IP systems in your network, an alert log provides a record of
alerting events. For detailed information about device monitoring and
alerting, see Chapter 12, Monitoring and Alerting.

Viewing device and object performance

In addition to monitoring the health of individual devices in the network,
you can also monitor certain metrics for managed devices and network
objects. You can create statistics profiles to suit the variety of configurations
in the network, and view network health indicators through graphs at both
the device and object level.

Additionally, you can use statistics data in conjunction with Enterprise
Manager’s alerting feature to more closely track when device or object
statistics are exceeding specific data thresholds that you set. For detailed
information about monitoring performance, see Chapter 11, Monitoring
Device and Object Performance.

’ Note

Device and object performance monitoring is available only on the
Enterprise Manager 3000 platform.
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Monitoring certificate expiration dates

Another important task of maintaining a robust network is ensuring that all
certificates on managed devices are current. Enterprise Manager can
monitor every certificate on each managed device in the network. This
provides you the opportunity to monitor certificate expiration dates and
renew certificates before they expire.

When you combine the certificate monitoring features with the alerting
features of Enterprise Manager, you can create warnings when certificates
expire or near their expiration dates. For detailed information about working
with certificates on managed devices, see Chapter 13, Managing Device
Certificates.

Auditing Enterprise Manager system events

As a final step in managing your network with Enterprise Manager, you may
want to monitor tasks configured by Enterprise Manager users.

Enterprise Manager provides a comprehensive set of auditing features so
that you can track what types of enterprise management tasks were initiated
from a particular Enterprise Manager system. Depending on the options you
choose, you can create and view logs of system, local traffic, and audit
events on the Enterprise Manager system. See Chapter 14, Auditing
Enterprise Manager System Events, for more information about system
event auditing.

Working with the Enterprise Manager interface

Because Enterprise Manager uses the TMOS® platform, like other F5
Networks Application Delivery Networking products, Enterprise Manager
presents a web-based interface called the Configuration utility that is similar
to the one you use when working on a BIG-IP system.

The Enterprise Manager Configuration utility uses a navigation pane and
menu bar comparable to those in other F5 Networks products. It also
provides screens that have both a consistent look and feel, and consistent
functionality across different management areas.

You can use the navigation tabs to access the device management areas and
context-sensitive online help. In each management area, you can use the
menu bar to select more specific options.
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Navigating object list screens

Once you have selected a management area on the Main tab, the object list
screen for that management area opens, as shown in Figure 1.1. Object list
screens display a list of all running or completed tasks, managed devices,
alerts, or software and hotfix images stored in the Enterprise Manager
software repository. You can remove objects from a list by checking the box
to the left of an object name, and clicking the appropriate button below the
list.

Unit 2: ACTIVE

Unknown Sync State

~ Overview
‘@ wielcome, Traffic Summaty,

Petformance, Statistics

Enterprise Management

Tazks
O Software
Devices
. ] Device érou;:;s
Certificates
Users
Rotating Archives
Configurations
Staged Changesets
Changesets

Tamnlatas

Enterprise Management > Software
st | Hot List
i (Fiz]
¥ | | = Software Image - | Image Status
[0 wishldet w501 (Build B3 0 Imparted .
[ EMv160(Buid 261 0) Imported
[0 EM 141 (Buid 26,0 Imparted
[ EiGIP wo 4 4 (Fuild 550 Imparted
[] Biz-P3.4.0 (Build 517 5) Imported
. [0 Bl w331 (Build 3717 Imparted
[0 Bl wa.3.0 (Build 175.5) Imported

Figure 1.1 Enterprise Management: Software Images object list screen

Management screens are a starting point for all device management tasks,
and provide a high-level overview of objects that you can centrally manage.

Enterprise Manager uses several types of screens that share common
navigation and behavior across different management areas. These screens
work similarly wherever you encounter them. Many screens use check
boxes and buttons to enable or disable objects or services, or to select
objects for deletion.

The tables on many screens are sortable by column. You can click certain
column headings to sort the table, enabling you to more easily find objects
among a large list. You can find sortable column headings by looking for the
sorting arrows next to a column heading ( # ). For example, in the software
image list in Figure 1.1, preceding, the software images are sorted in
descending order in the Software Image column with the latest version of
the software at the top of the list. If you click the Software Image heading,
the information in the table re-sorts to show the earliest version of the
software available in the software repository.

In certain tables, you can filter objects displayed in the table by a column

heading. If you click the Column Filter button (|« | ), a menu appears to
offer filtering options. In the software image list in Figure 1.1, preceding,
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you can filter the Image Status column. If you click the Column Filter
button, you can filter the list to display only software images in a particular
state such as Imported, Importing, or Corrupt.

Above the list table on object list screens is a Filter box. You can use this
box to limit the list so that the object list displays only objects that contain
the terms you type in the Filter box.

If the object list contains more items than can appear on one page, a paging
control appears below the list table. You can use the arrow buttons to move
to the next or previous screen, or you can select a specific screen from the
drop-down list.

& Tip

In the navigation pane you can use the Add button (|+|) to immediately add
a network object to an object list instead of using a button on an object list
screen. For example, if you want to import a software image, you can either
open the Software Image list screen, then click the Import button, or you

can click the Add button (|+ |) next to Software Images in the navigation
pane.

Using general properties screens

If you click the name or IP address of a device, task, alert, or software image
on most object list screens, the general properties screen opens. As the title
suggests, a general properties screen provides more detailed information
about the selected object.

The general properties screen provides an overview of a device, task, alert,
or software image and is usually the starting point for more specific
management activity on a particular object.

Using the Menu bar

On general properties screens (and screens other than an object list screen),
a menu bar appears above the main configuration area. From the menu bar,
you can select options to enable specific management tasks, depending on
the device, task, alert, or software image you are working with.

Selecting a menu option opens a screen where you can manage specific
details of the currently selected device, task, alert, or software image, as
shown in Figure 1.2. Each menu heading opens a particular configuration
screen related to the currently selected object.
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Figure 1.2 A device general properties screen with menu bar

You will find additional navigation that is specific to the task you are
configuring throughout the Enterprise Manager interface. You can find
details about these additional navigation methods throughout this guide, as
new concepts are introduced.

You can view help that is specific to a screen, including a definition of
screen elements, when you click the Help tab on the navigation pane.

Understanding status icons

Enterprise Manager displays status icons to denote a particular status about
devices that it manages.

Status icons that appear on Enterprise Manager screens reflect the
connection status between Enterprise Manager and the device, as well as the
active or standby state of the device. The icons dynamically update as
Enterprise Manager polls managed devices, or as an object’s state changes.
When you move the cursor over the status icon, a tooltip indicates the status
and failover state of the device (if the device is reachable).

Icon Connection Condition

@ Active Mode

@ Standby Mode

Unreachable

()

Table 1.7 Status icons for managed devices
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Icon Connection Condition

i @ Impaired (communication error; device can still receive
updates)

@ Maintenance Mode (communications between
Enterprise Manager and the managed device are
disabled)

@ Replacement Mode (a modified version of Maintenance
Mode for the purpose of replacing the managed device)

Table 1.7 Status icons for managed devices

Both the Active and Standby icons indicate that Enterprise Manager can
connect to the device. The Unreachable icon indicates that Enterprise
Manager cannot connect to the device. This could be due to many factors,
including a disconnected network cable, powered down or rebooting device,
or other network issues. For more information about working with device
communication see Setting device communication properties, on page 4-7.

Finding user assistance

This section describes the Enterprise Manager documentation. It outlines the
contents of this Administrator Guide, and explains how we refer to
examples, introduce new terms, use cross references, and detail the
conventions we use in command syntax. It also explains where to find the
release notes and online help, and how to get technical support.

Contents of the Administrator Guide

The Enterprise Manager™ Administrator Guide is designed to help you
install and configure the Enterprise Manager to manage devices in your
enterprise network. The Administrator Guide contains the following
chapters:

¢ Introducing Enterprise Manager
This chapter describes the features and navigation of Enterprise
Manager.

+ Installation and Setup
This chapter explains setting up the networking environments required to
work with Enterprise Manager.

¢ Licensing and Configuring the System
This chapter explains the software licensing, basic network settings, and
management preferences.
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¢ Discovering and Managing Devices
This chapter introduces the initial steps in centrally managing the devices
in the network.

¢ Managing UCS Archives
This chapter explains how Enterprise Manager can store and manage
archived device configurations.

¢ Managing Device Configurations With Changesets
This chapter describes the concept of managing device configurations
using changesets.

¢ Working With Device Configuration Templates
This chapter introduces the concept of configuration templates and how
to use them to extend your device configuration management options.

¢ Working With Staged Changesets
This chapter explains how to use staged changesets to manage device
configuration changes using standard changesets and configuration
templates.

¢ Managing Software Images
This chapter illustrates the steps required to centrally manage software
and hotfix upgrades on managed devices.

¢ Managing User Account Data
This chapter explains how to manage user access privileges and
passwords on multiple devices in the network.

¢ Monitoring Device and Object Performance
This chapter describes statistical profiles and how to view statistical
performance data for a wide range of metrics on managed devices.

¢ Monitoring and Alerting
This chapter describes how you can monitor the health of your network
devices and how to create custom alerts when specific events occur.

¢ Managing Device Certificates
This chapter explains how Enterprise Manager monitors certificates on
managed devices.

¢ Auditing Enterprise Manager System Events
This chapter examines the options that you have to track changes made to
devices in your network.

’ Note

All references to hardware platforms in this guide refer specifically to
systems supplied by F5 Networks, Inc. If your hardware was supplied by
another vendor, and you have hardware-related questions, please refer to
the documentation from that vendor.
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Stylistic conventions

To help you easily identify and understand certain types of information, this
documentation uses the following stylistic conventions.

Using the solution examples

All examples in this documentation use only private class IP addresses.
When you set up the solutions we describe, you must use IP addresses
suitable to your own network in place of our sample IP addresses.

Identifying new terms

‘When we first define a new term, the term is shown in bold italic text. For
example, a managed device is an F5 Networks device that is managed by
Enterprise Manager.

Identifying references to objects, names, and commands

We apply bold text to a variety of items to help you easily pick them out of a
block of text. These items include web addresses, IP addresses, browser
screen controls, and portions of commands, such as variables and keywords.
For example, to discover devices requires that you include at least one
<ip_address> or an <ip_subnet> variable.

Identifying references to other documents

We use italic text to denote a reference to another document or section of a
document. We use bold, italic text to denote a reference to a book title. For
example, you can find information about deploying a hotfix to multiple
devices in the Enterprise Manager™ Administrator Guide, Chapter 9,
Managing Software Images.

Identifying command syntax

We show actual, complete commands in bold Courier text. Note that we do
not include the corresponding screen prompt, unless the command is shown
in a figure that depicts an entire command line screen.

Table 1.8 explains additional special conventions used in command line
syntax.

Item in text | Description

\ Continue to the next line without typing a line break.

You enter text for the enclosed item. For example, if the command
has <your name>, type your name.

Table 1.8 Command line conventions used in this manual
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Item in text | Description

Separates parts of a command.

Syntax inside the brackets is optional.

Indicates that you can type a series of items.

Table 1.8 Command line conventions used in this manual

Finding documentation and technical support resources

The Enterprise Manager™ Administrator Guide provides simple
instructions for quick, basic configuration, and also provides detailed
information about more advanced features and tools.

You can find comprehensive technical documentation using the following
resources:

*

Enterprise Manager Administrator Guide

The Enterprise Manager™ Administrator Guide introduces the
concepts of managed devices, software image management,
configuration management, and custom alerting. For example, you can
learn how to add a variety of devices to the device list, create device
groups, and deploy software upgrades to different groups of devices.

Platform Guide: Enterprise Manager 500 or Platform Guide:
Enterprise Manager 3000

The Platform Guide: Enterprise Manager 500 and Platform Guide:
Enterprise Manager 3000 each includes information about the
Enterprise Manager system hardware platform. They also contain
important environmental warnings.

Release notes

Release notes for the Enterprise Manager are available in HTML format
on the Ask F55M Knowledge Base, https://support.f5.com. The release
note contains the latest information for the current version, including a
list of new features and enhancements, a list of fixes, and a list of known
issues.

Enterprise Manager Quick Start Instructions

The Enterprise Manager hardware includes the printed Enterprise
Manager Quick Start Instructions. This document provides basic
instructions for a quick set up and initial configuration of the Enterprise
Manager system.

Online help for Enterprise Manager features
Enterprise Manager has online help for each screen. On the navigation
pane, click the help tab to receive context-sensitive user assistance.
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¢ Technical support through the World Wide Web

The Ask F55M Knowledge Base, https://support.f5.com, provides the
latest release notes, technical notes, answers to frequently asked
questions, updates for the Administrator Guide (in PDF format).

’ Important

Procedures and examples described in the Enterprise Manager™
Administrator Guide and in the online help assume that the user is an
administrator-level user with full access privileges to the Enterprise
Manager device. The Enterprise Manager system logs on to managed
devices using an administrator-level account, so all users with
administrator-level access to Enterprise Manager can perform the
high-level management tasks described in this document on devices in the
network through the Enterprise Manager interface.
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Installation and Setup

Installing Enterprise Manager in the network

Incorporating Enterprise Manager™ into your network is as simple as
adding any F5 Networks device. You can use the Enterprise Manager
Quick Start Instructions included with the system to get started with the
physical installation and initial network configuration. See Chapter 3,
Licensing and Configuring the System, for detailed information on licensing,
platform configuration, and basic default settings.

This chapter describes how to configure devices in your network to work
with Enterprise Manager.

Depending on your network topology, you may have to configure a SNAT,
NAT, or multiple virtual servers external to the Enterprise Manager device
in order to ensure proper communication between Enterprise Manager and
managed devices.

Choosing a network topology

Enterprise Manager is designed to work within virtually any network
configuration and can adapt to the management configuration you already
use for F5 Networks devices in your network. You connect Enterprise
Manager to devices in the network through the interfaces available on both
the Enterprise Manager device and the F5 Networks devices in the network.
The interfaces on the Enterprise Manager or other F5 Networks system are
the physical ports that you use to connect each system to other devices on
the network.

’ Note

Throughout this guide, the term interface refers to the physical ports on the

Enterprise Manager or BIG-1P® system.

Enterprise Manager can work with the network topology of your choice in
two distinct ways:

& You can use a management network through the management interface
(MGMT port) on both the Enterprise Manager device and each managed
device for enterprise management communications.

& You can use a self IP address through a TMM switch interface on both
the Enterprise Manager device and each managed device for enterprise
management communications.

’ Important

For Enterprise Manager to work properly, you must enable two-way
communication between the Enterprise Manager device and each managed
device. Enterprise Manager communicates with managed devices using port
443, and requests a response from each device through this port.
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Using the management interface

We recommend that, whenever possible, you create a management network
that you administer through the management interface on each managed
device and the Enterprise Manager system. The management interface is a
special port on the BIG-IP system, used for managing administrative traffic.
Named MGMT, the management interface does not forward user application
traffic, such as traffic slated for load balancing.

This type of configuration requires the least amount of additional
configuration when you discover and begin to manage devices.
Additionally, when you add new devices to a management network, you do
not need to perform extensive configuration to manage the new device with
Enterprise Manager when you add a new device to the network, as long as
all devices on the management network exist on the same subnet.

This type of configuration keeps traffic management communication
separate from enterprise management communications, and does not require
you to dedicate a TMM switch interface to device management traffic.

’ Important

Although we recommend using the management interface, the hardware
limitations of the Enterprise Manager 500 platform may adversely affect
performance during device discovery or other management tasks. To avoid
encountering possible performance degradation on the 500 platform, we
recommend using the TMM switch ports on the Enterprise Manager 500
system to connect to managed devices.

‘ Note

If you configure an Enterprise Manager redundant system, we recommend
that you use the TMM interface on each Enterprise Manager peer device.
We recommend a TMM port instead of the management port because a
TMM port can support both static and floating self IP addresses. Use of a
floating self IP address is necessary to ensure that the managed devices can
communicate with active device of an Enterprise Manager redundant
system. See Configuring Enterprise Manager as a high availability system,
on page 3-8, for more information.

Using a TMM switch interface for device management

You can use Enterprise Manager to communicate with managed devices
through one of the managed device’s TMM switch interfaces. TMM switch
interfaces are those interfaces that the BIG-IP system uses to send or
receive application traffic, that is, traffic slated for load balancing. However,
this type of network setup frequently requires some additional configuration
in order to maintain a two-way connection between Enterprise Manager and
managed devices.

If you want to connect to a managed device through a TMM switch
interface, you must associate the interface on the managed device with a
VLAN and a self IP address so that Enterprise Manager can recognize and
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connect to the device in the network (through its own MGMT interface or
through a self IP address and VLAN that you configure on Enterprise
Manager). If you choose to use a TMM switch interface on managed
devices, Enterprise Manager uses this interface for sending software
upgrades to the managed device and we recommend that you do not use the
interface for managing traffic. When you are deciding on which interface to
use for the connection to Enterprise Manager, we recommend that you use
the same interface that you currently use for device administration.

For information on how to configure and use the management interface, see
the Configuring the BIG-IP Platform and General Properties chapter in the
TMOS™ Management Guide for BIG-IP® Systems.

Working with different network configurations

When you initially configured the F5 Networks devices in your network,
you made a decision to administer each device through the MGMT interface
or through a TMM switch interface. That previous device management
choice generally determines how you configure Enterprise Manager to work
as your enterprise management system, but you can use this opportunity to
build separate management networks that will keep device administration
separate from traffic management.

Because Enterprise Manager communicates with managed devices on a
regular interval, you must keep a two-way communication open between
Enterprise Manager and managed devices. On each managed device, you
must ensure that device management traffic does not interfere with traffic
management activity.

Whether this means configuring your managed devices to use virtual servers
to communicate through a multi-tiered device configuration or, configuring
a firewall NAT to translate IP addresses depends on your existing network
topology.

The following sections outline three of the most common network topology
scenarios:

* A network using a NAT to facilitate address translation
* A network set up in a tiered configuration with multiple BIG-IP systems.

* A tiered network configuration using a SNAT to communicate with
Enterprise Manager

Enterprise Manager can work well in any of these configurations, or in
configurations that combine some of the scenarios described.

In many cases, you may have already completed some of the required tasks
while configuring your network for traffic management.
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Working with a NAT configuration

If you use a firewall with a NAT to translate IP addresses, you must ensure
that the NAT is properly configured for Enterprise Manager to use for
device management. Usually, if your NAT works well for your traffic
management, you may not have to perform any additional configuration
other than ensuring that Enterprise Manager recognizes devices in the
network at the IP addresses you expect, and that each device can properly
communicate back to Enterprise Manager.

In this common configuration, a NAT translates the IP addresses of
managed devices through the firewall into addresses that Enterprise
Manager can use to talk to a managed device.

After you discover devices in this kind of configuration, you must configure
the device general properties so that each managed device can initiate
communications with Enterprise Manager.

& Tip
If you use a NAT in your network, you may want to take notes of translated

addresses for reference when discovering and managing devices with
Enterprise Manager.

Configuring your devices to work with a NAT

To open a two-way connection between each managed device and
Enterprise Manager, ensure that you perform the following tasks:

* Configure a TMM switch interface or the MGMT interface on each
managed device to accept and send communications on port 443.

* If you choose to use TMM switch interfaces, on each of these interfaces,
configure a self IP address that the managed device should use for device
management activity such as receiving software or hotfix upgrades.
Note: You do not need to configure a self IP address on the managed
device if you connect to the MGMT interface on the managed device.

* Configure the NAT so that the management IP address that Enterprise
Manager uses to connect to each device maps to the MGMT interface on
each managed device, or to the management self IP address you defined
for a TMM switch interface.

* Discover the devices using the IP addresses translated by the NAT. See
Discovering devices, on page 4-2, for detailed information on
discovering devices.

* Configure the general properties of newly discovered devices so that
each managed device can initiate communications to the Enterprise
Manager device. See Setting device communication properties, on page
4-7, for instructions on how to set device communication properties.
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* Test the two way connection by opening a Telnet session on the managed
device to test communication over port 443 to the Enterprise Manager
system. See Testing communications between devices and Enterprise
Manager, on page 4-7, for more information on working with the
connection between Enterprise Manager and managed devices.s

Working with a tiered network configuration

Another common network deployment involves placing multiple F5
Networks devices behind a BIG-IP system in order to load balance requests
to multiple devices. For example, if you use ten BIG-IP systems to load
balance requests to multiple servers, you may add another tier to the load
balancing by using another BIG-IP system to load balance requests to the
ten BIG-IP systems.

In this configuration, virtual servers provide a route through the multiple
tiers for network requests. For Enterprise Manager to work properly in this
configuration, you must set up multiple virtual servers on the top traffic
management tier to properly send device management traffic through each
tier. Additionally, you must configure one virtual server on each managed
device exclusively for enterprise management traffic.

Like a NAT in the previous example, you should use the BIG-IP system that
balances requests to the other systems to translate enterprise management
traffic through virtual server addresses. Alternately, you can configure a
SNAT on the top tier BIG-IP system to send communications back to
Enterprise Manager. See Working with a tiered configuration using a SNAT,
on page 2-6, for more information on using a SNAT in a tiered
configuration.

On the top tier device in your tiered configuration, you must configure two
virtual servers, each using port 443. Enterprise Manager uses the first virtual
server to communicate to the managed devices on the lower tier, and the
managed devices use the second virtual server to initiate communication
with Enterprise Manager.

When you discover devices, you should discover the virtual server addresses
that you configured for device management. After you discover devices, you
must configure the device general properties on the Enterprise Manager
system so that managed devices can properly communicate with the
Enterprise Manager system.

Configuring your devices to work in a tiered configuration

To open a two-way connection between each managed device and
Enterprise Manager in a tiered network configuration, ensure that you
perform the following tasks:

* Configure a virtual server on the top tier BIG-IP system to accept
communications such as software or hotfix upgrades from Enterprise
Manager on port 443.
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* Configure a virtual server on the top tier BIG-IP system to send
communications to Enterprise Manager on port 443.

* If you use the TMM switch interfaces, configure a VLAN and self IP
address on each lower tier managed device to receive communications
(translated through the top tier system) from the Enterprise Manager
device on port 443.

* If you use the TMM switch interfaces, configure an additional VLAN
and self IP address on each lower tier managed device to send
communications (translated through the top tier system) to Enterprise
Manager on port 443.

» Discover the devices using the first set of virtual server IP addresses that
you configured for managed devices to receive communications from
Enterprise Manager. See Discovering devices, on page 4-2 for detailed
information on discovering devices.

* Configure the general properties of newly discovered devices so that
each managed device can initiate communications to the Enterprise
Manager device. See Setting device communication properties, on page
4-7, for instructions on how to set device communication properties.

Working with a tiered configuration using a SNAT

Another network configuration involves using the tiered approach described
in the previous section in addition to using a SNAT for secure address
translation on the top tier BIG-IP system.

In this configuration, virtual servers provide a route through the top tier for
Enterprise Manager to contact managed devices, while a SNAT allows the
managed device to contact the Enterprise Manager system. For Enterprise
Manager to work properly in this configuration, you must set up multiple
virtual servers and configure a SNAT to properly translate the IP addresses
of these virtual servers for outbound communications to the Enterprise
Manager system.

Configuring your devices to work with a tiered network using SNAT

address translation

To open a two-way connection between each managed device and
Enterprise Manager in a tiered network configuration with a SNAT, ensure
that you perform the following tasks:

* Configure a virtual server on the top tier BIG-IP system to accept
communications such as software or hotfix upgrades, from Enterprise
Manager on port 443.

* Configure a SNAT on the top tier BIG-IP system to translate the IP
address from the virtual servers on the managed device to the Enterprise
Manager system.
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If you use the TMM switch interfaces, configure a VLAN and self IP
address on each lower-tier managed device to receive communications
(translated through the top tier system) from the Enterprise Manager
device on port 443.

Discover the devices using the first set of virtual server IP addresses that
you configured for managed devices to receive communications from
Enterprise Manager. See Discovering devices, on page 4-2, for detailed
information on discovering devices.

Configure the general properties of newly discovered devices so that
each managed device can initiate communications to the Enterprise
Manager device. See Setting device communication properties, on page
4-7, for instructions on how to set device communication properties.
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Licensing and Configuring the System

Setting up Enterprise Manager for the first time

Enterprise Manager™ fits into your existing network configuration in a
similar manner to your other F5 Networks devices. The Enterprise
Manager Quick Start Instructions included with the device introduce the
basic steps required to set up and start working with the Enterprise Manager
system.

This chapter details the process of licensing and configuring the system,
including setting up management network defaults, default self IP addresses
and VLAN:Ss, and setting general preferences for working with Enterprise
Manager.

This chapter assumes that you have previously set up, licensed, and

configured one or more BIG-1P® systems in your network, and that you
have connected the Enterprise Manager system to a management
workstation or network.

The initial licensing, platform setup, and network configuration procedures
in the following sections are based on the procedures described in the
BIG-IP® Systems: Getting Started Guide. Consult that guide if you require
additional information not described in this chapter.

Licensing the Enterprise Manager software using the
Configuration utility

To activate the license for the system, you must have a base registration key.
The base registration key is a 33-character string that lets the license server
know which F5 products you are entitled to license. If you do not already
have a base registration key, you can obtain one from the Sales group
(http://www.f5.com).

If the system is not yet licensed, the Configuration utility prompts you to
enter the base registration key. Certain systems may require you to enter
keys for additional modules in the Add-On Registration Key List box.

After you configure an IP address, net mask, and gateway on the
management port, you can access the Configuration utility (graphical user
interface) through the management port.

For more information on how to work with a console connection, and how
to configure network settings on the MGMT interface, see the Connecting a
Management Workstation or Network chapter in the BIG-IP® Systems:
Getting Started Guide guide.
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To license the system using the Configuration utility

1. Open a web browser on a work station attached to the network on
which you configured the management port.

2. Type the following URL in the browser, where <IP address> is the
address you configured for the management port (MGMT):

https://<IP address>/

3. At the password prompt, type the user name admin and the
password admin, and click OK.

The Licensing screen of the Configuration utility opens (Figure 3.1).
The Setup utility appears the first time you run the Configuration
utility.

4. To begin the licensing process, click the Activate button.
Follow the on-screen prompts to license the system. For additional
information, click the Help tab.

Enterprize Manager
meml™

Setup Wility » Licensing

Platform Setup Wizard

The following steps are required

in order to complete this wizard: General Properties
O Licensing Licenze Mat Activated
Platform Activate... |

Metwrark

once the setup wizard has been
completed, additional menu
aptions wil become available

Additional help information for
each step of this wizard can be
found under the Help tab above

Figure 3.1 The Licensing screen in the Setup utility

Note that you can update the license at any time by using the Licensing
option that is available in the System area on the Main tab.
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Creating the platform management configuration

After you have activated the license on the system, the Configuration utility
prompts you for the basic configuration information for managing the
system (Figure 3.2). This required information includes the following
settings.

* Management interface settings such as the IP address, netmask, and
default gateway

* Host name and IP address

* High availability settings

* Time zone settings

» User account settings, such as the root and admin passwords
* Support access

e SSH access

Enterprize Manager
“eml™

Platform Setup Wizard

The following steps are reguired
in order to complete this wizard:
Licensing
O Platform
Metwark
Once the setup wizard has been

completed, additional menu
options will become available

Additional help information for
each step of this wizard can be
found under the Help tab above.

Activation Complete
This Ente

Setup Mility » Platform Setup

General Properties

IP Adddress: | 192.168.1.245
Management Port Metwork Mask: | 255.2686.255.0
Management Route: |
Host Mame I
Host IP Address | Usze Management Port [P Address ;I
High Availability I Single Device = I
Time Fone I AmericasLos Angeles ;I

User Administration

Passward: I
Root Account

Confirm: I
Pazawarch I
Admin Account
Confirm: I
Support Accourt I Dizabled vl
SSH Access ¥ Enabled
SEHIP Allgwy I " Allsddreszes w I

Back | Mest... |

Figure 3.2 The Platform Setup screen
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Platform setup screen settings

Management port

Host name

Host IP address

High availability

Each heading in this section provides a basic description to assist you in
choosing settings on the Platform Setup screen.

You can specify an IP address for the management (administrative) port. If
you set the management interface IP address using the LCD screen that is
available on some platforms, you do not need to configure this setting. You
can also specify a network mask for the administrative port's IP address and
the IP address of the default route for the management port.

You must enter a fully qualified domain name (FQDN) for the system.
Only letters, numbers, and the characters dash ( - ) and period
(.) are allowed.

The host IP address is the IP address that you want to associate with the host
name:

¢ Select Use Management Port IP Address to associate the host name
with the management port's IP address. This is the default setting.

e Select Custom Host IP Address to type an IP address other than the
management port's IP address.

A high availability system consists of two units that share configuration
information:

» Select Single Device if the system is not a unit in a high availability
system.

* Select Redundant Pair if the system is a unit in a high availability
system.

4 WARNING

Enterprise Manager high availability systems do not support many of the
high availability features of a BIG-IP system. The main function of
Enterprise Manager high availability is to provide an updated backup of the
configuration of the active Enterprise Manager system. For more
information on how Enterprise Manager works in a high availability
configuration, see Configuring Enterprise Manager as a high availability
system, on page 3-8.
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Unit ID

Time zone

Root account

Admin account

Support account

Select 1 or 2 to identify the system's unit ID number in the redundant
system. The default unit ID number is 1. If this is the first unit in the
redundant system, use the default. When you configure the second unit in
the system, type 2.

’ Note

If the device is not a part of a high availability system, you do not need to
specify the unit ID.

Select the time zone that most closely represents the location of the system.
This ensures that the clock for the Enterprise Manager system is set
correctly, and that dates and times recorded in log files correspond to the
time zone of the system administrator. Scroll through the list to find the time
zone at your location.

The root account provides access to this system from the console.
* In the Password box, type the password for the built-in account, root.

¢ In the Confirm box, retype the password that you typed in the
Password box.
If you mistype the password confirmation, the system prompts you to
retype both entries.

The admin account provides access to the system through a browser.
¢ Type the password for the built-in account, admin.

¢ In the Confirm box, retype the password that you typed in the
Password box.
If you mistype the password confirmation, the system asks you to
retype both entries.

This setting enables the built-in account, support, for access to the system's
command line interface and browser interface. If you activate the account,
you must also supply a password and password confirmation. The technical
support staff uses the support account to analyze the system if you need
assistance with troubleshooting issues.
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SSH access

Check the Enabled box if you want to activate SSH access to the Enterprise
Manager system.

SSH IP allow range

If you have enabled SSH access, you can specify the IP address or address
range for other systems that can use SSH to communicate with the system.
To grant unrestricted SSH access to all IP addresses select *All Addresses.
To specify a range, select Specify Range, and then type an address or
address range in the box, to restrict SSH access to a block of IP addresses.
For example, to restrict access to only systems on the 192.168.0.0 network,
type 192.168.%.%*.

Rerunning the Setup utility

Once you have configured the system, if you need to reconfigure any system
settings, you can run the Setup portion of the Configuration utility again by
clicking the Run the Setup utility link on the Welcome screen. As you
proceed through the Setup utility, click the Help tab for information about
the settings on each screen.

Configuring the enterprise management network

Once you have licensed the system, and configured the basic management
system settings, the Options screen opens in the Configuration utility. The
Options screen, as shown in Figure 3.3, contains two options for creating the
enterprise management configuration.

+ Basic Network Configuration
Click the Next button to start the basic network configuration wizard.
This wizard guides you through a basic network configuration that
includes an internal and external VLAN and interface configuration.

¢ Advanced Network Configuration
If you want to create a custom management configuration, click the
Finished button to exit to the Main tab. Select this option if you want to
create a custom VLAN configuration. If you choose this option, after you
click the Finished button, you should click the Network option on the
Main tab.

& Tip
Although the Advanced option is available, you do not need to create an
advanced network configuration for enterprise management purposes.
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Enterprise Manager
“eml™

Platform Setup Wizard

The following steps are required
in order to complete this wizard:
Licensing
Flatfarm
O Metwork
once the setup wizard has been

completed, additional menw
aptions wil become available.

Additional help information for
each step of thiz wizard can be
found under the Help tab above

Setup Utility » Options

Basic Hetwork Configuration

To configure a basic network configuration using & series of screens that provide default YLAN information, click Mext. Once you
configure the defautt vLANS, you can use the options in the nevigation menu to configure the traffic management setings for this
system.

Mest.. |

Advanced Hetwork Configuration

To exit the Setup Ltility and configures the network settings thet meet your requirements, click Finished. You can use the options in
the navigation menu to configure the network and traffic management settings for thiz system.

Finizhed |

Figure 3.3 The Options screen for configuring the enterprise management network

Using the Basic Network Configuration wizard

You can use the Basic Configuration wizard to configure two default
VLAN:S for the system, internal and external. Note that you can update the
network configuration at any time by using the options that are available
under the Network or System sections on the Main tab.

Consult the online help if you need detailed information about specific
settings when configuring the default VLANs and self IP addresses.
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Configuring Enterprise Manager defaults and

preferences

To successfully manage devices, you must set up Enterprise Manager
preferences. These preferences determine how Enterprise Manager handles
such features as high availability, software management, device
configuration archiving, certificate management, alerting, logging, and user
management.

Configuring Enterprise Manager as a high availability system

You can configure Enterprise Manager as a part of a high availability
system, but the high availability features are not the same as a BIG-IP
system high availability that you may be familiar with. Enterprise Manager
high availability mainly provides a warm backup of an active system. A
warm backup is a system that duplicates the configuration information of its
peer device, and can perform all of the functions of its peer, but requires
manual intervention to maintain the integrity of the backup configuration
information.

The primary advantage of an Enterprise Manager high availability system is
that you can maintain an active/standby configuration where you back up
the Enterprise Manager configuration, including device, alert, archive,
certificate, and software repository information. This ensures that once you
manage multiple devices with Enterprise Manager, you can maintain a back
up of all the network management information stored in the Enterprise
Manager database as long as you run regular ConfigSync tasks whenever
you change the Enterprise Manager configuration.

You can manage the ConfigSync task on the Enterprise Manager device in
the same way that you manage high availability managed devices. See
Working with high availability systems, on page 4-8, for more information.

Additionally, you can monitor the sync status of the Enterprise Manager pair
from the device’s general properties screen, or by looking at the status
displayed in the upper left corner of the screen above the navigation pane.

& Tip
To maintain the best possible backup capabilities of an Enterprise Manager

pair, we recommend that you start a ConfigSync task after major
configuration changes.

Understanding the Enterprise Manager high availability differences

There are four main differences between high availability on an Enterprise
Manager system and a BIG-IP system. The first is that Enterprise Manager
can only use an active/standby configuration for high availability. The
second is that the failover function on Enterprise Manager does not work in
the same way that it does on a BIG-IP system. The third is that the
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ConfigSync process requires much more time on an Enterprise Manager
system. Finally, you cannot make configuration changes on an Enterprise
Manager system in standby mode.

Setting the high availability configuration

When you configure the settings on the Platform Setup screen during the
initial system setup, you can specify the type of high availability system, if
appropriate. If you use Enterprise Manager in a high availability
configuration, you can only use the active/standby configuration, and not the
active-active configuration.

Working with the failover function

In an Enterprise Manager high availability system, if the active device fails
over, the standby device becomes active. However, if any processes are
running, such as a software installation or device archiving task, this process
is not continued by the new active device.

Because the Enterprise Manager system is designed to manage enterprise
devices instead of traffic, it cannot synchronize user-configured or
scheduled tasks in real time. Instead, for a failover to be successful,
Enterprise Manager requires a ConfigSync operation after each major
configuration change.

After a failover, the newly active system maintains the last known
configuration before any user-initiated or scheduled task if the systems were
properly synchronized. If a failover occurs during a running task, you must
reconfigure and re-start the task.

Working with the ConfigSync process

The Enterprise Manager database contains considerably more configuration
data than a typical BIG-IP system because it stores configuration data for a
large number of devices. The main effect of this is that a ConfigSync
process requires much more time than a similar process on a typical BIG-IP
system. Also, when you start a ConfigSync task for Enterprise Manager, the
system may report that the task is complete, although it is still running.

To ensure that the configurations are synchronized after you start a
ConfigSync task, you should check the status of devices on the target device
where you are copying the configuration. If a Maintenance Task appears in
the task list, then the ConfigSync task is not complete.

Additionally in a failover scenario, if a task is running, the task does not
continue when a standby peer becomes the active peer. If you encounter this
situation, you should re-configure the task and restart it.

Making configuration changes on a standby system

When an Enterprise Manager system is in standby mode, you cannot make
configuration changes such as adding devices, importing software, or
configuring alerts on the standby device. If you attempt to make changes on
a system in standby mode, you may incur an error.
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To ensure that you do not initiate tasks on a standby system, check for an
Active or Standby status message in the upper left corner of the screen.

Setting up a high availability Enterprise Manager system

Because of the differences with Enterprise Manager in a high availability
configuration when compared to a BIG-IP system, Enterprise Manager may
encounter issues unless you connect the devices according to certain
guidelines.

In order for Enterprise Manager to work properly in a high availability
configuration, you must configure the Enterprise Manager redundant
systems to manage devices through a TMM port instead of the management
port because a TMM port can support both static and floating self IP
addresses. Use of a floating self IP address is necessary to ensure that the
managed devices can communicate with the active device of an Enterprise
Manager redundant system configuration.

Configuring the network topology for high availability

An Enterprise Manager system manages information about other systems, so
it requires some changes to the network topology to work successfully with
certain tasks such as software upgrades. In order for two peer systems to
communicate information about managed devices properly, follow these
guidelines before you start configuring initial settings for the high
availability system:

1. Configure at least one static self IP address (instead of using the
MGMT interface to connect the devices).

2. Create at least one floating (shared) self IP address on the same
network.

3. Configure a default gateway or route on the same network as each
of the two self IP addresses that you configured.

Configuring initial settings for an Enterprise Manager pair

If you choose to configure two Enterprise Manager systems in a high
availability configuration, you must run an initial configuration
synchronization in order for the systems to work properly. Additionally, you
must specify the same password for the admin user on each device in the
redundant system configuration.

3-10
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To initialize an Enterprise Manager pair

This procedure describes the basic steps necessary to set up an Enterprise
Manager high availability system. To configure these settings, you must
have already configured two Enterprise Manager systems, and set each
device as a Redundant Pair on the Platform Setup screen in the Setup
utility.

1. On the Main tab of the navigation pane, expand System and click
High Availability.
The System Redundancy Properties screen opens.

2. For the Primary Failover Address, specify in the appropriate
boxes, the Self and Peer IP addresses for each Enterprise Manager
system.

3. Inthe Redundancy State Preference list, select whether you prefer
the current device to be the Active or Standby system. Select None,
if you have no preference.

4. In the Network Failover box, if you want the standby system to use
the network to check the state of the active system, check the Select
box to enable network failover detection.

5. Click Update to save your changes.

6. On the menu bar, click ConfigSync.
The System ConfigSync screen opens.

7. In the Configuration list above the table, select Advanced.
The table changes to show additional options.

8. In the ConfigSync User list, select a user account that has
Administrator privileges and can perform the ConfigSync operation.
Important: The user account and password must be the same on
both units in the redundant system configuration.

9. In the Detect ConfigSync Status box, check the Select box to
enable this unit to regularly compare its configuration status with
that of its peer.

10. In the Synchronize row, click either Synchronize TO Peer or
Synchronize FROM Peer to perform an initial configuration
synchronization.

Scheduling automatic configuration synchronization

In order to ensure that your Enterprise Manager high availability system is
synchronized, you may want to set up an automatic synchronization
schedule. You can configure Enterprise Manager to run an automatic
ConfigSync process at a regular interval, on the same screen where you can
perform a manual synchronization.
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To configure a scheduled ConfigSync

1. On the Main tab of the navigation pane, expand System and click
High Availability.
The System Redundancy Properties screen opens.

2. On the menu bar, click ConfigSync.
The System ConfigSync screen opens.

3. In the Scheduled Configuration Sync table, for Schedule, select an
option to determine how often you want the syst